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Abst ract

Thi s docunent specifies the Judgnent Event Protocol (JEP), a mninmal,
verifiable format for |ogging judgnent-related actions in distributed
systens. It defines four immutable event verbs (J, D, T, V), a signed
JSON event structure with replay protection, and standardi zed
signature verification rules. The protocol is designed to be

i nt eroperabl e across platforns and aut ononbus agents, and nmay be used
either natively or as a foundation for extended accountability,

audit, and deci sion provenance frameworks.
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1. Introduction

1.1. Mot i vati on

As distributed systens and aut ononpus agents operate across platforns
and domains, a mnimal, standard, secure format is needed to | og and
verify judgnent actions. The Judgnment Event Protocol (JEP) fills this
gap with a conpact, verifiable, and interoperable event record.

1.2. Scope

The Judgrment Event Protocol (JEP) defines:

- A set of basic judgnment event verbs

- A nminimal signed event format

- Replay protection using nonce and tinestanp

- Standardi zed signature and verification rules

JEP does NOT defi ne:

- Accountability structure or liability rules
- Delegation validity or authorization chains
- State machines or lifecycle enforcenent

- Multi-layer privacy architecture

- Cryptographic erasure

- Dispute detection or resolution

- Governance or conpliance |ogic

JEP may be used natively for basic event recording, or incorporated
into extended frameworks that add accountability, audit, privacy,
or deci sion provenance capabilities.

1.3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] .

1.4. Term nol ogy

Event: A single observable judgnent-related action
Actor: Entity that generates and signs the event
Nonce: A unique value to prevent replay attacks
Verifier: Entity that checks signature and validity
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2. Protocol Model
2.1. Event Primtives
JEP defines four immutable event verbs:
Judge) : A judgnent was created
Del egate): A judgnent authority was transferred

J(
D (
T (Termnate): A judgnent lifecycle was ended
V (Verify): An existing event was verified

O o0Ooo

The V (Verify) verb SHOULD reference the target event via the
optional "ref’ field to avoid circul ar dependenci es and amnbi guous
verification semantics.

2.2. Core Event Fornmat

A valid JEP event MJST contain these top-level fields:
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3.

3.

4.
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- jep: Pr ot ocol version (MJUST be "1")
- verh: One of [J, D T, V]

- who: Actor identifier (URI, DD, or public key hash)
- when: Uni x timestanp (seconds since epoch)
- what: Mul ti hash [ RFC9122] of judgment content ( RECOMVENDED)
- nonce: UU Dv4 unique identifier [RFC9562]
- aud: I nt ended audi ence (domain/identifier, RECOMVENDED)
- sig: Digital signature over canonicalized JSON
- ref: For V (Verify) events: hash/ID of verified event (OPTI ONAL)
Exanmpl e JEP Event:
{
"jep": "1",
"verb": "J",
"who": "did: exanpl e: agent - 789",
"when": 1742345678,
"what": "122059e8878aa%9a38f 4d123456789abcdef 01234",
"nonce": "f47aclOb-58cc-4372-a567-0e02b2c3d479",
"aud": "https://platform exanple.con,
"sig": "eyJhbCeci O JFZERTQSJO. .. "
}
Exanpl e Verify Event:
{
"jep": "1",
"verb": "V',
"who": "did:exanple:verifier-123",
"when": 1742345680,
"what": null,
"nonce": "alb2c3d4-5678-4abc- 8ef 0-123456789abc",
"aud": "https://platform exanple.cont,
"ref": "122059e8878aa9a38f 4d123456789abcdef 01234",
"sig": "eyJhbCci G JFZERTQSJO. .. "
}
Repl ay Protection

To prevent replay attacks:

1. The issuer MJST generate a new UU Dv4 nonce for every event.

2. Nonce MJST be created with a cryptographically secure random
generator to ensure unpredictability.

3. The receiver MIST cache and reject duplicate nonces.

4. A clock skew tolerance of +/-5 minutes (300 seconds) is
RECOMVENDED i f not explicitly configured.

5. The "aud’ field SHOULD bind events to specific recipients.

Signature and Verification

JEP uses:
0 JSON Canoni calization Schene (JCS) [ RFC8785]
o0 JSON Wb Signature (JW5) Conpact [RFC7515]

Verification Steps:

Parse and validate JSON structure.

Verify JW5 signature using the actor’s public key.
Ensure nonce is unique and not previously seen.

Ensure tinmestanp is within acceptable time w ndow.
Ensure audi ence matches if specified.

If "ref’ is present, validate its format as a reference.
Return VALID or | NVALID.

NookwnhE

Security Considerations

Repl ay Attacks



Wt hout nonce cachi ng and uni queness enforcenent, JEP events can
be fraudulently replayed. Al inplenmentations MJST reject
dupl i cat e nonces.

3.2. Tanpering
JEP events are cryptographically signed; any nodification
i nval i dates the signature.

3.3. Confidentiality
JEP does not provide encryption. Sensitive events SHOULD be
transmtted over TLS or encrypted using JVE

3.4. AgorithmAgility
Ed25519 i s RECOVMENDED. ECDSA P-256, SM2, and post-quant um
algorithnms are pernitted

3.5. Randomess Requirenents
Nonce generation MJST use cryptographically secure randomess
to prevent prediction and collision attacks.

4. | ANA Consi derations
4.1. JEP Verbs Registry

I ANA is requested to create a "Judgnent Event Protocol (JEP) Verbs"
registry. The registration policy for this registry is Expert

Review. Initial entries are:

Fomm o - o m e e e e e e e e e ee e +
| Verb | Description |
Fom e e - - o e e e e e e e e e e e e e e mmemamao o +
| J | A judgnent was created |
| D | A judgnent authority was transferred|
| T | A judgnent |ifecycle was ended |
| V | An existing event was verified |

4.2. Extension Registry
I ANA is requested to create a "Judgnent Event Protocol (JEP) Extensions"
registry for future conpatible extensions. The registration policy for
this registry is Specification Required.
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