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Abst ract

Thi s docunent defines the Judgnent Event Protocol (JEP), an
accountability attribution framework for distributed Al systens.
JEP provides a responsibility tracing mechani smfor judgnent
behavi ors, operating with identity verification (QAuth/DI D) and
envi ronnmental trust (RATS)

Cor e Desi gn:

- Four-primtive nmodel: $Judge, $Del egate, $Terminate, $Verify,
covering the conplete judgnment |ifecycle.

- Three-tier privacy architecture: Public Governance Tier (Tier 1),
Logi cal Accountability Tier (Tier 2), Private Payload Tier (Tier 3),
bal anci ng transparency and privacy.

- Mnimal core fields: eight fields (verb, who, when, what, based_on,
nonce, signature, tine_anchor) formthe atom c evidence set for
accountability.

- Progressive verification strategy: from open node (loca
verification) to platformnode (platformenhanced), adapting to
di fferent scenari os.

- Conpliance-friendly design: cryptographic erasure mechani sm
supports GDPR "right to be forgotten” and simlar requirenents,
with specific policies configured via | ANAZE 5 egi st ered ext ensi ons.

JEP follows a "minimal intrusion, maximum conpatibility" philosophy,
addi ng verifiable accountability capabilities to critical judgnent
nodes without reconstructing Al systenms, working with | ETF standards
including SCITT, RATS, and QAut h.
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 19, 2026
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1.

1.

2

3.

i nt erconnect ed deci sion networks, a fundanental governance gap has
energed in the Internet protocol stack: the semantic absence of
j udgrment behavi or accountability.

Wil e existing infrastructure effectively proves data delivery and
platformtrust, it was not designed to securely convey judgnent
attribution across heterogeneous environments# & gap this protoco
addr esses.

Consi der a representative nmulti-stage Al nedical diagnosis chain:

- Stage 1: Primary screening Al flags potential cardiac anonalies

- Stage 2: Specialist Al confirms diagnosis and recomends
treatnment based on Stage 1 input

- Stage 3: dinical Decision Support System (CDSS) generates fina
report

In post-incident tracing of msdiagnosis cases, audit agencies
typically face

1. Judgnent silos: Stage 1 results exist only in private |ogs,
| acking credential s that subsequent stages can reference and
cryptographically verify.

2. Accountability chain break: Stage 2 records "external input”
but cannot technically prove whether that input was |legally
del egat ed.

3. CGovernance cost: Audit teans spend excessive tinme reconciling
inconpatible proprietary log formats, yet still cannot forma
cl osed-1 oop evi dence chai n.

The root cause is the absence of a standard, portable judgnent
event primtive, causing attribution break during cross-platform
accountability information flow

Rel ated Wrk

SCITT [draft-ietf-scitt-architecture] provides transparent records
for supply chain artifacts, formng an essential foundation for
software supply chain security.

VAP [draft-ail ex-vap-| egal -ai-provenance] provides conprehensive
provenance tracking across the Al |ifecycle, addressing critica
needs for Al transparency and auditability.

DMSC [draft-li-dmsc-inf-architecture] provides infrastructure
support for dynamic multi-agent secured collaboration. JEP receipt
chains may serve as accountability evidence for DMSC-orchestrated
mul ti-agent workflows, particularly for high-risk Al decisions
requiring post-hoc audit.

JEP addresses judgnment accountability as a specific concern within
the broader Al governance | andscape, conplementing the above work
by focusing on the attribution of judgnent behaviors across

di stributed systens.

Desi gn CGoal s

JEP follows an "Atonically Conpl ete" design phil osophy (meaning
judgrment receipts contain the mniml non-divisible evidence set,
not distributed transaction atomcity):

- Mnimal Integration Cost: The protocol operates as a "governance
pl ane," not requiring Al systens to reconstruct inference |ogic,
only generating specification-conpliant receipts at judgnent



nodes.

- Semantic Neutrality: The protocol does not nodel judgnent
content, only nodeling judgnent attributes (actor, tine,
aut hori zation, state).

- Non-repudiability: Judgnment effectiveness exists independently of
the originating system auditors can verify responsibility chain
integrity w thout accessing inference environnents.

- Progressive Deploynment: From mininmal configuration
(single-signature) to full functionality (three-tier
architecture), scaling by requirements and capabilities.

- Scope Delimtation: JEP addresses accountability attribution for
j udgrment events only. It does not provide data |ineage, nodel
provenance, training record verification, or end-to-end supply
chain tracking. These are valid concerns addressed by ot her
protocol s; JEP s scope focuses on judgnent accountability to
enable mnimal integration cost and cl ear depl oynent boundari es.

1.4. Relationship to | ETF Ecosystem
JEP operates with | ETF trustworthy architecture:

- SCITT [draft-ietf-scitt-architecture] may provide tinestanp
services for JEP receipts.

- RATS [ RFC9334] attestations nay be recorded in JEP Tier 2
cont extual evi dence.

- ldentity frameworks (QAuth [RFC6749], DI D [D D-CORE], AP
[ Al P-CORE]) may provide identity verification services for JEP
actors.

Table 1. JEP Positioning in Protocol Stack

Fom e e e oo o e e e e e a oo Tt +
| Existing Layer | Function | JEP Usage |
o e e e e oo oo o e e e e e e oo oo oo o e e e e e e oo +
| TLS/ Transport | Data secure transport | No intervention |
o e e oo e e e e e oo o +
| QAut h/ D D/ | Principal identity | Reference identity |
| Identity | verification | markers, add behavior |
| | | responsibility trail |
o e e e e oo oo o e e e e e e oo oo oo o e e e e e e oo +
| RATS [ RFC9334] | Environnental | Optional environnental
| | trustworthiness proof | evidence in Tier 2 |
Fom e e e oo o o +
| SATT | Artifact existence | Optional tinestanp |
| [draft-ietf- | recording | anchoring |
| scitt-arch] | | |
o e e e oo Fom e e e e a e e oo e +
| JEP/ Governance | Judgment behavi or | Core protocol |
| (New) | responsibility | |
| attribution | |
o e e e e oo oo o e e e e e e e e oo o - o e e e e +

1.5. Conpatibility with EU Regul atory Frameworks

This protocol was designed with conpatibility with najor EU data
protection and Al regulatory frameworks in mnd, particularly:

- GDPR (CGeneral Data Protection Regulation) accountability
principle, privacy by design, right to be forgotten, and data
security requirenents.

- EU AI Act (key effective dates in 2026) high-risk Al



transparency obligations and sensitive data processing
requirenents.

- 2026 Digital Omibus Act unified requirenents for Al training
data legitimate interests, bias detection, and incident reporting.

JEP-01 achi eves conpliance-friendly design through

- Cryptographic erasure nmechanism (Section 7.3): Achieves
"conpliant forgetting" by destroying decryption keys while
retaining auditable "l ogical tombstones," addressing
the right to be forgotten through an approach distinct from
append-only | edger technol ogi es.

- Three-tier privacy architecture (Section 3): Tier 1 only
exposes rotatable agent IDs, Tier 2 only accessible to auditors,
Tier 3 only stores hash digests, naturally confornmng to data
m nim zation and privacy by design principles.

- TEE hardware binding (Section 5.3): Transforns hardware trust
roots into logical accountability, neeting high-risk A system
security trust requirenents.

- Configurable jurisdiction marking (Appendix G 5.1): Supports
configuring retention periods and |ocalization strategies
according to GDPR, CCPA, PIPL, and other regul ations.

Depl oyers can achi eve nore granul ar conpliance proof through
Appendi x G conpliance extensions. The cryptographic erasure
mechani sm of this protocol references ENI SA "Data Protection
Engi neering" reports and EDPB "Ri ght to be Forgotten Guidelines"
inits design, and is designed to provide verifiable evidence of
conpliance with erasure obligations, though final recognition
depends on specific jurisdictional interpretation

Note that conpliance ultimtely depends on depl oynent configuration
and applicable legal interpretation; this protocol provides
techni cal mechani sms to support, but does not guarantee, regulatory
conpl i ance.

.6. Quick Start Cuide

For readers new to JEP, this section provides a high-Ievel overview
to hel p understand the protocol’s core concepts and m ni mal
i npl ement ati on steps.

- Core ldea: JEP produces portable, cryptographically verifiable
recei pts that answer "who nmade what judgnment, when, and based on
what authority."”

- Eight Core Fields: Every receipt contains exactly eight fields:
verb, who, when, what, based _on, nonce, signature, tine_anchor
These are the atonic evidence el enents.

- Three Tiers: The fields are organized into three privacy tiers:
Tier 1 (public), Tier 2 (audit-restricted), Tier 3 (private).
This ensures mnimal disclosure.

- Mnimal Inplementation: A basic JEP inplementation can be built
in 2008200 lines of code, generating and verifying Judge receipts
usi ng SHA- 256 and Ed25519. See Appendi x E for pseudocode.

- Progressive Adoption: Start with sinple receipts, then add chain
verification, then enabl e extensions as needed.

The rest of this docunment provides detail ed specifications for al
aspects of the protocol
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Term nol ogy and Conventi ons
Requi rements Not ati on

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and " OPTI ONAL"
in this docunent are to be interpreted as described in BCP 14

[ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Core Concepts
1. Judgnent
An atonic declaration nmade by a judgnment actor in a specific
cont ext, possessing accountability effectiveness. It represents
the actor’s logical commitnent to that declaration, not the
absolute truth of the fact.

2. Receipt

A cryptographically verifiable judgnment event record foll owing JEP

specification, serving as the mninmal data unit for accountability
tracing.

3.  Judgrent Actor

An entity (human or Al agent) initiating judgnent behavior, whose
identity is typically endorsed by hardware trust root.

4. Authorization Chain

A traceable path recording the flow of accountability sovereignty
from mandator to del egatee, formed through parent receipt

ref erences.

5. Cryptographic Erasure

A techni cal mechani smrendering receipt ciphertext conputationally
unr eadabl e by destroying decryption keys, used to satisfy
compl i ance requirements such as GDPR "right to be forgotten.”

Core Concepts Quick Reference

Table 2 provides a quick reference to the core fields and their
rol es.

S R R o e m e e e e e oo
| Field | Tier | Necessity | Description

S S e Fom oo
| verb | 1 | Mandatory | Operation type

| who | 1 | Mandatory | Actor identifier

| when | 1 or 2 | Mandatory | Timestanmp

| what | 3 | Mandat ory | Content hash

| based _on | 2 | Mandatory | Parent receipt hash

| nonce | 1 | Mandatory | Replay prevention

| signature | (covers all)| Mandatory | Authenticity proof

| time_anchor| 2 | Recommended | Time anchoring reference
R R o e e - S

Three-Tier Privacy Architecture

Desi gn Principles



The three-tier privacy decoupl ed architecture achi eves atomc
conpl et eness of four elenents through physical and |ogical dua

i sol ation, ensuring accountability transparency while maintaining
i ndi vi dual privacy.

3.2. Public Governance Tier (Tier 1)

- Constituent Elenent: ldentity Anchor

- Function: Proves "who" initiated the operation

- Techni cal Inplenentation: Based on DI D, QAuth, or other
interoperable identity frameworks, carrying judgment actor agent
identity markers

- Privacy Property: Public. Used for global transparent auditing,
replay attack prevention, and notary service mapping. This tier
exposes only agent identity (Al Agent 1D); hunman operator
identity is protected through authorization chain linted
disclosure in Tier 2 or privacy-preserving D D

3.3. Logical Accountability Tier (Tier 2)

- Constituent Elements: Authorization Chain, Contextual Evidence

- Function: Proves "based on what legitinmcy" and "in what
environnment” the judgnment was nade

- Techni cal | nplenentation:

* Aut horization Chain: Contains parent receipt reference,
form ng traceable responsibility chain, recordi ng sovereignty
flow path from mandator to del egatee

* Cont extual Evidence: Contains encrypted tinmestanp and
environmental security measurenents (e.g., RATS hardware proof
or TEE nmeasurenent data)

- Privacy Property: Limted disclosure. Visible only to entities
with audit perm ssions, ensuring auditors can verify
responsibility flow path and judgnent environment trustworthiness
wi t hout exposing judgnent content.

3.4. Private Payload Tier (Tier 3)

- Constituent Elenent: Logic Payl oad

- Function: Anchors judgnent substantive content, ensuring results
were not tanpered with

- Techni cal Inplenentation: Encrypted hash di gest of judgnent
content, with original text protected by out-of-band encrypted
storage or independent keys

- Privacy Property: Strictly private. Receipt stores only content
digest. During cryptographic erasure execution, only
destroyi ng keys associated with this tier achieves conpliant
"forgetting" w thout breaking Tier 1 and Tier 2 governance
structure integrity.

3.5. Tier Relationships

Tabl e 3: Four Elements Privacy Mappi ng

o e e e e oo oo o e R o e e e e oo oo
| El ement | Privacy Tier | Visibility | Core Function
o e e e oo o a o Fom ek o e e e oo
| Identity Anchor | Tier 1 | Public | Establish

[ | | responsibility
| | | | principa
o e e e e oo oo o e R o e e e e oo oo
| Authorization | Tier 2 | Limted | Trace
| Chain | | | responsibility
| | | | flow
Fom e e e oo o a o T Fom e e e oo

| Cont ext ual | Tier 2 | Limted | Verify judgnent



| Evidence | | | environment |

| Logic Payl oad | Tier 3 | Strict | Anchor judgnent |
| | | private | content |

3.6. Mapping to Core Fields

The three-tier architecture provides a natural organization for the
core fields that constitute the mnimal evidence set for accountability
(see Section 4.4.1). Each core field is placed in the tier that
corresponds to its intended visibility:

| verb | Tier 1 | Operation primtive MJST be |
| | | publicly visible for basic |
| | | verification. |

S S o e e e e e e e e e e e e oo oo +
| who | Tier 1 | Actor identity MJUST be public to
| | | establish responsibility. |
S S o m o e e +
| when | Tier 1 or 2 | Timestanp MAY be public (Tier 1)

| | | or protected (Tier 2) depending
| I | on depl oynent needs. |

Fom e o - o a o o m e e e e e e e e mee oo s +
| what | Tier 3 | Content hash MUST be private to

| | | protect the actual decision data.

o e e e e oo o S o +
| based_on | Tier 2 | Parent receipt hash is required

| | | for audit but need not be public.

Fom e o - o a o o m e e e e e e e e mee oo s +
| nonce | Tier 1 | Unique identifier MJST be public

| | | to prevent replay attacks. |
o e e e e oo o S o +
| signature | (covers all) | Signature covers the entire |

| | | canonicalized core fields and |
| | | is part of the JWS signature. |

| time_anchor | Tier 2 | Time anchor reference is needed
| | | for audit but need not be public.

Thi s mappi ng ensures that every JEP receipt, regardless of extensions,
adheres to the sane privacy and accountability principles. The core
fields are i mutabl e and mandatory; extensions may add fields to any
tier but MJUST NOT alter the semantics of the core.

3.7. Field Placenent Rul es

I mpl enent ati ons MUST fol |l ow t hese placenent rul es when constructing
a JEP receipt:

- Fields assigned to Tier 1 MJST appear in the JW5 Protected Header

- Fields assigned to Tier 2 and Tier 3 MJST appear in the JWS Payl oad.

- The ‘when' field MAY be placed in either Tier 1 or Tier 2. |If
placed in Tier 2, a corresponding ‘tinme_anchor’ SHOULD be provided
to ensure timestanp integrity.

- Extensions MAY add fields to any tier, but MJUST NOT alter the
pl acement of core fields.

These rul es guarantee that any JEP i npl enentation can correctly
parse and verify receipts w thout anbiguity.
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JEP Protocol Specification
Four Primtives

JEP defines the conplete judgnent |ifecycle governance through four
core primtives.

1. $Judge Primtive

Judgnment initiation primtive. Used to create new judgnment events,
encapsul ating principal declarations into initial receipts.

- Initiated by judgnent actor

- Establishes Tier 1 identity anchor and initial sovereignty
- CGenerates initial receipt with no parent reference

- Post-state: ACTIVE

2. $Delegate Primtive

Del egation primtive. Used to execute responsibility transfer,
recordi ng accountability sovereignty flow path from mandator to
del egat ee.

- Phase One (Initiation): Mandator generates del egati on proposal,
state becomes DELEGATI NG

- Phase Two (Acceptance): Del egatee generates acceptance
signature, state becones DELEGATED

- Tinmeout Rollback: If acceptance signature not received within
specified time, automatic roll back to ACTIVE

- Supports multi-level del egation

- Pre-state MJST be ACTIVE or DELEGATED

- Mandator MUST exist in current Tier 2 authorization chain

3. $Terminate Prinmitive

Termination primtive. Used to formally declare the end of
judgrment accountability lifecycle. Signed by authorized
principal, ensuring term nation behavior itself is non-repudiable.
Supports "archived state" and "cryptographi c erasure" nopdes.

- ACTI VE state: Judgnment actor MAY directly terninate, generating
term nation receipt

- DELEGATED st ate: Mandator and Del egat ee MJST execute dual
signature to achi eve cl osed-| oop consensus, preventing unil ateral
responsi bility evasion

- DELEGATI NG state: Mandator MAY unilaterally cancel inconplete
del egation, state rolls back to ACTIVE

- Term nation node marking: ARCH VED (retain all three tiers) or
ERASED (erase Tier 3)

- Post-state: TERM NATED _ARCHI VED or TERM NATED_ ERASED

4. $Verify Prinmtive

Verification primtive. Non-state-changing operation for
integrity, authorization legitimcy, and tinmeliness verification
of receipts and their responsibility chains. Executable at any
poi nt during active period and post-term nation audit period.

- Probe Mode: |Immedi ate feedback verification result, no trace
gener at ed

- Audit Mdde: Cenerates verification trace record, produces Verify

recei pt

St ate Machi ne

1. State Definitions



Tabl e 4: Judgnent Lifecycle States

e e e e e oo o m m e e e e e e e e e e e e e e e eee— oo on +
| State | Meani ng |
o e e e e e a oo o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| I'NITI ATED | Initial state, no receipt. Supports |
| | pre-authorization and bootstrap scenari os. |
Fom e e e e a e e oo o m e e e e e e e e e e e e e e mee—ooon +
| ACTI VE | Judgnment created, responsibility not yet |
| | transferred. |
o e e e e e a oo o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| DELEGATI NG | Delegation initiated, awaiting Del egatee |
| | acceptance signature. |
Fom e e e e a e e oo o m e e e e e e e e e e e e e e mee—ooon +
| DELEGATED | Valid acceptance signature received, |
| | responsibility transferred to Del egatee. |
o e e e e e a oo o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| TERM NATED_ARCH VED | Term nated state, all three tiers retained|
| | for long-termconpliance audit. |
Fom e e e e a e e oo o m e e e e e e e e e e e e e e mee—ooon +
| TERM NATED ERASED | Term nated state, Tier 3 |ogic payl oad |

| | cryptographically erased (satisfying |
| | right to be forgotten).

o e e e e e e e e oo o - T +
| DI SPUTED_FROZEN | Dispute detected, chain frozen pending |
| | resolution |
T T +
| RESOLVED_CONTI NUE | Dispute resolved, chain operational with |
| | resolution mark |
o e e e e e e e e oo o - T +
| RESOLVED | NVALI D | Dispute resolved by invalidation, |
| | re-initiation required |
T TN +
| VERI FI ED | Meta-state indicating |ogical chain |
| | legitimacy confirmed (read-only result). |
o e e e e e e e e oo o - T +

.2. State Transition Rules

$Judge Transition:

- Initiated by judgnent actor, establishes Tier 1 identity anchor
and initial sovereignty

- Generates initial receipt, no parent reference

- Post-state: ACTIVE

$De| egate Transition:
Phase One (Initiation): Mandator generates del egati on proposal,
state becomes DELEGATI NG

- Phase Two (Acceptance): Del egatee generates acceptance
signature, state beconmes DELEGATED

- Tinmeout Rollback: If acceptance signature not received within
specified time, automatic roll back to ACTIVE

- Supports multi-level del egation

- Pre-state MJST be ACTIVE or DELEGATED

- Mandator MUST exist in current Tier 2 authorization chain

$Termi nate Transition:

- ACTI VE state: Judgnent actor MAY directly term nate

- DELEGATED state: Mndator and Del egat ee MJST execute dual
signature

- DELEGATI NG state: Mandator MAY unilaterally cancel, state rolls
back to ACTI VE

- Termination node marking: ARCH VED or ERASED

- Post-state: TERM NATED ARCH VED or TERM NATED ERASED



$Verify Execution:

- Non- st at e- changi ng operati on

- Probe Mode: | medi ate feedback, no trace
- Audit Mode: Generates verification trace

$Resol ve Transition (see Section 4.5.5):

- Pre-state: DI SPUTED FROZEN

- Post-state: RESOLVED CONTI NUE or RESOLVED_| NVALI D
4.2.3. Delegation Flow

Figure 1: Del egation State Mchine
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4.3. Event Format
4.3.1. Conmon Fields
Al JEP events MJST contain the followi ng fields:

- jep_version: Protocol version (e.g., "1.0")

- event _id: dobally unique event identifier (UU D [RFC9562])

- event _type: Event type (Judge, Del egate, Term nate, Verify, Resolve)
- actor_id: Judgnent actor identifier (typically DID)

- tinmestanp: Unix timestanp (seconds since epoch)

- prev_hash: Previous receipt hash (null for initial)

- primtive: Primtive-specific data

- proof: Cryptographic proof (signature)

4.3.2. Lifecycle Events

Judge Event:



- decision_hash: Hash of judgnment content
- authority scope: Authority scope UR

- valid fromvalid until: Validity period
- state: "A" (ACTIVE)

Del egat e Event:

- parent_receipt: Parent receipt reference

- delegatee_ id: Delegatee identifier

- acceptance_signature: Del egatee acceptance (required for
conpl eti on)

- del egation_scope: Del egated authority scope

Term nate Event:

- termnation_node: "ARCH VED' or "ERASED"

- pkd: Proof of Key Destruction (for ERASED node)

- consensus_signatures: Dual signhatures (for DELEGATED st ate)

Resol ve Event:

- disputed_receipt: 1D of disputed receipt

- resolution_type: "RESOLVED CONTI NUE' or "RESOLVED | NVALI D'

- resolution_statenent: Human-readabl e expl anation

- governance_signatures: Milti-signature from governance authority
- new_anchor: 1D of new anchor receipt (for RESOLVED | NVALI D)

4.3.3. Verify Events

- target _receipt: Target receipt ID

- verification_node: "open", "platforn, or "dual"

- verification_result: "VALID', "INVALID', or "D SPUTED'
- verification_tinmestanp: Verification time

- verifier_id: Verifier identifier

4. 4. Receipt Format

4.4.1. Core Fields
Every JEP recei pt MJST contain the follow ng core fields, which
constitute the mninmal nondivisible evidence set for accountability

attribution. These fields are immutable across protocol versions and
MUST be inpl enented by all conform ng inplenentations.

o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| Field | Description |
S o +
| verb | Operation primtive: "J" (Judge), "D' (Delegate), |
| | "T" (Terminate), "V' (Verify). |
I T e +
| who | Actor identifier URI (typically a D D) that |
| | uniquely identifies the judgnment actor. |
S o +
| when | Unix tinmestanp (seconds since epoch) when the |
| | judgnment was nade. |
I T T . +
what Hash of the judgnent content (e.g., SHA-256 of

I I
| the decision payload). The content itself is |
| stored externally as per Tier 3 of the privacy |
| architecture. |

| based_on | Hash of the parent receipt (null for initial |
| | judgments). This provides chain integrity and |
| | links to the authorization source. |

| nonce | dobally unique identifier (UU D [RFC9562]) to |
| | prevent replay attacks. |

| signature | Digital signature over the canonical JSON |



| | representation of all preceding core fields,
| | using the algorithmindicated in the JW5 header. |

| (Optional but RECOWENDED) Reference to an |
| external tine anchoring service (e.g., SCITT |
| entry 1D, blockchain transaction ID) that |
| cryptographically proves the tinmestanp’s |
| integrity. |

These eight fields answer the fundanental questions of accountability:
who (who), when (when), what (what), why (verb), based on what
(based_on), how to prevent replay (nonce), how to prove authenticity
(signature), and how to secure tine (time_anchor). Any fewer fields
woul d | eave a critical gap in the accountability chain.

.2. JWS Serialization
JEP receipts use JW Conpact Serialization [ RFC7515]:

BASE64URL( UTF8(JWS Protected Header)) || '. " ||
BASE64URL(JWS Payload) || '." ||
BASE64URL( JWS Si gnat ur e)

Protected Header (Tier 1 - Public):

- alg: Signature algorithm (e.g., "EdJDSA")

- typ: "JEP-Receipt"

- jep_v: JEP version

jep_aid: Actor ID (maps to the core field ‘who')
jep_op: Operation code (maps to the core field ‘verb')
- jep_rid: Receipt ID (maps to the core field ‘nonce')

- (Optional) Additional Tier 1 fields from extensions

Payload (Tier 2 & 3)
Contains the remaining core fields: when, based_on, what, tinme_anchor
- May also contain Tier 2 and Tier 3 extension fields
- The payl oad MAY be encrypted (e.g., using JWE [ RFC/516]) to protect
Tier 2 and Tier 3 data.

Signature: Covers the entire JW5 Protected Header and Payl oad.

4.4.3. Hash Computation

Recei pt canonicalization MJST use JCS (JSON Canonicali zation
Schene) [RFC8785] before hashing.

Hash al gorithm SHA-256 [ RFC6234] (MJST be supported)
Al ternative: SHA3-256 (MAY be supported)

The hash for the ‘based on' field is conputed as the SHA-256 of the
canoni cal i zed parent event (without its proof field).

4.4.4. Verification Al gorithm

1. Parse JW5 structure
2. Verify protected header signature using actor’s public key
3. Decrypt payload (if required for verification depth)
4. Verify parent hash chain integrity (check that the conputed hash
of the parent event matches based_on)
5. Verify authorization chain signatures (if present in Tier 2)
6. Verify timestanp within tol erance wi ndow (using tine_anchor if present)
7. Return verification result

4.4.5. JWS Construction Exanpl e

Bel ow i s a concrete exanple of a Judge receipt serialized as JW5.



For readability, the header and payl oad are shown decoded; actual
recei pts use base64url encodi ng.

Header (Tier 1):

{
"al g": "EdDSA",
"typ": "JEP-Receipt”,
"jep_v": "1.0",
"jep_aid": "did:exanple:agent 123",
"jep_op": "J",
"jep_rid": "f47ac10b-58cc-4372-a567- 0e02b2c3d479"
}
Payl oad (Tier 2 & 3):
{
"when": 1712345678,
"based_on": null,
"what": "sha256: 3a7bd3e2360a3d29eea436f cf b7e44c735d117¢c42d1c1835420b6b9942dd4f 1b",
"time_anchor": "scitt:entry: 123456"
}

The signature is computed over the canonicalized concatenation of
t he header and payl oad.

4.5. Verification Mdes

To accommpdat e di fferent trust assunptions and perfornmance
requi renents, JEP supports three verification nodes:

Table 5: Verification Mdes

S SRR T S S +
| Mbde | Verification Content | Latency | Qutput |
T o m e e e e e e i e e ee oo S Fom e oo +
| open | Local cryptographic proof | <1ms | VALID/ |
| (hash chain + signature) | | INVALID |
Fomm oo o e e e e e e e e e e e o m o S R +
| | Platform signature + | ocal | <10ns | VALI D |
| platform proof | | INVALID |
T o m e e e e e e i e e ee oo S Fom e oo +
| dual | Simultaneous platformand open | <100ns | VALID/ |
| | verification | | INVALID |
| | | | DI SPUTED |
S SRR T S S +

4.5.1. open Mde

- Pure local cryptographic verification

- No external dependencies

- Suitable for cross-platformoffline audit

- Mnimal trust assunption: only cryptographic primtives

4.5.2. platform Mde

- Platform signature + | ocal proof

- Suitable for internal nonitoring, high-trust environnents
- Hi gher performance than dual node

- Trust assunption: platformnot conpronised

4.5.3. dual Mode
- Sinul taneous platform and open verification
- Suitable for critical decisions, intrusion detection
- Conflict detection capability

4.5.4. DI SPUTED State Handl i ng



DI SPUTED state occurs when platformverification passes but open
verification fails (or vice versa), indicating:

- Platform may be conpromi sed (signature key | eaked)
- Inplementation bug (hash chain cal culation error)
- Network partition causing tinestanp inconsistency

Handl i ng RECOVMVENDED:

1. Trigger manual review

2. Freeze related responsibility chain
3. Initiate emergency response

4.5.5. Dispute Resolution and Recovery

JEP provides a structured recovery path from Dl SPUTED st ate
through authorized third-party intervention. This is defined in
the Resol ution Event extension (see Appendix G 2.2).

Resol uti on types:

- "RESOLVED CONTINUE": Dispute resolved, chain MAY continue
normal operation

- "RESOLVED | NVALID': Dispute resolved by invalidating
di sputed receipts, chain MJST be re-initiated froml ast
known good state

Resol ution recei pts MJST include governance signatures neeting
configured threshol d.

4.6. FError Handling

Table 6: JEP Error Codes

o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o

| Error Code | Scenario

Fom e e e e oo o et
I NVALI D_SI GNATURE Signature verification failed
BROKEN_CHAI N Parent reference broken or tanpered
UNAUTHORI ZED _ Del egating principal not in authorization
DELEGATI ON chain
I NVALI D_ Insufficient term nation permission (e.qg.,
TERM NATI ON m ssing dual signature in DELEGATED st at e)

I
I
I
I
I
PAYLOAD ERASED | Tier 3 payload conpliance-erased, only PKD
| provided
CHAI N_TOO _DEEP | Delegation |evel exceeds limt (10 |evels)
I
I
I
I
I
I

EXPI RED_RECEI PT Recei pt tinestanp outside trusted w ndow

DI SPUTED pl atf orm and open verification conflict
(dual node)
RESOLUTI ON_ Governance resol ution applied, chain status
REQUI RED changed per resol ution type
Fom e oo o m o e oo

4.7. Tinme Trust Anchor Mechani sm

To mitigate risks fromsingle tine source failures or NIP
devi ations, JEP inplenentations MAY inplenment a Tine Trust Anchor
(TTA) mechani smusing multiple independent time sources.

TTA- enabl ed i npl enent ati ons MJST configure at |east two of the
followi ng time sources

- Local NTP with authenticated NTS (Network Tine Security)

- SCITT transparency service tinestanp (if SCITT usage enabl ed)

- Hardwar e- backed trusted clock (e.g., TPM RTC, TEE secure cl ock)

VWhen multiple tine sources are configured, inplenmentations MJST



apply the followi ng consensus al gorithm

Collect timestanps fromall avail able sources

Di scard outliers exceeding 2x the configured tol erance w ndow
Sel ect the nedian tinestanp as authoritative

I f sources di sagree beyond tol erance wi ndow, enter SUSPECTED
state and trigger manual review

PwbpE

Exanpl e Depl oynent :

- In a sovereign cloud, configure
- NTP fromnational tine service (e.g., PTB in Gernmany)
- SCITT anchoring on a national bl ockchain
- TPM hardwar e cl ock for backup

- Tol erance: 5 seconds

- If SCITT is unavailable, fallback to NTP + hardware cl ock

If all configured sources beconme unavail abl e, inplenmentations MAY
use a local nonotonic clock but MJUST mark the receipt as
"time_unverified" in the verification result.

5. Extensions and Integration
5.1. Extension Mechani sm

JEP supports protocol extensions through | ANA registration

Ext ensi ons MJUST NOT violate core protocol semantics. All extensions
are optional and independent of the core 8 fields. Extensions are
organi zed by recommendation | evel for different depl oynent scenari os.
I mpl enenters nmay choose any conbi nati on of extensions based on their
requirenents; the follow ng grouping is advisory only.

For new depl oynents, it is RECOVWENDED to inplenent at |east the
Priority 1 extensions to benefit from enhanced security and
interoperability. See Section 5.6 for suggested extension sets for
conmon scenari 0s

5.2. SCTT Usage

SCITT [draft-ietf-scitt-architecture] may provide tinestanp
services for JEP receipts. This is optional; JEP verification
does not require SCITT integration.

5.3. RATS Usage
RATS [ RFC9334] attestations may be recorded in Tier 2 contextua
evidence. This is optional. TEE evidence encoding formats are
defined in Appendix G 2. 1.

5.4. ldentity Framework Usage

Table 7: ldentity Framework Mapping

. S RIS e +
| Identity | Tier 1 | Tier 2 |
| Standard | Mappi ng | Mappi ng |
S S T +
| DD | jep_aid | Authorization chain DID |
| | | resolution |
. I IRy e +
| QAuth 2.0 | jep_aid + | Token scope verification |
| | token ref | |
S S T +
| AP | jep_aid + | Agent capability chain |
| | capability | |

| | declaration | |



| X. 509 | Certificate | Certificate chain verification |
| | fingerprint | path |

5.5. Extension Specification Requirenments

JEP extensions MJST conmply with the foll ow ng mandat ory
specification requirenents:

- semantics: Textual description of behavioral changes introduced
- conpatibility: "full", "wire", or "none"

- version: Semantic version string

- requires: Array of prerequisite extension identifiers, if any

Ext ensi ons MJST be registered via the I ANA regi stry and MJUST NOT be
depl oyed in production prior to registration conpletion

5.6. Recomended Extension Conbi nati ons
To help inplenenters choose an appropriate set of extensions, the

fol |l owi ng conbi nati ons are recomended for common depl oynent
scenari os:

Mnimal (10T / Edge): Core fields + Lightweight Mde (G 3.1)
- Standard (Internal audit): Core + P1 (TEE evidence, nulti-source tine)
- Conpliance (EU GDPR / Al Act): Core + P1 + P4 (jurisdiction, GDPR

Al Act)
- Hi gh-Security (Financial): Core + P1 + P3 (enhanced hardware bindi ng)
- Cross-Border Governance: Core + P1 + P5 (federal resolution)

These are reconmmrendations only; inplenenters may adapt based on
speci fic requirenents.

6. Security Considerations
6.1. Threat Model

JEP security design assunes a sem -trusted distributed network
environment. The protocol MJST defend agai nst:

- Insider Attackers: Legitimate judgment actors nay maliciously
del egate to evade responsibility, or exploit controlled
environnments to forge/tanper contextual evidence

- External Attackers: Third parties may intercept and repl ay
legitimate receipts, or performtraffic analysis through Tier 1
public netadata to infer judgment behavior frequency and busi ness
| ogi c.

- Conputational Threats: Wth quantum conputing devel opnent,
existing elliptic curve-based digital signatures may face
security degradation or instant conpromn se

Trust Assunptions:

- Judgnent actors are responsible for private key security

- Tinme sources are partially trusted (within tol erance w ndow)
- Optional anchoring services (e.g., SCITT) are trusted

6.2. Key Managenent
- Signature keys MJST be stored in hardware trust root (HSM TEE)
- Rotation period: RECOMVENDED 1 year
- Conpromni se response: |Inmediate $Termnate with logical invalidation

- Encryption keys (Tier 3) MAY be stored in external KVS



- Erasure execution: Deterministic destruction with PKD generation
6.3. Cryptographi c Mechanisns

- Ed25519: High perfornmance, high security, constant-time execution

- SHA-256: Broad support, sufficient security margin

- ECDSA with P-256: Alternative for FIPS 140-2 conpliance

- SM2: Chinese conmercial cryptography conpliance

Algorithmagility: JW Protected Header alg field supports future
mgration.

6.4. Attack Analysis

Table 8: Attack Matrix

o a o o m e e e e e e e e e e aa oo oo +
| Attack Type | Description | Mtigation |
o e o e e e e e e e e e e e o m o T +
| Signature | Attacker forges Ed25519 | Key in |
| Forgery | signature | HSM TEE |
o a o o m e e e e e e i e e ee oo o +
| Hash Collision | Find different judgrments with | Use SHA-256 |
| | same hash | |
o e o e e e e e e e e e e e o m o T +
| Replay Attack | Reuse old receipts | UUI D+t i mest anp|
| | | wi ndow |
o a o o m e e e e e e i e e ee oo o +
| Man-in-the- | Tanmper with receipts in | TLSt+signature |
| Mddle | transit | |
o e o e e e e e e e e e e e o m o T +
| Denial of | Construct deep del egation | 10-1evel depth]|
| Service | chains | Timt |
o a o o m e e e e e e i e e ee oo o +
| Time Tanpering | Forge judgnent tinestanps | SCATT |
| | | anchoring |
| | | (optional) |
S T S +
| Responsibility | Mandator unil ateral | Mandatory |
| Dunpi ng | delegation without consent | dual -si gnature]|
o a o o m e e e e e e e e e e aa oo oo +

6.5. Post-Quantum M gration

JEP Tier 1 Header alg field reserves algorithmagility for

mgration to post-quantum signatures (Dilithium Falcon, or

SPHI NCS+). Ed25519 remains secure until N ST post-quantum st andar ds
are widely deployed. |Inplenentations SHOULD nonitor N ST

st andar di zati on progress.

For high-security environments requiring protection against
"harvest now, decrypt later" attacks, hybrid signature schenes
(e.g., Ed25519 + Dilithium are RECOMVENDED during the transition
period. Hybrid signatures can be encoded by using a conposite
algorithmidentifier (e.g., "Ed25519-DilithiunB") and including
both signatures in the JW5 signature field concatenated or
structured as defined by the conposite schene. |Inplenentations
SHOULD verify at |east one of the signatures according to their
security policy.

Once NI ST finalizes post-quantum standards, JEP will update the

recomended al gorithm set accordingly. The core protocol renmins
unaf fected by al gorithm changes.

7. Privacy Considerations



7.1. Privacy Risk Analysis

Observability Risk: Tier 1 actor |ID may enable Iong-termtracking

- Disclosure Risk: Tier 2 authorization chain nmay expose organi zati ona
internal structure

- ldentification Risk: Behavior patterns may infer real identity

Aggregation Risk: Miltiple receipt correlation may reconstruct

conpl et e busi ness graph

7. 2. Data M ni m zati on

Recei pts MJUST NOT contain non-essential fields. Al fields serve
explicit accountability purposes. The three-tier architecture
ensures that only the mninmal necessary information is exposed to
each party.

7.3. Cryptographic Erasure Mechani sm

Execution $Ternmi nate (ERASED node) | eaves "l ogi cal tombstones" in

responsi bility chain:

- Tier 3 payload content conputationally unrecoverabl e through key
destruction

- Retains undecryptabl e hash anchor

- Preserves Tier 1 (public governance) and Tier 2 (accountability
pat h)

Thi s design proves "conpliant erasure obligation fulfilled" during
regulatory audit while retaining mniml accountability evidence.
For gui dance on interacting with regul ators and denonstrati ng
compl i ance, see Appendi x M

7.4. Depl oynent Recommendati ons

- Public Deploynment: Use epheneral DI D, rotation period RECOMVENDED
24 hours

- Private Deploynment: MAY use fixed DID, relying on network isolation

- Cross-border Deploynent: Consider data |ocalization requirenents

7.5. EU Regul atory Conpliance Anal ysis

JEP was designed with conpatibility with EU maj or regul atory
frameworks in mnd. See Appendix J for a detailed conpliance
qui ck reference guide

8. | ANA Consi derati ons

8.1. Media Type Registration
I ANA is requested to add the following entry to the "Media Types"
registry

Type name: application

Subt ype nane: jep+json

Required paraneters: N A

Optional parameters: charset (default is UTF-8)

Encodi ng consi derations: Follows RFC 8259 (JSON)

Security considerations: See Section 6 of this docunent

Interoperability considerations: JEP receipts support JWS Conpact
Serialization (RFC 7515)

Publ i shed specification: This docunent

Applications that use this nedia type: Judgnment Event Protoco
i mpl ement ati ons, Al governance systens, conpliance audit
pl at f orns

Fragment identifier considerations: NA



Addi tional information: None

Person and enmil address to contact for further information:
Yugi ang Wang <si gnal @unanj udgnent . or g>

I nt ended usage: COVMON

Restrictions on usage: None

Aut hor: Yuqi ang Wang

Change controller: |ETF

8.2. JWS Header Paraneters Registration
I ANA is requested to add the following entries to the "JSON Wb

Si gnature and Encrypti on Header Paraneters" registry per RFC 7515
Section 9. 1:

Fom e o m e e e e e e e e eea oo o e e o s
| Parameter | Description | Header Paraneter
| Nane | | Location
N o m e e e e e e e e e o e e e e oo oo
| jep_v | JEP protocol version (e.g., | JOSE Header

| "1.0")
Fom e o m e e e e e e e e eea oo o e e o s
| jep_aid | Actor identifier URI (maps to | JOSE Header
| | core field ‘who') |
N o m e e e e e e e e e o e e e e oo oo
| jep_op | Operation code: "J", "D', | JOSE Header

| "7, "V' (maps to ‘verb') |
Fom e o m e e e e e e e e eea oo o e e o s
| jep_rid | Receipt identifier (UU D maps | JOSE Header
| | to ‘nonce') |
N o m e e e e e e e e e o e e e e oo oo

Change controller: |ETF
Speci fication docunment(s): This docunent, Section 4.4.2

8.3. JEP Error Code Registry

I ANA is requested to create a new sub-regi stry named "Judgnent
Event Protocol Error Codes" under "Protocol Registries".

Regi stration procedure: Specification Required (RFC 8126)
Change controller: |ETF

Initial registrations: See Table 6 in Section 4.6.
8.4. JEP Extension Registry

I ANA is requested to create a new sub-regi stry named "JEP
Ext ensi ons" under "Protocol Registries".

Regi stration procedure: Specification Required (RFC 8126)
Change controller: |ETF

Regi stry fields:

- Extension ldentifier: Unique URI (e.g., urn:ietf:jep:ext: NAVE)
- Semantics Description: URL to specification docunent

- Conpatibility Level: "full" | "wire" | "none"

- Version: Semantic version string

- Registration Date: |SO 8601 date

- Contact: Emmil of registrant

Initial registrations: See Appendix G for the initial set.
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Appendi x A, Performance Benchnar ks

Thi s section summari zes perfornance benchmarks from JEP Ref erence
I mpl enentation v1.0. Tests conducted on:

Constrai ned Node:

- CPU. Intel Xeon E5-2680 v4 @2.4 GHz (single-core)
- Menory: 512MB DDR4- 2400

- Storage: SATA SSD

St andard Server:

- CPU. Intel Xeon Gold 6248R @3.0 GHz (16 cores)
- Menory: 64GB DDR4- 2933

- Storage: NVMe SSD

Resul t s:

- $Judge generation |atency: average 4.5 ns

- Throughput: 12,000+ receipts/second (16-core)

- open node verification: <1 ns

- platform node verification: <10 ns

- dual node verification: <100 mns

- 10-level chain verification: median 120 nms (asynchronous)

- Receipt size: 1.2 - 2.5 KB (core only), up to 5 KB with extensions

Appendi x B. Dispute Handling Franmework

When $Verify produces disputed results, the followi ng multi-tier
handl ing fl ow i s RECOVMENDED:

B.1. Logical Degradation: If receipt is TERM NATED ERASED,
accept PKD as legitimte explanation for Tier 3 absence.

B.2. Conflict Detection: |If dual node returns DI SPUTED:
1. I'mediate freeze of responsibility chain
2. Root cause analysis
3. Energency response

B.3. Evidence Re-evaluation: |If TEE binding fails, trigger
SUSPECTED node and re-eval uate RATS neasurenents.

B.4. Sovereignty Traceback: Trace through Tier 2 authorization
chain to initial human principal for legal attribution.

Appendi x C. Inplenentation R sks and Mtigations

o e o e e e e e e e e e e e o m o o e +
| Risk Category | Risk Description | Mtigation |
o a o o m e e e e e e e e eea oo o a o +
| Cdock Drift | Node desynchronization causing | NTS sync, |
| | EXPI RED_RECEI PT | tolerance =5s |
oo o - o e e e e e e e e e e e e o oo o - +
| State | Asynchronous $Termi nate | Backward |
| I'nconsistency | propagation del ay | probing |
o a o o m e e e e e e e eee oo o a o +
Key Loss Actor | oses private key Emer gency

I I
| term nation |
| by parent |



| Storage | Massive receipt chains | Tonbstone |
| Expl osion | | conpression |
. ' . +
| Verification | Msusing platformnode in | Dual node for
| Mbde M suse | high-risk scenarios | critical ops
o e o e e e e e e e e e e e o m o o e +

Appendi x D. Conpatibility with HIS-00

o e e e e oo oo o m e e e oo - o e e e e e e e e m e e +
| HIS-00 Feature | JEP-01 Status | Mgration Notes |
o e e e e oo S o e e e e e e e e e +
| Four primtives | Fully retained| No nodification required |
o e e oo s o o e e e e e e e i e +
| platforn open/ | Fully retained| Semantically consistent |
| dual nodes | | |
o e e e o T o e e e e e e e e e o +
| Pending state | Carified as | Cearer state nachine |
| | DELEGATI NG | |
o e e oo s o o e e e e e e e i e +
| Acceptance sig | Strengthened | Stricter security |
| | as dual-sign | |
o e e e o T o e e e e e e e e e o +
| 10-1evel depth | Retained | Fromrecomendation to |
| | | SHOULD- I evel |
o e e oo s o o e e e e e e e i e +
| Three-tier arch | Evolved from | C earer concepts, functional

| | LPV/ SEN GEI | consi stency |
o e e e o T o e e e e e e e e e o +

Conpatibility Commtnent: Al HIS-00 receipts are verifiable in
JEP-01; JEP-01 new features are optional extensions.
Appendi x E. I nplenmentation Cuide

E.1. Reference Inplenentation: Avail able at
https://github. com hjs-spec/jep-reference-inpl (Rust, Apache-2.0)

E.2. Mnimal Viable Inplenentation (Pseudocode):

‘' python
cl ass Recei pt:
def __init_ (self, event_id, actor, decision_hash):

self.event_id = event_id

sel f.actor = actor

sel f. deci si on_hash = deci si on_hash

sel f. prev_hash = None

sel f.signature = None
def sign(self, private_key):

data = sel f.canonicalize()

sel f.signature = sign(private_key, data)
def verify(self, public_key):

data = self.canonicalize()

return verify(public_key, data, self.signature)
def canonicalize(self):

return jcs(self.to dict())

E 3. 1 enment ati on Checkl i st:
- ] Al four primtives inplenented
] State nmachine (8 states) supported
] Three verification nodes
] Chain depth limt (10 |evels)
]

Dual - si gnat ure enf or cenent



- [ ] Cryptographic erasure (optional)
- [ ] IANA registry usage

Appendi x F. Test Vectors
F.1. Judge Recei pt Exanple

‘*‘json
{
"hjs": "1.0",
"id": "f47acl10b-58cc-4372-a567-0e02b2c3d479",
"actor": "did: exanpl e: agent 123",
"deci sion_hash": {
"hash": "3a7bd3e2360a3d29eea436f cf b7e44c735d117¢c42d1c1835
420b6b9942dd4f 1b",
"al g": "sha256"

}1

"authority_scope": "https://hospital.exanple/policy/diagnosis/vl",
"valid": {"fronf: 1712345678, "until": 1712349278},

"state": "A",

"prev_hash": null,

"primtive": {"type": "J"},

"proof": {"signhature": "base64...", "alg": "Ed25519"}
}

F.2. Delegate Receipt Exanple

(Assum ng parent receipt ID "f47acl0Ob-...")
‘*fjson
{
"hjs": "1.0",
"id": "alb2c3d4-...",
"actor": "did: exanpl e: agent 123",
"deci sion_hash": {...},
"authority_scope": "...",
"valid": {...},
"state": "D',

"prev_hash": "sha256: 3a7bd3e2360a3d29eead436f...",
"primtive": {

"type": "D',

"payl oad": {
"to": "did: exanpl e: agent 456",
"acceptance_proof": "base64...",

"del egati on_scope":
}

}
roof": {...}

F.3. Terminate Recei pt Exanpl e (ERASED node)
‘json

"hjs": "1.0",

idvo " "

"actor";.;did:exanple:agent45€ﬁ
"deci sion_hash": {...},

"authority_scope": "...",
"valid": {...},
"state": "T"

"prev_hash": "sha256:alb2c3d4...",
"primtive": {
"type": "T"



"payl oad": {

"mode": "ERASED',

"pkd": "baseb64-pkd- hash"
}

}
roof": {...}

F.4. Verify Receipt Exanple

‘json
{

“hjs": "1.0",

"verify": {
"event _id": "f47aclOb-...",
"met hod": "dual ",
"attestation": {...},
"verifier": "did: exanpl e: auditor”
"timestamp": 1712345680

}

,roof": {...}

F.5. Extended Receipt with TEE Evi dence
Thi s exanpl e shows a Judge receipt with TEE evidence in Tier 2.

Header (Tier 1):

{

"al g": "EJDSA",

"typ": "JEP-Receipt"

"jep_v": "1.0",

"jep_aid": "did:exanpl e: agent 123",

"jep_op": "J",

"jep_rid": "f47acl0b-58cc-4372-a567-0e02b2c3d479"
}

Payl oad (Tier 2 & 3):

"when": 1712345678,
"based_on": null,
"what": "sha256: 3a7bd3e2360a3d29eea436f...",
"time_anchor": "scitt:entry:123456",
"cont ext ual _evi dence": {
"tee_type": "Intel-TDX",
"format": "eat",
"evi dence": "base64-encoded- EAT",
"timestanp": 1712345678

F.6. Negative Test Cases

- Modify any byte of the signed content — expect | NVALID Sl GNATURE

- Change prev_hash to an incorrect value — BROKEN CHAI N

- Set tinmestanp to 5 seconds before current time — VALID (wthin wi ndow)
- Set tinmestanp to 10 seconds after current tine — EXPI RED RECEI PT

- Construct an 11-1evel delegation chain — CHAI N TOO DEEP

- Ormit required field (e.g., “who') — parse error

Appendi x G Protocol Extensions

Thi s appendi x defines optional extensions to the core JEP



protocol. Extensions are organized by recomendation | evel for
di fferent deploynment scenarios. |Inplenenters nay choose any
conbi nation of extensions based on their requirenents; the
follow ng grouping is advisory only.

G 1. Extension Mechani sm Principles

Al'l extensions MJST NOT nodify core protocol semantics (four
primtives, three nodes, three-tier architecture). Extensions MJST
be registered via | ANA (Section 8.4) and SHOULD fol |l ow reverse
domai n nam ng (e.g., org.exanple.jep.extension). Extensions MAY
decl are compatibility levels (full]wre|none).

G 2. Priority 1 Extensions (Strongly Recommended)
G 2.1. TEE Evidence Fornat

Pur pose: Standardi ze TEE evi dence encoding in Tier 2 for cross-platform
interoperability.

Identifier: org.ietf.jep.ext.tee-evidence
Conpatibility: wire

Speci ficati on:

- tee_type: REQU RED. String identifying TEE type.

- format: REQU RED. String. Values: "eat", "raw'

- evidence: REQUI RED. Base64-encoded attestation evidence

- verifier: OPTIONAL. URI of external verification service

- timestanp: REQUIRED. Unix tinmestanp of attestation generation

Exanpl e:
‘*‘json

"cont ext ual _evi dence": {

"tee_type": "Intel-TDX",
"format": "eat",
"evi dence": "base64...",

"timestamp": 1712345678

G 2.2. Resolution Event ($Resolve)
Pur pose: Provide autonated recovery from DI SPUTED st at e.

Identifier: org.ietf.jep.ext.resolution
Conpatibility: full

Speci ficati on:

- Adds new primtive: $Resolve

- Adds new states: DI SPUTED FROZEN, RESCOLVED CONTI NUE, RESCOLVED | NVALI D

- Resolution event format includes disputed_receipt, resolution_type,
gover nance_si gnatures, etc.

G 2.3. Milti-Source Tinme Validation

Pur pose: Enhance time reliability through nultiple independent time
sour ces.

Ildentifier: org.ietf.jep.ext.multi-time
Compatibility: full

Specification: See Section 4.7 for the core algorithm this extension
adds explicit encoding of multiple time sources in Tier 2.



G 3. Priority 2 Extensions (Optional)
G 3.1. Lightweight Mde

Pur pose: Reduce receipt size and verification overhead for constrained
envi ronment s.

Identifier: org.ietf.jep.ext.|ightweight
Conpatibility: wire
Speci ficati on:
- jep_version: "1.0-lite"
- conpression: OPTIONAL (gzip, zstd)
- chain_proof.type: "partial" (only last N ancestors)
- verification_node: MJST be "open"
G 3.2. AP Usage
Purpose: Deep integration with Agent ldentity Protocol.

Identifier: org.ietf.jep.ext.aip
Conpatibility: wire

Adds ai p_session and aip_capability fields to Tier 1 header.
G 3.3. Batch Operations
Pur pose: Atomi c batch processing of nmultiple primtives.

ldentifier: org.ietf.jep.ext.batch
Conpatibility: none

Adds $Batch prinmitive with operations array.
G 3.4. Refusal Event

Pur pose: Support accountability for Al system "refusal to generate"
scenari os.

Identifier: org.ietf.jep.ext.refusal
Conpatibility: wire

Adds $Refuse primtive with refusal.reason, policy_ref, input_hash.
G 4. Priority 3 Extensions (Security Enhancenent)
G 4.1. Key Evolution

Pur pose: Provide forward secrecy through cryptographically verifiable
key rotation.

Identifier: org.ietf.jep.ext.key-evolution
Conpatibility: wire

Adds ROTATE_KEY event type, with rotation_proof fromold key.
G 4.2. Enhanced Hardware Bi ndi ng
Pur pose: Provide physical binding strength through VDF and biometrics.

Identifier: org.ietf.jep.ext.enhanced-hardware
Conpatibility: wire

Supports binding | evel (standard/enhanced/ maxi mum), VDF proofs,
bi onetric bindi ng.



G5. Priority 4 Extensions (Conpliance Support)
G 5.1. Jurisdiction Marking
Purpose: Mark receipts with applicable legal jurisdiction.

ldentifier: org.ietf.jep.ext.jurisdiction
Compatibility: full

Fi el ds: governing |aw, data l|localization, retention_period _days,
erasure_proof _required.

G 5.2. Legal Validity Proof

Pur pose: Enhance courtroom adnissibility through notary and regul atory
Wi t ness si gnat ures.

Identifier: org.ietf.jep.ext.|egal-proof
Compatibility: full

I ncl udes wi tness objects with signatures.
G 5.3. (GDPR Conpliance Proof
Pur pose: Provide cryptographi c proof of GDPR conpliance.

Identifier: org.ietf.jep.ext.gdpr-proof
Conpatibility: full

I ncl udes erasure_proof (PKD, erasure_tinestanp, w tness), dpo_signature,
audi t _| og.

G 5.4. Al Act Transparency Marking
Pur pose: Support EU Al Act transparency obligations.

ldentifier: org.ietf.jep.ext.ai-act-transparency
Conpatibility: wire

Fields: risk |evel, transparency_obligation, synthetic_content,
human_oversi ght, conformty_assessnent.

G 6. Priority 5 Extensions (CGovernance Flexibility)
G 6.1. Federal Resolution

Pur pose: Enable configurable nulti-party governance for dispute
resol ution.

Identifier: org.ietf.jep.ext.federal-resol ution
Conpatibility: full

Supports governance_nodel (single/federal), participants with weights,
threshol d_policy. Resolution requires signatures neeting threshold.

Appendi x H  TEE Evi dence Exanpl es

H 1. Intel TDX EAT Exanpl e
H 2. AMD SEV-SNP Raw Format Exanpl e
H 3. TEE Bi ndi ng Check Procedure
Appendi x |. Dispute Resolution Wrkfl ow Exanpl es

I.1. Platform Conproni se Suspected



2. Deep Chain Invalidation
I.3. Automated Recovery Exanple

Appendi x J. EU Conpliance Quick Reference Quide

GDPR Conpl i ance Checkli st

EU Al Act Conpliance Checkli st

Cryptographic Erasure Audit Evidence Chain
Recomended Ext ensi on Configuration

EDPB Enf orcement Action Conpliance Reconmendati ons

LG GG
abhwdE

Appendi x K. Tier Mpping Reference

Tabl e K. 1: Tier Nam ng Conventions

Fomm e - o - o m e e e e e e e e e Tt
| Tier | Functional Nane | Primary Content

S SRR T o e e e e e e e oo
| Tier 1 | Public Governance Tier | Identity Anchor

S o m oo oo
| Tier 2| Logical Accountability Tier | Authorization Chain,

| | | Contextual Evidence

Fomm oo o e e e e e e e e e e e o m o o e e e e e
| Tier 3| Private Payload Tier | Logi c Payl oad (hash)

S R e oo oo

Al references to "Tier X' in this docunent map to the above
functional nanes.

Appendi x L. Formal Justification of Core Fields

Thi s appendi x provides a formal argunment for why the eight core
fields constitute a mninmal complete set for accountability
attribution.

Let an accountability event be defined as a tuple (A, T, Db R P)
wher e:

- A Actor (who)

- T: Time (when)

- D: Decision content (what)

- R Reason/Authorization (based_on)

- P: Proof (signature)

Additionally, we require

- A unique identifier to prevent replay (nonce)

- A secure tinmestanp anchor to prevent time tampering (time_anchor)
- An action type to distinguish different primtives (verb)

The eight fields correspond to these essential conponents. Renopving
any field would | eave at | east one conponent m ssing, breaking the
ability to fully attribute the event. For exanple, wthout *‘who',
the actor is unknown; w thout ‘based on‘, the authorization chain
cannot be verified; wthout ‘nonce', receipts can be repl ayed.

This mininal set has been validated agai nst nunmerous real -world
accountability scenarios, including nmedical diagnhosis chains,
financial transactions, and autononous agent workflows. No
additional field has been found necessary for basic accountability
in any of these scenari os.

Future extensions may add fields for specific use cases (e.g., TEE
evi dence, conpliance markings), but the core eight renmai n unchanged
and uni versally applicabl e.



Appendi x
This g

M Regulatory Interaction Guide for Cryptographic Erasure

ui de provi des deployers with practical advice on howto

present cryptographic erasure evidence to regulators and auditors.

M 1.

M 2.

M 3.

M 4.

Aut hor’ s

Yuqgi an
HUMAN
Emai | :

G t Hub

Prepar|ng for Audit
Maintain a log of all $Termnminate events wi th ERASED node,
i ncluding the PKD and ti mestanp.

- Store the PKD in a secure, long-termrepository (e.g., a
signed audit 1o0Q).

- Ensure that the tinme_anchor for the termnation event is
froma trusted source (e.g., SCITT, national TSP).

Responding to a Del eti on Request (CDPR Art. 17)

1. Execute $Termnate wi th ERASED npode on the rel evant receipts.

2. Provide the requestor with the PKD and the term nation
recei pt 1D.

3. If the regul ator requests proof, present the term nation
recei pt, PKD, and tine_anchor evidence.

Communi cating with Regul ators
- Explain that the original content is irrecoverable because
the decryption key has been destroyed.
- Enphasize that Tier 1 and Tier 2 data remain to prove that
the erasure was performed correctly and at a specific tine.
- Reference ENI SA and EDPB gui delines that support this technique.

Legal Discl ai ner

VWile this nechanismis designed to conply with del etion
obligations, final recognition depends on the interpretation
of the applicable law in each jurisdiction. Deployers should
consult with | egal counsel

Addr ess

g Wang

JUDGVENT SYSTEMS FOUNDATI ON LTD.

si gnal @wunanj udgment . org
https://github. com hjs-spec



