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Abst ract

Thi s docunent defines the Judgnent Accountability Chain (JAC) vO.O,

a mnimal infrastructure layer for tracking judgnent chains in Al

and agent systens. Built on JEP [draft-wang-jep-judgnment-event-protocol-01]
and HJIS [draft-wang-hjs-accountability-02], JAC adds a single
field—task_based on—to establish verifiable causality between judgnents
across agents, platforns, and trust domains.

JAC foll ows the sane narrow wai st desi gn phil osophy as JEP and HIS:
a minimal mandatory core with all advanced features defined as
opti onal extensions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as

reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 26, 2026
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1. Core Accountability Mdel (JAC Core)

1.1. Core Principles

0 00 N

10
11
12
12
12
13
13
14
14
14
15
15

JAC-Core is the mninmal, non-negotiable judgnment chain | ayer that all

JAC-conpl i ant systens MJST inplenent. It consists of:

1. JEP Event Format (as defined in [draft-wang-jep-judgnent-event -
protocol -01]) — provides event recording, signhatures, and non-

repudi at i on.

2. HIS Responsibility Chain (as defined in [draft-wang-hjs-

accountability-02]) — provides responsibility tracking via
based_on.
3. One additional field: task _based on — establishes causality

bet ween judgnents across agents.
No other fields or semantics are required for core compliance.

1.2. Core Field Definition

JAC does not define a new event format. Instead, it adds one field

to the existing JEP+H]S event structure:

.,

"jep": "1",

"verb": "E",

"who": "did: exanpl e: agent - 123",

"when": 1742345678,

"what": "hash-of -execution-result”,

"nonce": "f47aclOb-58cc-4372-a567-0e02b2c3d479",

"based_on": "hash-of -parent-event"

"task _based_on": "hash-of - parent-task",

"sig": "eyJhbCei G JFZERTQSJO. .. "
}
Core Field:
| Field | Type | Description |
| task_based_on | string | Hash of the parent judgnent |
| | / null | event. null indicates the start
| | | of a judgnment chain. |
o e e oo s Fom e e o - o m e e e e e e e e e eee oo s +

1.3. Core Semantics



JAC defines one new verb, "E' (Execute), with the follow ng
semanti cs:

Execute a judgnent. task based on MJST reference the |
parent judgnment (if any). |

Verb Semanti cs:
0o "E'" with task based on = null: Start of a new judgnent chain.

o "E'" with task based on pointing to an existing judgnent:
Continuation of a judgnent chain.

1.4. Core Verification

def verify jac_core(event):
# Step 1: JEP signature verification (inherited)
if not verify_ jep_signature(event):
return "I NVALI D'

# Step 2: HIS chain verification (inherited)

i f event.based on and not parent_exi sts(event. based _on):
return "I NVALI D'

if event.verb == "J" and event.based_on is not None:
return "I NVALI D'

# Step 3: JACchain integrity
i f event.task based on and not parent judgnment exists(event.task _based on):
return "I NVALI D'

# Step 4: JAC chain head check

if event.verb == "E" and event.task _based on is not None:
return "VALID' # Chain continuation
if event.verb == "E' and event.task _based on is None:

return "VALID' # Chain start
return "1 NVALI D'
1.5. Cor e Cuar ant ees

0 Non-repudiation: Events are signed by the actor (inherited from
JEP).

0 Integrity: Any nodification breaks the signature (inherited from
JEP) .

o0 Chain Integrity: task based on ensures causal ordering between
j udgrent s.

0 Replay Protection: nonce prevents replay (inherited from JEP).

0 Cross-Agent Traceability: Judgnment chains can span nultiple agents,
platforns, and trust donains.

2. Optional Extension Mdul es
Ext ensi ons are i ndependent, optional nodules that add functionality
to JAC-Core. Al extensions MJST be placed in the extensions object
at the top level of the JW5 Payl oad.

2. 1. Ext ensi on Fr anewor k
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}

"jep": "1",
"verb": "E",

"who": "did: exanpl e: agent - 123",
"when": 1742345678,

"what": "hash-of-result”,

"nonce": "uuid",

"based_on": "hash-of -parent-event"

"task _based_on": "hash-of - parent-task",

"extensions": {
"https://jac.org/state": { ... },
"https://jac.org/assign": { }

}

’igw

| ANA Regi stration Requirenents:

(0]

(o]

2

Pur pose

{

Extension Identifier: URH (HTTPS recomrended)

Semanti cs Descri ption:

Conpatibility Level:

interoperability)

3

"full"™ (ignorable),

URL to specification

wire" (may affect

"none" (required)

Ver si on: Senmantic version

Task State Mdul e (JAC State)

dentifier: https://jac.org/state
Compati bility: ful

"extensions": {

Track judgnent

"https://jac.org/state": {

lifecycle state.

"status": "conpleted",
"progress”: 0.75,
"assignhed_at": 1742345678,
"started_at": 1742345700,
"conpleted_at": 1742345800,
"timeout _at": 1742345900,
"retry_count": 2
}
}
[S pemmsfomsbumesemsos e esoepsess s ess e fess el bs e fes e fes e fessfy —essfos s esoe s eses s ese s s s s s s e
Field | Type | Description |
. s e e e e e e e s e s s s s s s s s s s s s e
st at us | string | assigned, executing, conpleted,
| | failed, cancelled |
------------------- T T
progress | nunmber | Optional, 0-1 |
------------------- T
assi gned_at | integer | Unix tinestanp |
------------------- T
started_at | integer | Unix timestanp |
------------------- T T
compl et ed_at | integer | Unix timestanp |
------------------- T
ti meout _at | integer | Unix tinestanp |
------------------- T
retry_count | integer | Number of retries attenpted
------------------- T T



2. 3.
Identifier: https://jac.org/as
Conpatibility: wire
Pur pose: Record judgment assig

{

"extensions": {
"https://jac.org/assign":
"assigner": "did: exanple
"assignee": "did: exanmpl e
"capability_required": "
"deadl ine": 1742346000,
"priority": "high"

Task Handoff Modul e (JAC Ha

Identifier: https://jac.org/ha
Conpatibility: wire
Pur pose

"extensions": {
"https://jac.org/ handof f":
"fronf: "did:exanple: age
"to": "did: exanpl e: agent
"reason": "specializatio
"context": "hash-of -cont

2.5. Result Verification Mdule

Identifier: https://jac.org/re

Task Assignnent ©Mdul e (JAC Assign)

sign

nment between agents.

{

> manager - agent ",

swor ker - agent ",

di agnosi s. radi ol ogy",

hi gh, critical |

ndof f )

ndof f

Record judgnment handoff between agents.

{

nt-a",
—b",

N
ext - dat a"

| specialization, overload, |
| failure, escalation |

(JAC- Resul t)

sul t
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Conmpati bility: ful
Pur pose: Record and verify judgnent execution results.

"extensions": {
"https://jac.org/result": {

"out put _hash": "hash-of-result",

"out put _schema": "https://schema. org/ Medi cal Di agnosi s",
"verifier": "did:exanple:validator-agent",
"verification_sig": "base64...",

"confidence": 0.95,
"human_revi ewed": true,

"human_revi ewer": "di d: exanpl e: doct or - 456"
}
}
}
| Field | Type | Description |
[S sy el s s U
| output hash | string | Hash of judgnment output
o e e e e oo s S o m e e e e e e aaao o +
| output_schema | string | URI of output schema |
Tt B o e e e e e e e meme oo +
| verifier | string | DIDof entity verifying result]|
o e e e e m oo oo R o mm e e e e e e a— oo oo +
| verification_sig | string | Signature of verification |
o e e e e oo s S o m e e e e e e aaao o +
| confidence | number | 0-1 confidence score |
Tt B o e e e e e e e meme oo +
| hurman_revi ewed | bool ean | Whet her human revi ewed |
o e e e e m oo oo R o mm e e e e e e a— oo oo +
| hurman_revi ewer | string | DI D of human reviewer |
o e e e e oo s S o m e e e e e e aaao o +
Agent Capability Mdul e (JAC Capability)
Identifier: https://jac.org/capability
Conpatibility: ful
Purpose: Attest to agent capabilities.
{
"extensions": {
"https://jac.org/capability": {
"required": ["diagnosis.radiology", "report.generation"],
"attestation": "did:exanple:certifier",
"attestation_sig": "base64...",
"expires_at": 1750000000
}
}
}
| Field | Type | Description |
[S emesfoms b bemsos s esosfsesos s ese s es s fes ey ems e fes e fespeessfe s essoe s esos s ese s s s ess s
| required | array | List of required capabilities
Fom e e e e e oo s S o m e e e e e e e aaao o +
| attestation | string | DD of attestation issuer
S S o m e e e e e e aaa oo +
| attestation_sig | string | Signature of attestation |
o e e e e e oo - S R o e e e e e e e e e e aa o - +
| expires_at | integer | Expiration timestanp |
Fom e e e e e oo s S o m e e e e e e e aaao o +
Task | nput/Qutput Mdule (JACG 10



2. 8.

Identifier: https://jac.org/io
Conpatibility: ful
Pur pose: Reference judgnent inputs and outputs.

{
"extensions": {
"https://jac.org/io": {
"input _hash": "hash-of-input”,
"input_schema": "https://schema. org/PatientData",
"output _location": "s3://bucket/result.json",
"out put _encrypted": true
}
}
}
| Field | Type | Description |
| input_hash | string | Hash of judgnent i nput |
o e e e e m oo oo R o mm e e e e e e a— oo oo +
| input_schena | string | URI of input schema |
o e e e e oo s S o m e e e e e e aaao o +
| output | ocation | string | URI of output storage |
Tt B o e e e e e e e meme oo +
| output_encrypted | bool ean | Whether output is encrypted
o e e e e m oo oo R o mm e e e e e e a— oo oo +
Faul t Recordi ng Modul e (JAC- Faul t)

Ildentifier: https://jac.org/fault
Conpatibility: ful
Pur pose: Record chain breaks caused by nissing parent judgnents.

In dynamic multi-agent environments, it is possible that a parent
judgrment fails to be signed (e.g., due to network failure, agent
crash, or tinmeout), causing the |logical chain to break. This nodul e
all ows the downstream agent to record the break and provide
audi t abl e evi dence of the expected but m ssing parent.

"extensions": {
"https://jac.org/fault": {

"expected_parent”: "hash-of - expect ed- parent -task",

"fault _type": "tineout",

"fault_reason": "Agent did not respond wthin 30s",

"fault _detected at": 1742345900,

"detected_by": "did: exanpl e: orchestrator-agent"”

}
}
}
| Field | Type | Description
| expected_parent | string | Hash of the parent judgnent
| | | that was expected but m ssing
e S o mm e e e e e e eee oo s
| fault_type | string | tinmeout, agent_unavail abl e,
| | | signature_failure, unknown
Tt B St
| fault_reason | string | Humanreadabl e reason |
o e e e e e e oo R oo m e e e e e e e e e e ao -
| fault detected at | integer | Unix timestanp when the fault
| | | was detected
o S o m e e e e e e e eee— oo
I

| detected_by string | DID of the agent or systemthat
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3.

3.
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| | detected the fault

Verification Semantics:

Wien a JAC event

includes this extension and the core verification

woul d otherwi se return ‘I NVALID due to a m ssing parent judgnent

(i.e.,
SHOULD t

task_based _on‘ points to a nonexistent event), the veri
reat the event as ‘VALID WTH FAULT* if the follow ng

condi ti ons hol d:

o The

o The *

fier

expected_parent’ field matches the value of ‘task_based_on'

fault _type' and ‘fault _reason’ provide a plausible

expl anation for the absence.

0 The signature on the event is valid.

This allows the chain to continue while preserving a conplete audit

trail of

t he break.

I mpl ement ati on Cui de

M ni mal | npl enent ati on

cl ass JACRecei pt:

def

def

Error

__init__(self, verb, who, when, what, nonce, based on,
self.verb = verb

sel f.who = who

sel f. when when

sel f. what what

sel f. nonce = nonce

sel f. based _on = based_on

sel f.task _based on = task_based_on

verify(self, public_key):

# Step 1: JEP signature verification

if not self.verify_signature(public_key):
return "I NVALI D'

# Step 2: HIS chain integrity

if self.based_on and not self.parent_exists():
return "1 NVALI D'

if self.verb == "J" and self.based on is not None:
return "I NVALI D'

# Step 3: JAC chain integrity

task _based_on):

if self.task_based _on and not self.parent_judgnent_exists():

# Check for fault extension

if self.extensions and "https://jac.org/fault" in self.extensions:
fault = self.extensions["https://jac.org/fault"]
if fault.get("expected parent") == self.task based on:

return "VALID WTH FAULT"
return "1 NVALI D'

# Step 4: JAC chain head check

if self.verb == "E" and self.task _based on is not None:
return "VALID'
if self.verb == "E" and self.task_based_on is None:

return "VALID'
return "1 NVALI D'

Code Reference



| Code | Description |
[ sy e e U
| I'NVALI D_SI GNATURE | Signature verification failed |
Fom e oo o m o oo +
| BROKEN_CHAI N | Parent hash nismatch (HIS chain broken) |
o e e e e e a oo o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| BROKEN_TASK_CHAI N | Parent task hash m smatch |
o e e e e e e oo oo oo oo m o e e e e e e e e e e e e e e e e e e meao— o +
| I'NVALI D_TASK HEAD | Ewith task _based on not null not allowed |
Fom oo o m oo e iooiooo--- +
| EXPI RED_RECEI PT | Timestanp outside w ndow |
o e e e e e a oo o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
4. | ANA Consi derati ons
4.1. JAC Extensions Registry
Thi s docunent requests IANA to create a new registry titled "JAC
Extensions”. Initial entries:
[ e e el e e e e e s e e e e s et
| Extension ldentifier | Comnpatibility | Reference |
| https://jac.org/state | full | Section 2.2 |
o e e e e e e e e e e e o m o o e e e oo o e e e o +
| https://jac.org/assign | wire | Section 2.3 |
e Fom e Fom e +
| https://jac.org/ handoff | wire | Section 2.4 |
Fom oo Fom e Fom e +
| https://jac.org/result | full | Section 2.5 |
o e e e e e e e e e e e o m o o e e e oo o e e e o +
| https://jac.org/capability | full | Section 2.6 |
o m o oo Fom e Fom e +
| https://jac.org/io | full | Section 2.7 |
Fom oo Fom e Fom e +
| https://jac.org/fault | full | Section 2.8 |
o e e e e e e e e e e e o m o o e e e oo o e e e o +

5. Security Considerations

JAC inherits the security properties of JEP and HIS:

0 Signature Forgery: Root signature prevents unauthorized
nodi fication of core fields.

0 Chain Tanpering: Each hop signature covers all previous hops;
nmodi fication of any hop invalidates all subsequent signatures.

0 Replay Attacks: nonce prevents repl ay.

0 Key Managenent: Private keys SHOULD be stored in HSMs or secure
encl aves. Key rotation is supported via extensions.

o Ofline Verification: Core verification requires only the
issuer’s public key. No network calls are required.
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