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Abst ract

This draft specifies a new authentication mechanism called KEM (Key
Encapsul ati on Mechani sm) -based authentication, for the Internet Key
Exchange Protocol Version 2 (I1KEv2). This is notivated by the fact
that sone post-quantum KEMs (like M.-KEM are nore efficient than
post - quantum si gnature algorithns (like M.-DSA).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

1.1

Not es of Change

Version -02 was conpletely rewitten to accomvpdat e ideas expressed
i n PQUAKE protocol .

Two changes have been nade in version -01, as a response to conments
received at 122 neeti ng:

*

*

More details about how each side does for running KEM
aut hentication in Section 6.1.
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1.2. Introduction

Crypt ogr aphi cal | y-rel evant quantum conputers (CRQC) pose a threat to
cryptographically protected data. In particular, the so-called

har vest - now and- decrypt-later (HNDL) attack is considered an i mm nent
threat. To mitigate this threat against the Internet Key Exchange
Protocol Version 2 (1KEv2) [RFC7296], an extension allowi ng nultiple
key exchanges in | KEv2 [ RFC9370] was introduced to achi eve post -
quantum (PQ security for the key exchange.

"Signature Authentication in the Internet Key Exchange Version 2

(I KEv2) using PQC' [I-D.ietf-ipsecne-ikev2-pgc-auth] specifies how

NI ST PQ digital algorithnms M.-DSA [ Fl PS204] and SLH DSA [ FI PS205] can
be used in IKEv2. On the other hand, "Post-Quantum Traditional (PQ
T) Hybrid PKI Authentication in the Internet Key Exchange Version 2
(IKEv2)" [1-D. hu-ipsecne-pqt-hybrid-auth] specifies howto run
general hybrid PQ T digital algorithnms in | KEv2.

Motivated by the fact that M.-KEM [ FI PS203] is nuch nore efficient
than M.- DSA [ FI PS204], "KEM based Aut hentication for TLS 1.3"
[1-D.celi-wggers-tls-authken] [I-D.w ggers-tls-authkem psk]
specifies how a KEM can be used to achi eve post-quantum secure
authentication for the TLS 1.3 protocol. The basic idea is as

foll ows: when one entity A receives the certified |long termpublic
key of another entity B, A can authenticate B by encapsul ating a
secret key k using B's KEM public key, and confirming that the
communi cating entity is indeed Bif the entity can successfully
return the correct k to A A simlar idea for TLS is presented in
[ SSW20], followed by a nunber of research papers then. Besides
savi ng conmuni cati on overhead and conputational tine, as pointed out
in [l-D.celi-wggers-tls-authken], KEM based authentication al so
reduces inplementation code size, as the code for PQ signhature may
not be needed, and KEM based authentication can re-use the KEM code
for epheneral key establishnent.

This draft specifies how to use KEM based authentication for the
I nternet Key Exchange Protocol Version 2 (1KEv2) [RFC7296].

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here
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3.

Key Encapsul ati on Mechani sm and Digital Signature

A key encapsul ati on mechanism (KEM is a set of algorithmnms that
al | ows key exchange to be perforned, which allows one entity to
encapsul ate a secret key under a (longterm or epheneral) public key
of another entity. By following the definition given in
[1-D.ietf-ipsecne-ikev2-mken], a KEM consists of three algorithns:

*  KeyGen(k) -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk, when a security paranmeter k is given

*  Encaps(pk) -> (ct, ss): A probabilistic encapsulation algorithm
whi ch takes as input a public encapsul ati on key pk and outputs a
ci phertext ct and shared secret ss.

* Decaps(sk, ct) -> ss: A decapsulation algorithm which takes as
i nput a secret decapsul ation key sk and ci phertext ct and outputs
a shared secret ss

By following the definition given in
[1-D.ietf-pquip-hybrid-signature-spectruns], a signature schene
consists of the follow ng three al gorithns:

*  SKeyGen(k) -> (spk, ssk): A probabilistic key generation
al gorithm which generates a public verifying key spk and a
private signing key ssk, when a security paraneter k is given.

* Sign(ssk, m ->s: A deterministic or probabilistic signature
generation algorithm which takes as input a private signing key
ssk and a nmessage m and outputs a signature s.

* Verify(spk, s, m ->b: A determnistic verification algorithm
which takes as input a public verifying key spk, a signature s and
a nmessage m and outputs a bit b indicating accept (b=1) or reject
(b=0) of the signature-nessage pair (s, m.

In August of 2024, NI ST rel eased M- KEM [ FI PS203] and M.- DSA

[ FI PS204], which are both nodul e-lattice-based post-quantum
algorithms. Each of both algorithns has three sets of paraneters
corresponding to three NI ST security levels. Nanely, M-KEM 512 for
Level 1, M.-KEM 768 for Level 3, and M.- KEM 1024 for for Level 5,
whil e M- DSA-44 for Level 2, M.-DSA-65 for Level 3, and M.- DSA-87 for
Level 5.
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4.

Conpari son of M.-KEM and M.- DSA

This section compares M- KEM and M.-DSA, with respect to the sizes of
key, ciphertext and signature, and also the conputational overhead of
key generation, encapsul ation, signing, decapsul ation, and verifying.

To conpare the comuni cati on overhead when using M- DSA and M.- KEM
data from Table 2 in [FIPS204] and Table 3 in [FI PS204] are used to
generate the followng Table 1. The results show the conparison of
keys and signature over ciphertext between M.- DSA and M.- KEM
Nanely, for all corresponding security levels, the follow ng
statements can be concl uded:

* The private key size of M.-DSA is about 1.5 times of the
decapsul ati on key size of M-KEM

* The public size of M.-DSA is about 1.6 tinmes of that of M.-KEM
and

* The signature size of M.-DSA is about 3 tines of the ciphertext
size of M- KEM

+:::::::::::::+:::::::::::::::::::+:::::::::::::::::::+:::::::::::::+
| | Private Key/ | Public Key/ | Signature/ |
| | Decapsul ation Key | Encapsul ati on | G phertext |
I I I Key I I
[ bbb e s s s sl e bbbl e sl
| M.-DSA-44/ | 2,650/ 1, 632 | 1, 312/ 800 | 2,420/768 |
| M-KEM 512 | =157% | =164% | =315% |
S o e e oo s o e e oo s S +
| M.-DSA-65/ | 4,032/ 2, 400 | 1,952/1, 184 | 3,309/1,088 |
| M- KEM 768 | =168% | =165% | =304% |
S o e e e o o e e e o S +
| M.-DSA-87/ | 4,896/ 3, 168 | 2,592/ 1, 568 | 4,627/1,568 |
| M- KEM 1024 | =155% | =165% | =295% |
S o e e oo s o e e oo s S +

Tabl e 1: Communi cati on Overhead Conparison of M.-DSA and M.- KEM

Specifically, for the three security levels, when M.-KEM i s used to
repl ace M.-DSA for authentication, the saved conmuni cati on over head,
nanely public key+signature for M.-DSA and encapsul ation

key+ci phertext for M.-KEM is 2,164, 2,989, and 4, 083 bytes,
respectively. Those savings are hel pful to inprove the performance
of IKEv2. In fact, as shown in the experinment in simnulated
environment, the average tine delay for | KEv2 can increase a few
times due to large size of PQ public key, ciphertext and signature,
especially when the I P packet |oss rate reaches about 1%
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Next, the conputation overhead conparison will be given now. In

[ HAZ24], the authors present their inplementation results of
Dilithiumand Kyber, via various optimzation techni ques for Keccak
and the two PQ algorithnms. Concretely, Table 6 in [HAZ24] shows the
performance conparison of Dilithiumand Kyber on ARW7 Cortex- W
processor, presented by clock cycles. By ignoring the small

di fference between M.-KEM and its informal version Kyber, also M.-DSA
and its informal version Dilithium the following Table 2 is

obt ai ned.
[ ety e ety e ety ety o
| | KeyGen Time/ | Encap Tine/ | Decap Tine/ |
| | SKeyGen Tine | Sign Tine | Verify Tine |
[ ool e bl s sl e sl
| M.-DSA-44/ | 1,357k/369k | 3,487k/448k | 1,350k/409k |
| M-KEM 512 | =368% | =778% | =330% |
L i I I i I i +
| M.-DSA-65/ | 2,394k/ 604k | 5,574k/ 732k | 2,302k/ 674k |
| M.-KEM 768 | =396% | =761% | =342% |
I I i I i i +
| M.-DSA-87/ | 4,069k/962k | 7,730k/1,119k | 3,998k/1, 043k |
| M.-KEM 1024 | =423% | =691% | =383% |
L i I I i I i +

Tabl e 2: Conput ational Overhead Conparison of M.-DSA and
M.- KEM

By assumi ng that the conputational conparison shown in Table 2
reasonably presents a perfornance di fference of M.- KEM and M.- DSA on
the sane platformwith optinal inplenentations, for all three
correspondi ng security levels, the follow ng statenents can be

deri ved:

* The private key generation tine of M.-DSA is about 4 tines of that
of M.- KEM

* The signature signing time of M.-DSA is about 7 tines of the
encapsul ation time of M-KEM

* The signature verifying time of M.-DSA is over 3 tinmes of the
decapsul ation tinme of M.-KEM
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In the scenario of KEM based authentication, both the private keys
for M.-DSA and M.-KEM wi || be long term keys, so the private key
generation time can be ignored, as it is just one time overhead.
Theref ore, by conbining signature signing and verifying together, and
al so conbi ni ng encapsul ati on and decapsul ati on together, we can
sinply say that the conputational time of M--DSA is about 5 tines of
that of M.-KEM

5. Prot ocol Overview for KEM based Aut hentication

Wth a KEM based authentication in | KEv2 peers first perform an
epheneral key exchange that allows themto derive session keys for
protecting subsequent exchanges. This epheneral key exchange nmay
take place entirely in the IKE_SA INIT exchange or be acconpani ed by
a series of subsequent |KE_|I NTERVEDI ATE exchanges [ RFC9370], in which
case it would be a hybrid key exchange.

To run KEM based Authentication in | KEv2, the two peers first
exchange their long-term KEM certificates, and then exchange random
val ues encapsul ated with each other’s | ong-term KEM public key from
the corresponding KEM certificate. Here, both | ong-term KEM
certificates and the KEM ci phertexts encapsul ating the random val ues
are sent via the | KE_ | NTERVEDI ATE exchanges. After decapsul ating

t hese random val ues the two peers cam denonstrate their know edge of
the random val ues sent by the other side in the subsequent |KE_AUTH
exchange, thus confirmng that they do possess the correspondi ng KEM
private keys linked to their long-term KEM certificates.

Mode details about the KEM based authentication are provided in
<citations for PQUAKE and ot her papers needed>.

6. Protocol Details for KEM based Authentication

The KEM based authentication in IKEv2 relies on the | KE | NTERVEDI ATE
exchange [ RFC9242] that MJUST be supported. |In addition, the

foll owi ng extensions can contribute to the security and the

r obust ness of the protocol.

* | KE fragnentation [ RFC7383] SHOULD be negotiated in case peers use
UDP as a transport for IKE, since KEM public key and KEM
ci phertext can be of significant size.

* Multiple key exchanges [ RFC9370] has to be utilized if a hybrid
key exchange conbining traditional and post-quantum key exchange
met hods is required.

* Using group Postquantum Preshared Key (PPK) [RFC9867] can
contribute to the identity hiding, thus it is RECOWENDED to use.
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* The ability to authenticate the full protocol transcript
[1-D. smysl ov-i psecne-i kev2-downgr ade-prevention] protects peers
agai nst downgrade attacks and SHOULD be used.

6.1. Exchanges for KEM based Authentication
6.1.1. The IKE_SA INIT Exchange

The initiator wi shing to use the KEM based aut hentication indicates
this to the responder by including a new status type notification
USE AUTHKEM (wi th type <TBA2>) into the IKE_ SA INT request nessage.
This notification has the Protocol ID and SPI Size both set to 0
(meaning no SPI is present), and its notification data is enpty. To
be able to use the KEM based authentication the initiator MJST al so
i ncl ude the | NTERMEDI ATE EXCHANGE SUPPORTED noti fi cati on.

If the responder receives the |KE SA IN T request containing the
USE_AUTHKEM notification and it supports and is configured to use the
KEM based aut hentication, then it sends this notification back in the
response. The responder can optionally include the Certificate
Request payl oad (as defined in [ RFC7296]) to help the initiator to
select the right KEMcertificate. The responder can also indicate
which KEMs it is willing to use for authentication by including the
SUPPORTED AUTH METHODS notification [ RFC9593] in the response. In
this case the notification SHOULD NOT contain announcenments with the
Auth Method other than a newly defined "KEM based Authentication”
(<TBAl>). The format of announcenent is defined in Section 6.3.2.

Peers can al so negotiate other | KEv2 extensions during IKE SA INT.
Sone of themare listed in Section 6. |In particular, the figures
bel ow show t he optional use of PPK [ RFC9867] during KEM based

aut henti cati on.

Initiator Responder
HDR(IKE_SA INIT), SAi1, KE, N, >
N( | NTERVEDI ATE_EXCHANGE _SUPPORTED) ,
[ NCUSE_PPK_I NT), ]
N( USE_AUTHKEM
<--- HDR(IKE_SA INIT), SArl, KEr, Nr, [CERTREQ ]
N( | NTERMEDI ATE_EXCHANGE_SUPPORTED) ,
[ N( SUPPORTED_AUTH_METHODS) , ]
[ N(USE_PPK_I NT), ]
N( USE_AUTHKEM)

Figure 1: The IKE_SA INIT Exchange
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Peers MJST ignore the USE AUTHKEM notification in the nmessage if it
is not acconpani ed by the | NTERVEDI ATE EXCHANGE SUPPORTED
notification.

I f using KEM based aut hentication is mandatory for the responder and
the initiator did not propose it or failed to nake a valid proposal,
then the responder MJST send the NO _PROPOSAL_CHOSEN noti fication

i ndi cating that the proposed paraneters are unacceptable. O herw se
the responder can continue establishing | KE SA using ot her

aut henti cati on net hod.

If using the KEM based authentication is mandatory for the initiator
and it failed to negotiate it with the responder, then the initiator
MUST cancel establishing IKE SA. Qherwi se the initiator can

conti nue using other authentication method.

After the IKE_SA INIT exchange conpl etes, peers calcul ate the session
keys as defined in Section 2.14 of [RFC7296] and use these keys to
protect the next exchange.

6.1.2. The | KE_|I NTERMVEDI ATE Exchanges

Once the KEM based authentication is negotiated in IKESAINT, a
series of the | KE_ | NTERMEDI ATE exchanges takes place. These
exchanges can be classified as those for the purpose of the KEM based
aut henti cation and those for other purposes. The exchanges for the
KEM base authentication MJST follow all other |IKE | NTERVED ATE
exchanges, so that they take place right before the | KE AUTH
exchange.

6.1.2.1. The | KE_|I NTERVEDI ATE Exchanges for O her Purposes
First, if nultiple key exchanges were negotiated, then one or nore
| KE_| NTERVEDI ATE exchanges are performed, right after the IKESAINT
exchange, as defined in [ RFC9370].
Initiator Responder

HDR( | KE_I NTERVEDI ATE), SK {KEi (n)}  --->
<--- HDR(I KE_I NTERVEDI ATE), SK {KEr(n)}

Figure 2: Additional Key Exchange(s)

Each of these exchanges updates the session keys as defined in
Section 2.2.2 of [RFC9370].
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If the use of PPKs as defined in [ RFC9867] is negotiated, then the
| KE_I NTERMEDI ATE exchange negotiating the PPK to use is perforned
then as defined in Section 3.1 of [RFCI9867].

Initiator Responder
HDR( | KE_| NTERMEDI ATE), SK { PPK_| DENTI TY_KEY)} e
<--- HDR( | KE_I NTERVEDI ATE), SK { N( PPK_I DENTI TY) }

Figure 3: PPK Negotiation

After this exchange the session keys are updated as defined in
Section 3.1.1 of [RFC9867].

If both additional key exchange(s) and the use of PPKs as defined in
[ RFC9867] are negotiated, then the last additional key exchange NAY
alternatively be conbined with negotiating the PPK in a single

| KE_I NTERVEDI ATE exchange as shown in Figure 3. Note, that in many
cases only one additional key exchange will be negotiated (as a part
of PQ T hybrid key exchange), thus in this case the |ast additional

key exchange will also be the only one.

Initiator Responder
HDR( | KE_| NTERMEDI ATE), SK {KEi (m,
( PPK_I DENTI TY_KEY) } --->
<--- HDR( | KE_I NTERVEDI ATE), SK {KEr(m,
N( PPK_I DENTI TY) }

Figure 4: Last Additional Key Exchange Combi ned with PPK Negotiation

If this conbined | KE_ | NTERVEDI ATE exchange takes place, then upon its
compl eti on session keys are updated twice - fist as defined in
Section 2.2.2 of [RFC9370] and then, provided the peers negotiate the
PPK to use, as defined in Section 3.1.1 of [RFC9867].

Note, that while [RFCO867] generally requires that the PPK
negotiation is performed in the |ast | KE | NTERVEDI ATE exchange ri ght
before the | KE_ AUTH exchange, it also allows this requirement to be
overridden by other specification. This docunent specifically
overrides this requirenent by allow ng the | KE | NTERVEDI ATE exchanges
concerned with the KEM based authentication to take place between the
negotiati on of PPK and the | KE_AUTH exchange.

Wang & Snysl ov Expi res 3 Septenber 2026 [ Page 10]



Internet-Draft KEM based Aut hentication for | KEv2 March 2026

6.1.2.2. The | KE_I NTERVEDI ATE Exchanges for the KEM based
Aut hent i cati on

The next two | KE | NTERVEDI ATE exchanges performthe necessary actions
for the KEM based aut hentication

In the first exchange the responder sends its KEMcertificate to the
initiator. The initiator can optionally include the Certificate
Request payload in the request nessage to help the responder to
select the right KEMcertificate. The Certificate Request payl oad
can al so be used to indicate which format(s) of certificate are
acceptable for the sender of this payload. This is done by setting
the Cert Encoding field to appropriate value. For KEM based
authentication this field MIST be either "X 509 bundle" (new
certificate encoding defined in this docunment, it value is <TBA5 by
| ANA>) or "Hash and URL of X. 509 bundle" (value 13). |[If both
encodi ng are acceptable, then two Certificate Request payl oads MJST
be included (with possibly different list of CAs) each with its own
value in the Cert Encoding field. Since the Certificate Request

payl oad is optional, its absence | eaves the choice of the certificate
and its encoding on the certificate sender’s discretion. Note that
these rules are also applicable to the Certificate Request payl oad
sent by the responder in the |KE SA INT exchange (see

Section 6.1.1).

The initiator can also indicate which KEMs it is willing to use for
aut henti cation by including the SUPPORTED AUTH METHODS noti fication
[ RFC9593] in the request. In this case the notification SHOULD NOT
contai n announcenments with the Auth Method other than the "KEM

Aut henti cation" (<TBAl1>). The format of announcenent is defined in
Section 6. 3. 2.

The responder sends its KEMcertificate in the response. Besides the
KEM certificate, additional internediate signing certificates and
CRLs can be sent. Al these certificates and CRLs are packed into
the CertificateBundle ASN. 1 structure defined in Section 3.6 of

[ RFC7296]. The KEM certificate MJST be the only KEMcertificate in
the bundle. The bundle can either be present in the Certificate
payl oad (with the Cert Encoding field set to a new val ue "X 509
bundl e") or provided by reference (with the Cert Encoding field set
to "Hash and URL of X. 509 bundle"). |If certificate bundle is

provi ded by reference, then a host can avoi d downl oading the peer’s
certificates if it cached themfroma previous connection. Only one
Certificate payl oad MIUST be present in the response.
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Initiator Responder
HDR( | KE_I NTERVEDI ATE), SK {[ CERTREQ*, ]
[ N( SUPPORTED_AUTH_METHCDS) | } —

<--- HDR( | KE_I NTERVEDI ATE), SK { CERT}

Fi gure 5: Obtaining Responder’s KEM Certificate
Thi s exchange does not update the current session keys.

The initiator verifies the responder’s certificate to nmake sure that
it is valid, properly signed by a certificate chain | eaded to a
trusted CA, and that it is acceptable for responder authentication
based on the initiator’s local policy. The exact verification steps
are out of scope of this docunment, but generally should follow those
defined in [ RFC5280].

Then the initiator starts the next |KE_|I NTERVEDI ATE exchange. 1In the

request message it sends the ciphertext CT_i, produced as a result of
encapsul ati on of a randomvalue SS i using the KEM public keys from
the responder’s certificate. CT_i is sent in a new status type

notification AUTHKEM CT (with type <TBA3>). The Protocol ID and SP
Size fields are set to O (nmeaning no SPI is present). The
notification data contains the ciphertext CT_i.

In the same request the initiator also sends its KEM certificate.
Besides the KEM certificate, additional intermediate signing
certificates and CRLs can be sent. All these certificates and CRLs
are packed into the CertificateBundle ASN. 1 structure defined in
Section 3.6 of [RFC7296]. The KEM certificate MJST be the only KEM
certificate in the bundle. The bundle can either be present in the
Certificate payload (with the Cert Encoding field set to a new val ue
"X. 509 bundl e") or provided by reference (with the Cert Encoding
field set to "Hash and URL of X 509 bundle"). |If certificate bundle
is provided by reference, then a host can avoid downl oadi ng the
peer’'s certificates if it cached themfroma previ ous connection

This content (either bundle or hash & URL) is sent in a new payl oad
Encrypted Certificate (with type <TBAO by | ANA>). The content is
encrypted using key derived fromSS i. The details of the
Certificate payload encryption are provided in Section 6. 3. 3.
Encryption provides protection of initiator’s identity against active
attackers, since only a responder a responder with the private key
corresponding to the responder’s certificate is able to decrypt the
initiator’s KEM certificate.
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| Note, that if the bundle is provided by reference and an
| attacker can nonitor the responder’s network activity, then
| this identity protection m ght not work.

Exactly one Encrypted Certificate payl oad MUST be present in the
nessage

The responder decrypts the initiator’'s certificate, verifies it to
make sure that it is valid, properly signed by a certificate chain
| eaded to a trusted CA, and that it is acceptable for initiator

aut henti cation based on the responder’s |ocal policy. The exact
verification steps are out of scope of this docunent, but generally
shoul d follow those defined in [ RFC5280] .

The initiator’s certificate and the responder’s one, sent in the
previ ous exchange, MAY contain public keys for different KEMs,
provi ded that peers support these KEMs, - there is no requirenent
that they are for the sane KEM

The responder then sends a response message containing the ciphertext
CT_r, produced as a result of encapsulation of a random value SS r
using the KEM public keys fromthe initiator’'s certificate. CTr is
sent in the AUTHKEM CT notification in the sane nanner as SS i.

The responder al so includes a new status type notification

AUTHKEM SSCONF (with type <TBA3>). The Protocol ID and SPlI Size
fields are set to O (neaning no SPI is present). The notification
data is conputed as prf(SK pr, SSr), where prf is the negotiated PRF
for this SA and SK pr is fromthe current session keys (see

Section 3.3.1 of [RFC9242]).

Initiator Responder
HDR( | KE_I NTERVEDI ATE), SK { N(AUTHKEM CT), ECERT} -

<--- HDR( | KE_I NTERVEDI ATE), SK { N( AUTHKEM CT),

N( AUTHKEM_SSCONF) }

Figure 6: Obtaining Initiator’s KEM Certificate and Exchange of
Encrypt ed Random Val ues

Upon receiving the response nessage the initiator decapsul ates the
received ciphertext CT_r and obtains the SS r key. Then the
initiator conputes prf(SK pr, SS r) using the obtained SS r and
verifies that the value matches the content of the AUTHKEM SSCONF
notification. This ensures that there are no m s-configurations and
the the received SS r value is indeed the sane that was encapsul at ed.
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Upon conpl etion of this exchange the session keys are updated. A new
val ue of SKEYSEED is conputed as:

SKEYSEED = prf(SK.d, SS.i | SS.r)

Then all the session keys (SK d, SK ai, SK ar, SK ei, SK er, SK pi,
and SK pr) are conputed as defined in Section 2.14 of [RFC7296].
These session keys are then used for protecting all subsequent
exchanges starting fromthe | KE_AUTH exchange.

6.1.3. The | KE_AUTH Exchange

The | KE_AUTH exchange i mredi ately foll ows the | KE_| NTERVEDI ATE
exchange where peers sent each other encrypted SS values. The

| KE_AUTH exchange i s basically unchanged fromthat defined in

[ RFC7296]. The Auth Method field in the AUTH payl oads MUST be "KEM
Aut hentication". The format of the AUTH payload is conputed as
defined in Section 6.3.1.

Initiator Responder
HDR( | KE_AUTH), SK{IDi, [IDr,]
AUTH, SAi 2, TSi, TSr} --->

<--- HDR( | KE_AUTH), SK{I Dr,

AUTH, SAr2, TSi, TSr}

Figure 7: The | KE_AUTH Exchange
6.1.3.1. ldentities in the | KE_ AUTH Exchange

Wth KEM based aut hentication peers have to exchange their KEM
certificates before actual authentication of each other.
Certificates usually contain sonme identity information, that the CA
asserts the included public key is bound to. This nakes peers aware
of each other’s identity before the | KE AUTH exchange starts

However, |KEv2 doesn't rely on the identities fromcertificates when
perform ng authentication. Instead, ldentification payloads (ID and
IDr) are mandatory in the | KE_AUTH exchange and exactly they are
included into the AUTH payl oad cal cul ati on. The content of the ID
and I Dr payload may differ fromthe identification information in the
corresponding certificate, as stated in Section 3.5 of [RFC7296].

6.2. Alternative Sequences of Exchanges

This section is to be renoved eventually. 1t provides ideas for
alternative design of the protocol
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The presented sequence of exchanges requires two additional exchanges
(namel y | KE_ | NTERMEDI ATE exchanges) for KEM based aut hentication
compared to signature-based authentication. It is possible to only
have one additional |KE_|I NTERVEDI ATE exchange, but this either
results in some degradation of security properties or leads to

addi tional protocol conplexity. Note, that the ampunt of data
exchanged over the wire woul d not changed, the different itens would
just be conbined in one message. This would increase the size of
these nessages that m ght not be desirable froma reliable delivery
poi nt of view

6.2.1. Aternative 1. Send Responder Certificate with Protection Only
by the IKE_SA INIT Keys

It is possible to exchange certificates before all additional key
exchanges (and optional negotiation of the PPK) are conpleted. 1In
this case the certificates would only be protected with session keys
conputed after the IKE_SA INIT exchange (in case of hybrid key
exchange that would be traditional key exchange).

In this case, the exchange shown in Figure 5 is not needed, since the
certificates would be exchanged in the previous exchange. For
exanpl e, the exchange shown in Figure 4 would | ook Iike:

Initiator Responder
HDR( | KE_I NTERVEDI ATE), SK {KEi (m),
( PPK_I DENTI TY_KEY), [ CERTREQ*, ]
[ N( SUPPCRTED_AUTH_METHCODS) | } ——
<---  HDR(I KE_I NTERVEDI ATE), SK {KEr(m,
(PPK_I DENTI TY), CERT}

Figure 8: Last Additional Key Exchange Conbi ned with PPK
Negoti ati on and Responder’s Certificate

Thi s design woul d decrease the level of identity hiding for
responder, since the session keys used to protect the responder’s
certificates in case of hybrid key exchange could be cracked by an
attacker using quantum conputer.
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6.2.2. Aternative 2: Use "Future" Keys to protect Responder’s
Certificate

In this case the exchange shown in Figure 5 is also not needed. The
responder sends its certificate in the previous | KE | NTERVEDI ATE
exchange using new Encrypted Certificate payload. Note, that this
exchange contains the | ast additional key exchange and optionally the
PPK negotiation, thus its nessages are not yet protected with the
session keys that would result in this exchange - the new keys are
cal cul ated only once the exchange conpl etes. However, the responder
can cal cul ate the updated keys before it sends the response nessage.
The idea is that the responder cal cul ates new sessi on keys and uses
these "future" keys (for the next exchange) to protect its
certificate in the Encrypted Certificate payload, that itself is
protected with the "current” session keys in the Encrypted payl oad.
The Encrypted Certificate payload is protected using keys derived
fromthe SK d fromthe next exchange (see Section 6.3.3 for details).

Initiator Responder
HDR( | KE_I NTERVEDI ATE), SK {KEi (m),
( PPK_I DENTI TY_KEY), [ CERTREQ*, ]
[ N( SUPPORTED_AUTH_METHCDS) , ]} ——
<---  HDR(| KE_I NTERVEDI ATE), SK {KEr(m,
(PPK_I DENTI TY), ECERT}

Figure 9: Last Additional Key Exchange Conbi ned with PPK
Negoti ati on and Encrypted Responder’s Certificate

Thi s sequence of exchanges allows certificates to be protected at the
same level as in the original sequence of exchanges (in particular,
both certificates can be protected with group PPK). The drawback is
the added conplexity for inplementations, since it could break the
traditional state transitions |ogic of |IKE.

6.3. Data Formats

6.3.1. Authentication Payl oad for KEM based Authentication
The format of the Authentication payload is defined in Section 3.8 of
[ RFC7296]. |In case of KEM based authentication the Auth Method is

set to "KEM Aut hentication" (<TBA1>). The Authentication Data is
comput ed as:
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For the initiator:

AUTH = prf( prf(SK pi, "Key Pad for IKEv2"),
<l nitiatorSi gnedCct et s>)

For the responder:

AUTH = prf( prf(SK pr, "Key Pad for |KEv2"),
<Responder Si gnedCct et s>)

The content of the InitiatorSignedCctets and the

Responder Si gnedCctets is defined in Section 3.3.2 of [RFC9242]. |If
full transcript authentication is enployed as specified in

[1-D. smysl ov-i psecne-i kev2-downgr ade- prevention], then the
InitiatorSignedCctets and the Responder Si gnedCctets are additionally
nmodi fied as defined in

[1-D. smysl ov-i psecne-i kev2-downgr ade- preventi on].

6.3.2. Authentication Announcenent for KEM Aut hentication

The format of the announcenent for the "KEM Aut hentication” is the
sanme as for "Digital Signature" as shown in Section 3.2.3 of
[ RFC9593]. For convenience the format is al so shown bel ow

1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S

Length (>3) | Auth Method | Cert Link | |
B S T S e R T s e e +
I
I
+

Al gorithm dentifier ASN. 1 object

+— 11— +— +

B S S T i i S it S I S S S Y S
Fi gure 10: Supported Authentication Method

* Length - Length of the announcement in octets, must be greater
than 3.

*  Auth Method - Announced aut hentication nethod, in this case it is
"KEM Aut henti cation”.

* Cert Link - Links this announcenent with particular CA, see
Section 3.2.2 of [RFC9593] for details.

* Algorithmdentifier ASN. 1 object - the Algorithmdentifier of PKIX

(see Section 4.1.1.2 of [RFC5280]), encoded using distinguished
encoding rules (DER) [ X 690].
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For "KEM Aut henti cation" announcenent the Al gorithm dentifier MJST
contain identifier of a KEM al gorithm (and not, for exanple, of a
signature algorithm. ldentifiers for KEM algorithns are specified
in the correspondi ng docunents for these algorithns (e.g., for M-KEM
see [I-D.ietf-lanps-kyber-certificates]).

6.3.3. Encrypted Certificate Payl oad

The Encrypted Certificate payl oad, denoted ECERT in this docunent,
provides a neans to transport certificates or other authentication-
related information in encrypted form The payl oad type for the
Encrypted Certificate payload is <TBAO by | ANA>. This payload is
semantically equivalent to the Certificate payload (defined in
Section 3.6 of [RFC7296], but it provides a neans to encrypt the
certificate information. For this purpose the format of the
Encrypted Certificate payload mrrors the format of the Encrypted
payl oad (defined in Section 3.14 of [RFC7296]) with the difference,
that it contains not the encrypted | KE payl oads, but the encrypted
Cert Encoding and Certificate Data as defined in Section 3.6 of

[ RFC7296] .

1 2 3
01234567890123456789012345678901
R s i o e i ol S e S e T ik ik T S e T S T S
Next Payload |C] RESERVED | Payl oad Length |
R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N

Initialization Vector ~
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Encrypted Cert Encoding and Certificate Data ~

B i I R e e e o Tk ST O I S i SR S S R
| Paddi ng (0-255 octets)
+- - - - - -+ R i ol aeIE HIE S
| Pad Length
R s i o e i ol S e S e T ik ik T S e T S T S
Integrity Checksum Data ~
R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N

+-
I
+-
+-
I I
I I
| +
I I
+- +
I I
+-

+-

Figure 11: Encrypted Certificate Payl oad Format

Initialization Vector, Padding, Pad Length and Integrity Checksum
Data are defined in Section 3.14 of [RFC7296].

Thi s docunent restricts the possible values of Cert Encoding in the

ECERT payl oad to either "X 509 bundle" (<TBA5 by | ANA>) or "Hash and
URL of X. 509 bundle" (13).
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The payl oad is encrypted and authenticated using the same encryption
and integrity algorithns as were negotiated for I KE SA. The
encryption and aut hentication keys are cal cul ated as foll ows:

ECa| ECe = prf+ ( SK d, K)

where SK d is fromthe current session keys (see Section 3.3.1 of
[ RFC9242]) and Kis the key to protect the certificate data (like
SSi in Section 6.1.2.2).

7. Interaction with G her | KEv2 Extensions
To be added.
8. Security Considerations

To be done later. 1) It may be not a good idea by directly show ng
the decapsul ated secret ss as the neans of authentication here. The
reason is that the entity being authenticated nmay enpl oy the owner of
the KEM public/private key pair as an oracle to decapsualte the
secret via running a different session, nornmally within a separate
protocol or scenario where directly showi ng such a secret is

harm ess. 2) It may be preferable or MUST limt the use of such a
KEM certificate only for KEM authentication

9. | ANA Consi derati ons
I ANA is requested to nmake the follow ng changes in the | KEv2
registries "Internet Key Exchange Version 2 (IKEv2) Paraneters"”
[ 1 ANA- | KEv2] :

1. Define a new payload type in the "I KEv2 Payl oad Types" registry:

B Rl e ety e ety o
| Value | Next Payl oad Type | Notation |
f el oo st e e g
| TBAO | Encrypted Certificate | ECERT |
+------- B i T R i +

Table 3

2. Define a new authentication nmethod in the "I KEv2 Aut hentication
Met hod" registry:
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[ ool oo

| Value | I KEv2 Authentication Method |

[ el el

| TBA1 | KEM Aut henti cati on |

+------- I T +
Tabl e 4

3. Define three new status type notifications in the "I KEv2 Notify
Message Status Types" registry:

[ el e oo s e
| Value | Notify Message Status Type |
B oo oo ool
|  TBA2 | USE_AUTHKEM |
+------- e i +
| TBA3 | AUTHKEM CT |
+------- I T +
| TBA4 | AUTHKEM_SSCONF |
+------- B T i +
Table 5

4. Define a new certificate encoding in the "IKEv2 Certificate
Encodi ngs" registry:

[ el ool

| Value | Certificate Encoding |

Ittty et ety

| TBAS5 | X. 509 bundl e |

+----- - I T +
Table 6
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