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Abst r act

This draft specifies a new authentication nechanism called KEM based
aut hentication, for the Internet Key Exchange Protocol Version 2
(IKEv2) [RFC7296]. This is notivated by the fact that M.-KEMis nuch
more efficient that M.-DDSA, which are the post-quantum al goirhtns for
mtigating the pontential security threats again quantum conputers.
The KEM based authenticationth for the 1KV2 is achieved via

i ntroduing a new val ue of the | KEv2 Authenticati on Method registry
mant ai ned by | ANA.  For using the new authentication method, two
peers MJST send the SUPPORTED AUTH METHODS Notify, defined by

[ RFC9593], to negotiate the supported KEM al gorithns. After that, the
correponding KEM certificates and cipthertext are exchanged via the
| NTERVEDI ATE Exchange. Finally, the | KE nessages are authenticated
via the shared secret encapsul ated between the two peers. This
docunents al so specifies the instantiation with M.-KEM for this new
general authenticaiton method for the | KEv2.

[ EDNOTE: Code points for KEM based authentication nmay need to be
assigned in the | KEv2 Aut henticai on Method registry, maintained by
| ANA]

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.

Wang Expi res 8 January 2026 [ Page 1]



I nternet-Draft KEM based Aut hentication for the | KEv2 July 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
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1. Introduction

1.1. Notes of Change

Two changes have been nade in version 01, as a response to conments
received at 122 neeting:

* NMbre details abouth how each side does for running KEM
aut hentication in Section 5. 1.

* Added Section 5.2 for KEM authentication with preshared public
key.
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1.2. Introduction

Crypt ogr aphi cal | y-rel evant quantum conputers (CRQC) pose a threat to
cryptographically protected data. In particular, the so-called

har vest - now and- decrypt-later (HNDL) attack is considered an i mm nent
threat. To mitigate this threat again the Internet Key Exchange
Protocol Version 2 (I1KEv2) [RFC7296], nultiple key exchanges in the

| KEv2 [ RFC9370] was introduced to achi eve post-quantum (PQ security
for the exchange. To offering post-quantum security for the

aut hentication in the | KEv2, "Announci ng Supported Authentication

Met hods in the Internet Key Exchange Protocol Version 2 (IKEv2)"

[ RFC9593] specifies a new Notify type, called the
SUPPORTED AUTH METHODS, which allows two peers to indicate the |ist
of supported authentication methods while establishing | KEv2 SA. (One
pur pose of [RFC9593] is to support post-quantum signature algorithns
for authenticaion in the IKEv2, as further described by the follow ng
drafts.

"Signature Authentication in the Internet Key Exchange Version 2
(IKEv2)" [1-D.RSF25] specifies how NIST PQ digital algorithns M.-DSA
[ FI PS204] and SLH DSA [ FI PS205] can be used in the | KEv2 by

i ndicating the supported signature algorithns via exchanging the
Notify SI GNATURE HASH ALGORI THVS, defined in [RFC7427]. Similarly,

"I KEv2 Support of M.-DSA" [|-D. Flu25] specifies how M.-DSA can be run
in the | KEv2, by indicating the supported signature algorithms via
exchangi ng the SUPPORTED AUTH METHODS Notify, defined in [RFC9593].
On the other hand, "Post-Quantum Traditional (PQ T) Hybrid PK

Aut hentication in the Internet Key Exchange Version 2 (I KEv2)"
[1-D.HMN specifies howto run general hybrid PQ T digital algorithns
in the | KEv2 via introducing sone extensions in the
SUPPORTED_AUTH_METHODS Noti fy.

For all of those Internet standard drafts, it is the same that the
correspondi ng public key certificates and singatures for the involved
siganture al gorithnms are exchanged via the | NTERVEDI ATE Exchange,
defined in [ RFC9242].

Motivated by the fact that M.-KEM [ FI PS203] is nuch nore efficient
than M.- DSA [ FI PS204], "KEM based Aut hentication for TLS 1.3"
[1-D.WCS] [|-D.WCSSS] specifies how KEM can be used to achi eve post-
quant um secure authentication for the TLS 1.3 protocol. The basic
idea is as follows: when one entity A receives the certified |ong
term public key of another entity B, A can authenticate B by
encapsul ating a secret key k using B's KEM public key, and confirm ng
that the conmunicating entity is indeed Bif the entity can
successfully return the correct k to A The semnal idea for TLS is
presented in [SSW20], followed by a nunber of research papers then
Besi des savi ng conmuni cati on overhead and conputational time, as
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pointed out in [I1-D.WCS], KEM based authentication also benefits to
reduce i nmpl enentation code size, as the code for PQ singature nay not
need, and KEM based aut hentication can re-use the KEM code for
epheneral key establishnent.

This draft specifies howto realise KEM based authentication for the
I nternet Key Exchange Protocol Version 2 (I1KEv2) [RFC7296]. This is
achi eved by defining a new aut heni cation nmethod, called KEM based
Aut hentication. Nanely, this draft asks to add a new val ue of the
"I KEv2 Aut henticai on Method" registry [I ANA-1KEv2], nantai ned by
IANA. To run this new authenticaiton nmethod, two peers MJST send the
SUPPORTED_AUTH_METHODS Noti fy, defined by [RFC9593], in the

| KE_SA INIT Exchange, to negotiate the supported KEM al gorithns.
After that, the correponding KEM certificates and cipthertext are
exchanged vi a the | NTERVEDI ATE Exchange [ RFC9593]. This docunents
al so specified the instantiation with M.-KEM for this new general

aut henti caiton method for the | KEv2.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Key Encapsul ati on Mechani smand Digital Signature

Key encapsul ati on nechani sn{KEM is a kind of key exchange, which
all ows one entity to encapsul ate a secret key under a (Il ongterm or
epheneral ) public key of another entity. By follow ng the definiton
given in [I1-D. KR24], a KEM consists of three al gorithns:

*  KeyGen(k) -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk, when a security paraneter k is given.

*  Encaps(pk) -> (ct, ss): A probabilistic encapsul ation algorithm
whi ch takes as input a public encapsul ati on key pk and outputs a
ci phertext ct and shared secret ss.

* Decaps(sk, ct) -> ss: A decapsulation algorithm which takes as
i nput a secret decapsul ation key sk and ci phertext ct and outputs
a shared secret ss.

By following the definiton given in [I-D.BHCD], a signature schene
consists of the follow ng three al gorithns:
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*  SKeyGen(k) -> (spk, ssk): A probabilistic key generation
al gorithm which generates a public verifying key spk and a
private signing key ssk, when a security paraneter k is given.

* Sign(ssk, m ->s: A deterministic or probabilistic signature
generation algorithm which takes as input a private signing key
ssk and a nmessage m and outputs a signature s.

* Verify(spk, s, m ->b: A determnistic verification algorithm
whi ch takes as input a public verifying key spk, a signature s and
a nmessage m and outputs a bit b indicating accept (b=1) or reject
(b=0) of the signature-nessage pair (s, m.

In August of 2024, NI ST rel eased M.- KEM [ FI PS203] and M.- DSA

[ FI PS204], which are both nodul e-lattice based post-quantum
algorithms. Each of both algorithns has three sets of paraneters
corresponding to three NI ST security levels. Nanely, M-KEM512 for
Level 1, M.-KEM 768 for Level 3, and M.- KEM 1024 for for Level 5,
whil e M- DSA-44 for Level 2, M.-DSA-65 for Level 3, and M.- DSA-87 for
Level 5.

4. Conparison of M.-KEM and M.- DSA

This section conmpares M.- KEM and M.- DSA, with respect to the sizes of
key, ciphertext and signature, and al so the conputational overhead of
key generation, encapsul aion, signing, decasul ation, and verifying.

First of all, to conpare the communication overhead when usi ng M.- DSA
and M.-KEM data from Table 2 in [FIPS204] and Table 3 in [Fl PS204]
are used to generate the following Table 1. The results show the
compari son of keys and signature over ciphertext between M.-DSA and
M.- KEM Namely, for all corresponding security levels, the follow ng
statenments can be conl uded

* The private key size of M.-DSA is about 1.5 tinmes of the
decapsul ati on key size of M.-KEM

* The public size of M.-DSA is about 1.6 tinmes of that of M-KEM
and

* The signature size of M.-DSA is about 3 tinmes of the ciphertext
size of M.- KEM
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| | private key/ | public key/ | singature/ |
| | decapaaul ation key | encapsul ation key | ciphertext |
[ ettt ——— e ———————————————_—_—— L ——_——————————— Ll p—p—p—p—_—(——————
| M.-DSA-44/ | 2,650/ 1,632 | 1,312/800 | 2,420/768

| M-KEM 512 | =157% | =164% | =315% |
I I I IR I +
| M.-DSA-65/ | 4,032/ 2, 400 | 1,952/1,184 | 3,309/1,088

| M-KEM 768 | =168% | =165% | =304% |
S o e e e o - o e e oo oo oo S +
| M.-DSA-87/ | 4,896/ 3, 168 | 2,592/ 1,568 | 4,627/1,568

| M-KEM 1024 | =155% | =165% | =295%
I I I IR I +

Tabl e 1: Communi cati on Overhead Conparison of M.-DSA and M- KEM

Specifically, for the three security levels, when M.-KEM is used to
repl ace M.-DSA for authentication, the saved communi cati on over head,
nanely public key+signature for M.-DSA and encapsul ation

key+ci phertext for M.-KEM is 2,164, 2,989, and 4, 083 bytes,
respectively. Those savings are hel pful to inprove the performance
of IKEv2. In fact, as shown in the experinment in simnulated
environment, the average tine delay for IKEv2 can increase a few
times due to large size of PQ public key, ciphertext and signature,
especially when the I P packet |oss rate reaches about 1%

Next, the conputation overhead conparison will be given now. In

[ HAZ24], the authors present their inplementation results of
Dilithiumand Kyber, via various optimzation techni ques for Keccak
and the two PQC algorithns. Concretely, Table 6 in [HAZ24] shows the
performance conpari son of Dilithiumand Kyber on ARMW7 Cortex- M
processor, presented by clock cycles. By ignoring the small

di fference between M.-KEM and its informal verion Kyber, also M-DSA
and its informal verion Dilithium the follown Table 2 is obtained.
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F ool e s ool st o}
| | KeyGen speed/ | Encap speed/ | Decap speed/ |
| | SKeyGen speed | Sign speed | Verify speed |
[ gt ——— e ———————————————— L —p———————— Llp—p—p—p—p—_—————————
| M.-DSA-44/ | 1, 357k/ 369k | 3,487k/ 448k | 1, 350k/ 409k |
| M.-KEM 512 | =368% | =778% | =330% |
T T o o +
| M.- DSA-65/ | 2, 394k/ 604k | 5,574k/ 732k | 2, 302k/ 674k |
| M.-KEM 768 | =396% | =761% | =342% |
S oo o - R R +
| M.-DSA-87/ | 4, 069k/ 962k | 7,730k/ 1,119k | 3,998k/1, 043k
| M- KEM 1024 | =423% | =691% | =383%
T T o o +
Tabl e 2: Conputational Overhead Conparison of M.-DSA and M- KEM

By assumi ng that the copntuational conparison shown in Table 1
reasonably presents the performance difference of M.- KEM and M.- DSA
at the sane platformwith simlar inplenmentation techniques, for all
three corresponding security levels, the follow ng statenments can be
deri ved:

* The private key generation tine of M.-DSA is about 4 tines of that
of M.- KEM

In the scenario of KEM based aut henticati on,
M.- DSA and M.- KEM wi | |
generation tinme can be ignored, as it
by conbi ni ng signature signing and verifying together,
al so conbi ni ng encapsul ati on and decapsul ati on together,
simply say that the conputai onal

f

Theref ore,

The signature
encapsul ati on

The signature
decapsul ati on

or

signing time of M.-DSA is about 7 times of the
speed of M.- KEM

verifying time of M.-DSA is over 3 tines of the
speed of M.- KEM

both the private keys
so the private key
is just one tinme overhead.

be |l ong term keys,

and
we can
time of M.-DSA is about 5 tinmes of

that of M.- KEM
5. Protocl Details for KEM based Authentication
By follow ng [ RFCO593], two conmuni cating peers send ech other the
Notify Message Type SUPPORTED AUTH METHODS to negotiate which
aut hentication method will be used to authenticate themto each
other. Bascially, the authentication nethod can be any one
registered in the "I KEv2 Authentication Method" registry under
"Internet Key Exchange Version 2 (IKEv2) Paraneters" [|ANA-1KEv2],
mai nt ai ned by ANA.  To run KEM based Aut hentication, the draft is
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supposed to apply the value of 16 (TBD) for "KEM based
Aut hentication" in the "I KEv2 Authentication Method" registry
(Section 7).

5.1. Exchanges for KEM based Authentication

After the initiator starts the |KE_SA INT exchange as usual, the
responder sents the notify SUPPORTED AUTH METHODS with val ue of 16
(TBD) to indicate that the responder wants to run KEM based

Aut hentication with respect to sone specific KEM al gorithms, which
the responder supports. These KEMs will be listed in the
SUPPORTED AUTH METHODS Noti fy Payl oad (Section 5.3), ordered by the
responder’s preference, anong ot her possible authentication methods.

After the initiator receives SUPPORTED AUTH METHODS fromt he
resonder, it will select the KEMalgorithmfromthe Iist of KEMs sent
by the responder that has the highest preference and is supported by
the initator as well. After that, the responder SHALL use this KEM
algorithmto authenticate itself to the initiator.

Fig. 1 below gives an exanple to show how two peers use the
SUPPORTED AUTH METHODS notification to run KEM based aut henti cati on.
In the protocol, the | KE | NTERVEDI ATE exchange nay be used to
faciliate the hybrid key exchange in the I KEv2 as specified in

[ RFC9370], and to transfer PQ certifates between the responder and
the intitator for conpleting KEM based aut henti cati on.

Once the responder and the inititator have negotiated to run KEM
based aut hentication, shown as the value of 16 in the
SUPPORTED_AUTH_METHODS notification, one specific KEM al gorithm SHALL
be selected by the initiator. After that, both parties SHALL
encapsul ate a shared secret under the public key of the other party
and send out the resulting ciphertext. Then, the peer SHALL
decapsual te the ciphertext received to obtain the shared secret key
encapsul ated by the other party. Next, the AUTH data SHALL be

cal cul ated according to the specification [ RFC7296] via using the MAC
algorithmselected. Finally, once each party successfully verifies
the MAC code for the AUTH data received fromthe other party, the
whol e | KE key exchange and authentication is successful.
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Initiator Responder
HDR(I KE_SA INIT), SAi1(.. ADDKE*..), KE, N,
N( | NTERMEDI ATE_EXCHANGE_SUPPORTED), ... --->
<--- HDR(IKE_SA INIT), SAri(.. ADDKE*..), [CERTRQ ]
KEr, Nr, N(INTERMVEDI ATE EXCHANGE SUPPORTED),
N( SUPPORTED_AUTH_METHODS(.. 16(TBD)..)), ..

(1 KE_I NTERMEDI ATE f or ADDKE)

HDR(| KE_AUTH), SK{IDi, [CERTRQ ]
[1Dr,] SAi2 TSi, TSr,
N( SUPPORTED_AUTH_METHODS(. . 16(TBD)..))} --->
... (I KE_I NTERVEDI ATE for [CERT,ct]) ...
<--- HDR(TKE_AUTH), SK{IDr, AUTH, SAr2, TSi, TSr},

Fig. 1 An Exanple of Running KEM based Authentication between Two Peers

If the resulting SUPPORTED AUTH METHODS notification with list of
autehnticiton nethods is too long such that I P fragnentation

[ RFC7383] of the IKE_SA INT response may happen, the responder NMNAY
choose to send enpty SUPPORTED AUTH METHODS notification in the

| KE_SA INIT exchange response. Then, the responder and the intiatior
can send ech other the SUPPORTED AUTH METHODS notification with |ist
of authentictatin nethods they support by using the | KE_| NTERVEDI ATE
exchange, as desribed in Section 3.1 of [RFC9593].

[ EDNOTE: More exanpl es may be provided |ater.]
5.2. KEM based Aut hentication with Preshared Public Key

In Section 5.1, the protocol may need to run one additional round as
KEM based aut hentication has to first send out one’s KEM public key
and the associated certificate, so that the other party can return
back an encapsualted secret as a challenge, before finally rel easing
the MAC for the AUTH data. This is naturally not as efficient as
signature authentication, which can be sent out in one message

consi sting of nessage being authenticated, the digital signarure, and
al so the corresponing public key certificate used to verify the
singature.

Wang Expi res 8 January 2026 [ Page 9]



I nternet-Draft KEM based Aut hentication for the | KEv2 July 2025

However, the situation will be changed when both parties have al ready
acqui ed each other’s public key (and the associated certificate)

bef ore runni ng KEM based aut hentication. Such a public key may be
pre-installed, cached, or provisoned via out-bound ways. For TLS

aut hentication, the situation has been specified in [|-D. WCSSS]

Tnhi s KEM based authentication with preshared public key is expected
to be useful in scenarios where one or both parties have conctrained
capabilities, e.g, |0T devices.

[ EDNOTE: An exanple may be provided later.]
5.3. Payl oad Format for KEM based Authentication

For easy reference, the SUPPORTED AUTH METHODS Notify payl oad format
is shown in the follow ng, as specified in Section 3.2 of [RFC9593].
Correspondigly, here, Protocol ID field MJST be set to 0, the SPI
Size MJS be set to O (neaning there is no SPI field), and the Notify
Message Type MUST set to 16443.

1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
Next Payload |C| RESERVED | Payl oad Length |
B S i ks e S S i i i S S S S e e e e

Protocol ID | SPI Size | Notify Message Type |
T T e S S T S S T st S S R S S T ol ST S YN S S

Li st of Supported Auth Methods Announcenents

+— 1 — 4+ +— +

|

I

B o e S e i i e S S S e S N
Fig.2 SUPPORTED AUTH METHODS Notify Payl oad For mat

Payl oad Format for KEM based Authenticati on Announcenent is defined
in Fig. 3, which is treated as part of the Supported Auth Methods
Announcenents shown in Fig. 2. Nanely, for this part, a nunmber (N)
of KEM based aut hentication nmethods are |listed, as desribed bel ow

* Length: Length of the whole blob of one announcenent in octets;
must be greater than 5.

* Auth Method: Announced authentication nmethod, which is supposed to
16 (TBD), standing for "KEM based authentication" for the | KEv2.

* Cert Link: Links this announcenent with a particular CA, which
i ssued the KEMcertificate for the KEMalgorithmidentified in
Al gorithm dentifiers below, see Section 3.2.2 of [RFC9593] for
detail .
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* A g Len 1: Length of the KEM algorithmidenfied in
Algorithm dentifiers below, in octets.

* Alg Len 2: Length of the keyed MAC algorithmidenfied in
Al gorithmdentifiers below, in octets.

* A gorithmdentifiers: The concatenation of two variable-1ength
ASN. 1 obj ects that are encoded using Di stingui shed Encodi ng Rul es
(DER) [X. 690] and identify one specific KEM agl orithm and one
keyed MAC algorithm Those two ASN. 1 objects are conbined here
tenmporary for this instance of KEM based authenti cai on.

For exanple, if the concatenation of M-KEM 768 and SHAKE128 (denoted
as M.- KEM 768+SHAKE128 for sinmplicity), this nmeans that M.-KEM 768
will be used to encapsul ate and decapsul ate the shared secret ss in
KEM based aut henticai on, while SHAKE128 with key ss will be used to
calculate the | KE authentication code for the IKE data to be

aut henti cated, according to [ RFC7296].

1 2 3
01234567890123456789012345678901
T T S i S i S S i S S o +

I

+- - - - -
Length (>5) | Auth Method | Cert Link 1 Alg 1 Len
+- - - -+

+ -+
+ P+

B e e e e o e i - +-
Alg 1 Len 2 |
B i ST S S S

+

Algorithmdentifiers 1

+
+
+
B S i i T S i ik i H
Cert Link 2 | Alg2LlLenl | Ag2Llenl | |
T T o e i s S S R e e +
Algorithmdentifiers 2 ~

+

+

+

T S S i S S S T S S S S

B T e i i T e e i o s

Cert Link N | AgNLenl1l | AgNLen2 |

B I T R S I i e T T e S S o
Algorithmdentifiers N

+— 1l +—+ L+ +— L +— +— +

i T T e e s o i o R S S e T T (BIE TR SR e
Fig.3 Payload Format for KEM based Authentication Announcenent
[ EDNOTE: Moreover, the ss obtained from KEM based Aut henticati on can

be twisted with the sone key derived fromthe | KEv2 KE part, as does
in [I-D.WCS]. Coments and suggestions are wel cone]
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Alternatively, fixed algorithm conbination for KEM based

aut henti cation, say M-KEM 768_SHA128, MAY be defined by adding a new
value in the "I KEv2 Authenticai on Method" registry [I ANA-IKEv2].
Simlar to the above definition for Algorithmdentifiers, M-KEM
768 _SHA128 neans that M.-KEM 768 will be used to encapsul ate and
decapsul ate the shared secret ss in KEM based authenticaion, while
SHA128 with key ss will be used to calculate the | KE authentication
code for the IKE data to be authenticated, according to [ RFC7296].
Conpared to Algorithm dentifiers, such a fixed al gorithm conbi nation
can easily be recogni zed and used, but it sits on the sane | evel as
KEM based aut hentication, the general scheme specified the above.
Anyway, this happens for general "Digital Signature" (14) and a
specific digital scheme, e.g., "ECDSA with SHA-256 on the P-256
curve" (16) [IANA-1KEv2]. Once this happens, such KEM based

Aut henti cati on Announcenents with different Auth Method MJST be
merged to the Authentication Announcenents described in Fig. 3.

[ EDNOTE: Comrents and suggestions are wel conme for fixed algorithm
conbi nations. ]

[ EDNOTE: More exanpl es may be provided |ater.]
6. Security Considerations

To be done later. 1) It may be not a good idea by directly show ng
the decapsul ated secret ss as the neans of authentication here. The
reason is that the entity being authenticated nmay enpl oy the owner of
the KEM public/private key pair as an oracle to decapsualte the
secret via running a different session, nornally within a separate
protocol or scenario where directly showing such a secret is

harm ess. 2) It may be preferable or MUST Iinmt the use of such a KEM
certificate only for KEM aut henti cati on.

7. 1 ANA Consi derations
Thi s docunent is supposed to define a new type in the "I KEv2

Aut henti cati on Method" registry under "lInternet Key Exchange Version
2 (I KEv2) Paraneters" [1ANA-1KEv2], maintai ned by | ANA:

[ gt fumel e s sy e pe—_—
| Val ue | I'KEv2 Authentication Method | Reference |
| 16 (TBD) | KEM based Authentication | This draft |
N o m e e e e e e e e e Fomm e oo - +
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