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Abst ract

Mul tipl e key exchanges in the Internet Key Exchange Protocol Version
2 (I KEv2) [RFC9370] specifies a framework that supports nultiple key
encapsul ati on nechani sns (KEMs) in the Internet Key Exchange Protocol
Version 2 (I KEv2) by allowing up to 7 layers of additional KEMs to
derive the final shared secret keys for |Psec protocols. The primary
goal is to mitigate the “harvest now and decrypt later” threat posed
by cryptanal ytically rel evant quantum conputers (CRQC). For this

pur pose, usually one or nore post-quantum KEVMs are perforned in
addition to the traditional (EC)DH key exchange. This draft

speci fies how the post-quantum KEM FrodoKEM i s instantiated in the

| KEv2 as an additional key exchange nechani sm

[ EDNOTE: | ANA KE code points for FrodoKEM may need to be assigned, as
the code points for M.-KEM has been considered in [I-D. KR24]. ]

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
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1. Notes of Change
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e

Two mai n changes have been nade in version 01, as a response to

comments received at 122 neeting:

* Restructured the draft.

* Reduced the point codes from 12 to 6 (eFrodoKEM .

[ Page 2]



I nternet-Draft Hybrid KEMin the | KEv2 July 2025

1.2. Introduction

Crypt ogr aphi cal | y-rel evant quantum conputers (CRQC) pose a threat to
cryptographically protected data. In particular, the so-called

har vest - now and- decrypt-later (HNDL) attack is considered an i mm nent
threat. To mitigate this threat the concept of hybrid key
encapsul ati on nechani sns (KEMs) has been proposed to achi eve secure
key exchange if at |east one of the KEMs is still secure. “Miltiple
key exchanges in the Internet Key Exchange Protocol Version 2 (1KEv2)
[ RFC9370] specifies a framework to perform hybrid key encapsul ation
in the IKEv2 by allowing nultiple key exchanges to take place for
deriving shared secret keys during a Security Association (SA) setup.
Essentially, this specification enploys the | KE_| NTERVEDI ATE
exchange, which is a new | KEv2 nessage introduced in “Internediate
Exchange in the Internet Key Exchange Protocol Version 2 (IKEv2)”

[ RFC9242], so that nmultiple key exchanges can be run to establish an
| KE SA via exchanging additional PQ public keys and ci phertexts
between a client and a server. RFC 9370 al so introduces

| KE_FOLLOMJP_KE, a new | KEv2 exchange for realizing the same purpose
when the IKE SA is being rekeyed or additional Child SAs are created.

However, [RFC9370] just specifies the framework of hybrid KEMs and
has to be been instantiated for concrete KEMs by separate docunents.
[1-D. KR24] describes how the framework given by [RFC9370] can be run
with the M- KEM [ FI PS203], previously called Kyber, which has been
standardi zed by N ST in August 2024. However, on the one hand,

[ RFC9370] allows up to 7 layers of additional KEMs to derive fina
shared secret keys for the IKEv2. On the other hand, for sone
applications (e.g. financial services) demandi ng high security |evel,
addi tional PQ KEMs may be desired for use with [RFC9370]. Currently,
ISO is standardi zing three PQ KEM al gorithns (EDNOTE: we nay want to
change the wording since the | SO standard will be finished

eventual ly): Kyber, FrodoKEM and C assic MEliece. Note that

Fr odoKEM [ Fr odoKEM [1-D. LBES25] is unstructured lattice based KEM
whose security is nore conservative conpared to M.-KEM which is
based on structured lattice. Therefore, this draft is notivated to
descri be concretely how the frame of hybrid KEMs for the I KEv2
specified in RFC 9370 can be instantiated with FrodoKEM Fr odoKEM
shoul d be used together with a traditional key exchange nechani sm
such as ECDH and in addition, nmay be used with further KEMs, e.g. M-
KEM

Here are a few reasons for explaining why such diversity of KEMs is
important for the IKEv2 (and al so other security protocols).

* The availability of various PQ algorithnms is beneficial to

applications as different PQ algorithns could be sel ected
according to practical performance and security requirenents.
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3.

* Cenerally speaking, post-quantum algorithms are still not mature
yet. Sone algorithns may turn out to be insecure after a number
of years’ study and/or standardization. An exanple is SIKE, which
had been in the NI ST standardi zation progres for several years
until it was totally broken in July of 2022 [CD22].

* Cryptographic agility shall play a crucial role in the PQ
mgration [OPM23]. To facilitate cryptographic agility, not only
shoul d the systens and protocol s be engi neered agile but al so
there should be a good nunber of standardi zed PQC al gorithns
avai | abl e, which nay be based on different hard problens.

However, the performance of FrodoKEMis not as good as M.-KEM In
particul ar, the sizes of pulic key and ciphtertext of FrodoKEM are
roughly 10 times |arger than those of M.-KEM Consequently, this
wi || al nost unavoi dably trigger |IKE fragnmentation

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

KEMs and Fr odoKEM

.1.  KEMs

Key encapsul ati on nechanism (KEM is a kind of key exchange, which
all ows one entity to encapsul ate a secret key under a (long-term or
epheneral ) public key of another entity. By follow ng the definiton
given in [I1-D. KR24], a KEM consists of three al gorithns:

*  KeyGen(k) -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk, when a security paraneter k is given

* Encaps(pk) -> (ct, ss): A probabilistic encapsul ation algorithm
whi ch takes as input a public encapsul ation key pk and outputs a
ci phertext ct and shared secret ss.

* Decaps(sk, ct) -> ss: A decapsulation algorithm which takes as
i nput a secret decapsul ation key sk and ci phertext ct and outputs
a shared secret ss
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3. 2. Fr odoKEM

FrodoKEM [ | - D. LBES25] is one of three KEMS in the process of |SO
standardi zati on [FrodoKEM. |Its security is based on a well-studied
hard problemin unstructured lattices, called the learning with
errors problem The algorithmdetails of FrodoKEM are specified in
[1-D. LBES25] .

FrodoKEM has two main variants: a "standard" variant and an
"epheneral " variant. As specified in Section of 8 in [I|-D.LBES25],
"standard FrodoKEM is recomended for applications in which the
nunber of ciphertexts produced for a single public key is expected to

be equal or greater than 278". "Epheneral FrodoKEM MJST be used for
applications in which that same figure is expected to be snmaller than
278". In this docunent, FrodoKEM is used for epheneral key exchange

in the IKEv2 and one tenporarily generated public key is expected to
be used just once. So, only eFrodoKEM which stands for Epheneral
FrodoKEM SHALL be used in this draft.

3.3. Comnparison to M-KEM

M.- KEM and FrodoKEM are two wel | - known post-quantum KEMs based on
|lattices. More specifically, M-KEM[FIPS203], originally called
Kyber, has been standardi zed as the only one KEM schene by NI ST in
August of 2024. It is a Mddule-Lattice based Key-Encapsul ati on
Mechani sm so called M.-KEM M-KEMis also specified as an |Internet
Draft in I ETF [I-D. Kyber24].

However, the perfonace of FrodoKEMis not as good as M.- KEM
Specifically, as shown in Table 1, the sizes of pulic key and

ci phtertext of FrodoKEM are roughly 10 times |arger than those of M-
KEM Consequently, this will al nmost unavoidably trigger |IKE
fragmentation [ RFC7383] [ RFC9242], when FrodoKEMis used in the

| KEV2.
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B oo oo oo oo st ety o)
| Algorithns | secret key | public key | ciphterext | shared secret |
| | sk | pk | ct | SS |
[ R el ey sty el e el
| M- KEM 512 | 800 | 1,632 | 768 | 32 |
I I T I I I I I T +
| M.- KEM 768 | 1,184 | 2,400 | 1,088 | 32 |
i R R R i +
| M.-KEM 1024 | 1,568 | 3,168 | 1,568 | 32 |
i I I i I i I i i I +
| eFr odoKEM 640 | 19,888 | 9,616 | 9,750 | 16 |
I I T I I I I I T +
| eFr odoKEM 976 | 31,296 | 15,632 | 15, 744 | 24 |
i R R R i +
| eFr odoKEM 1344| 43,088 | 21,520 | 21,632 | 32 |
i I I i I i i I I i +

Table 1. Size (in bytes) of keys and ciphertexts of M.-KEM and eFr odoKEM
4. FrodoKEMin the | KEv2
4.1. FrodoKEM in | KE_|I NTERMEDI ATE

As specified in [ RFC9370], to run FrodoKEM (or any PQ KEM in the

| KEv2, both the initiator and the responder MJST declare their
support of both the ADDKE Transform Types and the |1 KE_|I NTERVEDI ATE
exchange. After that, the initiator SHALL present its intended

Fr odoKEM vari ants via one or nore ADDKE Transform Types.

Fol | owi ng general exmaples given in Appendix A of [RFC9370], here is
an exanple to show that the initiator proposes to use additional key
exchanges for establishing an IKE SA. Here, the initiator proposes
three sets of additional key exchanges. Namely, the first set is
TBD36 (m -kem 768), TBD37 (m -kem 1024) [I-D. KR24] or NONE; the
second set is TBD40 (eFrodoKEM 976- <AES>), TBD41 (eFr odoKEM

976- <SHAKE>) or NONE; and the third set is TBD43 (eFr odoKEM

1344- <SHAKE>) or NONE (refer to Section 6). As all of the three
addi ti onal key exchanes are optional, the responder can choose NONE
for sonme or all of the additional exchanges if the proposed key
exchange net hods are not supported or for whatever reasons the
responder decides not to performthe additional key exchange.
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Initiator Responder
HOR(I KE_SA INIT), SAi 1(.. ADDKE*...), --->
KEi (Curve25519), N, N(IKEV2_FRAG _SUPPORTED),
N( | NTERMVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ENCR (I D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVMAC SHA2 512)
Transform KE (I D = Curve25519)

Transf orm ADDKEL (I D = TBD36)
Transform ADDKEL1 (1 D = TBD37)
Transform ADDKEL (1 D = NONE)
Transf orm ADDKE2 (1 D = TBD40)
Transform ADDKE2 (1D = TBD41)
Transf orm ADDKE2 (I D = NONE)
Transf orm ADDKE3 (1 D = TBD43)
Transf orm ADDKE3 (1 D = NONE)

<--- HDR(IKE_SA INIT), SAril(.. ADDKE*...),

KEr (Curve25519), Nr, N(IKEV2_FRAG _SUPPORTED),

N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)

Proposal #1
Transform ENCR (I D = ENCR_AES GCM 16,

256-bit key)

Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)

Transform ADDKEL (I D = TBD36)
Transf orm ADDKE2 (I D = TBD40)
Transf orm ADDKE3 (1 D = NONE)

HDR( | KE_I NTERVEDI ATE), SK {KEi (1) (TBD36)} -->
<--- HDR(| KE_| NTERVEDI ATE), SK {KEr (1) ( TBD36)}
HDR( | KE_I NTERVEDI ATE), SK {KEi (2) (TBD40)} -->
<--- HDR(| KE_| NTERVEDI ATE), SK { KEr (2) ( TBD40) }

HDR(I KE_AUTH), SK{ ID, AUTH, SAi 2, TSi, TSr } --->
<--- HDR(IKE_AUTH), SK{IDr, AUTH, SAr2,TSi, TSr}
Fig. 1 Hybrid KEMs of ECDH, TBD36 (m -kem 768), and TBD40 (eFr odoKEM 976- <AES>)

In the above exanpl e, the responder chooses to run two additional key
exchanges. Nanely, it selects TBD36 (m -kem 768), TBD40 (eFr odoKEM
976- <AES>), and NONE, respectively for the first, second, and third
addi ti onal key exchanges. According to the |IKEv2 specification

[ RFC7296], a set of keying materials can be derived, in particular
SK d, SK a[i/r], and SK e[i/r], when the IKE_ SA INIT exchange has
been conpleted by the initiator and the responder with a successful
execution of ECDH based on the curve 25519. After that, both peers
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wi Il perform an | KE_| NTERMEDI ATE exchange, carryi ng TBD36 payl oad,
which is protected with SK e[i/r] and SK a[i/r] keys. After the
compl etion of this I KE_ | NTERVEDI ATE exchange, the SKEYSEED is updated
using SK(1), which is the TBD36 shared secret. Next, an

| KE_| NTERMEDI ATE exchange for TBD40 payload will be performed so that
the SKEYSEED wi || be updated again.

After the conpletion of both | KE | NTERVEDI ATE exchanges for TBD36 and
TBD43, the initiator and the responder will continue the | KE_AUTH
exchange phase.

4.2. FrodoKEM in | KE_FOLLONUP_KE

Fr odoKEM can al so be used for creating additional Child SAs and
rekeying the IKE SA or Child SAs. FrodoKEM may be used as the only
key exchange in CREATE CH LD SA exchange or as an additional key
exchange nethod. |In the latter case, the | KE FOLLOANJP_KE exchange as
defined in [ RFC9370] is used.

| KE_FOLLOMJP_KE i s an additional exchange for the purpose of using
mul ti pl e key exchanges with the CREATE_CHI LD SA Exchange. |If the use
of additional key exchange nethods is negotiated in the

CREATE_CHI LD_SA exchange, these are performed subsequently in a
series of | KE FOLLOAMJP_KE exchanges. After all key exchanges are
compl et ed, SKEYSEED or KEYMAT are computed as specified in section
2.2.4 of [RFC9370].

5. Security Considerations

Basically, security considerations from][RFC7383], [RFC9242] and
[ RFC9370] apply to hybrid KEM exchange of ECDH, M.-KEM and Fr odoKEM
described in this draft.

In additon, due to the fragnmentation of public key and cipthertext of
the | KE nessage when FrodoKEM i s hybrided, the performance of the

| KEv2 may be affected and the chance of re-transm sion of |KE packet
coul d becone higher in sone networking secnari os.

Further security analysis will be updated | ater
6. | ANA Consi derations

In total, FrodoKEM has 12 variants. Nanely, 3 security levels for

NI ST Levels 1, 3, and 5; the pseudorandom generate (PRG using AES128
or SHAKE 128; and the KEM public key can be a | ong-term key (standard
node) or a short-termkey (epheneral node). As stated in

Section 3.2, this docunent specifies only eFrodoKEM for the | KEv2
epheneral key exchange. Therefore, this draft is to asking 6 val ues
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7.

8.

for registration in the "Transform Type 4 - Key Exchange Met hod
Transform I Ds" registry [IANA-1KEv2], maintained by | ANA. Nanely,
they are: "eFrodoKEM 640- <AES>", "eFrodoKEM 640- <SHAKE>", "eFr odoKEM
976- <AES>", "eFrodoKEM 976- <SHAKE>", "eFrodoKEM 1344-<AES>", and

" eFr odoKEM 1344- <SHAKE>" .

Table 2 below gives the list of 6 | ANA values for the 6 versions of
eFrodoKEM The Recipient Tests field should point to this docunent
as wel | .

==t -t ————————+t———————————————t————————————+
| Nunber | Nane | Status | Recipient | Reference |
I I I | Tests I I
[ oo oo ool el el s oo °)
| TBD38 | eFrodoKEM 640 | | [TBD, this | [TBD, this |
| | - <AES> | | draft] | draft] |
L I F-------- I i I +
| TBD39 | eFr odoKEM 640 | | [TBD, this | [TBD, this |
| | - <SHAKE> | | draft] | draft] |
I I i I +-------- i R +
| TBD40 | eFrodoKEM 976 | | [TBD, this | [TBD, this |
| | - <AES> | | draft] | draft] |
L I F-------- I i I +
| TBD41 | eFr odoKEM 976 | | [TBD, this | [TBD, this |
| | - <SHAKE> | | draft] | draft] |
I I i I +-------- i R +
| TBD42 | eFr odoKEM 1344| | [TBD, this | [TBD, this |
| | - <AES> | | draft] | draft] |
L L i F-------- I i I +
| TBD43 | eFr odoKEM 1344 | [TBD, this | [TBD, this |
| | - <SHAKE> | | draft] | draft] |
I I i I +-------- i R +

Table 2: Updates to the I ANA "Transform Type 4 - Key Exchange"
Acknowl edgnent s
To be added | ater.
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