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Abst r act

Thi s docunent describes how to deploy in-situ flow performance
measur enent based on Alternate-Marking nmethod in | Pv6 domain.
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 July 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

The Alternate-Mrking nethod, as presented in [RFC9341], can be
applied to perform packet |oss, delay, and jitter measurenments on
live traffic. Likew se, [RFC9342] generalizes and expands this
met hodol ogy to neasure any kind of unicast flow whose packets can
foll ow several different paths in the multipoint-to-nultipoint
net wor k.
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1.1

1.2

2.
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The Alternate-Mrking nethod, as described in [ RFC9341] and

[ RFC9342], allows the synchronization of the measurenents in
different points by dividing the packet flowinto batches. So, it is
possi ble to get coherent counters and show what is happening in every
mar ki ng period for each nonitored flow. Based on this ability, the
met hod coul d be used to perform packet |oss, delay and jitter
measurenents on live traffic.

Based on the Alternate-Mrking nethod, this document di scusses how to
deploy in-situ flow perfornmance neasurenent in | Pv6 domain. The Fl ow
Measurenment Qperation is described and the applications are proposed
in Section 5.

In conbination with the scalability of the | Pv6 packet header and
other in-situ fl ow neasurenent functions that may be supported in the
future, a specific data structure is defined to carry the narking
bits and other information required for flow neasurenment. The
structure is called Flow Monitor Option, and details are in

Section 3.

How to encapsul ate the Flow Monitor Option in IPv6 traffic flowis
di scussed in Section 2. A new type of |Pv6 Extension Header Option
is proposed, Flow Monitor OQption is encapsul ated i n Hop-by-Hop

opti ons Header or Destination Options Header dependi ng on the
neasur enent type.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] (Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997) and [ RFC8174]
(Lei ba, B., "Anmbiguity of Uppercase vs Lowercase in RFC 2119 Key
Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174, May 2017).

Ter mi nol ogy

The definitions of the basic terns are identical to those found in
Al ternate Marking [ RFC9341] and Ml tipoint Alternate-Mrking

[ RFCO342] .

The inmportant new ternms that need to be explained are |isted bel ow
ACL: access-control |ist

Fl ow Measurenent in | Pv6 Network
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2.1. Carrying Fl ow Measurenent |ndicators

The fl ow nmeasurenent method described in this docunment needs to add
monitoring information for perform ng neasurenment to the flow. In
I Pv6, the general way to carry packet’'s additional information is
| Pv6 Extension Header. Several |Pv6 Extension Headers have been

defined in [RFC3200]. It is necessary to determine suitable |Pv6
Ext ensi on Header to carry neasuring data for depl oying of performance
measure in IPv6. In the domain where flow neasurenment is enabl ed,

only the traffic to be neasured carries the Fl ow Measur enent
I ndicators structure.

There are two neasurenent types: End-to-End and Hop-by-Hop. The
participating nodes in two types are different.

The source node al |l ocates Fl ow Measurenent |ndicators structure
defined in Section 2.2 and encodes it in packet. For End-to-End
measur enent, just destinati on node processes the Fl ow Measurenent

I ndicators structure. According to Section 4.1 of [RFC38200], |Pv6
Destination Options Header before the upper-|ayer header is
appropriate for End-to-End neasurenent.

For Hop- by-Hop neasurenent, all nodes on the delivery path are
expected to exam ne and process the Fl ow Measurenent |ndicators.
According to [ RFC8200], the Flow Measurenent Indicators can be
carried as an option of Hop-by-Hop Options Header.

2.2. Flow Measurenent Indicators Definition
As description in Section 2.1, Flow Measurenent |ndicators is encoded
in |Pvbe Destination Options Header or |Pv6 Hop-by-Hop Options Header.
The Fl ow Measurenent Indicators structure nust be defined foll ow ng
I Pv6 Option's principle.
Thi s docunent defines Flow Monitor Option for flow neasurenent.
Using Fl ow Monitor Option to marki ng packets required by Alternate-
Marking, and to carry flow identity and measure paraneters.

3. Definition of Flow Mnitor Option

Fl ow Monitor Option is defined to carry Fl ow Measurenent |ndicators,
below is detail ed description.
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3.1. Data Fields Fornat

The following figure shows the data field s format for Fl ow Monitor
Option. This Fl ow Measurenment Indicators structure can be

encapsul ated in the Hop-by-Hop Options Header and Destination Qptions
Header, see Figure 1.

0 1 2 3
01234567890123456789012345678901
I S i it HIE RIE R TR e
| Option Type | Opt Data Len |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| FI owMonl D LD R | HTI |
i T s i o S i i S R I S I S S S M
| NodeMonl D | F P | Rsv |
B T S i T s i i e e SEI S
| Ext FM Type | Reserved |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 1: Flow Mnitor Option
where: - Option Type: 8-bit identifier of the type of Flow Monitor
Option. The encoding format references Section 4.2 of [RFC8200].
The value is to be assigned by | ANA

* (Opt Data Len: The length of the Option Data Fields of this option
in bytes.

* Flowwonl D: 20 bits unsigned integer. The Flowvon identifier is
used to identify one flowin the node. See Section 4.1 for
detail s.

* L: Loss Flag, a marking bit of packet |oss measurenent.

* D Delay Flag, a marking bit of packet delay neasurenent.

* R Reserved for future use, nowinitialized to zero for
transm ssion and i gnored on reception.

* HTl: Header Type Indication. It indicates the type of the option
header, has the foll owi ng val ue:

0: Reserved, indicate that the format of Flow Mnitor Option is
the sanme as [ RFC9343].

1~15: Private type.

Li, et al. Expires 17 July 2026 [ Page 5]



I nt

4.

Li,

ernet-Draft | Pv6 Fl ow Measurenent January 2026

16~255: Extensible type value. VWhen the value is 16, the format
of the option header is as shown in Figure 2

*  NodeMonl D: 20 bits unsigned integer. It is used to identify a
node in the measurenent donmin, conbined with the FlowvbnID field
to uniquely identify a nonitored flow Detail description sees
Section 4. 1.

* F:. The marking bit of two-way flow neasurenent. |If the field is
set to 1, the end node generates reverse flow neasurenent
configuration dynamically according to the current flow

* P: 6 bits, nmeasurenent period. It has the follow ng val ues:

- 000000: 1 second

- 000001: 10 seconds
- 000010: 30 seconds
- 000011: 60 seconds
- 000100: 300 seconds
- Ohers: Reserved

* Ext FM Type: A 16 bits Bitmap for Extendabl e Fl ow Measurenent
type. The Bitmap can present 15 different measurenent types.
Frombit 0 to 14, each bit presents a specific neasurenent type.
The bitl5 is reserved for extension Bitmap, 1 indicates carrying
the extension Bitmap. The use case about Ext FM Type is descri bed
in Section 5.6.

Encapsul ating Fl ow Monitor Option

When fl ow nmeasurenent is enabl ed, source node allocates Flow Mnitor

Option for nonitored flows, fills neasurenent paraneters, sets

mar ki ng bits, and adds an extension header for packet encapsul ating

the Fl ow Monitor Option.

For Hop- by- Hop neasurenent, the Flow Monitor Option is encapsul ated
in the Hop-by-Hop Options Header

For End-to-End neasurenent, the Flow Monitor Option is encapsul ated
in the Destination Options Header before the upper-|ayer header
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4. 1.

5. 1.
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Fl ow Monitoring Identification

The Flow Monitoring ldentification is required for sone genera
reasons:

First, it helps to reduce the per node configuration. G herw se,
each node needs to configure an ACL(access-control list) for each of
the monitored flows. Moreover, using a Fl ow Mnitoring
Identification allows a flexible granularity for the flow definition

Second, it sinplifies the counters handling. Hardware processing of
flow tuples (and ACL matching) is challenging and often incurs into
performance issues, especially in tunnel interfaces.

Third, it eases the data export encapsul ation and correlation for the
col | ectors.

The NodeMon identifier (NodeMonlD) field is filled with the source
node’s identifier. The NodeMonlD as configuration is set on the
source node by the central controller. The controller ensures
NodeMonI D i s unique within the neasurenent domain.

The Fl owvbn identifier (FlowonI D) field is used to uniquely identify
a monitored flow within a specified source node. The Fl owibnl D can
be uniformy assigned by the central controller, also can be
algorithmcally generated by the source node based on the flow

i nformati on.

Usi ng the comnbi nati on of Fl owivbnl D and NodeMonl D, a nonitored flow
can be uniquely identified within the measurenent domain. The
Fl omvonI D fi el d and NodeMonl D field are set at the source node

Fl ow Measurenment Operation

[ RFC9341] describes a nethod to perform packet |oss, delay and jitter
measurenents on live traffic. This section describes how the nethod
can be applied in | Pv6 network.

Packet Loss Measurenent

The L marking bit in the Flow Monitor Option is used to color the
flows that need packet |oss neasurenent. By setting the L marking
bit to 1 or 0 according to the nmeasurenent period filled in P field
in the source node, the nonitored flows can be split into consecutive
bl ocks. The intermedi ate and end nodes read the L nmarking bit and
identify the packet bl ocks. By counting the nunber of packets in
each bl ock and conparing the values neasured by different nodes al ong
the path, it is possible to nmeasure packet |o0ss occurred in any
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singl e bl ock between any two points.
5.2. Packet Del ay Measurenent

The sane principle used to neasure packet |oss also can be applied to
one-way del ay neasurenent. Packet delay measurenent references
Doubl e- Mar ki ng Met hod described in [ RFC9341] using the L marking bit
and D marking bit in Flow Monitor Option. The L marking bit is used
to mark the alternate flow. By marking the L marking bit to 1 or O,
the nmonitored flows can be split into consecutive bl ocks. And,
within this colored flowidentified by the L narking bit, a second
marked D marking bit is used to select the packets for measuring
delay. The D nmarking bit creates a new set of marked packets that
are fully identified over the network, so that a network node can
store the timestanps of these packets; these tinmestanps can be
conpared with the timestanps of the sane packets on a second node to
conmput e packet del ay val ues for each packet.

Li kewi se to packet delay nmeasurement, the on-path jitter can be
measured by neasuring multiple blocks.

5.3. Measurenent Type

For different measurenent requirenments, there are End-to-End
nmeasur enent type and Hop-by-Hop neasurenent type.

Wth the End-to-End nmeasurenent type, it can neasure the forwarding
performance between source node and end node when the traffic passes
t hrough the neasurenent domain. The performance of each internediate
node or link is not cared about. Therefore, when using the End-to-
End neasurenent type, only the source node and end node need to
col l ect performance data and report data to controller.

Wth the Hop-by-Hop neasurenent type, each node along the path which
has enabl ed perfornmance measurenent SHOULD col | ect perfornmance data
and report data to the controller when the traffic passes through the
measur enent dormai n.

Conpared to the End-to-End neasurenment type, the Hop-by-Hop

measur enent type can nore accurately locate the network packet |oss
and delay in position.
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5. 4.
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The neasurenent type is determ ned by the position of Flow Mnitor
Option in the | Pv6 Extension Header. The Flow Monitor Option can be
encapsul ated in Hop-by-Hop Options Header or Destination Options
Header. When it is encapsulated in the Hop-by-Hop Options Header,
each node along the path will deal with it. That is Hop-by-Hop
measurenent. \When the Flow Monitor Option is encapsulated in the
Destination Options Header, it neans End-to-End nmeasurenent.

Two- way Fl ow Measur enent

As described in [ RFC9341] the source node needs to virtually split
traffic flows into consecutive bl ocks according to sonme nethods, such
as configuring an ACL(access-control list) for each of the nonitored
flows. But, if we want to neasure bidirectional forwarding
performance of nonitored flows on the specified path, we need to
configure ACLs associated nonitored flows on the source node and end
node at the sanme tinme. This will increase the configuration and

mai nt enance workload. And this work is nore conplex, such as source
| P addresses in the source node configuration need to be transforned
as destination I P addresses in the end node, and ot her
characteristics are simlar

Therefore, this docunment provides a two-way flow neasurenent nethod.
It generates reverse flow nmeasurement configuration dynanmically in
the end node according to the forward fl ow.

Two-way flow performance neasurenent is inplenented as foll ows:

1. The source node configures ACLs for nonitored flows that need
bi directional flow neasurenent.

2. Wen the source node receives the correspondi ng monitored flow,
it encapsul ates Flow Monitor Option into the | Pv6 Extension
Header, and sets the F field to 1.

3. Wien the end node receives the nmonitored flow which F field has
been set to 1, it analysis the information of positive nonitored
fl ow, changes the source and destination information, dynamically
generates ACLs with the characteristics of reverse nonitored
flows, and distributes configuration on end node.

4. At the sane tinme, the end node assigns Flowbnl D for reverse
moni tored flows, and reports the new reserve Fl owwbnl D, the
NodeMonl D of the end node and the reverse flow information to
controller.
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5. Wien the end node receives the reserve nonitored flow, the end
node encapsul ates Flow Monitor Option into | Pv6 Extension Header,
sets F field to 0, uses the Fl owbnl D and NodeMonl D of end node,
and fills other fields of Flow Monitor option according to the
end node’ s configuration.

6. Al nodes along the reserve path enabl ed perfornmance neasurenent
coll ect performance data, report to controller according Fl ow
Moni tor option in the packet header

Data Col | ection and Report

Each node which participates in performance neasurenment collects
performance data, records packet counts, received timestanps, sent

ti mestanps, Fl owibnl D, NodeMonl D and other related information
specified by Fl ow Measure Type bitmap, and reports to the controller
For the source node, it needs to report characteristic information of
nmonitored flow additionally.

The network nodes report to controller by Telenetry techni que. The
period of report can be the neasurenent period filled in the P field
of Flow Monitor Option, can also be specified in the Telenetry
subscription, or is designated by |ocal configuration. This docunent
does not limt the specific method.

Functi on Extensi on Consideration
1. The Use of Ext FM Type Bitmap

At present, the performance neasurenment is conmonly attention to

net wor k packet loss, delay and jitter. However, with the expanding
of network applications, other network perfornmance paraneters begin
to be concerned, such as out-of-order rate. Wen network failure,
controller wants to be able to obtain nore abundant information, and
in order to locate fault point quickly requires all nodes along the
path to report current queue depth, input and output interface nane,
and so on.

By defining bits of Ext FM Type field in the Fl ow Mnitor Option and
carrying additional information in the nonitored flows, the
measur enent function can be extended in the future.

For exanple, when the nmeasurenent period is small, in order to
measure the out of order rate nore accurately, the ingress node can
specify the sequence nunber for the nmonitoring packet and carry it in
the flow nonitor option. Assunme that bit0 of Ext FM Type is defined
as an out-of-order measurenent mark. \Wen the source node receives
monitored flow, it sets bitO to indicate to count out-of- order
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packets. At the same tinme, it fills in additional information after
Ext FM Type bitmap with ordi nal Sequence paranmeters. After
ext ension, the Flow Mnitor Option package format is as foll ows:

0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| FI owvbnl D ILD R | HTI |
B i s T T i i o S o T Ji I

| NodeMonl D | F| P | Rsv

R T e i e i i S L S s il o T SR R R S
| 1] | Bi t 0 Dat a( Sequence Num) |
R et e s i o e s i i

Bit0 Data(Q her information)
:l-— e i i o i i I e S S S e +-:|-
Figure 2: Use Bit0 For Cut-of-order Measurenent

Using the sanme nethod, the other bits of Ext FM Type field can be
extended. Additional information is optional, whether it is carried
is decided by the specified extension function

5.6.2. Bitmap Extension

The Ext FM Type field has 16 bit, so 16 neasurenent functions can be
extended. For general applications, the bitmap is enough. |n order
to reduce the effect on forwardi ng performance, it is also not
recomrended too nmuch neasur enent processes at the same tine.

However, considering functionality to be expanded in the future,
bitl5 is reserved, used to break the bitmap Iimt of 16. If bitl5 is
set to 1, it indicates carrying the extension bitmap. By default,
bitl5 is zero. For the performance of the data plane, it is also not
recommended to define optional additional data too |ong.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Fl owvbnl D LD R | HTI |
O T T S A T S g S g S
| NodeMonl D | F| P | Rsv |
i D S T T T T
| Ext FM Type(Bit map) | 1] |
B il s S S S S I S i +

Additional Data of FM Bitmap (Optional)

T e L o o o e i i s it NN R SR S B S
Ext ensi on Bitmap |
B il s S S S S I S i +

Addi tional Data of Extension Bitnap (Optional)
.+- R e i i i i T T T I R S S T SR SR S SN Rk S SR S SR S S +
Figure 3: Extension Bitmap For mat

Based on the previous out-of-order neasurenent exanple, for exanple,
after the bits of Ext FM Type have been exhausted, use bit2 of
Extension Bitnmap to expand FMtype. Flow Mnitor Option package
format is as shown bel ow

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Fl owvbnl D LD R | HTI |
S S M M S S S S T M T S S s S
NodeMonl D | F| P | Rsv |

|

B T S i T s i i e e SEI S
| 1] O] O] O] O] O] O] O] O] O] O] O] O] O] O] 1] Bit0 Data (Sequence Num |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Bit0 Data(Q her information)

I i S S S i S o
| 0] 0] 1/ 0] 0] 0] O] O] 0| O] O] O] O] O] O] Of
I I S s S W SRR S

i i S T S S

+

Extension Bit2 Data (Optional)
B T S i T s i i e e SEI S

Fi gure 4: Extension Bit2 Exanple
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I mpl ement ati on Status

In Novenmber 2021, China Mbile has successfully verified the 1Pv6 in-
situ flow nmeasurenent nethod described in this docunent.

*  Huawei NE5000E, NE900O routers running VRPVBOOR021C00 or above.

* ZTE MB000- 18S(SR), M5000-8S Plus(SR) routers running V5.00.10. 80
or above.

*  H3C CR18000, CR19000 routers running Version 7.1.071 or above.
* China nobile IP Network Controller
I ANA Consi derations
The Fl ow Monitor Option Type should be assigned in | ANA
Security Considerations
The potential security threats of Alternate-Mrking nmethod have been
described in detail in Section 10 of [RFC9341]. The performance

measur enent net hod described in this docunent does not introduce
addi tional new security issues.

Acknowl edgrent s

The authors would like to thank the following for their val uable
contributions of this docunent: TBD

Nor mat i ve Ref erences

Li,

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(1 Pv6) Specification", STD 86, RFC 8200,
DO 10.17487/ RFC8200, July 2017,
<https://www. rfc-editor.org/rfc/rfc8200>.

et al. Expires 17 July 2026 [ Page 13]



Internet-Draft | Pv6 Fl ow Measur ement

[ RFC9341] Fioccola, G, Ed., Cociglio, M, Mrsky,
and T. Zhou, "Alternate-Mrking Method",
DO 10.17487/ RFC9341, Decenber 2022,
<https://www. rfc-editor.org/rfc/rfc9341>.

[ RFC9342] Fioccola, G, Ed., Cociglio, M, Sapio, A,
T. Zhou, "C ustered Alternate-Mrking Method",

DO 10.17487/ RFC9342, Decenber 2022,
<https://www. rfc-editor.org/rfc/rfc9342>.

[ RFC9343] Fioccola, G, Zhou, T., Cociglio, M, Qn,

January 2026

G, Mzrahi, T.,
RFC 9341,

Sisto, R, and

RFC 9342,

and R

Pang, "IPv6 Application of the Al ternate-Mrking Method",

RFC 9343, DO 10. 17487/ RFC9343, Decenber
<https://www. rfc-editor.org/rfc/rfc9343>.

Contri butors

Yi song Liu
Chi na Mbile
Emai | : |iuyi song@hi nanobi | e. com

Haoj i e Wang
Chi na Mbil e
Emai | : wanghaoj i e@hi nanobi | e. com

Aut hors’ Addr esses

Li,

Jinm ng Li
Chi na Mbile
Email: lijinm ng@hi nanobil e. com

Zhenqi ang Li
Chi na Mbil e
Emai | : |izhengi ang@hi nanobil e. com

Changwang Lin
New H3C Technol ogi es

Emai | : |inchangwang. 04414@3c. com
Xiao Mn

ZTE Corporation

Emai | : xiao.m n2@te.comcn

et al. Expires 17 July 2026

[ Page 14]



I nternet-Draft | Pv6 Fl ow Measurenent January 2026

Geg Mrsky
Eri csson
Emai | : gregi mrsky@mail.com

Li, et al. Expires 17 July 2026 [ Page 15]



