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Abst ract

As | oT adoption accel erates, securing smart devices energes as a
critical priority. This proposal outlines a conprehensive security
framewor k spanning hardware integrity, systemreliability, data
protection, network safeguards, and nmanagenent controls. The
framewor k mandates secure hardware interfaces, firmmvare validation
mechani sms, robust data encryption protocols, encrypted comunication
channel s, and systematic security auditing processes to ensure end-
to-end protection across device ecosystens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Novenber 2025
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1. Preface

The new paradigmof 10T is recogni zed as one of the npbst inportant
actors in the Informati on and Comruni cati on Technol ogy industry for
next years [M orandi 2012]. The introduction of |Pv6 [ RFC6568] and
CoAP [ RFC7252] as fundanental buil ding blocks for 10T applications

al l ow connecting 10T hosts to the internet. [RFC7744] provides an
overvi ew of relevant |oT use cases. Wth the devel opnent of 10T in
recent years, the industry of smart devices gains great nomentum
resulting in a large-scal e production and application of snart

devi ces. However, the absence of unified security standards |eads to
various security defense nmeasures, which inposes huge threats on |oT
security. Until today, smart devices have becone favored targets for

hackers, which |leads to frequent security incidents. [Q u2020] and
[ Neshenko2019] conducted a detail ed survey on the security issues of
| oT.

This draft proposes detailed security requirenments to ensure snart
devices can work in a security condition

2. Scope

This draft proposes sone basic security requirenents that should be
met by smart devices in the |oT."

This draft ainms to specify the security functions of smart devices in
the 10T, with the goal of inproving device security. By inplenmenting
these functions, devices can be protected frommalicious exploitation
by attackers, safeguarding users’ sensitive data.

This draft also serves as a guide for instructing the design and
i mpl ement ati on of security functions in smart devices within the |IoT.
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3. Ternms and Definitions
3.1. Smart device

A smart device is a type of device that can perceive and process
various types of data, including video data, image data, and other
forns of data. Exanples of snmart devices include video caneras,

| aser radar, and identity gateways. These smart devices can be
directly connected to the 10T platformor can function as sub-devices
connected through a gat eway.

3.2. Smart Video Surveillance Device
A video surveillance device is a common exanple of a smart device
that can capture and process video images while conmunicating with
ot her devices through the internet.

3.3. Sensitive Infornmation
A video surveillance device is a comon exanple of a smart device
that can capture and process video images while conmunicating with
ot her devices through the internet.

3.4. Mulnerability
Aflaw in the specific inplenmentation of a software (hardware or
protocol) or the security strategy of a system leaving it open to
the potential for exploitation in the formof unauthorized access or
mal i ci ous behavi ors.

3.5. Brute Force Attack
Check all possible passwords systematically to find the correct one.

3.6. Network Port
Networ k port is an endpoint of communication in an operating system
which identifies a specific process or a type of network service
runni ng on that system such as service ports in TCP/IP with port
nunbers ranging fromO to 65535

3.7. Video Stream

The data stream of video information in network transm ssion
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3.8. Device Activation

To set the administrator’s password when the user uses the device for
the first tinme, and the password nust neet the requirenents of
password security policy.

4. Abbreviations and Acronyns

The foll owi ng abbrevi ati ons and acronyns are used in this draft:
Abbr evi ations and Acronyns | Full Nane -------- | ----- : JTAG | Joint
Test Action Goup IP| Internet Protocol TLS | The Transport Layer
Security Protocol HTTPS | Hypertext Transfer Protocol Secure SSH |
The Secure Shell Protocol SFTP | Secure File Transfer Protocol OIP |
One Time Progranmable Read Only Menmory TEE | Trusted Execution

Envi ronment Tabl e: Abbrevi ati ons and Acronyns

5. Overview

The framework of 10T consists of three layers. Frombottomto top,
they are the perception |ayer, the network | ayer and the application
layer. Smart devices reside in the perception |layer, aimto sense
physi cal phenonena and translate theminto a streamof infornmation
data. Furthernore, they interact with 10T platformthrough

comuni cation nodul es. The framework of snmart devices is shown as

foll ow

o +
| Application |
e e +

I I I
I I I
I I I
| +------- + e o - + | |
| | Video| | AlgorithmA | | Net wor k |
| +------- I e + | Conmruni cat i on |
| +------ + - + | |
| | Audio | | AlgorithmB | | |
| F-- - - - + o e e e e oo o + | |
o e e e e e e e e a oo - S +
| Qperating System & Boot | oader |
e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| Har dwar e |
| (Lens/ Sensors/ | SP/ Al Chi ps/ Menory/ I nterface/ Serial Port)|
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +

Figure 1. Franework of smart devices
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The draft adopts the strategy of |ayered security and multi-Ieve
def ense, and proposes a security function framework of smart devi ces,
shown as foll ow

N NN, +
| Smart Devices of |1oT |
[ R e e E - + |
||+ ------------ + e e i e oo - e o T TS, +| ||
| | | Access | | Port | | Service & | N | | |
| | | Security | | Security | |Protocol Security| E | | |
| | +------------ L L R L + T | S | ]
| ] 4o i R e + W| E | ]
| | | Transm ssion| | Stream | | Session | O] C | |
| | | Security | | Protection | | Security | R U | |
| | +---------- e R e T + K| R | ]
I R e + | | |
| | +------------ + R LR + D | T | ]
| 1 | Dat a | | Sensitive Data | A | Y | ]
| | |Verification| | Protection | T | | |
| | +------------ + LR T + A M | ]
R e + A | ]
| | +----------- + e + e + | N ]|
| | | Firmvare | | Security | | Password | S| A | |
| | | Security | | Audi t | | Managenent | Y | G | |
| ] A+ + A L + S| E | ]
I e R T L + T | M | ]
| | | Authentication | | Ti me | | Access | E | E | |
| 1 | | | Synchronization| | Control| M| N | |
| | +-------eme - + Fom e e eaaaaaa + He-eeeaa- + | T | |
| b + | |
| ] o R + | | |
| | | Interface | | Security | HARD | | |
| | | Security | | Conponent |  WARE | | |
| ] L + | | ]
[ R e e + |
T S N N +

Figure 2: Security function franmework

Hardware security mainly focuses on the hardware features of the
device, including two aspects: 1.Wether there are any unused
hardware interfaces on the device. 2.Wether the device can provide
better security support due to the security conponents.

System security refers to the secure application of the device’'s

software resources, including the bootl oader, operating system and
appl i cations.
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Data security ains to protect the data in the device, including
devi ce managenent data and user business data. Special attention
shoul d be paid to sensitive data.

Net work security ensures the security of the connection to the 10T s
network | ayer and protects agai nst network attacks.

Security managenent primarily involves securely using and managi ng
smart devi ces.

6. Security Function Requirenent

6.1. Hardware Security
Hardware security enconpasses interface security and security
conponents. Interface security ensures that the device does not
expose any physical interfaces with security risks. Security
conmponents, on the other hand, prioritize the inclusion of hardware
with security function support during the hardware design process.

6.1.1. Interface Security
Before the smart devices | eave the factory

a) JTAG debugging interface should be disabl ed.

b) Serial ports should be disabled, or inproved by devel opi ng an
aut henti cati on mechani sm

6.1.2. Security Conponents

a) For the smart device, chips that support OIP, Secure boot and TEE
are recommended. The rel evant security functions shoul d be enabl ed.

b) If possible, it is recommended to add a security chip with
crypt ography service function. The selection of security chip should
foll ow the correspondi ng national cryptography managenent policy.

6.2. System Security
System security includes firmvare security, tine synchronization
crypt ography managenent, authentication, security audit, access
control, and etc.

6.2.1. Firmnare Security

a) The firmnare should only contain the necessary conponents and
appl i cations.
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b) For third-party open source software, the version w thout known
vul nerabilities (or has been patched) should be used.

c) Debug codes in the device should be del eted before device | eaves
the factory

d) Administrator should have access to check the current version of
the device

e) Firmnare upgradi ng should be avail abl e.

f) Wen generated, firmvare upgrade packages should be digitally
si gned.

g) The signature information of the upgrade package shoul d be
verified when upgrading.

6.2.2. Time Synchronization

The smart device should have real -time cl ock and support tine
synchroni zati on calibration function

6.2.3. Cryptography Managenent
a) The smart device should apply publicly standard al gorithmns.
b) The smart device should apply industry standard cryptographic
algorithmand regularly assess and update the encryption algorithm
and its strength.
c) The smart device should apply secure random numnbers
d) The smart device should forbid the hard codi ng of secret key.
e) The smart device should apply irreversible encryption algorithmin
the scenario where the recovery of the password s plaintext is not
required.

6.2.4. Authentication
a) Users’ accounts should be unique.

b) At least two user roles should be set: adninistrator and user

c) When the user account is deleted, the corresponding online user
shoul d be | ogged out.
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d) Perm ssions assigned to admni strators and users shoul d be
different.

e) Users can manage and control the device only after successfu
aut henti cati on.

f) If adopted, a random password should be generated as default
bef ore device | eaves the factory. The user should be pronpted to
change the default password

g) If an activation nmechanismis adopted, the user should set a
secure password that nmeets security requirements when initializing
t he device

h) Password conpl exity check should be in place, and the password
shoul d have at | east 8 characters, with at |east two kinds of the
foll owi ng types: nunbers, |owercase, uppercase and special character

i) The password entered by the user nust be masked by default, and
t he password copyi ng nust be di sabl ed.

j) The password shoul d be encrypted when stored and transnitted.

k) The authentication for remote access users should be perforned on
the server.

I) The feedback should not include clear reasons for the
aut hentication failure and should pronpt the user with "user nane or
password error".
m Illegal login lock should be applied to defend against brute force
attacks during user authentication. Login attenpts fromthe IP
address or account will be rejected for a period of time if it has
been failed for certain tinmes.

6.2.5. Access Contro

a) For the smart device, the access to video streans should be
aut henti cat ed and aut hori zed.

b) Only the administrator has the privilege to inport (or export) the
paraneter profile of the device

c) Only the admi nistrator has the privilege to use interactive
command consol e.

d) The conmand consol e nust not provi de user managenent comands.
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6.2.6. Security Audit

a) The smart device should support security audit function.
Qperations that need to be audited include the foll ow ng:

1. Enabling or disabling the security audit function;
2. User creation, deletion or nodification;

3. User login and | ogout;

4. Upgrade or update of the firnmnare;

5. Changes of the device configuration

b) The audit information should include account, |P address,
operation time, operation type and operation result, etc.

c¢) The handl i ng mechani sm such as | oop coverage or warning, should
be in place for scenario where the size of logs is over the preset
limt.

d) Only authenticated users have the privilege to view | ogs.

e) Log information should be presented in a formthat is easy for
users to under st and.

6.3. Data Security
6.3.1. Data Verification

The 10T smart device should check the validity of the input data, and
this process should be carried out on the server

6.3.2. Sensitive Data Protection
a) For the smart device, internal sensitive information, such as
passwords, configuration information, should be stored as cipher

text.

b) For the smart device, sensitive information should be encrypted
when transmitted

c) For the smart device, log records and information printouts shoul d
not contain any sensitive information

d) For the smart device, user interfaces for local, renpte, web, and
ot her operations should not show sensitive infornation.
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6.3.3. Data Storage Security:
a) Inplenment tiered storage strategies to segregate data according to
its sensitivity, using either physical separation across different
drives or |ogical separation through virtualization
b) Enpl oy redundancy for data backups to ensure availability and
facilitate restoration in the event of nmedia nmal function or data
| oss.

c) Enable traceability after storage to track and audit data | eaks,
utilizing techniques |ike watermarking for source identification

d) Ensure data confidentiality and integrity during storage to
prevent unauthorized data acquisition and detect alterations,
appl ying traditional cryptographic algorithns such as encryption,
hashi ng, and digital signatures.

6.4. Network Security

6.4.1. Access Security
a) The smart device should have uni que network identifier
b) If the device accesses the network |ayer via wreless networks,
such as W-Fi, the wirel ess network protection mechani sm such as
WPA2, shoul d be appli ed.

6.4.2. Port Security

a) The smart device should only enabl e the necessary network port by
defaul t.

b) Al available network ports of the device should be open to users.
6.4.3. Service and Protocol Security

a) The smart device should apply secure protocols, including but not
limted to TLS, HTTPS, SSH, SFTP, etc.

b) The smart devi ce should renove high-risk services, including but
not limted to telnet service, FTP service, etc.

c) The on-of f nechani sm of the service should be provided and be off
by default when protocols with inperfect security mechani smare
applied. A security risk alert is required when the user apply for
the service using these insecure protocols.
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d) If a Wb service is provided, the Wb security nechani sm shoul d be
i mpl ement ed, including checking the validity of input and output, and
taki ng nmeasures to prevent code vulnerabilities such as
aut hentication vulnerabilities, pernmission vulnerabilities, session
vul nerabilities, injection vulnerabilities, file upload
vul nerabilities, etc.

6.4.4. Session Security

a) The smart device should allow the user to initiatively end the
communi cati on

b) The session should be ended if there is no operation for a |ong
duration, and the duration time can be set by the admi nistrator.

c) The smart device should restrict the address of renote
connections, such as |P address filtering, etc.

d) Limit the nunber of concurrent network connections.

6.4.5. Transm ssion Security
a) The smart device should provide a trusted comunication path (Such
as TLS) for the renote user to protect the comuni cation data from

| eakage.

b) Renmpte users should be allowed to initiate communication via a
trusted path.

c) Atrusted path is required when processing user authentication

d) Atrusted path between the device and another trusted |IT product
shoul d be provided to protect comunication data from nodification or
| eakage.

6.4.6. Video Stream Protection

The smart device shoul d use cryptographi c mechani snms to protect the
integrity and confidentiality of video streams during transm ssion

6.5. Application Security
6.5.1. Application Signing
The smart device nust enpl oy cryptographi c nechani sns to protect the

integrity of applications running in it. Applications that have been
tanmpered with or of unknown origin should be forbidden to run
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6.5.2. Third-party Component Security

In the design and devel opment phase, it requires security reviews for
any third-party conponents (TPCs) enbedded in the applications of
smart devi ces.

6.6. Security Managenent

a) The smart device should be able to be managed and confi gured
renotely.

b) The smart device should be able to inquire and export |og
i nformation.

c) The smart device should be able to upgrade firmvare renptely.

d) The smart device should be able to nanage activati on/ non-
activation service renotely.

e) The smart device should follow a lifetime policy, which clarifies
the security risks of overdue and decl ares that manufacturer will no
| onger update firmvare of the device if overdue.

7. Security Considerations

This entire nmeno deals with security issues.
8. | ANA Consi derati ons

Thi s documents has no | ANA actions
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