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Abst ract

Thi s docunent specifies a nmechani smfor enbeddi ng a new path
attribute, known as the FC path attribute, into BGP UPDATE nmessages.
The FC (Forwarding Commitment) is a cryptographically signed object
to certify an AS' s routing intent on its directly connected hops. By
incorporating the FC path attribute into BGP UPDATE nessages, this
mechani sm provi des enhanced route authenticity and | ays the
groundwor k for inmproved data-plane forwarding verification. This
mechani smis backward conpatible, which means a router that supports
the attribute can interoperate with a router that doesn’t, allow ng
partial deploynment across the Internet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

Thi s docunent describes the FC path attribute, a new attribute for
providing path security for Border Gateway Protocol (BGP) [RFC4271]
route advertisenents. That is, a BGP speaker who receives a valid
BGP UPDATE message with FC path attribute has the foll owi ng property:
every Autononous System (AS) on the path of ASes listed in the UPDATE
message with a corresponding FC has explicitly authorized the
advertisement of the route fromthe former AS to the subsequent AS in
the path. This allows verification of the AS path in the BGP UPDATE
messages and dat a- pl ane f orwar di ng.
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The FC path attribute is an optional and transitive BGP path
attribute. This attribute can be used by an BGP speaker supporting
it to generate, propagate and validate BGP UPDATE nessages contai ni ng
this attribute to obtain the above assurances.

A FC path attribute consists of mainly one or multiple Forwarding
Conmitrents (FC). The FC path attribute is intended to be used to
suppl enent BGP origin validation [ RFC6483] [ RFC6811]. As the AS_PATH
attribute is preserved and each Forwarding Commitment (FC) is a
publicly verifiable code certifying the correctness of a three-hop
pathlet, FC path attribute can provide nore security than BGPsec

[ RFC8205] in the case of partial deploynent.

The FC path attribute needs to be associated with an additiona
mechani sm for providing the distribution of AS nunbers and nanagi ng
keys. The Resource Public Key Infrastructure (RPKI) [RFC8209] is one
of the optiions.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The FC Path Attri bute

The FC path attribute is an optional and transitive BGP path
attribute within the BGP UPDATE nessage. BGP speakers do not
recogni ze the FC path attribute SHOULD still transmit this attribute
to their neighbors. AS a result, there is no need to establish a new
BGP capability as defined in [ RFC5492].

The FC path attribute consists mainly of one or nmultiple Forward
Commtments (FC). The FC carries the secured information regarding
the intent of an AS to propagate the route between nei ghboring ASes,
and includes the digital signature used to protect the information.
The FC path attribute is independent and doesn’t affect other
attributes in the BGP UPDATE nessage. Althouge the FC path attribute
woul d not nodify the AS PATH path attribute, it is REQJ RED to never
use the AS _SET or AS_CONFED _SET according to [ RFC6472].

For war di ng Conmi t ment
A detail ed description of the Forwarding Commitnent information in

the FC path attribute is provided here. The specification for the
Forwardi ng Conmitrent is provided in Figure 1.
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Figure 1: The structure of Forwardi ng Conmitnent

In the FC path attribute, all ASs MJST use 4-byte AS nunbers in FC
secnents. Existing 2-byte AS nunbers are converted into 4-nyte AS
nunbers by setting the two high-order octets of the 4-octet field to
0 [ RFC6793].

FC segnment includes the follow ng parts.

Previ ous Aut ononous System Nunmber (PASN, 4 octets): The PASN is the
AS nunber of the previous hop AS from whomthe BGP speaker receives
the BGP UPDATE nessage. |f the current AS has no previous AS hop, it
MJUST be filled with O.

Current Autonomous System Nunber (CASN, 4 octets): The CASN is the AS
nunber of the BGP speaker that added this FC segnent to the FC path
attribute.

Next hop Aut ononous System Nunber (NASN, 4 octets): The NASN is the AS
number of the next hop AS to whom the BGP speaker will send the BGP
UPDATE nessage.

Subj ect Key Identifier (SKI, 20 octets): The SKI is a unique
identifier for the public key used for signature verification. |If
the SKI length exceeds 20 octets, it should retrieve the |eftnost 20
octets.

AlgorithmID (1 octet): The current assigned value is 1, indicating
that SHA256 is used to hash the content to be signed, and ECDSA is
used for signing. It follows the algorithmsuite defined in

[ RFC8208] and its updates. Each FC segnent has an AlgorithmID, so
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there is no need to worry about sudden changes in its algorithm
suite. The key in FC-BGP uses the BGPsec Router Key, so its
generati on and managenent foll ow [ RFC8635].

Flags (1 octet): Several flag bits. The leftnost bit of the Flags
field is the Confed Segnment flag (Flags-CS). The Flags-CS flag is
set to 1 to indicate that the BGP speaker that constructed this FC
segrment is sending the UPDATE nessage to a peer AS within the sane AS
confederation [ RFC5065]. In all other cases, the Flags-CS flag is
set to 0. The second leftnost bit (i.e., the second highest) of the
Flags field is the Route_Server flag (Flags-RS). The Flags-RS flag
is set to 1 to indicate that a route server adds this FC segnment, but
the AS nunmber will never appear in the AS PATH attribute. |If the AS
nunber of a router server is inserted into AS PATH, this Flags-RS
flag MIUST be set to 0. The third leftnmost bit (i.e., the third

hi ghest) of the Flags field is the Only to Custoner flag (Flags-0OrC).
The Flags-OTC flag is set to 1 to indicate that the FC segnent’s

i ssuer AS sends routes to its custoner or peer. |If this Flags-OrC
flag is set, the next route propagation will only be pernitted to the
followi ng customers. The remaining 5 bits of the Flags field are
unassi gned. They MJST be set to O by the sender and ignored by the
receiver.

Signature Length (2 octets): It only contains the length of the
Signature field in octets, not including other fields.

Signature (variable length): The signature content and order are
Si gnat ur e=ECDSA( SHA256( PASN, CASN, NASN, Prefix, Prefix Length)),
where the Prefix is the I P address prefix which is encapsulated in
the BGP UPDATE, i.e. NLRI, and only one prefix is used each tine.
When hashing and signing, the full I P address and IP prefix length
are used, i.e., IPv4 uses 4 octets and | Pv6 uses 16 octets.

3.2. FC Path Attribute

A detailed description of the FC Path Attribute is provided here.
The FC path attribute is in Type-Length-Value format. The
specification for the FC Path Attribute is provided in Figure 2.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Fl ags | Type | FCLi st Length |
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~ FCLi st ~
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Figure 2: The structure of the FC Path Attribute

Flags (1 octet): The current value is 0b11010000, representing the FC
path attribute as optional, transitive, partial, and extended-Iength.

Type (1 octet): The current value is TBD.

FCLi st Length (2 octets): The value is the total length of the FCLi st
in octets.

FCLi st (variable length): The value is a sequence of FC segnents, in
order.

The FC Path Attribute in BG UPDATE Messages

Section 4.1 specifies how a BGP speaker supporting the FC path
attribute generates or nodifies the FC path attribute in a BGP UPDATE
nessage

Section 4.2 specifies how a BGP speaker supporting the FC path
attribute processes a BG UPDATE nessage contai ning the FC path
attribute upon receiving it.

Constructing the FC Path Attribute

A BGP speaker supporting the FC path attribute SHOULD generate a new
FC segnment or even a new FC path attribute when it propagates a route
to its externel neighbors. For internal neighbors, the FC path
attribute nessage remai ns unchanged.

The information protected by the signature on a FC path attribute

i ncludes the AS nunber of the peer to whom the UPDATE nessage i s
being sent. Therefore, if a BGP speaker supporting FC wi shes to send
a BGP UPDATE nessage to nultiple BGP peers, it MJST generate a

separ ate BGP UPDATE nessage containing FC path attribute for each

uni que peer AS to whomthe UPDATE nessage is sent.

The BGP speaker supporting the FC path attribute follows a specific
process to create the attribute for the ongoi ng UPDATE message.
Firstly, it generates a new FC segnent. |f there is already an
existing FC path attribute, the speaker MJUST prepend the new FC
segnment to the FCList. Oherw se, the speaker generates the FC path
attribute and inserts it into the UPDATE nessage.

There are three AS nunbers in one FC segnent. The Previous AS number
(PASN) is typically set to the AS nunber from which the UPDATE
nmessage receives. However, if the speaker is located in the origin
AS, the PASN SHOULD be filled with 0. The Nexthop AS nunber (NASN)
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is set to the AS nunber of the peer to whomthe route is advertised.
So if there are several neighbors, the speaker SHOULD generate
separate FCs for different neighbors. But it would never generate a
new FC segnent for the i BG nei ghbor.

The Subject Key ldentifier field (SKI) within the new FC segnment is
popul ated with the identifier found in the Subject Key ldentifier
extension of the router certificate associated with the speaker.
This identifier enables others to identify the appropriate
certificate to enploy when verifying signatures in FC segnents
attached to the router advertisenent.

Typically, the Flags field is set to 0, but the speaker SHOULD nodify
it based on section 3.1. The AlgorithmIDfield is set to 1, and the
Signature Length field is populated with the length (in octets) of
the value in the Signature field.

The Signature field in the new FC segnent is a variagble |length
field. It contains a digital signature encapsulated in DER fornat
that binds the prefix, its length, and triplet (PASN, CASN, NASN) to
the RPKI router certificate corresponding to the FC BGP speaker. The
digital signature is conputed as foll ows:

Si gnat ur e=ECDSA( SHA256( PASN, CASN, NASN, Prefix, Prefix Length)).

4.2. Processing the FC Path Attribute

AS supporting FC path attribute MJUST additionally follow the
instructions in this section for processi ng BGP UPDATE nessages
containing the FC path attribute, after which the speaker can
continue advertising the BGP route. As a prerequisite, the recipient
SHOULD have access to certificates

First, the integrity of the UPDATE nmessage contai ning the FC path
attribute MJUST be checked. The speaker SHOULD check the FC path
attribute to ensure that the entire FC path attribute is
syntactically correct, the triplet (PASN, CASN, NASN) fields in each
FC segment follow the order in AS PATH, and each FC segnent contains
one signature with the supported Al gorithmID
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5. 2.
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If any of the checks for the FC path attribute fail, indicating a
syntactical or protocol errors, it is considered an error. In such
cases, FC speakers are REQUI RED to handl e these errors using the
"treat-as-w thdraw' approach as defined in [ RFC7607]. O herwi se, the
speaker iterates through the FC segnents. |t SHOULD proceed to

val idate the signature using the supported algorithmsuites. In
details, it SHOULD | ocate the public key needed to verify the
signature in the current segment, compute the digest function, and
use the signature validation algorithmto verify the signature in the
current segnent.

If all FC segnments are marked as 'Valid', then the validation
al gorithmterm nates and t he UPDATE nessage is deened 'Valid’
O herwi se, the UPDATE nessage is deened 'Not Valid' .

Security Considerations
Security Quarantees

When the FC path attribute is used in conjunction with origin
validation, the followi ng security security guarantees can be

achi eved: The source AS in a route announcement is authorized; BGP
speakers on the AS path are authorized to propagate the route
announcenents; The forwardi ng path of packets is consistent with the
routing path announced by the BGP speakers.

The FC path attribute is designed to enhance the security of contro
pl ane routing in the Internet at the network layer. Specifically, It
all ows an AS to independently prove its BGP routing decisions with
publicly varifiable cryptography comitnments, based on which any on-
path AS can verify the authenticity of a BGP path. More crucially,
the above security guarantees offered by the FC path attribute are
binary, i.e., secure or non-secure. Instead, the security benefits
are strictly nonotonically increasing as the deploynent rate of the
FC path attribute increases

M tigation of Denial-of-Service Attacks

The FC path attribute involves nunmerous cryptographic operations,
whi ch makes BGP speakers supporting it vul nerable to Denial -of -
Service (DoS) attacks. This section addresses the mtigation
strategies tailored for the specific DoS threats.

To reduce the inpact of DoS attacks, speakers SHOULD enpl oy an UPDATE
validation algorithmthat prioritizes inexpensive checks (such as
syntax checks) before proceeding to nore resource-intensive
operations (like signature verification).
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Mor eover, the transm ssion of UPDATE nmessages with the FC path
attribute, which entails a nultitude of signatures, is a potential
vector for denial-of-service attacks. To counter this,

i npl ementations of the validation algorithm nust cease signature
verification i medi ately upon encountering an invalid signature.
Thi s prevents prol onged sequences of invalid signatures from being
expl oited for DoS purposes. Additionally, inplenmentations can
further mtigate such attacks by linmting validation efforts to only
those UPDATE nessages that, if found to be valid, would be chosen as
the best path. In other words, if an UPDATE nessage includes a route
that woul d be disqualified by the best path selection process for
sonme reason (such as an excessively long AS path), it is OPTIONALLY
to determine its FC path attribute validity status

Rout e Server

When the Route Server populates its FC Segnent into the FC path
attribute, it is secure as the path is fully depl oyed.

When the Route Server fails to insert FC Segment, no matter whether
its ASNis listed in the AS path, it is considered a parti al
depl oynent whi ch poses a risk of path forgery.

5.4. Three AS Nunbers

Xu,

An FC segment contains only partial path information and FCs in the
FCLi st are independent. To prevent BGP Path Splicing attacks, we
propose to use the triplet (Previous AS Nunber, Current AS Nunber,
Next hop AS Nunber) to locate the pathlet information.

But if there is no previous hop, i.e., this is the origin AS that
tries to add its FC segnment to the BGP UPDATE message, the Previous
AS Number SHOULD be popul ated with 0. But, carefully, AS 0 SHOULD
only be used in this case.

In the context of BGP [RFC4271], to detect an AS routing |oop, it
scans the full AS path (as specified in the AS PATH attribute) and
checks that the autononobus system nunmber of the |ocal system does not
appear in the AS path. As outlined in [RFC7607], Autononpbus System O
was listed in the | ANA Aut ononbus System Nunber Registry as "Reserved
- May be used to identify non-routed networks". So, there should be
no AS 0 in the AS PATH attribute of the BGP UPDATE nessage

Therefore, AS O could be used to popul ate the PASN field when no
previous AS hops in the AS path.
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I ANA Consi derations
Thi s docunent requires the followi ng | ANA acti ons:

Thi s docunent requests the assignnent of a new attribute code
described in Section 1 in the "FC Path Attributes" registry. The
attribute code for this new path attribute "FC PATH' to provide
consi stency between the control and data planes. This document is
the reference for the new attribute.
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