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Abst r act

Modern data center (DC) fabrics typically enploy O os topologies with
External BGP (EBGP) for plain | Pv4/1Pv6 routing. Wile hop-by-hop
EBGP routing is sinple and scalable, it provides only a single best-
effort forwarding service for all types of traffic. This single
best-effort service mght be insufficient for increasingly diverse
traffic requirenents in nodern DC environnents. For exanple, |oss
and | atency sensitive Al/M flows may denmand stronger Service Level
Agreenents (SLA) than general purpose traffic. Duplication schenes
whi ch are standardi zed through protocols such as Parallel Redundancy
Protocol (PRP) require disjoint forwarding paths to avoid single
points of failure. Congestion avoi dance nay require nore
determnistic forwardi ng behavi or.

Thi s docunent introduces BGP Determnistic Path Forwarding (DPF), a
mechani smthat partitions the physical fabric into nultiple |Iogical
fabrics. Flows can be mapped to different |ogical fabrics based on
their specific requirenments, enabling determnistic forwarding
behavior within the data center.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . ... oo o.o.oar
I nt roduction

Modern data center (DC) fabrics typically enploy Cos topologies with
External BGP (EBGP) [RFC7938] for plain IPv4/1Pv6 routing. Wile
hop- by-hop EBGP routing is sinmple and scalable, it provides only a
single best-effort forwarding service for all types of traffic. This
single best-effort service mght be insufficient for increasingly
diverse traffic requirenents in nodern DC environnents. For exanple,
|l oss and |l atency sensitive AI/M flows nmay denmand stronger Service
Level Agreements (SLAs) than general purpose traffic. Duplication
schenes whi ch are standardi zed through protocols such as Parall el
Redundancy Protocol (PRP) [IEC62439-3] require disjoint forwarding
paths to avoid single points of failure. Congestion avoi dance may
require nore determnistic forwardi ng behavi or

Traditionally, traffic engineering requirenments |ike these can be
served using technol ogies |ike RSVP-TE [ RFC3209] or Segment Routing

[ RFC8402] in MPLS networks. However, according to the reasons stated
in [RFC7938], nodern data centers mostly use IP routing with EBGP as
their sole routing protocol. BGP DPF is a |lightweight traffic

engi neering alternative designed specifically for the IP Cos fabrics
with EBGP as the routing protocol. It partitions the physical fabric
into multiple logical fabrics by coloring the EBGP sessi ons running
on the fabric links. Routes are also colored so that they are only
advertised and recei ved over the matching col ored EBGP sessi ons.

Toget her, they provide a certain level of determnistic forwarding
behavior for the flows to satisfy the diverse traffic requirenents of
today’ s data centers.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

BGP DPF

BGP DPF use BGP session coloring and route coloring to direct flows
to different |ogical fabrics.
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2.1. BGP Session Coloring

Figure 1 shows how a physical fabric is partitioned into two | ogica
fabrics, the red fabric and the blue fabric. Leafl and Leaf2 can
conmuni cate using the red fabric via Spinel, or using the blue fabric
via Spine2. Link Spinel-Leafl and Spinel-Leaf2 belong to the red
fabric and |ink Spine2-Leafl, Spine2-Leaf2 belong to the blue fabric.
Instead of coloring the Iinks directly, BGP DPF colors the EBGP
sessions running on the corresponding links. The color of an EBGP
session is configured on both ends separately, using the Col or

Ext ended Community as defined in Section 4.3 of [RFC9012].

There are two nodes for session coloring, the strict node and the

| oose node. In the strict node, the EBG session MJUST NOT conme to
Establ i shed state unl ess both ends are configured with the same
color. In the |oose node, m smatched colors on both ends of an EBGP

session SHALL NOT prevent the session from com ng up

e + e +
| Spine 1 | | Spine 2 |
| (red) | | (blue) |
R + R +
| \ I
I \ / I
| red \ [/ blue |
red | / | blue
| / \ |
I / \ I
| / \
S + S +
| Leaf 1 | | Leaf 2 |
B + B +

Figure 1: Divide one physical fabric into two |ogical fabrics
2.1.1. Strict Mde

When running in the strict session coloring node, a BGP speaker uses
the Capability Advertisenent procedures from [ RFC5492] to determ ne
whet her the color configured locally matches the col or configured on
the renote end. Wen a color is configured for an EBGP session
locally, the BGP speaker sends the SESSI ON- COLOR capability in the
OPEN nmessage. The fields in the Capability Optional Paraneter are
set as follows. The Capability Code field is set as TBD. The
Capability Length field is set as 4. The Capability Value field is
set as the 4-octet Color Value of the Col or Extended Comunity, as
defined in Section 4.3 of [RFC9012]. Note, even though the BGP
session is colored using a Col or Extended Community, the only field
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useful is the Col or Value of the Col or Extended Community. The Fl ags
field is ignored. That is why only the 4-octect Col or Value is
included in the SESSI ON-COLOR Capability. The SESSI ON- COLOR
capability format is shown in Figure 2

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Cap Code = TBD | Cap Length = 4
el i I e i it T e e e e i i T o S e e S e T R R
| Col or Val ue
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 2: SESSI ON- COLOR Capability

When receiving the OPEN nessage for an EBGP session, the BGP speaker
mat ches the SESSI ON- COLOR capability against its locally configured
session color. Session color is considered as a match for one of the
foll owi ng conditions:

No col or on both ends:
The recei ve OPEN nessage has no SESSI ON- COLOR capability and the
EBGP session is not configured with a col or

Same col or on both ends:
The recei ved OPEN nessage has SESSI ON- COLOR capability and its
color is the same as the session color configured locally for the
EBGP sessi on.

Al'l other cases MJUST be considered as session color mismatch. Wen a
session color msmatch is detected, the BGP speaker MJST reject the
session by sending a Color Msmatch Notification (code 2, subcode
TBD) to the peer BGP speaker.

2.1.2. Loose Mde

The strict session coloring node ensures that an Established EBGP
session rmust have mat chi ng session colors on both ends. It helps to
detects the color msconfigurations earlier. However, exchanging
session colors through a Capability in BG OPEN nessage requires BGP
session flaps whenever session colors are changed. To address this
session flap issue, the | oose session coloring node is introduced.
When running the | oose session coloring node, session colors are not
carried in the BGP OPEN nessage therefore change of the session col or
will not lead to the session flap. |In this case, if the colors
configured on both ends of the EBGP session mismatch, the routes
recei ved over the session will only natch the color of the renpte end
but mismatch the color of the |local end, as described in Section 2.2.
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A route received with m smatched col or MIUST NOT be accept ed.

[I-Dietf-idr-dynam c-cap] allows Capabilities to be exchanged
wi t hout flapping the session. That mght allow us to gradually phase
out the Loose Mbde once dynamic capability is w dely depl oyed.

2.2. Route Coloring

Once the EBGP sessions are col ored accordingly, the physical fabric
is partitioned into nultiple logical fabrics. Routes can also be
colored at the egress |eaves to indicate which EBGP sessions (or
whi ch | ogical fabrics) they should be advertised over

2.2.1. Route Coloring at the Egress Leaf
There are several ways to color a route at an egress |eaf:

One col or:
When a route is configured with one color at the egress leaf, it
is advertised over the sane col ored or uncol ored EBGP sessions,
with the correspondi ng Col or Extended Conmunity attached. This is
the easiest way to nake use of the | ogical fabrics.

One prinmary col or and one backup col or
When a route is configured with one primary col or and one backup
color at the egress leaf, it is advertised over the EBGP sessions
of the primary color, with the primary Col or Extended Conmunity

and an AIGP netric [ RFC7311] of value zero. It is also advertised
over the EBGP sessions of the backup color, with the backup Col or
Ext ended Community. 1In case there are uncol ored sessions, the

route is also advertised over the uncol ored sessions, without
Col or Extended Community. The AIGP netric will help the receiving
node to identify the primary colored paths. This allows traffic
to fall back to the backup logical fabric when the primary | ogica
fabric fails.

One primary color and all-colors as backup col ors:
When a route is configured with one primary color and all-colors
as backup colors at the egress leaf, it is advertised over the
EBGP sessions of the primary color, with the primary Col or
Ext ended Community and an AIGP netric of value 0. It is also
advertised over the EBGP sessions of all other colors, with the
Col or Extended Community same as the correspondi ng sessi on col or
In case there are uncol ored sessions, the route is also advertised
over the uncol ored sessions, w thout Color Extended Community.
The AIGP netric will help the receiving nodes to identify the
primary colored paths. By specifying all-colors as backup col ors,
traffic can be spread over all renmining |ogical fabrics when the
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primary fabric fails. 1n the single backup col or approach,
traffic fromthe failed primary | ogical fabric m ght congest the
backup fabric. By spreading the failed primary |ogical fabric
traffic to all backup | ogical fabrics, the chance of congestion on
the backup logical fabrics will be significantly reduced.

-col ors:

When a route is configured with all-colors at the egress leaf, it
is advertised over the EBGP sessions with any color, with the
Col or Extended Community same as the correspondi ng sessi on col or
In case there are uncol ored sessions, the route is also advertised
over the uncol ored sessions, without Color Extended Comunity.
This allows the ingress router to map different flows of the route
to different |ogical fabrics.

col or:
An uncol ored route fromthe egress | eaf can be advertised over
EBGP sessions with any color or no color. It is advertised

wi t hout Col or Extended Community. Uncol ored routes coul d be
useful to carry routing protocol PDUs which do not use nuch
bandwi dth but needs to be sent over any links regardl ess of the
| ogi cal fabrics.

Since AIGP netric is used in the primary/backup color cases, it is
expected that all BGP speakers MJST support AIGP if we need DPF
pri mary/ backup protection

2.2.2.

Col or Matching at the Spine and Super Spine

At the transit nodes (Spines or Super Spines), the Col or Extended
Community of the route is used to match against the EBGP session
color to decide whether the route should be advertised over the
sessi on:

Advertising over an uncol ored EBGP session: |If the sessionis

uncol ored, the route is re-advertised follow ng the existing route
advertisenment rules defined in [ RFC4271].

Advertising over a colored BGP session: |If the active route has no

Wang,

Col or Extended Community or a Col or Extended Community which is
the same as the session color, then the active route is advertised
over the session. |If the active route has a Col or Extended
Communi ty mi smatching the session color, then check whether there
is an inactive route with a Col or Extended Community matching the
session color. |If yes, advertise the active route to the session,
except that the AIGP attributed (if any) MJST be stripped and the
Ext ended Col or Community MJST be replaced with the session’s Col or
Ext ended Community. O herwi se, don’'t advertise the route.
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Mat chi ng the session color against the inactive routes is
necessary because a backup route needs to be re-advertised to the
backup fabric. So, when a packet arrives fromthe backup fabric,
it is forwarded over the prinmary fabric to the destination, unless
the primary fabric is down.

2.2.3. Flow Mapping at the Ingress Leaf

At the ingress leaf, flows can be mapped to different |ogical fabrics
based on the route col oring approaches fromthe egress |eaf:

One color: Wen a route is configured with one color at the egress
leaf, the ingress leaf will receive the route fromthe EBGP
session(s) with that color only. Flows towards this destination
wi |l be mapped to the | ogical fabric of this color only.

One prinmary col or and one backup color: Wen a route is configured
with one color as primary color and one col or as backup col or at
the egress leaf, the ingress leaf will receive the route from EBGP
sessions of both the primary col or and the backup color. The
routes received fromthe primary col or sessions will be preferred
due to AIGP. The routes received fromthe backup col or sessions
can be used as the backup paths. Flows towards this destination
will be mapped to the primary | ogical fabric. In case the primary
| ogical fabric fails, flows towards this destination will be
mapped to the backup | ogical fabrics. Note that fallback to the
backup | ogical fabric could happen at the ingress |leaf as well as
the spines and super spines.

One primary color and all-colors as backup color: Wen a route is
configured with one color as primary color and all-colors as
backup color at the egress leaf, the ingress leaf will receive the
route from EBGP sessions of all colors. The routes received from
the primary color sessions will be preferred due to AIGP. The
routed received fromall other col ored sessions can be used as
backup paths. Flows towards this destination will be napped to
the primary logical fabric. In case the primary |ogical fabric
fails, flows towards this destination will be mapped to all backup
| ogi cal fabrics. Note fallback to backup | ogical fabrics could
happen at the ingress leaf as well as the spines and super spines.

Al colors: Wen a route is configured with all-colors at the egress
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| eaf, the ingress leaf will receive the route from EBGP session of
all colors. The routes fromall sessions can be used to forward
traffic. The ingress leaf can map flows towards this destination
to routes with different Col or Extended Comrunities, using

mechani sns such as the Access Control List (ACL) filter. The
details of mapping different flows to different routes of the sane
destination is out of the scope of this docunent.

Apart frommapping IP flows as descri bed above, the ingress |eaf
could al so map VPN fl ows, such as EVPN-VXLAN flows, to different

| ogi cal fabrics. For exanple, the egress |eaf can advertise nmultiple
VXLAN t unnel endpoint routes, each with its own color. Wen a VXLAN
tunnel endpoint is chosen for a MAC VRF at the ingress leaf, flows of
that MAC VRF will be mapped to the | ogical fabric corresponding to
the color of the tunnel endpoint route.

Use Cases
The npst common use cases related to the BGP-DPF are:
* Al/M backend training DC networks
* AI/M frontend DC | nference networks
* | P Storage networks
* DC - Data Center |nterconnect
* Industrial hybrid DC Canmpus networ ks
Al / ML backend training Data Center network

In the context of the AI/M data centers (DC), especially where the
training of LLM (Large Language Mddels) is the prinmary goal, there
m ght be sonme challenges with the traditional | P ECMP packet

sprayi ng, such as sending the packets in an unordered nmanner due to
the way | oad bal ancing is perforned or maintaining consistency of
performance between different phases of the job executions. Al/M
training in a data center refers to the process of utilizing Iarge-
scal e computing infrastructure to train nmachine | earni ng nodels on
massi ve datasets. This process can take weeks or sonetines nonths
for larger nodels. LLMtraining is taking place in DCs with GPU
enabl ed servers interconnected in the Rail Optinized Design within
the IP Cos scale-out fabrics. In such architectures, every GPU of
the server is linked to a 400G 800G NI C card, which connects to a
different ToR (Top of Rack) |eaf Ethernet switch node. The typical
Al training server uses eight GPUs, so each server requires eight NIC
cards, each connecting to a different ToR A typical Rail is based
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on eight 400G 800G 1. 6Thps switches, and rail-to-rail conmmunication
between strips is achieved through multiple spine nodes (typically 32
or nore).

The transport used by the GPU servers between the rails or within the
rail is either based on ROCEv2, or UEC transport (UET) in the future.
The nunber of these flows per GPUNC is sonmetimes limted. A single
ROCEv2 flow can utilize a nassive bandw dth, and the characteristics
of the flows may have very |ow entropy - the same source UDP and
destination UDP are used by the ROCEv2 transport between the GPU
servers during the given Job-ID. This may lead to short-term
congestion at the spines, triggering the DCQCN reactive congestion
control in the AI/DC fabric, with the PFC (Priority Flow Control) and
ECN (Explicit Congestion Notification) nechanisns activated to
prevent frame |oss. Consequently, these nechani sns sl ow down the Al/
M. session by tenmporarily reducing the rate at the source GPU server
and extending the time needed to conplete the given Job-ID. |If
congestion persists, frane | oss may al so occur, and the given Job-I1D
may need to be restarted to be synced across all GPUs participating
in the collective conmunication. Wth packet spraying techni ques or
fl ow based Dynam c Load Bal ancing, this is a |l ess comon situation in
a wel | -designed Ethernet/IP fabric, but the GPU servers N C cards
must support the Qut O Oder delivery. Additionally, it may stil
reduce performance or cause instability between Job-1Ds or between
tenants connected to the sanme Al/DC fabric.

This is where determ nistic path pinning-based | oad bal anci ng of

fl ows can be applied, and where the BGP-DPF can be utilized to col or
the paths of a given tenant or a specific Al/M workload, controlling
how t hese paths are used. When the given ROCEv2 traffic is
identified through the destination QPAIR in the BTH header at the ToR
Et hernet switch, it can be allocated to a specific DPF color |ID using
i ngress enforcenent rules or TCAM fl ow awar eness at the ASIC | evel
The AI/M flows can be | oad-bal anced across different DPF fabric
color IDs and remain on the specified fabric color for the duration
of the Al/M Job. Thanks to that, not only does the given Al workl oad
get a dedicated fabric color ID, but it also beconmes isolated from
the other Al workl oads, which offers nore predictable perfornmance
results (consistent tail |atency and same Job Conpletion Tine (JCT))
when conpared to packet spraying based | oad bal ancing across all of
the I P ECMP pat hs.

In this case, the probability of encountering congestion is also

| ower, as the given workload is assigned a dedicated path and is not
competing with other Al workloads. Wen pinning the Al workload to a
specific path, this nmeans that there will be no packet reordering at
the destination/target server, as the ROCEv2/ UET packets will follow
the sane path fromthe beginning to the end of the given session
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The Rail Optimized Design shown in Figure 3 may al so run two LLM

traini ng sessions simultaneously fromtwo different tenants.
al so where IP path diversity of the DPF conmes into play -

This is

by sinply

coloring the two workloads fromthe two LLMs, we can forward them

across a different set of spine swtches.

S +
+----| GPU-serverl|---+
| Fomm - - - + |
I I I
I I I
I I I
+----- R R +----- raill
R T ok S +4----- +
| +leafl-+ +leaf2-+ .... +leaf8-+
Ty E +- - -+
Fommm e - + | | Fommm e e +
I I I I
I I I I
I I I I
I I I I
Fab- A Fab- A Fab- B Fab- B
I I I I
I I I I
I I I I
B SIS + B N + B N + B ++
| spi nel | | spi nel6 | | spinel7 |...]|spine32
L + I + I + Fomm - ++
I I I I
I I I I
I I I I
Fab- A Fab- A Fab- B Fab- B
I I I I
I I I I
I I I I
I I I I
- + | | - +
- - - - - o e e e e oo o B S +---+
[ S, + +------ + [ S, +
| +leaf9-+ +l eaf 10+ .... +l eaf 16+
Fomae oo L +---rail2
I I I
I I I
I I I
| I I + |
+----| GPU-server2+------- +
U +
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Figure 3: Al/M backend training Data Center network

For exanple, 16 spines are allocated to the LLMA training, and the
other 16 spines are mapped to the LLMB. Wthin each group of

col ored spines, P ECVWP with Dynam c Load Bal ancing can still operate
on a per-flow or per-packet basis. Each tenant LLMwth this
approach receives half of the fabric's capacity of the fabric, and if
required, this can be adjusted to be reduced or increased. The given
fabric color fab-A and fab-B can be also allocated to the tenants
enabl ed with EVPN- VXLAN overl ays.

I'n summary, using BGP-DPF in backend DC network could achieve:

* Predictable and nore efficient |oad balancing of the Al/M
wor kl oads with the path pinning (for exanple, the ROCEv2 Op Code-
based pinning or the destinati on ROCEv2 QPAI R-based path pinning
in case of the ROCEv2 traffic)

* |solation of the tenants inside the larger-scale AI/M. IP Cos
fabric

* Consistency of the performances and faster Al workload ranp tine

* Elimnated or highly reduced utilization of the PFCJECN in the
| ossl ess fabric

3.2. A/M frontend DC and the |Inference network

In the context of an Al/M. data center, an inference network refers
to the computing infrastructure and networki ng conponents optinized
for running already trai ned machine | earning nodels (inference) at
scale. Its primary purpose is to deliver |owlatency, high-

t hroughput predictions for both real-tine and batch workl oads.
ChatGPT is a |l arge-scale inference application deployed in a data
center environnent that utilizes real-tine data. Still, it enploys a
generative Al nodel, such as GPT, which has been trained for severa
weeks in the training donmain, as explained in Section 3.1 above.
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The reason we nention it is that in many cases, cloud or service
providers will run inferences in parallel for nultiple customers
simul taneously. Milti-tenancy is likely to be used at the network

| evel - for exanple, utilizing EVPN-VXLAN-based tenant isolation in
the | eaf/spine/super-spine IP Clos fabric, or using MAC-VRFs or Pure
RT5 I PVPN. I n such cases, many inference applications can be enabl ed
simul taneously within the same physical fabric. |In sone cases, the
tenant/customer may request to be fully isolated fromthe other
tenants, not only froma control plane perspective but also froma
data pl ane perspective when forwarding traffic between the two ToR
swi t ches.

For exanple, the tenant-A and tenant-B nay each be allocated to a
different RT5 EVPN VXLAN instance, and these instances are nmapped to
two different BGP-DPF color-ids. Wth this approach, the overlays of
tenant A and tenant B will never overlap and will utilize different
fabric spines. The outcones here are that the latency, which is
critical for inference applications, is also beconm ng nore
predictable if the fabric paths for the two tenants are different.
The two overlays are nore correlated with the underlay path. In some
cases, with the explicit definition of the backup color ID at the
BGP- DPF | evel , the fast convergence will beconme an additional outcone
for the frontend EVPN- VXLAN fabri cs.

3.3. IP Storage networks with Fab- A/ Fab-B path diversity

In the context of the DC, storage networks are a key conponent of the
infrastructure that nanages and enabl es servers with scal abl e bl ock
or object storage systens. For block storage, such as NVMe-o0-F
(using NVMe-o- RDMA or NVMe-o0-TCP), the Fab- A/ Fab-B design is often
used, where Fabric-A serves as the primary and Fabric-B as the backup
path for performng read or wite operations on the renote storage
arrays. The given server inside the DC typically has dedicated
storage NICs. For redundancy purposes, two NIC ports are generally
used - one connected to Fab-A and another to Fab-B. As in the case
of traditional storage, such as Fiber Channel (FC), the reconmended
approach is to make sure that the storage dedicated fabric supports
complete path isolation. |In case of failure, at |east one of the two
fabrics becomes avail abl e.

This is also where BGP DPF can help, by explicitly defining the IP

St orage paths for Fab-A and Fab-B. Besides the storage redundancy
aspect, the capacity planning is also essential here. After the
failover fromA to B, the sanme read and wite capacity is offered to
all 1P Fabric-connected servers. Fab A/B offers 100% capacity in the
event of failure, while all operations are nanaged at the | ogica

| evel using the BGP DPF.
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3. 4. DCl - Data Center |nterconnect

In case of critical applications, disaster recovery plans usually
require a second availability zone for redundancy and resilience.
Concepts foresee either the replication of persistent storage data,
or to run the sanme application in parallel in a backup |ocation, or
to | oad bal ance across nultiple DCs.

When replicating data or synchronizing the application state between
two places, it is sonetines also necessary to isolate the paths
across | ong-di stance connectivity. |f the connection between DCl and
DC2 use a nesh of links or partial nmesh and the DCl connect sol ution
uses EVPN- VXLAN or Pure | P connections, some workl oads may require
communi cation in a nore determnistic way by correlating the underl ay
and overlay when both uses the BGP as IP routing protocol - one path
may have better latency and jitter than the other when connecting
between the two renpte | ocations so the adnin nay decide to push one
EVPN- VXLAN i nstance (MAC-VRF and/or RT5 | PVPN) through very well

sel ected underlay path of the dark fiber connection. In this use
case, we assume the DCl is using the underlay |IP EBGP, and sone |inks
may be col ored using the BGP-DPF. EVPN-VXLAN can use the EVPN- VXLAN
to EVPN-VXLAN tunnel stitching [RFC7938], with the DCl underlay |inks
col ored by BGP-DPF as red and blue paths. Different MAC VRFs and RT5
i nstances are assigned to various DPF colors to control the
forwardi ng of the workl oads between the two DC | ocati ons.

The outcone of this use case is that the DCI admin can anticipate
failovers and all ocate EVPN-VXLAN-connected workl oads based on the
capacity and performance (including |atency and jitter) of the DC
I'i nks.

3.5. Industrial/factory hybrid DC Canmpus networks

Industrial and factory automation is increasingly adopting

di stributed conputing concepts to | everage the benefits of
virtualization and containerization. This change often cones with a
shift of application into a renote DC, which inposes stringent
requirenents on the networking infrastructure between DC and the
respective process. These hybrid DC campus networks require a high
| evel of resiliency against failures as certain applications tolerate
zero loss of frames. Duplication schenes |ike PRP [| EC62439-3] are
being | everaged in these scenarios to provide zero loss in face of
failures but require disjoint paths to avoid any single point of
failures.

When the Canpus and DC fabrics utilize nodern solutions, such as

EVPN- VXLAN overl ays, |IP ECMP fromleaf to spine is frequently
enpl oyed. This night |ead to PRP duplicates being forwarded across
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the sane spine and bring processes to a standstill in case of a spine
mai nt enance or physical failure. That’'s where the BGP-DPF based
underl ay network can guarantee that the EVPN-VXLAN overlays are

al ways forwarded over their predefined nom nal and backup paths,
allowing for disjoint paths across the fabric. The primary and
backup paths taken by PRP frames are well-defined, enabling fault-

tol erant conmunication, i.e., between robots on the shop floor and
control applications running on a distributed environnent in the DC
Wth the PRP franes destined for LAN A and LAN B bei ng sent through
EVPN- VXLAN MAC- VRF- A and MAC- VRF-B, over diverse paths DPF col or-A
and DPF color-B, critical communication flows are being controlled in
terns of forwarding and recovery for the determnistic behavior they
require

Oper ational Considerations

When routes are colored with both prinmary and backup colors at the
egress leaf, we need to make sure the network is a strictly staged
network to avoid potential routing and forwarding |oops. A strictly
staged network ensures that packet always goes to the next stage and
never come back. 1In the Cos topology with EBGP, staged routing is
guarant eed by configuring the sane AS nunber on the spines and super
spines in the sane stage. Only | eaves have uni que AS nunbers

| ANA Consi der ati ons

A new BGP Capability will be requested fromthe "Capability Codes”
registry within the "I ETF Revi ew' range [ RFC5492].

A new OPEN Message Error subcode naned "Col or mismatch" will be
requested fromthe "OPEN Message Error subcodes" registry.

Security Considerations

Modi fyi ng Col or Ext ended Community of a BGP UPDATE nessage by an
attacker could potentially cause the routes to be advertised to the
uni ntended | ogical fabrics. This could potentially lead to failed or
subopti mal routing.
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Appendi x A.  Alternative Sol utions

(PRP) and

An alternative way to achieve part of the BGP DPF functionalities is
to use BGP export and inmport policies. Instead of coloring the EBGP
sessions and routes, one could choose to use export policies to

speci fy which session(s) a route should be advertised.

On the

recei ving side, one could al so choose to use inport policies to

ensure a route is only received fromcertain EBGP sessi ons.

The

alternative approach is not chosen due to the foll owing factors:

* The policy configurations have to be done on each nodes and m ght

need to change when new routes are added.

* Policy configurations are less intuitive than session col oring and

could be prone to configuration m stakes.

* Certain functionalities in DPF, like the primary and backup
| ogi cal fabrics, mght not be achi evabl e usi ng popul ar poli ci es.

Acknowl edgenent s
TBD.

Contributors
Jeffrey Haas

HPE
Emai | : jeffrey. haas@pe. com

Aut hors’ Addr esses

Kevi n Wang
HPE
Emai | : kevi n. wang@pe. com

M chal Styszynsk

HPE
Enmai | : m chal . styszynski @pe. com
Wang, et al. Expires 5 Decenber 2026

[ Page 17]



Internet-Draft DPF June 2026

Wen Lin
HPE
Emai | : wen.|in@pe.com

Mahesh Subr amani am
HPE
Emai | : mahesh- kumar . subr amani am@hpe. com

Thomas Kanpa
Audi
Emei | : t homas. kanpa@udi . de

Di pt anshu Si ngh
Oracle doud Infrastructure
Emai | : di ptanshu. si ngh@r acl e. com

Wang, et al. Expires 5 Decenber 2026 [ Page 18]



