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Abst r act

Thi s docunment specifies a nechanismfor advertising unreachabl e
prefi xes across Autonomous Systens using BGP. The nechani sm enabl es
fast convergence in VPN services when backbone source nodes becomne
unreachabl e, by all owi ng Unreachabl e Prefix Advertisenent (UPA)
routes propagated through BGP across AS boundaries. This solution
extends the | GP-based UPA nechani smdefined in RFC9929 to inter-
domai n scenarios, ensuring renote PEs can pronptly detect and react
to failures in source donains. The route is not used for packet
forwardi ng but solely for BGP next-hop reachability resol ution,
enabling fast failover of BGP VPN routes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2026.
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Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

Wang & Dong Expires 17 Septenber 2026 [ Page 1]



Internet-Draft BGP- based UPA for Inter-Domain FRR March 2026

and restrictions with respect to this docunent.

extracted fromthis document nust
described in Section 4.e of the Trust Legal

Code Conponents

i ncl ude Revi sed BSD Li cense text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1.

PwnN

10.
11.
Aut hors’ Addr esses

I nt roducti on

.1. Background and l\/btlvatl on .
.2.  Probl em Statenent

Requi renment s Language .
Overvi ew of Operation . . .
BGP UPA Rout e Adverti senent

.1. Ceneration of BGP UPA Roth .es.
.2. BGP UPA Path Attributes .

4.2.1. UPA Optional Transitive Attr|bute:

.3. Route Preference Handling .

Processi ng of BGP UPA Routes

.1. Validation Rules . . . .
5.1.1. Aggregate Route Next Hop ConS| st ency
.2. IPRBlInstallation . . . . .o
. 3. BGP VPN Route Recursion .

Propagati on Across AS Boundari es

.1. Intra-AS Propagation via | GP
.2. Intra-AS Propagation via BGP
.3. Inter-AS Pr opagati on .

Backward Compatibility

.1.  Unknown Attribute Haﬁdi i ng
.2. Hybrid Depl oynent Scenarios .

Security Consi derations .

.1.  Spoofing of UPA Routes
.2. Information Leakage .

| ANA Consi derations .

.1. BGP Path Attribute C;)de P0| nt .
.2. UPA Attribute TLV Type Regl stry .

Acknowl edgenent s
Nor mat i ve Ref erences

1. Introduction

Wang & Dong Expires 17 Septenber 2026

OCQOONNNOOIOITORRPRWWN

[ Page 2]



Internet-Draft BGP- based UPA for Inter-Domain FRR March 2026

1.1. Background and Mdtivation

Segment Routing over 1 Pv6 (SRv6) is increasingly adopted in metro and
backbone networks. SRv6 forwarding paths rely on Locator routes
distributed through the IGP donain. |In |arge-scale deploynents, to
control the flooding domain size and routing table scale, nulti-area
or multi-level solutions are commonly enpl oyed. For instance, a non-
backbone area typically aggregates routes before advertising themto
t he backbone area.

However, this approach presents a challenge: when a source node in a
non- backbone becones unreachabl e, renote backbone or non-backbone
areas only receive aggregated routes and remai n unaware of the
specific node failure. Consequently, VPN services cannot converge
pronptly in response to the failure. This scenario has been

descri bed and addressed within a single domain in [ RFC9929], which
defines the | GP-based Unreachabl e Prefix Advertisenent (UPA)
mechani sm

Thi s docunent extends this nechanismto the BGP control plane: the
UPA route is introduced into BGP not to forward traffic, but to
signal unreachability during BGP route recursion

1. 2. Pr obl em St at enent

VWi |l e [ RFC9929] provides a robust solution for intra-domain failure
detection, it does not address inter-domain scenarios. Consider a
case where Autononobus System A (ASa) is peering with Autononobus
System B (ASb). ASa depl oys the [ RFC9929] UPA nmechani sminternally.
When a source node in a non-backbone area of ASa fails:

1. The ASa border ASBR (Autononous System Border Router) receives
the 1GP UPA for the unreachabl e prefix.

2. The ASa ASBR is aware of the failure via | GP UPA

3. However, this informati on cannot be conveyed to ASb

4. ASb PE routers continue to rely on aggregated routes adverti sed
by ASa, unaware of the specific node failure.

5. VPN traffic fromASb to the affected prefix continues to be
forwarded toward the fail ed node because ASb | acks the
reachability information required for BGP convergence. Wthout
| GP UPA infornation being propagated across AS boundaries, BGP
cannot properly detect the failure and cannot conplete
convergence, resulting in unnecessary service disruption

The key problemis the inability to propagate | GP UPA information

across AS boundaries, preventing renote PEs in nei ghboring ASes from
performing tinmely traffic rerouting.
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Thi s docunment defines a nmechani smthat enables 1GP UPA information to
be carried by BGP and propagated across AS boundaries, thereby
extending fast reroute capabilities to inter-domain scenarios.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Overview of Operation

The proposed mechani sm extends the | GP UPA concept defined in
[ RFC9929] into the BGP | ayer. The overall operation is as follows:

1. *Ceneration at ASBR*: Wen an ASBR receives an | GP UPA route from
IGP, it generates a BGP UPDATE carrying a UPA route based on the
| GP prefix and associ ated infornmation.

2. *Advertisenment to Neighbors*: The ASBR advertises this BGP UPA
route to its external BGP peers in neighboring ASes.

3. *Validation at Receiver*: Upon receiving the BGP UPA route, the
receiving router validates it against specific rules (see
Section 5.1).

4. *IP RIBlInstallation*: If validated, the route is installed in
the IP RRB with a special flag indicating it represents an
unr eachabl e prefi x.

5. *BGP VPN Route Recursion*: Wen BGP VPN routes recurse to this IP
RIB entry, the recursion process detects the unreachable state
and triggers re-evaluation of the VPN route selection, resulting
in fast failover to alternative paths.

6. *Propagation*: Depending on depl oynent, the BGP UPA route may be
redistributed into I GP for intra-domain propagation (follow ng
[ RFC9929]) or further propagated via BGP to interior PES or other
ASes.

The nechani smis designed to be backward conpatible: routers that do
not recogni ze the UPA-specific attributes will treat the BGP UPA
route as a normal route, which does not introduce new failures
conpared to the absence of UPA.
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4. BGP UPA Route Adverti senent
4.1. Ceneration of BG UPA Routes

When an ASBR receives an |GP UPA route via IGP, it MJIST generate a
correspondi ng BGP route follow ng these rules:

1. *Prefix*: The NLRI of the BGP route MJST match the | GP UPA prefix
(e.g., an IPv6 /64 address).

2. *Next Hop*: The BGP Next Hop attribute MJST be set to the ASBR s
own addr ess.

3. *Origin*: The Oigin attribute MUST be set to | NCOWLETE (val ue
2).

4. *AS Path*: The AS Path MUST include the local AS at |east once.
To ensure proper route preference, it MAY include additional
repetitions of the local AS nunber.

5. *UPA Attribute*: The BGP UPDATE MJST incl ude the UPA Path
Attribute.

6. *Aggregation Information*: If the UPA prefix is part of an
aggregated route (e.g., /64 UPA prefix belongs to a /48
aggregate), the UPA Attribute MJST include the aggregate prefix
i nfornation.

The ASBR MUST NOT generate BGP UPA routes for | GP UPA prefixes that
it does not have reachability information for the aggregate route.

VWhen the 1GP UPA is withdrawn, the ASBR MJUST wi t hdraw t he
correspondi ng BGP UPA route by sending a BGP UPDATE nessage with the
NLRI included in the Wthdrawn Routes field. Upon receipt, the
recei ving BGP speaker MJUST del ete the BGP UPA route, terminate the
associ ated unreachability processing, and restore the state to that
of before receiving the BG® UPA route.

4.2. BGP UPA Path Attributes

4.2.1. UPA Optional Transitive Attribute
Thi s docunent defines a new optional transitive BGP path attribute
called the UPA Attribute (Type Code to be assigned by 1ANA). The UPA
Attribute carries information necessary for validating and processing
the UPA route.

4.2.1.1. UPA Oigin TLV (Type=1)

The UPA Origin TLV identifies the BGP speaker that generated the UPA
route.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type = 1 | Length = 4 |
R e s T o T S R El ok i R e e S S e o o s
| Router-1D (4 octets)
R e o T T e S S T ol S i T S s ik i I S I S S R S R

* *Type*: 1 (UPA Origin TLV)

* *Length*: 2 octets, Length = 4

* *Router-ID*: The 4-octets Router |ID of the BGP speaker that
generated this UPA route. This is used for identification and
debuggi ng pur poses.

4.2.1.2. Aggregate Prefix TLV (Type=2)

The Aggregate Prefix TLV indicates the aggregate route to which the
UPA prefix bel ongs.

0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S

| Type = 2 | Length (2 octets) |

i e R R e T i e Ttk i o S N o

| Addr (2 octets) |

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Pfx Len(1 oct) | Prefix (variable |ength) /

B T S i T s i i e e SEI S

* *Type*: 2 (Aggregate Prefix TLV)

*Length*: Variable, including the 6-octet header. Length =3 +

ceil (PrefixLength / 8).

* *Addr Fami|ly*: 2-octets Address Fam ly Identifier, taken fromthe
registry defined in [ RFC4760]. This MJST nmatch the address famly
of the NLRI.

*Prefix Length*: 1 octet, the length of the prefix in bits.

* *Prefix*: Variable length, the aggregate prefix. The prefix MJST

be a proper supernet of the UPA NLRI prefix on a bit-w se basis.

*

If the UPA Attribute does not contain an Aggregate Prefix TLV, the
recei ver MJST consider the validation rule based on aggregate
mat ching to be failed (see Section 5.1).

Thi s docunent reserves TLV Type val ues 3-127 for future use. TLV
Type val ues 128-255 are for private use.
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4.3. Route Preference Handling

5.

5.

To ensure that BGP UPA routes do not interfere with normal, reachable
routes for the sane prefix, routes carrying the UPA Attribute MIST be
made | ess preferred than regular routes for the sane or nore specific
prefixes. The advertising ASBR SHOULD apply one or more of the

foll owi ng techni ques:

1. *AS Path Preparation*: Repeat the |ocal AS number multiple tines
in the AS Path. This leverages the AS Path | ength tie-breaker in
BGP path sel ection.

2. *LOCAL_PREF Reduction*: Set the LOCAL_PREF attribute to a | ower
value (e.g., 50 or 100) conpared to regular routes (typically
100).

3. *MED Increase*: Set the MILTI _EXI T_DI SCRIM NATCR (MED) attribute
to a higher value (e.g., 200) to influence egress path selection
toward preferring non-UPA routes.

These adj ustnents ensure that when both a UPA route and a nornal
route for the same prefix exist, BG will select the normal route as
the best path. The UPA route remains available for the specific
pur pose of indicating unreachability during recursion for VPN routes.

If only a UPA route is received for a prefix, it will be installed as

the best path (subject to validation rules) and nmarked as unreachabl e

inthe |P R B

Processi ng of BGP UPA Routes

1. Validation Rules

Upon receiving a BGP UPDATE containing a route with the UPA

Attribute, the receiving router MIUST performthe follow ng validation

steps before processing it as a UPA route:

1. *Attribute Presence*: The route MJUST include the UPA Attribute
(as defined in Section 4.2). |If the attribute is missing, the
route is treated as a nornmal BGP route.

2. *UPA Origin TLV Presence*: The UPA Attribute MJUST contain a UPA
Oigin TLV (Type=1) with a valid Router-ID.

3. *Aggregate Prefix Matching*:

* The UPA Attribute MJST contain an Aggregate Prefix TLV
(Type=2).
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* The aggregate prefix MJUST be a proper supernet of the route
NLRI prefix (i.e., Network Address of the aggregate nust match
the NLRI's network address for the aggregate’s prefix |ength).

* The Security Principal ldentification (SPI) algorithm
identifies a specific validation pattern for aggregate prefix
processing, ensuring precise network prefix verification

4. *No Intermedi ate Specific Routes*: The BGP speaker MJST NOT have
any other BGP routes (excluding this UPA route) whose NLRI is
nmore specific than the aggregate prefix but |ess specific than
the UPA prefix. |In other words, for an aggregate /48 and UPA
/64, there nust be no existing routes in the range /49 to /65.
This ensures that the UPA route is the nost precise route for its
destination within the aggregate.

5. *Aggregate Route Consistency (Optional)*: For enhanced
val idation, the BGP speaker MAY check that the aggregate prefix
corresponds to an existing BGP route (which may or nay not carry
the UPA Attribute). The next hop of that aggregate route MAY be
used as part of consistency checks (see Section 5.1.2).

If any of these validation checks fail, the route MJST NOT be
installed as a UPA route in the IP RIB. It MAY still be propagated
to nei ghbors based on BGP best path selection and | ocal policy, but
the route MUST NOT generate a special "unreachable" entry in the IP
Rl B.

5.1.1. Aggregate Route Next Hop Consi stency

As an additional consistency check, if the BGP speaker has a route
for the aggregate prefix (advertised by the same nei ghbor or a
different neighbor), it MAY verify that the next hop of this UPA
route matches the next hop of the aggregate route. |If the next hops
differ, this indicates that the aggregate route is being advertised
by a different ASBR that is not advertising a UPA route for the UPA
prefix. In this case:

*  The UPA route MUST NOT be installed as a UPA route in the IP RIB

* The UPA route MJST NOT be further propagated.

* The route MAY still be stored in BGPs Adj-RIB-In for policy
eval uati on.

Thi s check prevents inconsistent states where partial UPA information
spreads through the network.
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5.2. IPRBlInstallation

Once a BGP UPA route successfully passes validation, the receiving
router MUST install it inits IP RIB with special handling:

1. *Flagged Installation*: The route entry in the IP RIB MJST be
flagged to indicate it is an "unreachable" route. This flag
signifies that the prefix should be consi dered unreachabl e for
the purposes of packet forwarding.

2. *Non-Forwardi ng*: The route MJST NOT be installed into the FIB
(Forwardi ng Information Base) or control actual packet
forwarding. It is solely for BGP recursion and route sel ection
pur poses.

3. *BGP Control Plane Only*: The route remains visible to BGP' s
control plane processes for the purpose of adjacency resolution
(next-hop resolution) for other BGP routes (e.g., VPN routes).

4. *De-installation*: Wien the BGP UPA route is withdrawn (e.qg.,
upon recei pt of a BGP UPDATE with the NLRI wi thdrawn, or
repl acenent with a validated non-UPA route), the "unreachabl e"
flag MUST be cleared. |If the route was previously preventing
installation of a nore specific route, normal BGP best path
sel ection proceeds for that prefix.

If a non-UPA route for the sanme prefix or a nore specific prefix is
subsequently received and becones the best path, the UPA route may
cease to be the best path. The IP RIB entry nay be repl aced or
remai n dependi ng on local inplenmentation, but the flag indicates
unreachability should be associated wi th whatever route represents
the UPA intention (i.e., the route carrying the UPA Attribute that
passed validation).

5.3. BGP VPN Rout e Recursion

The primary purpose of installing a flagged UPA route in the IP RIB
is to influence BGP VPN route sel ection and forwardi ng behavi or.
When a BGP VPN route (e.g., a VPNv4 or VPNv6 route) is evaluated by
| ocal BGP

1. *Next-Hop Resolution*: BGP attenpts to resolve the VPN route’'s
BGP Next Hop by finding a matching route in the IP RIB

2. *Matching the UPA Route*: If the IP RIB | ookup results in
mat ching the UPA route entry (or the nost specific route
containing the UPA route carries the "unreachable" flag), the
recursion process recogni zes that the next hop is unreachabl e.
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6

6

6

3. *Trigger Re-evaluation*: Recognizing the unreachability triggers
BGP to re-evaluate the best path for that VPN prefix. BGP
considers alternative paths whose next hops resolve to reachabl e
routes.

4. *Fast Failover*: This nechani smenables the VPN route to switch
to an alternative path without waiting for the conventional BGP
wi t hdrawal or update to propagate fromthe source donain,
achi eving fast convergence.

Thi s recursion-based failover is anal ogous to the behavior defined in
[ RFC9929] for I GP UPA routes, but it operates across AS boundaries
and | everages BG” s existing next-hop resol ution mechani sm

Propagati on Across AS Boundari es
1. Intra-AS Propagation via IGP

If the receiving ASBR in ASb has an | GP deployed internally (e.qg.
IS-1S or OSPFv3), it MAY redistribute the validated BGP UPA route
into the G as a UPA route. The redistribution MJST follow the RFC
9929 procedures for UPA routes in IGP

The 1GP UPA route will then be propagated throughout ASb’'s | GP
domain. Interior PEs receiving the |GP UPA will process it according
to [ RFC9929], installing it in their IP RIB with the unreachable flag
and using it for next-hop resolution for BGP VPN routes.

Thi s approach is suitable when the ASb | GP donmain is consistent and
prefers | GP-based distribution of failure information.

2. Intra-AS Propagation via BGP

If the ASb border ASBR is directly connected to interior PEs via BGP
(e.g., in an eBGP or iBGP session), it MAY advertise the BGP UPA
route to those interior PEs. The advertisenent follows these rules:

1. *Attribute Preservation*: The UPA Attribute MJST be included in
the BGP UPDATE to the interior PEs. The UPA Oigin TLV' s Router-
I D MUST remai n unchanged (identifying the original advertiser in
ASa) .

2. *Local Preference Adjustnent*: The ASb border ASBR SHOULD adj ust
LOCAL_PREF, MED, or AS Path frominternal peers to ensure the UPA
route does not becone preferred over any normal, reachable routes
for the same prefix in ASh.
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3. *Processing by Interior PEsS*: Interior PEs receive the BGP UPA
route and process it according to the validation rules in
Section 5.1. \When validated, they install it in their IP R B
with the unreachable flag.

Thi s BGP-based intra-AS propagation is useful when an IGP is not
depl oyed or when the network operator prefers to keep BGP-based
reachability separate fromI| GP

6.3. Inter-AS Propagation

If ASb is also peering with additional ASes (e.g., ASc), and the BGP
UPA route passes validation at the ASb border router, the route MAY
be further propagated fromASb to ASc. Propagation foll ows these
princi pl es:

1. *Regular BGP Advertisenent*: From ASb’s perspective, the UPA
route is a regular BGP route (albeit with special attributes).
It is subject to ASb’s BGP export policies.

2. *Attribute Forwarding*: If ASb’'s export policy permts, the UPA
Attribute MIUST be included in the BGP UPDATE sent to ASc. The
UPA Origin TLV information remai ns unchanged.

3. *Validation at ASc*: ASc’'s border router validates the received
BGP UPA route using the sane rules defined in Section 5.1. Wen
validated, it installs the route inits I[P RB with the
unreachabl e fl ag.

4. *Recursive Propagation*: This pattern continues across the
appropriate AS boundaries, allow ng the unreachabl e prefix
information to reach PEs that may be multiple AS hops away from
the failure | ocation

The propagation nodel transforns the originally intra-domain | GP UPA
mechanisminto a trans-AS capability, ensuring that failure
i nformati on can travel across the global BGP topol ogy as needed.

7. Backward Conpatibility
The BGP UPA nechani smis designed to be backward conpatible with BGP
speakers that do not recognize the UPA Attribute. This is achieved

through the optional transitive nature of the attribute and the
def ensi ve processing rul es.
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1.

Unknown Attribute Handling

VWhen a BGP speaker that does not recognize the UPA Attribute receives
a BGP UPDATE carrying this attribute:

*

Because the attribute is defined as optional transitive, the
speaker MJST preserve the attribute when advertising the route to
its peers (per RFC 4271).

The speaker will treat the route as a normal BGP route without
speci al UPA processing.

*Inmplications*:

*

2

The route may be installed as a nornal, reachable route in the IP
Rl B.

Since the UPA route is generated based on an actual | GP UPA
(indicating the original source node is unreachable), advertising
this route as a nornal reachable route may not |ead to inproved
forwardi ng behavior. However, it does not introduce new failures
compared to the scenario where the UPA nmechanismis not depl oyed
at all.

If the route’s preference is |low (due to the techniques in
Section 4.3), it may not be selected as the best path anyway.

Hybrid Depl oynent Scenari os

Consi der a scenari o where:

1.

2

3.

The ASa ASBR advertising the UPA route understands and supports
the UPA Attribute.

The ASb border ASBR does not recognize the UPA Attribute but
preserves it (optional transitive).

The ASb interior PE router does recognize the UPA Attribute.

In this case

*

The ASb border ASBR will treat the route as a normal BGP route.
It may or may not install it in the IP RI B (depending on BGP best
pat h sel ection).

When ASb’s border ASBR advertises the route to its interior PE
(preserving the UPA Attribute), the interior PE, recognizing the
attribute, will validate and process it as a UPA route.

The interior PE can thus benefit fromthe fast fail over
capability, achieving partial deploynent.

This partial deploynent can still provide significant benefits for
traffic that traverses the ASb interior PE
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8. Security Considerations
8.1. Spoofing of UPA Routes

Si nce the BGP UPA nmechani sm causes traffic to be rerouted away from
the advertised prefix, a malicious or conprom sed BGP speaker could
potentially generate fake UPA routes to cause denial of service or

i nfluence traffic paths. Counterneasures include:

* *Validation of Aggregate Prefix*: The requirenent that the UPA
prefix nmust be within a matching aggregate route linmts the scope
of spoofing to aggregates that the attacker can legitinmately
i nfl uence.

* *Router-I1D Attribution*: The UPA Origin TLV includes the Router-1D
of the originating speaker. This can be used for auditing and
tracing.

* *BGP Security Mechani sns*: Depl oynments that use BGPsec [ RFC8205]
can verify that the UPA UPDATE is cryptographically signed by a
legitimate AS. The UPA Attribute is transitive and can be part of
the signed UPDATE nessage.

8.2. Information Leakage

The UPA Attribute contains detailed information (Router-1D, aggregate
prefix) about failures in remote ASes. This is not significantly
different fromthe information exposure inherent in BGP route

adverti senents. Operators should consider their policy for receiving
and advertising routes with optional transitive attributes.

9. | ANA Consi derations

9.1. BGP Path Attribute Code Point
I ANA is requested to allocate a new BGP path attribute code point
fromthe "BGP Path Attributes" registry for the UPA Attribute. The
attribute type code will be specified in the RFC version of this
docunent .

9.2. UPA Attribute TLV Type Registry
IANA is requested to create a new registry nanmed "BGP UPA Attribute

TLV Types". The registration procedure is Standards Action. Initial
regi strations are:
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| Type | Description |
[ ety g —p—(—(——(——(—(————————————————————— L
| 1 | UPA Origin TLV |
S TRy O +
| 2 | Aggregate Prefix TLV |
T Fo e meeeeemeeeeieeaeecciceemeaccneaaaas +
| 3-127 | Unassigned |
S R o e m e e e e e e e e e e e e e e me e +
| 128-255 | Reserved for Private/Experinental Use |
S TRy O +
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