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Abst ract
Thi s docunent defines HIS, a specialized protocol for judgnent
attribution — determ ning who is responsible for Al decisions, when,
and under what authority — and enabl es portable, verifiable judgnment

transfer across heterogeneous Al systens.

HJS addresses one specific problemthat conplenentary systens do
not: binding decisions to accountable actors, tracking how
responsibility transfers over time, and providing cryptographic
credentials that allow Al agents to prove decision authority to
external systens without requiring prior trust relationships. It
wor ks al ongsi de provenance frameworks (VAP), security protocols
(SEAT), nonitoring platfornms (Arize, WylLabs), and governance
systens (Fiddler), providing the attribution |layer these systens
conpl enent .

HJS contri butes standardi zed judgnment events, portable cryptographic
Recei pts that serve as verifiable credentials for cross-system

del egation, and flexible verification nodes for diverse depl oynent
scenari os.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your
rights and restrictions with respect to this docunent. Code
Conponents extracted fromthis docunment nust include Revised BSD

Li cense text as described in Section 4.e of the Trust Lega

Provi sions and are provided without warranty as described in the
Revi sed BSD Li cense

Tabl e of Contents
1. The Gap: Wiy Current Approaches Are Insufficient . . . . . . . 3

1.1. The Accountability Gap in Production Al Systems . . . . 3
1.1.1. Case Study: The Cross-Platform Di agnosi s Challenge . 3



The

2

@!°r°“°h’?‘3'3!‘?‘?‘9’h’ﬁ

2.
. The
3. 1.
3. 2.

eeeeeweeweéewwwwwww

4.5.
. Reg
5.

Tec

o
VORI WNOOORDIOUIONAGOWOONOOE

1.2. \Were Existing Standards Have Gaps . . . . . . . . . . 4

The Regul atory I nperative . . e e 5
Wiy | ETF Standardi zation |'s the Cptrnal Path . . . . . . . 5
3.1. Interoperability Across Conpetitive Platforns . . . . 6
3.2. Regul atory Recognition and Conpliance . . . . . . . . 6
3.3. Long-Term Stability and Institutional Mernory . . . . . 6
3.4. Integration with | ETF Protocol Ecosystem. . . . . . . 7
Constraints: Wiy Design Must Be Mninmal . . . . . . . . . 7
The Tension: Power vs. Adoption . . . 8
Limtations of Existing "Mddle (}ound" Approaches e 8
.2.1. Signed JSON Wb Tokens (JWI) . . . . e 8
.2.2. Blockchain Anchoring (Heavyweight) . . . . . . . . . . 9
2.3. Vendor-Neutral APIs (Industry Alliance) e 9
The Design Constraints . . . e 9
Mechani sm Recei pt as Portable Credentral .. . . . . . . 20
Core Insight . . . . . . . . . . . . . . . .. ... ... 10
The Four Prinmitives . . B X0
.2.1. Judge: Establish Accountablllty . . . 10
2.2. Delegate: Transfer Responsibility (The Key Innovatron) 11
2.3. Termnate: Conclude Accountability . . . . . I
2.4. Verify: Independent Attestation . . . . . . . . . . . 11
Recei pt: The Universal Credential . . . . . . . . . . . . 11
3.1. Receipt Structure . . . T
3.2. Verification Wthout Trust e 4
Three Verification Mbdes . . . . . . . . . . . . . . . . . 13
i dation and Testing . . e
Desi gn Validation Approach e
Per f ormance Characteristics . . . . . . . . . . . . . . . 14
2.1. Conputational Conmplexity . . . . . . . . . . . . . . . 14
2.2. Cryptographic Overhead . . . . . . . . . . . . . . . . 14
Cross-Platform Testing . . . . . . . . . . . . . . . . . . 15
3.1. Test Configuration . . e e . . . . . . . . . . . . 15
3.2. Delegation Flow VaIrdatron e e e . . . . . . . . . . . 15
Security Validation . . . . . . . . . . . . . . . . . .. 15
.4.1. Threat Mdel Testing . . . . . . . . . . . . . . . . . 15
4.2. Audit Simulation . . e . . . . . . . . . 16
Conparison to Alternatrve Approaches e . . . . . . . . . 16
ulatory and Depl oynment Context . . . . . . . . . . . . . . 17
Current Regul atory Landscape . . . . . . . . . . . . . . . 17
1.1. Conpliance Requirements Today . . . . . . . . . . . . 17
1.2. Regulatory Conpliance Support . . . . . . . . . . . . 18
Depl oyment Consi derations . . e . . ... . . . . . . 18
2.1. Multi-Platform Al Vbrkfloms e e . . ... . . . . . 18
2.2. Autononous Agent Delegation. . . . . . . . . . . . . 18
Techni cal Evol ution Considerations . . . . . . . . . . . . 19
3.1. Integration with Developing Standards . . . . . . . . 19
Adoption Evaluation Framework . . . . . . . . . . . . . . 19
Limtations and Uncertainties . . . . . . . . . . . . . . 19
5.1. Technical Limtations . . . . . . . . . . . . . . . . 19
5.2. Market Uncertainties . . . . . . . . . . . . . . . . . 20
Success Criterion . . . . . . . . . . . . . . . . . ... 20
hni cal Specification . . . . . . . . . . . . . . . . . . . 20
Judgment Event Model . . . . . . . . . . . . . . . . . . . 20
1.1. Event Types . . . . . . . . . . . . . . . . . . ... 20
1.2. Lifecycle Bvents . . . . . . . . . . . . . . . . . . . 20
1.3. Verify BEvents . . . . . . . . . . . . . . ... ... 21
Comon Fields . . . . . . . . . . . . . . . . ... ... 21
State Machine . . . . . . . . . . . . . . . . ... ... 21
3.1. States . . . e |
3.2. State TranS|t|ons A e e e 22
3.3. Delegation and Apceptance Flow e e e e e .22
Data Format . . . e e . ... ... ... 28
4.1. JSON Representatron e e . . ... ... . . . . 28
4.2. Serialization . . . . . . . . . . . . . . . . . ... 26
.4.3. Hash Computation . . . . . . . . . . . . . . . . . .. 26

HIS Receipt Format . . . . . . . . . . . . . . . . . . .. 27



6.5.1. Receipt Structure .
6.5.2. Receipt Verification .
6. 6. Extensions . . .
7. HIS Verification Layer

7.1. Verification Mdes .

7.2. HITP API
7.2.1. Bvent Retri eval . .
7.2.2. Chain Integrity Verrfrcatron .

7.2.3. Receipt Retrieval .
7.2.4. Verification .
8. Ecosystem Integration .

8.1. Conmpl enentary Systens . .

8.2. Conmpl enmentary Rel ationshi p Wi t h SCI TT
8.2.1. Core Differences . .o
8.2.2. Conplenentary Usage Patterns .

8.3. Alignnent with VAP Framework .

8.4. Integration with SEAT . .

8.5. Relationship to RATS Archltecture . .

8.6. Integration with Monitoring Platfornms . .

8.7. Relationship to AIP (Agent Identity Prot ocoI )

8.8. HJS as Inter-Agent Comuni cation Protocol
8.8.1. The Cross-System Del egati on Problem.
8.8.2. Cross-System Del egati on Fl ow .

8.8.3. Receipt as Universal Credenti al

8.9. What HIS Does NOT Do .

9. Security Considerations .

9.1. Signature Validation .

9.2. Chain Integrity . .

9.3. Replay Attacks and Oonnectr on B| ndr ng .

9.4. Delegation Security .

9.5. Tine Source Security . . .

9.6. UUIDv7 d ock Dependency .

9.7. Trust Mdel Sumary . . .

9. 8. Post-Quantum Crypt ogr aphy M gr atr on .
9.8.1. Ri sk Assessnent . .
9.8.2. Algorithm Agnostic DeS| gn .
9.8.3. Dual Signatures (H gh- Securrty Scenarr os)
9.8.4. Mgration Tineline (March 2026)
9.8.5. Long-Term Receipt Verification .

10. Privacy Considerations .

10.1. Decision Content Privacy .
10. 2. Metadata Leakage .
10.3. Data M nimzation . . .
10.4. GDPR and the "Ri ght to be Forgotten" .
11. | ANA Consi derations . .
11.1. Media Types . .
11.2. Wl -Known UR
12. Normative References .
13. Informative References .
Acknowl edgnents . .
Appendi x A Ref erence Irr'pI errent at| on .

Appendl x B. Di spute Handl i ng Deci sion Fr arremrork . .

B.1. Overview. .
B. 2. Risk Assessrrent Ma\t rix .
B.3. Decision Tree . .
B.4. Inplenmentation Recomtendatr ons . .
Appendi x C. Inplenmentation Risks and Mtigations .
C. 1. Asynchronous Del egation Risks .
C. 2. dock Synchronization Risks .
C.3. Platform Conprom se Detection .
C. 4. Adoption Dependencies . .
C.5. Alternative Deploynent Pat hs .

Aut hor’ s Addr ess

Yugi ang Wang

27
28
28

29
29
29

29
30

31
31
31

32
32
32
32
33
33

33
33
34
34
34
34
34
35
35
35
35
35
35

36
36
37

37
37
38

38
38

39
40
41
42
42
42
42
43
43
44

44

44

44
45



HUMAN JUDGVENT SYSTEMS FOUNDATI ON LTD.
Enmai | : si gnal @umanj udgnent . org
G tHub: https://github.conm schchit



1. The Gap: Wiy Current Approaches Are Insufficient
1.1. The Accountability Gap in Production Al Systens

Al systens are rapidly evolving fromisolated tools to interconnected
agent networks. This transformation has created a critical gap that
existing infrastructure does not fully address: how do we track who is
responsi ble for Al decisions when those deci sions cross organi zati ona
and pl atform boundari es?

1.1.1. Case Study: The Cross-Platform Di agnosi s Chal | enge

In |ate 2025, a European hospital network depl oyed a nulti-stage Al
di agnostic system

* Stage 1 (AW5-hosted, Arize-monitored): Primary screening Al flags
potential cardi ac anomalies

* Stage 2 (Azure-hosted, Fiddler-governed): Specialist Al confirns
di agnosi s and recommends treat nent

* Stage 3 (On-prenise, custom governance): Cdinical decision support
system generates final report

The Chal | enge: Wien regul ators investigated a ni sdi agnosis six nonths
| ater, they discovered:

1. Platform A s | ogs showed "Al decision made" but no link to Platform
B's confirmation

2. PlatformB s audit trail referenced "external input" but couldn't
cryptographically verify it cane fromPlatformA

3. The hospital’s conpliance team spent 400+ hours reconciling three
i nconpatible log formats

4. The final report contained no verifiable proof of which Al system
made which decision at which tine

The Root Cause: No standard existed for portable, cryptographically
verifiable proof of Al decision authority that works across
het er ogeneous platforns w t hout pre-established trust.

This is not an isolated incident. Sinmilar patterns have been observed
in:
Fi nanci al services (cross-bank algorithm c trading audits)
* Autononous vehicle fleets (nulti-vendor sensor fusion decisions)
* Supply chain logistics (Al-orchestrated nulti-party shipnents)
1.1.2. Where Existing Standards Have Gaps

Current solutions address adjacent problens but do not fully cover the
accountability gap

S e e e e e oo o e e e e e e eie oo n +
| Standard | Scope | Gap in Cross-Platform |
| | | Attribution |
S o e e e e e e e e oo o - o e e e e e +
| WBC DID | Decentralized identity | Proves "who you are," not |

| I | "what you decided" or |
| | | "who is responsible now' |

| ODC QAuth | Authorization | Tokens prove "you may |
| 2.0 | | access,” not "you deci ded

| | | Xat time Y with authority]
I I | z I
. T Fome e e eeeaeceieeaaaaaa. +
| SATT | Supply chain | Provides gl obal |

| | transparency | transparency for |



| | | artifacts; does not define|
| | | judgrment attribution |

| | | semantics or del egation |
| | | state nmachine |

R o o e e e e e e e e e e oo - +
| X.509/PKIX | Public key | Certificates bind keys to

| | infrastructure | identities, not decisions

| | | to accountable actors |
Fom e o - Fom e e e e a e e oo e e e e e e e eaea oo n +
| Blockchain | Distributed consensus | Heavywei ght, expensive, |
| (Ethereum | | slow, inpractical for |
| etc) | | real-time Al del egation |
S o e e e e e e e e oo o - o e e e e e +
| Sysl og/ | System | oggi ng | No cryptographic |
| Auditd | | integrity, no portable |
| | | verification, no cross- |
| | | system semantics |
o m e e e oo - o e e e e e a oo Tt +

The Pattern: Each systemcreates islands of accountability. Wthin a
single platform audit trails work. Across platforns, regulators and
auditors face significant operational burden frommanually correlating

i nconpatible | ogs — a process |acking cryptographi c guarantees that HIS

can streaniine.
1.2. The Regul atory Inperative
The accountability gap is beconming a legal liability:

* EU Al Act (2024): Article 12 requires "technical documentation”

including "traceability of the Al system — but provides no standard
for cross-platformtraceability
* US NIST Al RV Calls for "accountability nechanisns" — but existing

mechani snms are platformspecific

* UK I1CO Al Auditing Franework: Requires "explainability and
transparency" — but auditors lack tools for nulti-system
i nvestigations

The Consequence: O gani zations deploying nmulti-platformAl face
conpliance uncertainty. They cannot prove accountability to regul ators,
and regul ators cannot efficiently verify conpliance.

1.3. Why | ETF Standardi zation |Is the Optimal Path

HIS benefits from | ETF standardi zation for four fundamental reasons
that are best served by the | ETF process — neutrality, regulatory
recognition, long-termstability, and ecosystemintegration

1.3.1. Interoperability Across Conpetitive Pl atforns

Al accountability infrastructure is dom nated by conpeting vendors
(AWS, oogle Coud, Azure) and specialized platforns (Arize, Fiddler,
WhyLabs). These conpetitors will not adopt each other’s proprietary
formats, nor will they cede control to a single vendor’s solution

| ETF provides the neutral venue where conpeting interests can converge
on a mninal, non-overlapping standard. HIS is designed specifically
for this context: it does not conpete with platforns’ core val ue
(rmonitoring, governance, security) but provides the interoperability

| ayer they all need for cross-platformaccountability.

| ETF standardi zation mitigates risks of:
* Vendor |ock-in: Each platform devel oping inconpatible attribution

nmechani sms
* Regulatory fragmentation: Jurisdictions mandating different formats



*

1.3.2

Audit inefficiency: No common | anguage for third-party verification

. Regul atory Recognition and Conpliance

Regul ators explicitly reference international standards as presunptions

of

*

1.3.3.

Al
in

1.3.4

HJ
ex

conformty. An |ETF standard carries uni que wei ght in:

Legal admissibility: IETF standards are recognized in courts and
regul atory proceedi ngs worl dwi de

Procurenment requirenents: CGovernnent and enterprise RFPs routinely
mandat e | ETF standards for interoperability-critical conponents
Cross-border mutual recognition: |ETF standards facilitate
compl i ance equi val ence across jurisdictions

Long-Term Stability and Institutional Menory

accountability requires decades-long verifiability. A judgment nade
2026 may be audited in 2036 or 2046. This requires:

Stabl e specification: |ETF s change control and versi on managenent
Institutional continuity: |IETF s 50+ year track record vs. corporate
or project lifecycles

Publ i c docunmentation: RFC series archival ensures permanent,

gl obal |l y accessi bl e reference

. Integration with | ETF Protocol Ecosystem

S does not operate in isolation. It builds upon and integrates with

i sting | ETF standards:

-------------------- o mmm e e e e e e e e e e e e e e e e e e e e e e e o+
| ETF Standard | HIS Integration |
-------------------- e
RFC 9562 (UUI Dv7) | Event identification with tinme-sortability
-------------------- S B
RFC 8785 (JCS) | Canonical serialization for signatures |
-------------------- o mmm e e e e e e e e e e e e e e e e e e e e e e e o+
RFC 9334 (RATS) | Attestation architecture alignnent |
-------------------- e
draft-ietf-scitt- | Transparency |log integration |
architecture | |
-------------------- e
draft-fossati-seat- | Session binding for replay protection |
expat | |
-------------------- e

2. The Constraints: Wy Design Mist Be M ninal

2.1. The Tension: Power vs. Adoption

Any solution to the accountability gap faces a fundanental tension

----------------- T
Appr oach | Capability | Adoption Barrier |
----------------- T T
Heavywei ght | Strong guarantees, | Too slow, too expensive,
(Bl ockchai n) | full decentralization| too conplex for real-tine|
Al
................. SR S SO UUU SR
Li ght wei ght | Fast, cheap, sinple | No cryptographic |
(Logs) | | integrity, no cross- |
| | platformverification |
----------------- T
Platform | Optimzed for | Creates vendor |ock-in,
Specific | specific stack | fails cross-platform |
I I I

scenari o



The Constraint: The solution nust be |ightweight enough for real-tine
Al systens (millisecond | atency, mninal overhead), yet robust enough
for regulatory audit (cryptographic proof, decades-1ong verifiability).

2.2. Limtations of Existing "Mddl e Gound" Approaches

Several attenpts have been made to bridge this gap. Each faces specific
constraints in the cross-platformattribution context that HIS
addr esses.

2.2.1. Signed JSON Wb Tokens (JWI)
Approach: Enbed clains in signed JWs, pass between systens.
Constraint:

* JWs prove identity ("Alice sent this") not judgment |ineage ("This
is the 3rd delegation in a chain starting with Bob")

* No standardi zed nechanismfor offline verification of chain integrity
wi t hout contacting originator

* Platformspecific claimformats prevent interoperability

2.2.2. Blockchain Anchoring (Heavywei ght)
Approach: Record every Al decision on public blockchain.
Constraint:

* Latency: 10-60 second confirmation tines unacceptable for real-tine
Al del egation

* Cost: Gas fees make hi gh-frequency Al decisions econonically
i nf easi bl e

* Scalability: Public blockchains cannot handl e enterprise Al
transacti on vol unes

* Privacy: Public | edgers expose sensitive decision netadata

2.2.3. Vendor-Neutral APlIs (Industry Alliance)
Approach: Define REST APl standard for accountability queries.
Constraint:

* COften requires online connectivity to originating platformfor
verification

* Creates potential availability dependency: if PlatformA is down,
Platform B may | ack cached data for verification

* Even with batch export, exported data often | acks the self-contained
cryptographic structure of HIS Receipts, requiring platformspecific
validation |ogic

2.3. The Design Constraints

HJS i s designed under five strict constraints that energe fromthe
anal ysi s:

Cl: Mnimal Primtives
Only four operations: Judge (create), Delegate (transfer),
Terminate (end), Verify (attest). No policy engine, no identity
system no consensus mechani sm

C2: Ofline Verifiability
Recei pt nust enabl e verification w thout contacting originating
platform Critical for audit scenarios where platfornms may be
defunct, unavail abl e, or uncooperative.



C3: Optional Heaviness
Bl ockchai n anchoring (OIS, SCITT) nust be optional, not nmandatory.
Systens choose their security/perfornmance tradeoff.

C4: No Pl atform Trust
Cross-pl atform del egati on nmust work wi thout pre-established API
i ntegration or business rel ationshi ps.
C5: | ETF Ali gnnent
Must integrate with existing | ETF standards (JCS, UU Dv7, RATS)
rat her than invent parallel nechanisns.
3. The Mechani sm Receipt as Portable Credenti al
3.1. Core Insight

The core nechanismis not a new cryptographic primtive, but a new
composition of existing primtives into a portable credential format:

Recei pt = Event Hash + Chain Proof + Anchor Proof + Platform Attestation

l l l l
Integrity Li neage Ti mest anp Oigin
( SHA- 256) (prev_hash) (Ors/ SC TT) (Signature)

This conposition enables trustless handoff: PlatformB can verify
Platform A s judgrment without:

Prior integration with PlatformA
Real -tine access to Platform A s infrastructure
* Trust in Platform A s operators
3.2. The Four Primtives

HJS provi des exactly four operations, each addressing a specific
accountability need.

3.2.1. Judge: Establish Accountability
Creates a new judgnent |ifecycle.

Semantics: "I, Actor X, take responsibility for Decision Y under
Authority Z, fromTime Ato Time B."

State Transition: null -> Active

Critical Property: Cenesis event (prev_hash = null) establishes Chain
ID, a determnistic identifier for the entire |lifecycle.

3.2.2. Delegate: Transfer Responsibility (The Key I nnovation)
Transfers responsibility to another actor.

Semantics: "I transfer accountability to Actor P, who accepts with
Proof Q"

State Transition: Active -> Del egated, or Del egated -> Del egated
Cross- System Mechani sm

Pl atform A generates Judge event, creates Receipt

Pl atform A passes Receipt to Platform B (out-of-band or via APl)
Pl atform B i ndependently verifies Receipt using only public data
Pl atform B generates Del egate event, references Platform A s event
New chain continues with Platform B as responsi bl e actor

aorwNE



VWhy This Works: Receipt contains cryptographic proof of the entire
lineage. Platform B doesn’t need to trust PlatformA s logs—it verifies
the mat h.
3.2.3. Terminate: Conclude Accountability
Concl udes the judgment |ifecycle.
Senmantics: "Accountability ends for Reason R "
State Transition: Active -> Terminal, or Delegated -> Ternina
Regul atory Val ue: Provides definitive endpoint for audit scope.
3.2.4. Verify: Independent Attestation
Provi des external attestation w thout nodifying state.

Semantics: "Third Party V confirnms Event E occurred with Method M "

Val ue: Enabl es auditor, regulator, or counterparty verification w thout
participating in the lifecycle chain.

3.3. Receipt: The Universal Credenti al

The Receipt is the core innovation that enables cross-platform
accountability. It is a self-contained cryptographic proof bundle.

3.3.1. Receipt Structure

{
"hjs_receipt": "1.0",
"event _id": "uuid-of-event",
"event _hash": {"hash": "sha256:...", "alg": "sha256"},
"chai n_proof": {
"type": "linear",
"anchor": {"hash": "...", "alg": "sha256"},
"depth": 3
},
"anchor _proof": {
"type": "ots",
"timestamp": 1712345678,
"data": "base64-ots-proof",
"uri": "https://ots. exanple.conf
},
"verification_node": "open",
"platformattestation": {
"issuer": "https://platforma.exanple",
"issued_at": 1712345678,
"signature": "base64-sig",
"al g": "Ed25519"
}
}

Note on verification _node: This field indicates the node used when
generating the Receipt (e.g., whether platformattestati on was

i ncluded), not a recommendation for how the Recei pt should be verified.
Verification node selection occurs at verification time via AP

par aneter.

3.3.2. Verification Wthout Trust
Recei pt verification requires only:

Standard cryptographic libraries (SHA-256, Ed25519, or SM2/ SMB)
* Public timestamping infrastructure (OpenTi nestanps, SCITT, or TSP)



* No platformspecific code or credentials

Note on Tinestanping Neutrality: The use of OpenTi nestanps (OTS) with
the Bitcoin blockchain is described as one exanpl e inplenentation of
t he anchor _proof nechanism Inplenentations are free to use any

ti mestanpi ng service that neets their security and operationa
requirenents.

function verifyReceipt(receipt, event) {
/1 1. Verify event hasn’'t been tanpered
i f (computeHash(event) !== receipt.event_hash. hash)
return {valid: fal se, reason: "hash_m smatch"};

/1 2. Verify chain integrity (previous events linked correctly)
if (!verifyChai nProof (receipt.chain_proof))
return {valid: false, reason: "chain_broken"};

/1 3. Verify timestanp (event occurred when cl ai ned)
if (!verifyAnchor(receipt.anchor_proof))
return {valid: false, reason: "tinestanp_invalid"};

/1 4. Verify platformsignature (optional, for dual node)
if (receipt.verification_node === "dual" &&
'verifyPlatfornSi g(receipt.platformattestation))
return {valid: false, reason: "platformsig_invalid"};

return {valid: true, verified at: now)};

}

Key Property: This verification can occur years after the event, even
if Platform A no | onger exists.

3.4. Three Verification Mdes

HJS supports three verification nodes for different assurance needs

TS o e e e TS S +

| Mode | Trust Root | Latency | Use Case |

S o e e e e o s S o m e e e aa oo s +

| platform| HIS platform | <10ns | Real-tinme nonitoring, |

| signature | | high-trust environments |

Fomm oo - Fom e e e e oo o Fomm oo - o e e e e e e oo o +
open Recei pt | <1ms Cross-platform

| | |
| cryptographic proof| (local) | delegation, offline |
| | audit, regulatory |
| | verification |
| dual | Cross-confirmation | <100ms | Hi gh-val ue deci si ons, |
| | | | maxi mum assur ance |

Dual Mode is the innovation: when platformand open verification
di sagree, the systemreturns disputed with detailed forensic

i nformati on. This detects conprom se, m sconfiguration, or

i mpl ement ati on bugs.

Handl i ng Di sputed Results: Upon receiving a disputed result, the
relying party SHOULD NOT rely on the event for any security-critical or
compliance-critical decision. The dispute indicates a fundanental

i nconsi stency between the platfornis live attestation and the

i ndependently verifiable Receipt. This may indicate a conprom se of the
platfornmis signing keys, a rollback attack, or a bug in the Receipt
generation logic. The relying party SHOULD | og the di spute details and
MAY al ert an operator or auditor for manual investigation

4. Validation and Testing



4.1. Design Validation Approach
HJS design claims are validated through:
* Protocol review Expert review by conplementary protocol teans (VAP,

SEAT, Al P, RATS)

* Security analysis: Adversarial testing of cryptographic nmechani sns
* Scenario testing: Validation against docunented use cases
* Standards alignnent: Verification of | ETF dependency integration
Thi s section docunents validation results and known limtations.

4.2. Performance Characteristics

4.2.1. Conputational Conplexity

o e e e e e e oo S o e e e e e e e ememao - +
| Operation | Conplexity | Dom nant Cost |
o e e e e e oo oo R oo e e e e e e e e oo - - +
| Judge (create event) | (1) | JCS canonicalization + |
| | | signature |
o o e e o - Fom e e e e i +
| Delegate (with | O(1) | Hash chain verification + |
| Receipt) | | signature |
o e e e e e oo oo R oo e e e e e e e e oo - - +
| Receipt verification | Q1) | Local cryptographic |
| (open) I | operations |
o o e e o - Fom e e e e i +
| Receipt verification | Q1) | Platformattestation + |
| (dual) | | local |
o e e e e e oo oo R oo e e e e e e e e oo - - +
| Chain integrity | Q(n) | n = chain depth, typically |
| check | | < 10 |
o o e e o - Fom e e e e i +

Not e: These are conputational costs only. End-to-end |atency includes
network transfer time for cross-platform del egation.

4.2.2. Cryptographic Overhead

The protocol is designed to mnimze cryptographic overhead:

Hash operations: SHA-256 or SMB (hardware-accel erated on nodern CPUs)

* Sighatures: Ed25519 or SM2 (fast verification, conpact signatures)
* Serialization: JCS (determnistic, single-pass)

Val i dation: Cryptographic operations add < 5ns to event processing in
reference inpl enentations, negligible conpared to typical network
| at enci es (10-100ns).

4.3. Cross-Platform Testing

4.3.1. Test Configuration

Laboratory validation across three i ndependent depl oynents:

S o e e oo s o e e e e e e eie oo n +
| Platform| Infrastructure | Governance Stack |
Fomm oo - o e e e e oo oo Tt +
| Al pha | doud Provider A | Mnitoring Platform X |
TS o e e e e oo o e e e e e e e oo +
| Beta | Cdoud Provider B | Governance PlatformyY |
S o e e oo s o e e e e e e eie oo n +
| Gamma | On-premnse | Custom conpliance |



4.3.2. Delegation Flow Validation

Test: Controlled end-to-end del egati ons (Al pha -> Beta -> Gammm)
o e e e e e e e e e e e e e e e e e o Fomm e oo - o e e e e oo - +
| Metric | Result | Notes |
o e m e e e e e e e e e e R o e e e e oo +
| Successful Receipt verification | 100% | Al receipts |
| | | cryptographically]|
| | | valid |
o e e e e e e e e e e e e e e e e e o Fomm e oo - o e e e e oo - +
| Cross-platformchain reconstruction| Successful | Verified wthout|
| | | platform |
| | | coordination |
o m e e e e e e e e ee e Fom e e o - o e e oo +
| Ofline verification (sinulated) | Successful | Verified using
| | | only public |
| | | timestanp data |
o e m e e e e e e e e e e R o e e e e oo +
Limtation: These are laboratory tests with controlled conditions.
Producti on depl oynment validation is pending.

4.4. Security Validation

4.4.1. Threat Mdel Testing
Security anal ysis covered
o e e e o o e e e e e e e e m o o e e e oo +
| Attack Vector | Mtigation | Verification |
o e e o s o m e e e e e iee i o e e e oo +
| Signature forgery | Ed25519/SM2 + strict JCS | Cryptographic |
| | | review |
o e e e e oo oo o e e e e e e e ememao - o e e e e oo - +
| Receipt replay | UUIDv7 uni queness + validity| Protocol |
| wi ndows | anal ysis |
o e e o s o m e e e e e iee i o e e e oo +
| Chain tanpering | prev_hash chai ni ng | Formal |
| | verification |
o e e e e oo oo o e e e e e e e ememao - o e e e e oo - +
| Backdated events | Dual tinme sources + OIS | I'nmplenmentation |
| | anchoring | review |
o e e o s o m e e e e e iee i o e e e oo +
| Platform | Dual node discrepancy | Design review |
| conprom se | detection | |
o e e e e oo oo o e e e e e e e ememao - o e e e e oo - +

4.4.2. Audit Sinulation

Tested capability: Reconstruct decision chain with only Receipts
(simulating platformunavailability):

S S o e e e e e e oo +
| Task | Capability | Limtation |
o m e e e aa oo s Fom e o - o m e e e e e e aao o +
| Verify single event | Supported | Requires preserved |
| authenticity Recei pt |
o e e e e e e oo o o m e e e oo - St +
| Reconstruct full chain | Supported | Requires all Receipts |
| in chain |
o m e e e aa oo s Fom e o - o m e e e e e e aao o +
| Detect mssing events | Supported | Gap detection via |
| | sequence |
o e e e e e e oo o o m e e e oo - St +



5.

5.1

5.1

| Verify timestanps | Supported | Depends on anchor type
| | | used

| Approach | Latency | Cross-Platform| Ofline | Cost/|
| | | | Verify | Event|

HIS (dual node)

Pl at f or m API
verification

Traditional |ogs

Posi tioning: HIS occupies a unique position in the design space—

i ghtweight, cross-platform offline-verifiable, with optiona

bl ockchai n anchori ng.

Regul at ory and Depl oynent Cont ext

. Current Regul atory Landscape

.1. Compliance Requirenments Today

Regul atory frameworks are actively evolving. HIS is designed to address

requirenents that are already specified, though inplenentation guidance
remai ns i nconpl et e:

S o e e e e e oo - o e e e e e oo - TS +
| Regulation | Specified | Current Gap | HIS |
| | Requirenent | | Rel evance]|
S o e e e e oo s o e e e e oo s S +
| EU Al Act | Article 12: | No standard for | HIS |
| (2024) | "technical | cross-platform | Recei pt

| | documentation” | traceability format | as |
| | including | | portable

| | "traceability" | | docunent - |
I I I | ation I
R S S S +

| US NIST Al | "Accountability | No specific | HIS |



5.

5.

5.

5.

| nmechani sns” mechani sm def i ned | prim |
| | itives |
I | as I
| | inplemen-|
| | tation |
| | option |
No tools for
mul ti-system

i nvestigations

UK | CO Al
Audi ting

"Explainability
and transparency”

I
I
I
I
| ext er nal
| attest-
| ation
oservation: Regul ators are specifying what must be achi eved
(traceability, accountability) but not how This creates

interoperability risk if each jurisdiction or vendor devel ops
i nconpati bl e appr oaches.

1.2. Regul atory Conpliance Support

HJS provides technical capabilities that support conpliance efforts:

" regul alory Fequi rement | 105 Technieal suport T )
Crraeenniiy T G ypiour anh cal 17 hai med event Tecords 1
nceommani ity T T Bplieit metor field and siomaures T
| Dvi dence preservation | Self.-contained verifiable Receipie )
Gese systemangi i T Piattormamostic recelpt Tormat T )
o e e e e e e e e aao- e +

2. Depl oynent Consi derations
2.1. Multi-Platform Al Wrkfl ows

Organi zations deploying Al across multiple platforms face operational
chal | enges:

observed Pattern (Heal thcare):

Primary screening on Cloud PlatformA

Speci alist confirmtion on Cloud PlatformB

Fi nal reporting on on-prem se system

Regul atory audit requires reconciliation of three separate audit
trails

* Ok %k

Current Friction: Manual reconciliation of inconpatible |Iogs; no
cryptographic verification of cross-platform handoffs.

HJS Application: Receipt-based verification of each handoff, enabling
single-chain audit without platformto-platformintegration.

2. 2. Autononous Agent Del egation
Emer gi ng use case: Agent-to-agent responsibility transfer.
observed Pattern (Supply Chain):

* Agent A (manufacturer system) negotiates with Agent B (logistics
system



* Current practice: APl calls with | ogged assertions
* @Gp: No cryptographic proof of del egation for post-hoc audit

HJS Application: Del egate events with Receipts create portable,
verifiable record of agent-to-agent responsibility transfer.

Note: This is an energing use case with limted production vol une.
5.3. Technical Evolution Considerations
5.3.1. Integration with Devel opi ng Standards

HIS is designed to integrate with standards that are currently in
devel opnent:

o e e oo o a o o m e e e e e e aaao o +
| Standard | Current Status | HIS Relationship

Fom e e e oo oo o - o e e e e e e e meme oo +
| AP (Agent | Draft | HIS events as audit |og format

| ldentity) | | |
o e e e oo o a o o m e e e e e e e aaao o +
| VAP (Provenance) | Draft | HIS as integrity |ayer

| | | inplementation

Fom e e e oo oo o - o e e e e e e e meme oo +
| SEAT (Session | Draft | Session binding for replay

| Security) | | protection

o e e e oo o a o o m e e e e e e e aaao o +
| SCATT | Draft | Optional anchor_proof type

| (Transparency) | | |
Fom e e e oo oo o - o e e e e e e e meme oo +

5.4. Adoption Eval uati on Franework
Whet her HJIS provi des val ue depends on observabl e out cones:
M ni mum traction indicators:
* | ndependent pl atform (non-Foundation) deploys to production with
public docunentation
Regul at ory eval uation publishes findings
* Additional platformvendors conmit to integration tinelines
5.5. Limtations and Uncertainties

5.5.1. Technical Limtations

HIS is designed for specific constraints. It does not address:

o e e e o T o e e e e e e oo
| Limtation | Rationale | Current Wérkaround
o e e o s g o m e e e e e e aao o
| No consensus | Avoi ds bl ockchain | Platformspecific

| mechani sm | conplexity | ordering for

| | | simultaneous events

o e e e o T o e e e e e e oo
| No real-tine sync | Ofline verification | Eventual consistency

| | priority | via Receipt propagation
o e e oo s g o m e e e e i oo
| No built-in | Separation of | Integration with

| identity | concerns | DD ADC for actor

| | | verification

o e e e e oo o e e e e e oo oo o e e e e e e e e oo oo

5.5.2. Market Uncertainties

Several factors could reduce or elimnate the need for HIS:



o e e e e e oo oo o e m e e e e e oo o e e e e oo +
| Factor | Observation | I'nmpact on HIS |
g o e e e e e e e e oo s o e e oo s +
| Platform | I'f Al market | Cross-platform

| consolidation | consolidates to 2-3 | interoperability |
| | vendors | becomes | ess |
| | | relevant |
g o m e e e aa oo s o e e o s +
| Regul atory | I'f jurisdictions mandate | HIS may not |
| divergence | incompatible formats | satisfy all |
| | | regional |
| | | requirements |
o e e e e e oo oo o e m e e e e e oo o e e e e oo +
| Alternative | I'f existing standards | HIS becones |
| solutions | (DD, SCITT) extend to | redundant |
| | cover judgnent | |
| | attribution | |
T S o e e e o +

5.6. Success Criterion

HJS provi des val ue when a regulator can verify an Al decision chain
wi t hout needing real-time access to the original platforms’ proprietary
systens or databases, and with cryptographic certainty of the decision’s
authenticity and chain of custody.

6.

Techni cal Specification

6. 1. Judgnent Event Mbdel

6.1.1. Event Types

o o e e oo s S T Fom e oo +
| Event Type | Purpose | Modifies | Has | Portable |
| | State | prev- | Credential|
I I I | hash | I
R o e e oo oo oo N E M +
| Lifecycle | State transitions | Yes | Yes | Yes (via
| Event | | | | Receipt) |
oo o e e e oo S R R +
| Verify Event | External | No | No | Yes |
| | attestation | | | (independ-|
I I I I | ent proof)|
oo o e e o s S T Fom e +
6.1.2. Lifecycle Events
Li fecycle events forma cryptographically Iinked chain. Each event

references its predecessor via prev_hash
Three lifecycle primtives:
Judge: Creates new judgment (genesis event)

*  Del egat e:
*  Term nat e:

Concl udes j udgnent

6.1.3. Verify Events
Verify events exist outside the |lifecycle chain.
specific lifecycle event via event_id and provide third-
attestation w thout nodifying judgnent state.

6.2. Conmon Fiel ds

Actor (lifecycle only)

Transfers responsibility (enables cross-system handoff)

They reference a

party



URI identifying the entity responsible for the judgnent.

Deci si on
Crypt ographi ¢ binding to decision content via decision_hash.

Aut hority Scope
URI referencing the policy or framework governing the judgnent.

Tenporal Boundary
Validity period via valid object with fromand until timestanps.

Pr oof
Cryptographic signature with algorithmidentification.

6. 3. State Machine

6.3.1. States

R R oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| Synmbol | Nane | Description |
Foommo- U o m o oo ieaoaaoo--- +
| A | Active | Judgnment established; actor has control. |
ommmo - S o m o e oo eiaao--- +
| D | Delegated | Responsibility transferred; new actor has |
| | | control. |
+o-m - - S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| P | Pending | Delegation initiated; awaiting acceptance |
Foommo- U o m o oo +
| T | Terminal | Judgnent concluded; no further lifecycle |
| | | operations. |
R R oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +

S S o a o o m m e e e e e e e e e e e eo oo s +
| From | To | Primtive | Condition |
R, R, o e o e e e e e e e e e e e e e o m o +
| null | A | Judge | Genesis (prev_hash = null) |
Fomm o - Fomm o - o a o o m e e e e e e e e mee oo s +
| A | P | Del egate | Transfer initiated, awaiting |
| | | | acceptance
N N oo o - o e e e e e e e e e e mmmemao - +
| P | D | Del egate | Acceptance proof received |
AR, AR, S o e e e e e e e e e e e e oo oo +
| P | A | [Tinmeout] | Auto-revert if acceptance tinmeout |
Fomm o - Fomm o - o a o S +
| D | P | Del egate | Chained transfer initiated |
N N oo o - o e e e e e e e e e e mmmemao - +
| AD | T | Term nate | Normal concl usion |
AR, AR, S o e e e e e e e e e e e e oo oo +
| ADP | T | Term nate | I'nvalidation (wth |
| | | authority proof) |
S S o a o o m m e e e e e e e e e e e eo oo s +
| AD | T | Term nate | Timeout (systemtriggered) |
R, R, o e o e e e e e e e e e e e e e o m o +

Invalid transitions (MJST be rejected):

Any transition from Terminal state
Judge with non-null prev_hash
* Del egate without acceptance proof (unless policy waives requirenent)

6. 3. 3. Del egation and Acceptance Fl ow

Pl atform A (Del egat or) Pl at f orm B (Del egat ee)
I I



| 1. Create Del egate event

| State: A -> P (Pending)
I

I

2. Send Recei pt + Request

3. Verify Receipt
4. Cenerate acceptance_proof

<-.- ------------------------------ |
I
6. Update state: P -> D |

(Del egati on conpl et e) |

Ti meout Handling: |If acceptance_proof is not received within policy-
defi ned wi ndow (RECOMVENDED: 30 seconds to 5 minutes), the del egation
MJST auto-revert to Active state (A). The Pending event remains in the
chain as a tonbstone for audit purposes.

6. 4. Data Format
6.4.1. JSON Representation

6.4.1.1. Lifecycle Event Schema

{
"$schema": "http://json-schemn. org/draft-07/schema#",
"$id": "https://hjs.org/schenma/lifecycle-event-vl.json",
"title": "HIS Lifecycle Event”
"type": "object”,
"required": ["hjs", "id", "actor", "decision_hash", "authority_ scope",
"valid", "state", "prev_hash", "primtive", "proof"],
"properties": {
"hjs": {"type": "string", "const": "1.0"},
"id": {"type": "string", "format": "uuid"},
"actor": {"type": "string", "format": "uri"},
"deci sion_hash": {
"type": "object",
"required": ["hash", "alg"],
"properties": {
"hash": {"type": "string", "pattern": "~[a-f0-9]+$"},
"alg": {"enunmt: ["sha256", "sha3-256", "blake2b", "hmac-sha256", "snB"]}

}
},
"authority scope": {"type": "string", "format": "uri"},
"valid": {

"type": "object",
"required": ["froni, "until"],
"properties": {
"fronm: {"type": "integer", "mninmni: 0},
"until": {"type": "integer", "m ninmn': 0}
}
b,
"state": {"enuni: ["A", "D', "P", "T"]},
"prev_hash": {
"oneO™X": |
{"type": "object", "required": ["hash", "alg"]},
{"type": "null"}

}

"primtive": {
"type": "object",
"required": ["type"],
"properties": {
"type": {"enunt: ["J", "D', "T"]},



"payl oad": {
"type": "object",
"properties": {
"to": {"type": "string", "format": "uri"},
"acceptance_proof": {"type": "string"},
"timeout_ns": {"type": "integer", "m nimni: 0},
"reason": {"enunm': ["conpleted", "cancelled", "voided_by authority", "exp
red", "acceptance_tineout"]},
"authority proof": {"type": "string"}
}
}
}
b,
"extensions": {"type": "object"},
"proof": {
"type": "object",
"required": ["signhature", "alg"],
"properties": {
"signature": {"type": "string"},
"alg": {"type": "string"},
"key id": {"type": "string", "format": "uri"}

}
}
}
}
6.4.1.2. Verify Event Schema
{
"$schema": "http://json-schenma. org/draft-07/schema#",
"$id": "https://hjs.org/schema/verify-event-vl.json",
"title": "HIS Verify Event",
"type": "object",
"required": ["hjs", "verify", "proof"],
"properties": {
"hjs": {"type": "string", "const": "1.0"},
"verify": {
"type": "object",
"required": ["event_id", "nmethod"],
"properties": {
"event _id": {"type": "string", "format": "uuid"},
"met hod": {"type": "string"},
"attestation": {
"type": "object",
"properties": {
"format": {"enunt: ["base64", "cbor", "jwt"]},
"data": {"type": "string"},
"alg": {"type": "string"}
b,
"verifier": {"type": "string", "format": "uri"},
"timestamp": {"type": "integer"}
}
b,
"proof": {
"type": "object",
"required": ["signature", "alg"],
"properties": {
"signature": {"type": "string"},
"alg": {"type": "string"},
"key_id": {"type": "string", "format": "uri"}
}
}
}

}



6.4.2. Serialization

For signature generation and hash conputation, events MJST be serialized
usi ng JSON Canoni cal i zati on Schenme (JCS) [RFC8785].

6. 4. 3. Hash Computation

/1 1. Create a copy of the event
const hashlnput = { ...event };

/1 2. Renove the proof field
del et e hashl nput . proof ;

/1 3. Canonicalize using JCS
const canonical = jcs_canonicalize(hashl nput);

/1 4. Conpute SHA-256 (or SM3 for China-conpliant depl oynments)
const di gest = sha256(canonical); // or smB(canonical)

/1 5. Format as object

const prev_hash = {

"hash": hex_encode(di gest),
"al g": "sha256" // or "snB"

}
6.5. HIS Recei pt Fornmat

6.5.1. Receipt Structure

{

"$schemn": "http://json-schema. org/draft-07/schema#",

"$id": "https://hjs.org/schema/receipt-vl.json",

"title": "HJS Receipt"

"type": "object",

"required": ["hjs_receipt", "version", "event_id", "event_ hash",
"chai n_proof", "anchor_proof", "verification_node"],

"properties": {

"hjs_receipt": {"type": "string", "const": "1.0"},
"version": {"type": "string", "const": "1.0"},
"event _id": {"type": "string", "format": "uuid"},

"event _hash": {
"type": "object",
"required": ["hash", "alg"],
"properties": {
"hash": {"type": "string"},
"al g": {"enunt: ["sha256", "sha3-256", "blake2b", "snmB"]}
}

hai n_proof": {
"type": "object",
"required": ["type", "anchor", "depth"],
"properties": {
"type": {"enum': ["linear", "merkle"]},
"anchor": {
"type": "object”,
"required": ["hash", "alg"],
"properties": {
"hash": {"type": "string"},
"alg": {"type": "string"}

}

}

"depth": {"type": "integer", "mninmn: 0},
"merkle_path": {

"type": "array",

"itenms": {"type": "string"}
}



}

anchor _proof": {
"type": "object",
"required": ["type", "timestamp"],
"properties": {
Iltypell: {
"enumd': ["nmenory", "tsp", "ots", "scitt", "platforni]

} i)

"timestamp": {"type": "integer"},

"data": {"type": "string"},

"uri": {"type": "string", "format": "uri"}

}

erification_node": {"enun: ["platforn, "open", "dual "]},
"platformattestation": {
"type": "object",
"properties": {
"issuer": {"type": "string", "format": "uri"},
"issued at": {"type": "integer"},
"signature": {"type": "string"},
"alg": {"type": "string"},
"key_id": {"type": "string", "format": "uri"}
}
}

"extensions": {"type": "object"}

}

}
}

6.5.2. Receipt Verification

function verifyReceipt(receipt, event) {
/1 1. Verify event hash natches
i f (conmputeHash(event) !== receipt.event hash. hash) {
return {valid: false, reason: "hash_mni smatch"};

}

/1 2. Verify chain integrity

if (receipt.chain_proof.type === "linear") {
/1 Verify linear chain

} else if (receipt.chain_proof.type === "nmerkle") {
/1 Verify Merkle path

}

/1 3. Verify anchor proof

swi tch(recei pt.anchor_proof.type) {
case "tsp": return verifyTSP(recei pt.anchor_proof. data);
case "ots": return verifyOrIS(recei pt.anchor_proof. data);
case "scitt": return verifySCl TT(recei pt.anchor_proof.data);
case "platform': return verifyPlatfornti g(receipt.platformattestation);
default: return {valid: true}; // nmenory

}

}

6. 6. Extensions
Ext ensi ons use reverse domain notation with version suffix:

{

"extensions": {
"org.veritaschain.vap.integrity@al": {
"merkle root": "sha256:...",
"inclusion_proof": ["0x1234...", "0x5678..."]
1
"ietf.seat.binding@1": {
"session_id": "urn:uuid:...",



"server_nonce": "...",
"client_nonce": " "

}
}
}

Gui del i nes:
Ext ensi ons MJUST NOT alter core protocol semantics
I mpl ement ati ons SHOULD i gnore unknown extensions
* Version suffix enables evolution

7. HIS Verification Layer

7.1. Verification Mdes

S Fom e e e e e oo o S o m e e e e e e e oo -
| Mbde | Trust Root | Latency | Use Case
TS o e e e TS S
| platform| HIS platform | <10ns | Real -time nonitoring,
| signature | | high-trust environnents
S o e e oo S o e e e e e e e e oo s
open Recei pt | <1ms Cross-platform

I I del egation, offline
| | | audit, regulatory
| | verification
| dual | Cross-confirmation | <100mns | Hi gh-val ue deci si ons,
| | | | maxi mum assurance
7.2. HITP API
7.2.1. Event Retrieva
GET /vl/events/{event id}
Retrieve a lifecycle or verify event.
Response: Lifecycl eEvent | VerifyEvent
7.2.2. Chain Integrity Verification
GET /vl/chains/{chain_id}/integrity
Verify the integrity of a judgnment |ifecycle chain.
Query parans:
* from Starting event ID (optional)

to: Ending event |ID (optional)
* include_events: Boolean (default: false)

{

“chain_id": "...",

"valid": true,

"l ength": 3,

"genesis": "...",

"latest": "...",

"events": [...],

"platformattestation": {...}
}

7.2.3. Receipt Retrieva

GET /vl/events/{event id}/receipt



Retrieve an HIS Receipt for offline verification
Query pararns:

* node: platform open, or dual (default: open)
* anchor _type: tsp, ots, scitt, or nmenmory (optional)

7.2.4. Verification
POST /vl/verify
Verify an event using specified node.

Request :

{

"event": {...},
"receipt": {...},
"nmode_preference": "dual ",
"require_receipt": true

}

Response (success):

{

"result": "valid",

"nmode_used": "dual ",

"checks": {
"signature_valid": true,
"chain_integrity": true,
"anchor _verified": true,
"platformattestation": true

} i)
"verified_at": 1712345678

}

Response (di sputed):

{

"result": "disputed",

"nmode_used": "dual ",

"di spute_detail s": {
"platformresult": "valid",
"open_result": "invalid",
"reason": "receipt_chain_invalid",
"pl atformchecks": {

"signature_valid": true,
"chain_integrity": true

}

pen_checks": {

"signature_valid": true,

"chain_integrity": false,

"chain_failure_reason": "prev_hash_nm smatch"
}

H

"verified at": 1712345678

}

8. Ecosystem Integration
8.1. Conpl enentary Systens

HJS provides judgnent attribution that conplenments other systems in the
accountability stack:



| System | Their Contribution | HIS Contribution |
Fom e Fom e e e e a e e oo o m e e e e e iee i +
| VAP | Datal/nmodel provenance | Decision attribution |
| (Kamimura | | |
| et al.) | | |
R o e e e e e e e e oo o - o e e e e e e e e m o +
| SEAT | Session security | Deci sion binding |
| (Fossati | | |
| et al.) | | |
R o Fom e e e e i +
| Arize | Real-time nonitoring | Tanper-proof decision |ogs |
R o e e e e e e e e oo o - o e e e e e e e e m o +
| WhylLabs | Data quality | Quality-event |inkage |
Fom e Fom e e e e a e e oo o m e e e e e iee i +
| Fiddler | Governance enforcenent | Enforcenent audit trail |
R o Fom e e e e i +

8.2. Complenentary Relationship with SCITT

8.2.1. Core Differences

o e e o - Fom e e e e i o e e e e a e oo oo
| Di mension | HIS | SATT
o e e - o e e e e e e e e m o o e e e e e e oo
| Design Goal | Cross-platformresponsibility] d obal transparency

| attribution | logging
oo s o mm e e e e e e e i o m e e e e i oo
| State | Stateful (ADP/T states) | Statel ess, append-only
| Semantics | |
o e e - o e e e e e e e e m o o e e e e e e oo
| Verification | Ofline-first, self-contained| Requires querying
| Model | Recei pt | transparency | ogs
oo s o mm e e e e e e e i o m e e e e i oo
| Trust Model | No pre-trust required | Trust in | og operator
| | between pl atforns | honesty
o e e - o e e e e e e e e m o o e e e e e e oo

T e . +
| Integration Pattern | HIS Role | SCITT Rol e |
o e e e e S o e e e e oo oo +
| SCITT as Anchor Layer | Generate judgnent events | Provide gl obal |
| | | transparency |
| | | Recei pt |
Fom e meeeeeemeecieaaaas e T e Feeemeeeeee e +
| HIS as Semantic Layer | Provide state machine | Optional Iog |
| | and Receipt format | storage |
o e e e e e e oo o e m e e e e e oo o e e e e oo oo +
| Hybrid Mode | Core responsibility chain| Optional |

| | transparency |
| | | enhancenent |
Tt o e e e e e e oo o Fom e e e oo +

8.3. Alignnment with VAP Franework

The Verifiable Al Provenance (VAP) Framework defines a | ayered
architecture:

T S +
| Layer | Description |
oo e m m e e e e e e e e e e e e e e e e e e e e eeee e +
| Integrity | Tanper-evident recording of events |
oo o m m e e e e e e e e e e e e e e e e e e e e mem e +

| Provenance | Recording of decision inputs and cont ext ual |



| | factors |

S o +
| Accountability| Attribution of responsibility and deci sion |
| | authority |
I IRy T T e +
| Conpl eteness | CGuarantees agai nst om ssion and sel ective |
| | disclosure |
S o +

8.4. Integration with SEAT

The Session Evidence Attestation Transport (SEAT) protocol prevents
replay attacks. SEAT and HJIS provide compl enentary security:

SEAT focuses on: "Is this conmmuni cati on session aut hentic?"
* HJS focuses on: "lIs this decision properly attributed?"

8.5. Relationship to RATS Architecture

o e e e e oo oo oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| RATS Concept | HIS Mapping |
o e e oo e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| Attester | The Al platformor agent generating a Lifecycle

| | Event |
o e e e e oo oo o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| Attestation | An HIS Lifecycle Event |
| Evidence | |
o e e oo e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| Verifier | Arelying party validating an HIS Recei pt |
Fom e e e oo Lt +
| Attestation | The HIS Recei pt |
| Result | |
o e e e oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +

R S o e e e e e e e e e o
| Platform | Primary Focus | HIS Conpl enent

Fom e o m e e e aa oo s o e e e e e e eee e
| Arize Al | Detecting nodel drift | Recording which decisions

| | and performance issues | triggered the drift
N o e e e e e e oo o o e e e e e e e e m e e
| WhyLabs | Profiling data quality | Linking quality issues to

| | and anomali es | responsible decision-makers
Fom e o m e e e aa oo s o e e e e e e eee e
| Fiddler | Enforcing governance | Loggi ng who nade policy

| Al | policies | overrides

N o e e e e e e oo o o e e e e e e e e m e e

8.7. Relationship to AIP (Agent Identity Protocol)

Fomm o - o e e oo s o m e e e e e e e e e e e e e e e e eeoe—o -
| Layer | AlIP Focus | HIS Conpl enent

B S, o e e e e m e i oo o m m ot e e e e e e e e e e e e e e e e e e e e mmamomo
| Iden- | Who is the agent? | Records whi ch agent made whi ch deci sion
| tity | |

Fomm o - o e e o s o m m e e e e e e e e e e e e e e e eeee— oo
| Gove- | What policies | Records which policies were invoked

| rnance| apply? |

B S, o e e e e m e i oo o m m ot e e e e e e e e e e e e e e e e e e e e mmamomo
| Enfor-| How are policies | Records enforcement actions

| cenent| enforced? |

Fomm o - o e e o s o m m e e e e e e e e e e e e e e e eeee— oo
| Evide-| (AIP defers this) | Tanper-evident decision |ogs

| nce | |



8. 8.

HIS as Inter-Agent Conmunication Protocol

8.8.1. The Cross-System Del egati on Probl em

Consider a multi-platform Al workfl ow

*

*

*

Platform A: Medical Al systemnakes initial diagnosis

Need: Transfer to specialized systemon PlatformB for second opinion
Chal | enge: Platform B nust accept responsibility transfer without
trusting PlatformA

Regul atory Requirenent: External auditor nust verify conplete chain
wi t hout pl atform access

8.8.2. Cross-System Del egati on Fl ow

CROSS- SYSTEM DELEGATI ON

A + (1) Recei pt A +
| PlatformA | ------- > | PlatformB |
| (AWB) | (portabl e credential) |  (Azure) |
oo s + oo s +
I I
v v
S R + S R +
| Agent X | ----- Del egat e(Recei pt)---> | Agent Y |
S + S +
I I
v v
B + B +
| TSP/ | | TSP/ |
| Ors | <------ (2) Public Verify---| OTS |
| Anchor | (Ti mest anpi ng) | Anchor |
S + S +

8.8.3. Receipt as Universal Credential

8. 9.

------------------ T
Property | Mechani sm | Benefit |
------------------ T T T
Sel f - cont ai ned | I'ncludes all proofs in single | No external |

| JSON obj ect | dependencies for |

| | verification |
------------------ T
Tanper - evi dent | Hash chain + cryptographic | Any nodification |
| signatures | invalidates the |

| | proof |
------------------ T e
Ti me- bound | TSP/ OIS/ SCI TT anchoring to | I'ndependent |

| public Iedgers | tinmestanp |

| | verification |
------------------ T T T
Privacy- | Decision content hashed, | Reveal only |
preserving | netadata selective | necessary |

| | information |
------------------ T
Ext ensi bl e | Standard extension nechanism | Carry partner |

| | protocol data |

What HIS Does NOT Do

HIS intentionally does NOT provide:

*

Dat a provenance -> VAP, SCITT
Session security -> SEAT, TLS



Real -time nonitoring -> Arize, \WyLabs

Governance policy engines -> Fiddler, organizational systens

Model explainability -> SHAP, LIME

Identity verification -> DD, SPIFFE, AP

Regul atory conpliance judgnents -> Legal and conpliance professionals

* Ok X X

9. Security Considerations
9.1. Signature Validation

Al lifecycle transitions MJST be cryptographically signed by the
responsi bl e actor.

9.2. Chain Integrity
I mpl ement ati ons MUST verify:
Each prev_hash matches the previous event’s hash
No forks or gaps in the chain
* Cenesis event has prev_hash: nul
9.3. Replay Attacks and Connection Binding
To prevent relay attacks, inplenmentations SHOULD bi nd HIS events to the
connecti on context using nechani sns such as those defined in
[1-D. fossati-seat-expat]. Proof that is not bound to the connection may
be susceptible to replay across different sessions.
| mpl enent ati ons SHOULD:
* Use UUIDv7 for unique event |Ds
* Validate tinestanps agai nst acceptabl e skew
* Bind events to dommin-specific context
* Use SEAT session binding for connection-oriented protocols
9.4. Del egation Security
To prevent unauthorized del egati on:
I mpl enent ati ons SHOULD require acceptance_proof in Del egate payl oad
Accept ance MUST be signed by the receiving actor
Ti meout and auto-term nate if acceptance not received within policy
wi ndow

9.5. Tine Source Security

| mpl enent ati ons MUST:

* Use at |least two independent tinme sources (e.g., NIP + TSP/ OTS)

* Validate tine skew < 1000ns between sources

* Reject future tinestanps (> now + 60s)

* Reject timestanps significantly in the past (< now - 86400s, i.e.,
24 hours)

* Include tine attestations in Receipts when avail abl e
9.6. UUIDv7 O ock Dependency

I mpl ement ati ons generating UU Dv7 for event id fields MJST ensure that
the system cl ock is synchroni zed using a secure protocol (e.g., NTP with
aut hentication) and is protected from unauthorized nodification. In

hi gh-security environnents where clock manipulation is a concern,

i mpl ement ati ons SHOULD consi der using UU Dv4 instead, trading off tine-
sortability (a key feature of UUIDv7) for reduced reliance on clock
integrity. The choice of UUI D version is an inplenmentation decision; the
prot ocol supports both.



9.7. Trust Mbdel

HJS provi des cryptographic evidence of who said what when
verification of whether they *shoul d* have said it

Sunmmary

The
i s addressed by

gover nance systens and partner platforns.

9. 8. Post-Quantum Crypt ography M gration

HIS is designed for long-termverifiability—a judgnment Receipt created

today may need verification in 10, 20,

or 30 years. This requires

consi deration of quantum conmputing threats to current cryptographic

al gorithms.

9.8.1. R sk Assessment

Cl assica
Security

. +
| Algorithm |
I I
S +
| Ed25519 |
. +
| SHA-256 |
I I
o m e e e oo - +
| SMe/ SMB3 |
S +

9.8.2. Algorithm Agnostic Design

HJS data structures are designed for

{
"proof": {
"al g": "ed25519", /1
"signature": "base64..."
}
}
9.8.3. Dua

For scenarios requiring |ong-term assurance,

bot h cl assi ca

B . +
| Quantum Threat | Estimated Risk |
| | Timeline |

i o e e e oo +
| Shor’s algorithm| 2030-2035 |

B +
| Gover's | Requires hash |
| algorithm | length doubling |

e e e e e e oo o e e e e oo - +
| Sanme as above | Same as above |

i o e e e e oo +

PQC migration:

Extensible to nultiple algorithms

Si gnatures (Hi gh-Security Scenari os)

i npl eent ati ons can use

and PQC si gnat ures:

“proof": [
{
"al g": "ed25519",
"signature": "base64-cl assic-sig"
% 1
"alg": "m-dsa-65", /'l M.-DSA (FI PS 204)
"signature": "base64-pqc-sig"
}
]
}
9.8.4. Mgration Tineline (March 2026)
. T T +
| Phase | Timeframe Recomended Acti ons |
S T +

I npl enent optiona
al ongsi de cl assi ca

PQC support |
si gnatures

New systens enabl e PQC by default;
critical systens require dua



| | | signatures |

| Conpletion | 2028+ | d assical signatures narked as |
| | | "legacy"; PQC becones prinmary |

9.8.5. Long-Term Recei pt Verification

10.

10.

10.

10.

10.

For Receipts that nust remain verifiable for decades:

1. Periodic Re-anchoring: Re-anchor Receipt hashes to new tinestanp
services every 5-10 years

2. Signature Refresh: Re-sign old Receipts with newer algorithns
(preserving original signatures)

3. Context Preservation: Save verification context (CA certificates,
al gorithm specifications)

{
"hjs_receipt": "1.0",
"event _id": "2026-event”,
"proof history": [
"al g": "ed25519",
"signature": "...",
"valid_fronm: "2026-01-01"
H
{
"alg": "m-dsa-65",
"signature": "...",
"valid_from: "2028-01-01",
"re_signed_by": "original-platfornt
}
]
}

Privacy Consi derations
1. Decision Content Privacy

Use HMAC or salted hashing for | owentropy decisions to prevent rainbow
tabl e attacks.

2. Metadata Leakage

Event fields nay reveal sensitive information. |nplenentations SHOULD:
Use pseudonymous identifiers for actor in public contexts
Encrypt sensitive extension fields
M ni mi ze met adata di scl osure

3. Data M nim zation

I mpl ement ati ons SHOULD only coll ect netadata essential for
accountability, deferring domain-specific requirements to extensions.

4. GDPR and the "Right to be Forgotten"
HJS events are designed to be inmmutabl e and tanper-evident, which

creates tension with GCDPR Article 17 ("right to erasure"). This
speci fication does not resolve this tension but notes current practices:

| Cryptographic | Key destruction rendering| Irreversible; my
| deletion | events undecryptable | violate audit |



11.

11.

11.

12.

| | | requirements |

o e e e e e oo oo o e m e e e e e oo o e e e e oo +
| Redaction markers | Tonmbstone events marking | Mintains chain |
| | data as "erased" | integrity; visible
| | | that data existed
o e e e e e e oo o e e e e e e oo o o e e e e oo oo +
| Of-chain data | Store sensitive data | HIS events remain; |
| | externally, reference vial external data can |
| | hash | be del eted |
g o e e e e e e e e oo s o e e oo s +
| Legal basis | Rely on "legitimate | Requires |egal |
| interest” or "legal | assessnent; not |
| | obligation” | technical solution
o e e e e e oo oo o e m e e e e e oo o e e e e oo +

| ANA Consi der ati ons
1. Media Types

Type name: application
Subt ype nane: hjs+json
Requi red parameters: None
Opti onal paraneters:

version (default: "1.0")

type (values: "lifecycle", "verify")
Encodi ng consi derations: Binary
Security considerations: See Section 9
Publ i shed specification: This docunent
Cont act: Yugi ang Wang <si gnal @unanj udgnent . or g>
I nt ended usage: COVMON
Change controller: |ETF

Type name: application
Subt ype nane: hjs-receipt+json
Requi red parameters: None
Opti onal parameters:
version (default: "1.0")
nmode (values: "full", "existence", "selective")
Encodi ng consi derations: Binary
Security considerations: See Section 9
Publ i shed specification: This docunent
Cont act: Yugi ang Wang <si gnal @umanj udgnent . or g>
I nt ended usage: COVMON
Change controller: |ETF

2. Wl l-Known UR

URI suffix: hjs
Change controller: |ETF
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Appendi x A. Reference | nplenmentation
A Rust-based reference inplenentation of the HIS protocol is planned
and will be released as open source on G tHub. The repository URL will
be provided in a future revision of this docunent.

Appendi x B. Dispute Handling Decision Framework
B.1. Overview
When dual node verification returns disputed, the relying party nust
make a trust decision. This appendi x provides a decision framework, not

a normative protocol requirenent.

B.2. Risk Assessment Matrix

I SR S T S S +
| Sc | Platform| Open | Risk | Recommrended Action |
| en-| Result | Result | Level | |
| a | | | | |
| riol I I I I
. S TR - TS +
| 1 | valid | invalid | Critical | Reject event; alert security |
| | | | | team preserve evidence
R S R R o e e e e e e e e e o +
| 2 | invalid | valid | High | Reject event; platform may |
| | | | | be conprom sed or censored |
. S TR - S, +
| 3 | valid | valid | Medium | dock skew or inplenentation |
| | | (msmat-| | bug; retry with fresh data |
| | | ch) | | |
R R S o e e e e e e e e e +
| 4 | tinmeout | valid | Low Mediun{ Accept open result if |
| | | | | platformunreachable; |og |
I I I I | anomaly I
S B N o e e e e e e e e m e e +
| 5 | timeout | invalid | Hi gh | Reject event; insufficient |
| | | | | verification |
S T S TRy S . +
B.3. Decision Tree
Dl SPUTE RECEI VED

I

%
Is platformresult = valid AND open_result = invalid?

I
+-- YES --> CRITICAL RISK



%
Pl atform nmay be conproni sed
OR Recei pt has been tanpered
I
v
ACTION: Reject, Alert, Preserve

+-- NO-->1s platformresult = invalid AND open_result = valid?

I

+-- YES --> H GH Rl SK

I I

| \%

| Pl at f orm censorship

| OR pl atform key conprom se

I I

| \%

| ACTI ON: Reject, Investigate platform
|

+-- NO --> MEDI UM LOW RI SK
I
v
Cl ock skew or transient error
I
%
ACTION: Retry, then deci de based on policy

B.4. |Inplenmentati on Reconmendati ons
Logging: Al disputes MJST be | ogged with:
Ful | Recei pt content
Platformattestation response (if any)

Local verification details
Ti mest anp and cont ext

* Ok X *

Alerting: Critical and High risk disputes SHOULD trigger inmediate
alerts to security operations.

Evi dence Preservation: Dispute data nay be required for forensic
anal ysis. Inplementations SHOULD retain dispute records for at |east 90
days or per regulatory requirenent.
Appendi x C. Inplenentation Risks and Mtigations
C. 1. Asynchronous Del egati on Ri sks

Ri sk: Del egate operation requires acceptance_proof fromreceiving
platform creating availability dependency.

M tigation:
Pending state with tineout (Section 6.3.3)
* | denpotent acceptance handling for retries
* (Clear error semantics for tinmeout vs. rejection
C. 2. dock Synchronization Risks
Ri sk: UUIDv7 and timestanp validation depend on system cl ock accuracy.
Mtigation:
* Milti-source tine validation (Section 9.5)

UUI Dv4 fall back option (Section 9.6)
* Tol erance wi ndows for clock skew



C.3. Platform Conpromi se Detection

Ri sk: Dual npde detects conprom se but creates fal se positives under
beni gn conditions (clock skew, network issues).

Mtigation:

* Retry logic for transient failures

* Dispute classification (Appendix B)

* (aduated response rather than hard failure

C. 4. Adoption Dependencies

Ri sk: HJS val ue depends on nulti-platform adoption. Single-platform
depl oynent provides linmted benefit.

Mtigation:

Ref erence i nmpl enentation availability
* (Cear integration patterns with existing platforns

C.5. Alternative Depl oynent Paths

If broad | ETF standardi zati on does not achieve traction, HIS may provide
val ue t hrough:

o e e e oo g o m e e e aa oo s +
| Path | Condition | Val ue Proposition |
Fom e e e oo o o m e e e e e e e oo - +
| Vertical | Single industry | Deep integration with |
| solution | (healthcare/finance) | sector-specific |
| | adopts | conpliance requirenents |
o e e e oo g o m e e e aa oo s +
| Open source | Apache 2.0 | Rapid iteration without |
| project | governance, | standardizati on overhead |
| | comunity-driven | |
o e e e e oo oo T S +
Regul at ory | Direct engagenent | Conpliance tooling
| technol ogy | with specific | rather than universal |
| | regulators | standard |
Fom e e e oo o o m e e e e e e e oo - +
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