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Abst ract

Thi s docunent defines HIS, a mininmal accountability receipt
infrastructure for Al agents. HIS is a profile of the Judgnent Event
Protocol (JEP) and does not define an i ndependent event signing
protocol. HIS uses JEP events to bind signed event clains to Al-agent
behavi or records, receipt manifests, optional privacy-preserving
human partici pant references, and optional depl oyment-specific

evi dence references.

The HIS core is intentionally small. It defines behavior-record

di gest binding, receipt manifests, receipt bundles, and validation of
cryptographic and structural consistency. Al other capabilities,

i ncl udi ng human privacy nodes, participant-supplied references, post-
event review references, explanation-material references, risk
descriptors, nodel evidence, tool-call evidence, policy-check

evi dence, nulti-party export, and cryptographic capability profiles,
are optional extensions or deploynment profiles.

HIS is infrastructure. It does not assign legal liability, prove

subj ective intent, define governance rules, enforce nonitoring,
define fairness, define appeal rights, define explanation rights,
determ ne authorization validity, or establish regulatory conpliance.
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Aut hor’ s Addr ess
1. Introduction
1.1. Motivation

Al agents increasingly performdecision-related operations across
pl atforns, organi zations, and jurisdictions. Such operations may

i ncl ude pl anni ng, del egation, tool calls, content generation,
verification, escalation, or ternination of a workflow Qperators,
affected parties, auditors, and downstreamreviewers often need
evi dence that a particular Al-agent behavior record was created,
bound to an accountabl e issuer, and not altered after signing.

HJS addresses this need by defining a mninal accountability receipt
infrastructure over JEP. HJS records observabl e Al-agent behavior
evi dence, including inputs, outputs, tool calls, nodel descriptors,
policy checks, and optional human partici pant references. It binds
this evidence to JEP events by digest, while | eaving signature
syntax, event hashes, references, replay protection, validation
nodes, extension criticality, and cryptographic capability profiles
to JEP.

HIS is not intended to solve the algorithmc black-box problemin a
general phil osophical or l|egal sense. HIS records evidence about
observabl e behavior. It can support audit, incident review,

expl anation-material reference, and receipt export workflows, but it
does not by itself prove internal notivation, subjective intent,
causal conpl eteness, legal responsibility, fairness, or regulatory
suf ficiency.

1.2. Relationship to JEP

HIS is a profile of the Judgnent Event Protocol (JEP) [I-D.wang-jep-
j udgrent - event - protocol]. JEP defines the niniml verifiable event
protocol: the J/D/T/V verbs, event object, algorithmtagged di gest
strings, event hash senmantics, detached JWS signing over JCS-
canoni cal i zed payl oads, key resolution, validation nodes, and the
ext/ext_crit extension framework.

HIJS does not redefine those JEP nechani sns. An HJS event is a JEP
event with HIS-specific extension content and HJS-specific senmantics
for the object referenced by the JEP what fi el d.

JEP: mninmal verifiable event protoco
HIS: nminimal Al-agent receipt profile over JEP

This separation is a design requirenent. HIS inpl ementati ons MJUST NOT
use an HIS-specific signature syntax that bypasses JEP. HIS

i mpl ementati ons MJUST NOT reinterpret JEP event hashes, detached JWS
signatures, ext/ext_crit processing, JEP validation nodes, or JEP
cryptographic profile semanti cs.

1.3. Scope

HIS defi nes
* An Al-agent accountability receipt profile over JEP-Core-1

* HIS behavi or records for observabl e Al-agent behavi or evi dence

* HIS receipt manifests and recei pt bundles for portable validation
packages

* HIS-specific optional extension identifiers for receipt, privacy,
identity rotation, external references, explanation-materi al
references, nulti-party export, risk, nodel evidence, tool-cal
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evi dence, and policy-check evidence.

* Validation rules for binding JEP events to HJS behavi or records
and recei pt manifests.

* Privacy guidance for separating machi ne behavi or evidence from
human partici pant identity.

FUS explicitly does not define:
Legal liability, culpability, fault, negligence, good faith, or
responsi bility assignment.

* Authorization validity, delegation validity, perm ssion-chain
correctness, |lawful basis, consent validity, or data-subject
rights fulfillnent.

* Monitoring nmandates, enforcenent rules, sanctions, escalation
duties, enploynent consequences, or penalty procedures.

* Jurisdictional policy, political constraints, regulatory
conpliance determ nations, procedural fairness, appeal rights,
expl anation rights, access rights, disclosure duties, or
evidentiary effect.

* A global identity or trust framework

* A new cryptographi c signature container independent of JEP

4. Mnimal Core and Optional Extensions

HIS is infrastructure for creating, binding, exporting, and

val idating Al-agent accountability receipts. The HIS core is
intentionally minimal: it defines a JEP-based receipt profile,
behavi or-record di gest binding, receipt manifests, receipt bundles,
and validation of cryptographic and structural consistency.

Al'l other capabilities, including human privacy nodes, participant-
suppl i ed references, post-event review references, explanation-

mat eri al references, risk descriptors, nodel provenance, tool-cal
evi dence, policy-check evidence, multi-party export, and
cryptographic capability profiles, are optional extensions or

depl oynent profiles.

HJS ext ensi ons provi de technical nmechanisns only. They do not define
governance rul es, fairness, consent, appeal rights, explanation
rights, liability, legal conpliance, access rights, disclosure
duties, renedies, sanctions, or evidentiary effect.

The absence of an optional extension MJST NOT be interpreted by the
protocol as agreenent, waiver, adm ssion, |ack of objection, |ack of
harm absence of rel evant context, absence of external rights, or
absence of an avail abl e external process.

5. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al

capital s, as shown here

6. Term nol ogy
HJS Event:

A JEP event that carries HIS-specific receipt or behavior
semanti cs.



HJS Behavi or Record
A JSON obj ect describing observabl e Al -agent behavi or evidence. A
behavior record is normally referenced by the JEP what field
t hrough an al gorithmtagged digest string.

HJS Recei pt Manifest:
A JSON obj ect that packages references to JEP events, behavi or
records, and external evidence needed for cross-platform
val i dati on.

HIS Recei pt Bundl e
A coll ection containing one or nore JEP events, associ ated
behavi or records, optional receipt manifests, optional externa
evi dence, and optional privacy-preserving views.

Hurman Parti ci pant:
A natural person or human-controlled role referenced by an HIS
behavi or record. Human partici pants are not necessarily the JEP
si gner.

Ext ernal Reference
A di gest-bound or otherwise integrity-protected pointer to
externally supplied material. HIS does not define the meaning or
effect of the referenced materi al

Al Agent:
A software agent or Al-enabled service whose observabl e behavi or
is recorded by HIS.

| ssuer:
The entity identified by the JEP who field and bound to the
si gni ng key under the applicable JEP trust profile.

Depl oynment Profil e:
An external profile that defines |ocal policies, evidence
meani ngs, privacy handling, export rules, or governance processes
outside the HIS core

HJS Model
.1. Design CGoals
HJS has five design goals

Machi ne Evi dence Integrity:
HJS bi nds Al -agent behavi or evidence to signed JEP events. Signed
records are tanper-evident, not physically immutable.

M ni mal Core:
HJS- Core-1 defines only receipt infrastructure and digest binding
Capabilities that could inply governance, fairness, access,
expl anation, appeal, risk, or disclosure outcones remain optiona
and external.

Human Partici pant Privacy:
HJS supports pseudonynous, digest-only, rotating, opaque, or
wi t hhel d references for human partici pants. These nechani sns
reduce unnecessary exposure of personal data but do not guarantee
uni versal anonymity or unlinkability.

Technical Neutrality:
HJS records observabl e event clains and evidence references. It
does not judge legality, intent, fault, liability, authorization
validity, consent validity, fairness, appeal validity, explanation
sufficiency, or conpliance.



Depl oynent Adaptability:
HJS supports optional evidence profiles for privacy handling,
external references, multi-party export, nodel descriptors, too
calls, policy checks, risk classification, and data lifecycle
nmanagenent .

2.2. Layering

HIS relies on JEP for
* JEP verbs J, D, T, and V.

* The JEP event object and top-level field definitions.

* Algorithmtagged digest strings.

* Event hash and ref semantics

* Detached JW5 signatures over JCS-canonicalized unsigned events.
* Key resolution through trust profiles.

* Acceptance validation and archival validation

*  The ext and ext _crit extension container rules.

* JEP cryptographic profile extension semantics.

HIS defines the content and interpretation of HIS behavior records
and HJS recei pt mani fests. HIS-specific content MJST be carried as
external content referenced by JEP digest strings, as JEP extension
content under ext, or both.

2.3. Infrastructure Positioning

HIS is infrastructure for creating, binding, exporting, and

val idating Al-agent accountability receipts. It is not an
accountability tribunal, governance franmework, conpliance authority,
nmoni toring nmandate, fairness engine, appeal system explanation-
rights framework, liability determ nation system or human-conduct
interpretation system

HJS can support fairness-oriented or rights-respecting workfl ows by
al | owi ng deploynments to attach, export, and verify rel evant evi dence
references. HIS does not define fairness, determ ne whether a process
is fair, prescribe renedies, assign sanctions, define appeal rights,
or determ ne whether any explanation is sufficient.

2.4. Machi ne Behavior and Human Partici pant ldentity

HJS di sti ngui shes nachi ne behavi or evi dence from human partici pant
identity.

Machi ne behavi or evi dence includes observable records such as node
i nvocations, pronpts or pronpt digests, outputs or output digests,
tool -call descriptors, policy-check results, decision |abels, and
wor kfl ow transitions. Such evidence SHOULD be represented in HIS
behavi or records and bound to JEP events by digest.

Human partici pant identity includes natural-person identifiers,
account identifiers, subject identifiers, or role identifiers. Such
identity SHOULD be represented through privacy-preserving references
when possible. The JEP who field identifies the issuer or signer of
the JEP event; HIS inpl enentati ons MJST NOT overl oad the JEP who
field to mean "human subject" unless the human participant is also
the JEP event issuer under the applicable trust profile.
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HIS Events, Behavi or Records, and Receipts

An HJIS event is a JEP event that references an HIS behavi or record,

recei pt mani fest, or validation report. The usual pattern is:

* Create an HJIS behavi or record describi ng observabl e Al -agent
behavi or.

*  Conpute an al gorithmtagged digest string over that behavior
record

* Place that digest in the JEP what field.
* Add the HIS receipt extension to the JEP ext object.
* Sign the JEP event according to JEP

* (Optionally package the JEP event, behavior record, and evi dence
descriptors in an HJS recei pt manifest or receipt bundle

HJS-Core-1 Profile
Required JEP Profile

An i mpl enentation conformng to HIS-Core-1 MJST support JEP-Core-1 as
defined by [I-D.wang-jep-judgnment-event-protocol].

HJS- Core-1 producers MJST generate HIS events as JEP events. HIS
Core-1 verifiers MIST performthe appropriate JEP validation node
bef ore perform ng HIS-specific validation

HJS- Core-1 does not define a separate cryptographic al gorithm policy.
Cryptographic al gorithm support, signature capability,
canoni cal i zation profile, and hash fanily are inherited from JEP and
any applicable JEP cryptographic profile extension.

Use of JEP Verbs
HJS uses the JEP verbs as fol |l ows:

J (Judge):
Records a decision-rel ated Al-agent behavior event or root receipt
event .

D (Del egate):
Records a del egation-rel ated behavi or event, such as del egation of
a task, tool authority, review responsibility, or workflow
segrment. HJIS does not determ ne whether the delegation is legally
or operationally valid.

T (Term nate):
Records a ternination-rel ated behavi or event, such as closure of
an Al -agent task, workflow, audit boundary, or receipt chain. HIS
does not enforce lifecycle closure.

V (Verify):
Records a verification action or verification result concerning a
ref erenced HJS event, behavior record, receipt nmanifest, receipt
bundl e, or optional external reference.

JEP who, what, ref, ext, and ext _crit in HIS

The JEP who field identifies the issuer of the HIS event. It is
resolved to a signing key according to the applicable JEP trust
profile. It SHOULD identify an Al agent, Al runtine, operator,

accountability service, organizational issuer, or other signing



authority. It SHOULD NOT contain plaintext personally identifiable
i nformati on unl ess required by the deploynent profile and permtted
by applicable policy.

The JEP what field in an HIS event nornally contains the algorithm
tagged di gest string of one of the foll ow ng:
an HJS behavi or record;

* an HJS receipt manifest;
* an HJS validation report;
* anot her depl oynent -defined evi dence object.

The JEP ref field SHOULD reference the event hash of a related JEP
event when an HJS event participates in a chain. For an HIS V event,
ref SHOULD reference the target JEP event being verified.

HJS-specific extension content MJUST be pl aced under the JEP ext

obj ect using HIS extension identifiers. If an HIS extension is
necessary for interpreting or validating the HIS event, the extension
identifier MUST be listed in ext_crit.

3.4. HIS Receipt Extension

The HIS Recei pt Extension identifies a JEP event as carrying HIS
recei pt senantics.

Identifier: https://hjs.org/receipt

The extension value is a JSON object. HIS-Core-1 producers SHOULD
include this extension in HIS events. Wen the extension is required
for validation, producers MJST list it in ext_crit.

Fi el ds:

profile:
The HIS confornmance profile. For this docunent, the value is "HIS-
Core-1".

record_type
The type of object referenced by the JEP what field. Val ues
i ncl ude "hjs-behavior-record", "hjs-receipt-manifest", and "hjs-
val i dation-report"”

record_di gest:
The al gorithmtagged digest string of the referenced record. This
val ue SHOULD equal the JEP what field when the JEP what field is
used for the sane object.

medi a_t ype:
The nedia type of the referenced object. The val ue
"application/json" is used for JSON behavi or records and receipt

mani f est s.
Exanpl e:
"ext": {

"https://hjs.org/receipt": {
"profile": "HJS-Core-1",
"record_type": "hjs-behavior-record"
"record_digest": "sha256: 3a6eb0790f 39ac87c94f 3856b2dd2¢c5d110e6811602261a9a923d3
bb23adc8b7",
"medi a_type": "application/json"
}

} i)
"ext _crit": ["https://hjs.org/receipt"]
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HJS Behavi or Records
General Requirenents

An HJIS behavior record is a JSON object describing observable Al-
agent behavi or. \When a behavior record is referenced by a JEP event,
the digest in the JEP what field MIUST be computed over the behavior
record using the digest rules in Section 4.5.

HJS behavi or records SHOULD avoi d pl ai ntext personally identifiable
i nformati on. Human participant references SHOULD use pseudonynous,
sal ted digest, opaque, rotating, or withheld identifiers unless a
depl oynent profile requires direct identifiers.

A behavior record MJUST NOT include the event hash of the JEP event
that signs it unless a profile explicitly defines a non-circul ar
construction. This avoids circul ar dependenci es between the record
di gest and the event hash.

Required Fields

HJS- Core-1 behavi or records MUST contain the followi ng fields
hjs_record
The HIS behavior record fornat version. This docunent defines
val ue "1".

record_type
The string "behavior".

agent:
A JSON obj ect describing the Al agent or Al runtinme. It MJST
contain an id field. It MAY contain role, deploynent _id, or other
profil e-defined fields.

action:
A JSON obj ect describing the observed action. It MJST contain a
type field. Exanples include "decision", "tool _call",
"del egation", "verification", "termnation", "escal ation", and

"content _generation".

created_at:
A Unix timestanp in seconds indicating when the behavior record
was creat ed.

evi dence:
A JSON obj ect containing evidence descriptors. See Section 4. 3.

HJS- Core-1 behavior records MAY contain the follow ng fields
* nodel: Mddel or deploynent descri ptor

* policy_checks: Array of policy-check descriptors.

* human_participants: Array of human participant references.
* risk: Risk descriptor

* context: Depl oynent-defined context descriptor

* redaction: Redaction and mnimzation descriptor

* external _refs: Deploynent-defined references to optional externa
materi al s.

Evi dence Descriptors

Evi dence descriptors identify content or metadata that supports audit
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or review workfl ows. HIS evidence descriptors SHOULD be di gest -
addressed. A descriptor MAY include a URI, but validation MJST NOT
depend solely on dereferencing the URI.

A descriptor SHOULD contai n:

ki nd:
The kind of evidence, such as "input", "output", "pronpt",
"conpletion", "tool _request", "tool response", "policy result", or
"external context".

di gest:
An al gorithmtagged digest string for the evidence object.
medi a_t ype:
The nedia type of the evidence object, if known.
uri:
Optional storage or retrieval |ocation
redacti on:
Optional redaction status, such as "none", "partial", "digest-
only", or "withhel d".
Human Parti ci pant References

Human partici pant references SHOULD be represented as structured
obj ects rather than as plaintext identifiers in the JEP who field.

A human partici pant reference MAY contain:

rol e:
The participant role, such as "user"”, "reviewer", "operator",
"subject", or "approver".

ref erence_type:
The identifier type, such as "opaque", "did", "public_key hash",
"salted_digest", or "wthheld".

ref erence
The participant reference value. If reference type is
"salted digest", the reference SHOULD be an al gorithmtagged
di gest string.

privacy_node
A val ue such as "plaintext", "pseudonynous", "rotating", "digest-
only", or "withheld".

salt _hol der:
Optional identifier of a salt holder or escrow authority. This
field does not by itself prove that the salt holder is
trustworthy.

HIS does not guarantee that pseudonynous or rotating identifiers are
unl i nkabl e agai nst all observers. Tining, network netadata, device
identifiers, content sinmlarity, or deployment context can create
correlation risks.

Behavi or Record Di gest

When an HJIS behavior record is a JSON object, its digest is conmputed
over the UTF-8 octets of the JCS-canonicalized behavior record unless
a depl oynment profile specifies another canonicalization profile.

The textual digest representation MJST use the algorithmtagged
di gest string format defined by JEP. HIS-Core-1 inplenentati ons MJST
support sha256 behavior record digests.



5. HIS Receipt Manifests and Bundl es
5.1. Receipt Mnifest Structure

An HJS receipt manifest is an optional JSON object that packages the
components needed to validate an HIS receipt bundle. A manifest is
useful when an HJIS receipt spans nultiple JEP events, behavior
records, external evidence objects, optional external references, or
storage | ocations.

An HJS-Core-1 recei pt mani fest SHOULD cont ai n:
hjs_receipt:
Recei pt mani fest format version. This docunment defines value "1".

profile:
HJS profile identifier, such as "HJS-Core-1".

root _event:
Event hash of the root JEP event in the receipt bundle.

events:
Array of event descriptors, each containing an event hash and
optionally a URI or inline event.

records:
Array of behavior record descriptors, each containing a digest,
medi a_type, and optionally a URI or inline object.

evi dence:
Array of external evidence descriptors.

external refs:
Array of optional participant-supplied, review, correction,
contestation, or explanation-material reference descriptors.

created at:
Uni x timestanp for manifest creation

The nmanifest itself MAY be referenced by a JEP event through the JEP
what field. If so, its digest is conputed according to the sane
behavi or record digest rules for JSON objects.

5.2. Receipt Bundle

An HJIS receipt bundle is a packaging concept. It MAY contain JEP
events, HJS behavior records, HIS recei pt manifests, externa

evi dence, optional validation reports, and optional externa

ref erences. HIS does not define a mandatory archive format in this
version. Deploynment profiles MAY define a ZIP, CBOR JSON, or other
packaging format, provided that JEP event signatures and di gest

val ues remain verifiable without trusting the packagi ng | ayer

5.3. Optional Milti-Party Exportable Recei pt Bundl es

HJS supports optional exportable receipt bundles. A depl oynent
profile MAY allow nmultiple parties to export the sane recei pt bundl e,
different views of the sane receipt bundle, or separately signed
recei pt fragnents. Such exports are technical evidence packages. HIS
does not determ ne which party is entitled to export, receive, rely
on, disclose, or withhold a receipt bundl e.

When multi-party export is used, each exported bundl e SHOULD preserve
the verifiability of included JEP event signatures and digest

bi ndi ngs. Redaction, minimzation, and privacy controls MAY be
appl i ed, provided that the remaining digest and signature

rel ati onshi ps are not m srepresented.



HJS does not require all parties to receive identical information
HJS al so does not define procedural fairness, discovery rights,
access rights, evidentiary privilege, confidentiality duties, |ega
adm ssibility, or entitlenent to export.

6. HIS Optional Extensions
6.1. Extension Principles

HIS extensions use the JEP ext/ext_crit framework. Unless an
extension is listed in ext _crit, a verifier that does not understand
the extension MAY ignore it according to JEP rules. If an HIS
extension is listed in ext _crit, the verifier MJST understand and
process that extension or reject the event.

HJS extensi ons provi de technical mechanisnms for referencing, binding,
exporting, mnimzing, or validating external materials. They do not
define the nmeaning, sufficiency, truth, fairness, legality, nora
character, governance consequence, or evidentiary effect of those
materi al s.

6.2. Human Participant Privacy Extension
ldentifier: https://hjs.org/human
Purpose: Carries privacy-preserving references to human participants
when such references need to be associated with a JEP event itself

rather than only with the HIS behavior record

Exanpl e val ue:

{
"participants": |
"role": "user",
"reference_type": "salted_digest"”,
"reference”: "sha256: 8b39f 3c7d5e9alf 2aabbccddeef f 00112233445566778899aabbccdd
eef f 00",
"privacy_node": "digest-only",
"salt_hol der": "did: exanpl e: hjs-escrow'
}
]
}

6.3. ldentity Rotation Extension
Identifier: https://hjs.org/identity-rotation

Pur pose: Describes rotation of pseudonynous or opaque identifiers
used for human participant references. Fields MY include
rotation_epoch, previous_reference_digest, next reference_digest, and
rotation_policy. Identity rotation can reduce |inkability but does
not erase previously signed events.

6.4. Participant-Supplied and External Process References
Identifier: https://hjs.org/external -refs

Thi s extension provides a mechanismfor attaching integrity-protected
references to externally supplied materials, including participant
statenments, correction records, dispute records, post-event review
requests, review materials, explanation requests, explanation
mat eri al s, or other depl oynent-defined records.

These references are technical pointers only. HIS does not define the
content, neaning, sufficiency, truth, legal effect, nmoral character,



gover nance consequence, or evidentiary effect of the referenced
materi al s.

The rel values used by this extension are depl oynent-defined unl ess
an external profile gives them additional neaning. HIS does not
assign normative neaning to rel val ues.

The absence of a participant-supplied reference MUST NOT be
interpreted by the protocol as agreenent, waiver, adm ssion, |ack of
obj ection, absence of relevant context, or absence of externa
rights.

Exanpl e val ue:

"profile": "https://exanple.org/external -process-profile-vi1l",
"refs": |
{
"rel": "participant-statenent”,
"ref": "sha256: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aa"
b,
{
"rel": "post-event-reviewmaterial",
"ref": "sha256: bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bb"

}
]
}

6.5. Explanation Material References
Identifier: https://hjs.org/explanation-ref

Thi s extension provides a nmechanismfor referencing explanation
requests and expl anation materials associated with an HIS behavi or
record, receipt manifest, receipt bundle, or JEP event.

HJS does not determ ne whet her an explanation is legally required,
who is entitled to receive it, whether the explanation is sufficient,
clear, meaningful, timely, conplete, or conpliant with any | egal,
organi zational, human-rights, or governance frameworKk.

An expl anation reference proves only the existence of a signed or
di gest-bound reference to external naterial. The interpretation and
| egal effect of that nmaterial are outside HIS.

Exanpl e val ue:

"profile": "https://exanple.org/explanation-process-v1l",

"request _ref": "sha256:cccccececceccceccccceccccecceccccccccecccccecccecccccecccccccccccccccc
cccccec”,

"response_ref": "sha256: ddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
ddddddd",

"rel at ed_behavi or _record": "sha256:5555555555555555555555555555555555555555555555
555555555555555555" ,
"redaction_profile": "https://exanple.org/redaction-profile-vl"
}

6.6. Milti-Party Export Extension
ldentifier: https://hjs.org/ multiparty-export
Pur pose: Describes optional export views or separately signed receipt
fragments for different parties. This extension supports depl oynents

that provide different privacy-preserving views of the sane
under | ying recei pt bundl e.



Fi el ds MAY include export_view, view digest, redaction_profile,
recipient_ref, fragment _ref, and export _profile. HIS does not define
access rights, disclosure duties, legal admissibility, or entitlenent
to export.

6.7. Risk Extension
Identifier: https://hjs.org/risk

Purpose: Carries depl oynent-defined risk classification nmetadata.
Fi el ds MAY include | evel, taxonomy, and rational e_digest. HIS does
not define universal risk semantics. A verifier MJST NOT assune that

risk levels fromdifferent taxonom es are equival ent.
6.8. Mbddel Evidence Extension
Ildentifier: https://hjs.org/node

Pur pose: Carries nodel or depl oynent descriptors when those
descriptors need to be attached to the JEP event. Fields MAY include
provi der, nodel id, deploynment _id, version_identifier,

nmodel _card_di gest, and configuration_digest. HIS does not require

di scl osure of proprietary nodel weights or secrets

6.9. Tool Call Evidence Extension
Identifier: https://hjs.org/tool -cal

Purpose: Carries digest-addressed descriptors for tool calls made by
an Al agent. Fields MAY include tool _nane, tool _provider,
request _di gest, response_di gest, authorization_context digest, and
result_status. HIS does not determ ne whether a tool call was

aut hori zed; it records evidence relevant to that question.

6.10. Policy Check Evidence Extension
Identifier: https://hjs.org/policy-check

Purpose: Carries policy-check evidence associated with an Al -agent
behavi or event. Fields MAY include policy_id, policy_version, result,
eval uator, rational e_digest, and evidence_digest. HIS does not
determ ne whether a policy is legally sufficient.

6.11. Use of JEP Cryptographic Profile Extension

HJS i npl ement ati ons MAY use the JEP Cryptographic Profile Extension
to declare issuer-level signature capability, canonicalization
profile, and hash famly. HIS does not define a separate

crypt ographi c capability nodel.

In particular, post-quantum or conposite sighature capability is a
property of the issuer, signing identity, trust profile, or
depl oynent profile. It is not an HIS event type and MJST NOT nultiply
the JEP verb set.

7. Validation

7.1. JEP Validation
Bef ore HIS-specific validation, a verifier MJST performthe
appl i cabl e JEP validation node:
* JEP acceptance validation for newly received events.

* JEP archival validation for previously recorded events.



7.2.

7.3.

7. 4.

7.5.

HJS validation MJUST NOT treat an event as valid if the underlying JEP
event fails the required JEP validati on node

HIS Recei pt Validation

To validate an HIS receipt, a verifier MJST
1. Validate the relevant JEP event or event chain according to JEP

2. Confirmthat the event contains the HIS Recei pt Extension or is
otherwi se identified by a deploynent profile as an HJS event.

3. Confirmthat the extension profile is supported.

4. Obtain the referenced behavior record, receipt nanifest,
validation report, or other referenced object.

5. Recompute the digest of the referenced object.

6. Confirmthat the reconputed digest matches the JEP what field or
the record _digest field in the HIS Recei pt Extension, as
appl i cabl e.

7. Process all HJS extensions listed in ext_crit.
8. Apply local evidence, trust, privacy, and policy rules.

Successful HIS receipt validation proves that the signed JEP event
and referenced HIS object are cryptographi cally bound under the
applicable trust profile. It does not prove that the referenced
content is true, conplete, legally sufficient, fair, or causally
determ native

Behavi or Record Validation

A verifier validating an HIS behavior record SHOULD veri fy:
Required fields are present.

* The record digest matches the JEP what field or recei pt extension
* Evidence descriptors use valid digest formats.

*  Human participant references conply with the depl oynment privacy
profile.

* Mbdel, tool, policy, and external -reference descriptors are
internally consistent where required by the depl oynent profile.

HJS behavi or record validation is structural and evidentiary. It is
not a legal, forensic, scientific, or human-rights determ nation that
the recorded behavior is conplete or that the underlying Al system
behaved correctly.

Opti onal Extension Validation

Optional extension validation is deploynment-specific. If an optiona
extension is present but not listed in ext_crit, a verifier NMAY
ignore it according to JEP rules. If it is listed in ext _crit, the
verifier MJIST either process it according to the applicable extension
and depl oynment profile or reject the event.

Processi ng an optional extension does not give HIS authority to
determne the | egal, noral, governance, or evidentiary effect of that
ext ensi on.

Exported Bundl e Validation



A verifier validating an exported HIS recei pt bundl e SHOULD verify
that each included JEP event signature, event hash, behavior record
di gest, mani fest digest, and external reference digest renmains valid
after any redaction or view generation.

A redacted or partial export MJUST NOT misrepresent omtted material
as nonexi stent, unchanged, irrel evant, agreed, waived, or verified.
Depl oynent profiles MAY define redaction notices, wthheld markers,
or view descriptors to avoid such m srepresentation

8. Security and Privacy Considerations

8.1. Signature and Chain Integrity
HIS inherits signature and chain integrity fromJEP. HJS signatures
are JEP signatures. HJS does not define an independent signature
string such as "Ed25519: <si gnature>". Producers MJST use the JEP
si gnature contai ner and signing input rules.
A valid HIS receipt shows that a valid JEP event was signed by a key
resol ved under an applicable trust profile and that the event is
bound to the referenced HIS object by digest. This is a tanper-
evi dence property, not a guarantee of physical inmutability.

8.2. HJIS Does Not Prove Truth, Intent, or Liability
HJS recei pt validation proves cryptographic binding and structura
consistency. It does not prove:
* that the behavior record is conplete;

* that the Al agent’s internal reasoning or subjective notivation
was fully captured;

* that the output was correct;
* that a delegation or tool call was authorized;
* that a human partici pant consented;
* that a legal duty was satisfied;
* that any party is liable or not I|iable;
* that a process was fair; or
* that an explanation, review, or appeal material is sufficient.

8.3. Limts of Behavioral Determ nation under Partial OCbservation
HIS is designed for audit evidence under partial observation. In many
real systens, |ogs, traces, explanations, neasurenents, and receipts
are projections of a larger causal history. Miultiple real histories
may be consistent with the sanme observed log while differing on a
target fact of interest. This structural limtation is discussed in
[ TARGET- DETERM NABI LI TY] .
Therefore, HIS supports accountability workflows but does not replace
domai n-speci fic evidence policies, incident response procedures,
scientific validation, forensic nmethods, human-rights due diligence,
or |l egal determ nations.

8.4. Human Privacy and Linkability
HJS supports pseudonynous, rotating, digest-only, opaque, and

wi t hhel d hurman partici pant references. These nechani sns can reduce
unnecessary exposure of personal data. They do not guarantee



unlinkability against all observers.

Li nkability risks can arise fromtinming, network netadata, repeated
content, device identifiers, account context, tool-call patterns,
storage locations, or salt reuse. Salted digest schenes are

vul nerable to dictionary attacks when the underlying identifier has
|l ow entropy or the salt is disclosed, reused, or poorly protected.

HJS i npl enent ati ons SHOULD mi ni m ze pl ai ntext personal data and
SHOULD use di gest-only, pseudonynous, opaque, rotating, or wthheld
ref erences where appropriate.

8.5. Participant-Supplied References and Non-Inference

HIS MAY provide nmechani sns for attaching, referencing, and verifying
externally supplied materials. These nechanisns preserve a technica
rel ati onship between a recei pt and external material; they do not
define the neaning or effect of that material

HJS does not determine intent, negligence, fault, good faith
coercion, reasonabl eness, consent, harm liability, appeal validity,
expl anation sufficiency, or conpliance. Such determnations, if any,
are outside the protocol and belong to external |egal,

organi zational, human-rights, or governance processes.

The absence of a participant-supplied reference MUST NOT be
interpreted by the protocol as agreenent, waiver, adm ssion, |ack of
obj ection, lack of harm absence of relevant context, absence of
external rights, or absence of an avail abl e external process.

8.6. Governance Neutrality and Human Ri ghts- Supporting Use

HIS is a technical evidence and receipt profile. It is designed to
support rights-respecting depl oynents by mnim zing unnecessary
exposure of human participant identity and by preserving verifiable
records of Al-agent behavior. HIS does not inpose nonitoring duties,
prescri be governance outconmes, determ ne consent validity, assign
liability, define sanctions, or establish |egal conpliance.

Depl oynments that use HIS remmin responsible for their own hunman-
rights, privacy, |abor, safety, and regulatory obligations. HIS
records can support such processes, but they do not replace hunman-
rights due diligence, access to remedy, organizational governance, or
| egal review.

8.7. Regulatory Support, Not Regul atory Determ nation

HJS can support regulatory, audit, data-mnimzation, incident

review, explanation-material reference, and transparency workfl ows by
providing portable, verifiable evidence. HIS does not determ ne | ega
conpliance, lawful basis, data-subject rights fulfillnment, consent
validity, audit sufficiency, or liability.

Terms such as "risk", "policy", "review', "approval", "explanation",
"appeal ", or "verification" in HIS records are technical descriptors
unl ess an external |egal or organizational franmework gives them
addi ti onal neani ng.

8.8. Mddel, Tool, and Policy Evidence Linmtations

Model identifiers, tool-call descriptors, policy-check records, and
external references can be inconplete, redacted, or depl oynent-
specific. Verifiers SHOULD eval uate whether referenced evidence is
sufficient for their audit question. A digest of a nobdel descriptor
does not prove that the nodel behaved as described. A policy-check
result does not prove that the policy is adequate. A tool-call record



9.

9.

9.

10.

10.

10.

does not prove that the tool result is true or safe.
I ANA Consi derations
HIS Extension ldentifier Registrations
Thi s docunent does not request creation of a separate HJIS Extensions
Regi stry. HIS-specific extensions are intended to be registered in
the JEP Extensions Registry defined by [|-D.wang-jep-judgnent-event -
protocol], if that registry is created.

Initial HIS extension identifiers requested for registration are:
* https://hjs.org/receipt

* https://hjs.org/ human

* https://hjs.org/identity-rotation
* https://hjs.org/external -refs

* https://hjs.org/explanation-ref

* https://hjs.org/nultiparty-export
* https://hjs.org/risk

* https://hjs.org/ nodel

* https://hjs.org/tool -cal

* https://hjs.org/policy-check

Extension identifiers are stable identifiers and are not required to
be deref erenceabl e.

No Separate HIS Ri sk Level Registry

Thi s docunent does not request creation of an HIS Ri sk Level

Regi stry. Risk levels are values inside the HIS R sk Extension and
are neani ngful only relative to the declared risk taxonony.

Depl oynments that require stable risk taxonom es MAY define themin
separate specifications.
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Appendi x A. Non-Normative Exanpl es

A.1. HIS Behavior Record Exanple

The following exanple is illustrative. Digest values are exanple
val ues and are not test vectors.

"hjs_record": "1",

"record_type": "behavior",

"agent": {
"id": "did: exanpl e: agent - 789",
"role": "planner",
"depl oynment _id": "agent-runtime-42"

} £
"created at": 1743398400,

"action": {
"type": "tool _call",
"name": "cal endar.create_event"
},
"model ": {
"provider": "exanple-ai",
"nmodel _id": "exanple-nodel-famly",
"depl oynment i d": "exanpl e-depl oynent"
},
"evi dence": {
"inputs": [
{

"kind": "prompt",
"digest": "sha256:111111111112111211112112121121221121121211211211211212112111111

1111,
"media_type": "text/plain",
"redaction": "digest-only"
}
1,
"outputs": [
{
"kind": "tool _request",
"digest": "sha256:222222222222222222222222222222222222222222222222222222222222
2222",
"media_type": "application/json",
"redaction": "partial"
}

]

olicy checks": [
{

"policy_id": "exanple-policy-1",

"policy_version": "2026-04",

"result": "pass",

"rational e_digest": "sha256:3333333333333333333333333333333333333333333333333333
333333333333"

}

}
1 o
"human_partici pants": [
{
"role": "user",
"reference_type": "salted digest"”,

"reference": "sha256: 4444444444444444444444040448484444404444444444444444444444444
44444"

"privacy_node": "digest-only",

"salt_hol der": "did: exanpl e: hj s- escr ow"



}
]

"risk": {
"l'evel ": "nediunt,
"taxonony": "hjs-risk-vl"

}
}

A.2. JEP Event Carrying an HJS Recei pt Extension

The foll owi ng exanpl e shows a JEP event that references the HIS

behavi or record by digest. The sig value is illustrative and
truncat ed.
L,

"jep": "1",

n Ver bll: IIJII ,

"who": "did: exanmpl e: agent - 789",
"when": 1743398400,
"what": "sha256: 5555555555555555555555555555555555555555555555555555555555555555"
"nonce": "84d8cl75-7b03-4b8d-9d27-1234abcd5678",
"aud": "https://platform exanple.coni,
"ref": null,
"ext": {
"https://hjs.org/receipt”: {
"profile": "HJS-Core-1",
"record_type": "hjs-behavior-record",
"record_digest": "sha256: 5555555555555555555555555555555555555555555555555555555

555555555",
"medi a_type": "application/json"
}1
"https://hjs.org/risk": {
"l evel ": "nediunt,
"taxonony": "hjs-risk-vl"

}
},
"ext_crit": ["https://hjs.org/receipt"],
"sig": "eyJhbCci O JFZDI INTE5I i wi a2l ki j oi Zd kOmvAYWLwbhGUB YWl bnQ Nzg51 2t | eSOxI n0. . exa
nmpl e- det ached- si gnat ur e"

}
A. 3. HIS Receipt Manifest Exanple

{
"hjs_receipt": "1",
"profile": "HJS-Core-1",
"created_at": 1743398402,
"root_event": "sha256: 66666666666666666666666666666666666666666666666666666666666666
66",
"events": |

"event _hash": "sha256: 6666666666666666666666666666666666666666666666666666666666
666666" ,
"uri": "https://evidence. exanpl e/ event s/ 6666"

}

ecords": |

]

"digest": "sha256: 55555555555555555555555555555555555555555555555555555555555555
55",

"medi a_type": "application/json",

"uri": "https://evidence. exanpl e/ records/5555"

}

1vi dence": [],
"external _refs": []

]



A. 4. External References and Expl anati on References Exanpl e

"https://hjs.org/external -refs": {

"profile": "https://exampl e.org/external -process-profile-v1l",
"refs": |
{
"rel": "participant-statenment”
"ref": "sha256: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
a"
b
{
"rel": "correction-record",
"ref": "sha256: bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bll
}
]
1
"https://hjs.org/explanation-ref": {
"profile": "https://exanple.org/explanation-process-vl",
"request _ref": "sha256: ccccceccececcccceccceccecccecccccecccecccccecccceccceccccceccccceccceccece
ccccec”,
"response_ref": "sha256: dddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
dddddd",

"rel at ed_behavi or _record": "sha256:55555555555555555555555555555555555555555555555
55555555555555555"
}
}

A.5. Milti-Party Export View Exanple

"https://hjs.org/nultiparty-export": {
"export _profile": "https://exanpl e.org/export-profile-v1l",

"export_view': "participant-redacted-view',

"view di gest": "sha256: eeeceeceeeceeeceeceeeceeceeeeeeeeceeeeeceeeeeeeeeeeeeeeeeeeeeeeeeee
eeeee",

"redaction_profile": "https://exanple.org/redaction-profile-vl",

"recipient_ref": "sha256: fffffffffffffffffffffffffffefffffefffffefrefffofreffoffeofreeeeo
fEfffff"

}
}

Appendi x B. Changes from draft-wang-hjs-accountability-04

Thi s revision nakes the foll owi ng non-normative structural changes:
* Repositions HIS as a minimal profile of JEP v0.5 rather than a
separate event signing protocol

* Renoves i ndependent HJS definitions of signature syntax,
canoni cal i zati on, event hashes, nonce replay handling, and
verification wi ndows. These are inherited from JEP

* (Carifies that the JEP who field identifies the event issuer, not
necessarily a human partici pant or decision subject.

* Replaces the prior HIS event nodel with HIS behavior records, HIS
recei pt mani fests, and HIS recei pt bundl es

* Adds the Mnimal Core and Optional Extensions principle.

* Adds participant-supplied and external process references as
opti onal technical pointers.



* Adds optional explanation-material references w thout defining
expl anation rights or sufficiency.

* Adds optional nulti-party exportable recei pt bundl e support
wi t hout defining access rights, disclosure duties, or evidentiary
ef fect.

* Replaces regulatory conpliance clains with regulatory support and
technical neutrality | anguage.

* Adds limts of behavioral determ nation under partial observation
as an informative security consideration

* Renoves the separate HIS Ri sk Level Registry request. Ri sk |levels
are now values within the HIS Ri sk Extension and are interpreted
according to a declared taxonony.

* Aligns HIS-specific extension handling with the JEP ext/ext_crit
framewor k.

Aut hor’ s Addr ess

Yugi ang Wang
Emai | : si ghal @wumanj udgnent . or g
URI : ht t ps: // humanj udgnent . or g

G t Hub: https://github.com hjs-spec



