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1. Core Accountability Mdel (Mandatory)
1.1. Introduction
1.1.1. Problem Statenent
As Al agents becone increasingly autononobus and pervasive in decision-

maki ng processes across industries, there is a critical need for a
standardi zed, verifiable accountability franmework to ensure



non-repudi ati on, traceability, and conpliance of Al-driven judgnent

actions. Wile the Judgnent Event Protocol (JEP) [draft-wang-jep-judgnent-event-protoc
ol - 01]

provi des a standard format for recording judgnent events, it does not

address accountability governance, responsibility chaining, or

compliance with privacy regul ations. This gap | eads to unenforceable

responsibility attribution and non-conpliant data handling in cross-

platform Al workflows, as illustrated by the nulti-stage nedica

di agnosi s exanple in [HIS-00].

1.1.2. Design CGoals
HIS is designed with the follow ng accountability-focused goals for Al agents

* Mnimal integration cost: The structure acts as a thin governance
pl ane on top of JEP, requiring only that JEP-conpliant event
generators enforce accountability rules.

* Semantic accountability: HIS adds responsibility semantics to JEP
primtives (e.g., Delegate = responsibility transfer, Term nate =
accountability lifecycle end) while preserving JEP's neutrality.

*  NonfE % epudi abi lity: Accountability chains are self# flontained and can
be verified offline w thout accessing the originating platform

* Progressive deploynment: Inplenentations can start with a mni nal
subset (chain verification) and | ater adopt advanced features as
needed.

* Scope delimtation: HIS focuses solely on accountability
governance for JEP-recorded Al judgnent events. It does not nodify
JEP's core event format or signature | ogic.

1.1.3. Relationship to JEP and | ETF Ecosystem

HIS is a conplenentary accountability layer to JEP, built specifically
for Al agents, and integrates with existing | ETF standards:

* Builds on JEP [draft-wang-jep-judgnment-event-protocol-01] for core event formatting
and primtive definitions.
* SCITT [IZEM.ietf-scitt-architecture] may provide tinestanp
anchoring for accountability receipts (optional).
* RATS [ RFC9334] attestations can be enbedded in Tier 2 (optional)
to enhance accountability evidence for Al agents.
* |dentity frameworks (QAuth [ RFC6749], DID [D D CORE], AP
[ Al P-CORE]) can be used to validate actor authorization in the
‘“who' field (inherited from JEP)

1.1.4. Term nol ogy and Conventi ons
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when they appear in all capitals.

Judgnent: An atomic declaration nade by an Al agent, possessing
accountability effectiveness (as defined in JEP)

Receipt: A cryptographically verifiable record of an Al judgnent event
(reusing JEP event format) with added accountability metadat a.

Actor: The entity (human or Al) initiating an Al judgnent (inherited from JEP).

Aut hori zation chain: A sequence of JEP receipts |inked by ‘based on
fields, recording the flow of responsibility for Al agents (HIS-specific).



Crypt ographi c erasure: The process of rendering Tier 3 content
irrecoverabl e by destroying decryption keys (accountability conpliance
for Al systens).

1.2. Model and Architecture
1.2.1. Four Primtives (Inherited from JEP)
HJS reuses JEP's four core operations and adds Al accountability semantics

* Judge: Create a new Al judgment (JEP primtive). Cenerates an initia
receipt with ‘based_on = null‘. The actor declares primary
accountability for the Al decision.

* Delegate: Transfer responsibility to another Al agent/hunman (JEP primtive).
Requi res an acceptance signature fromthe del egatee and validation
of the del egatee’ s authorization (HIS-specific).

* Term nate: Conclude the Al accountability lifecycle (JEP primtive).
Supports two nodes (HJIS-specific)
- "ARCHI VED' (all tiers retained for audit)
- "ERASED (Tier 3 content erased for conpliance).

* Verify: Independently attest to the validity of an Al accountability
chain (extended from JEP primitive). May be used for audit or real EZ&inme
checks of responsibility attribution for Al agents.

These prinmtives are the only operations that nodify or inspect the
accountability state, and are fully conpatible with JEP' s event format.

1.2.2. Core Receipt Fields (Reusing JEP Event Format)
Every HJS accountability receipt MJST reuse JEP's core fields

(as defined in [draft-wang-jep-judgnent-event-protocol-01]) and add
a ‘based_on' field for Al responsibility chaining:

S S +
| Field | Description (Al Accountability Semantics) |
S o m o oo +
| verb | JEP operation primtive: "J*, "D, "T", "V |
S o m o oo eiaaoo-- +
| who | Al agent/human actor identifier URI (D D/ URl) |
S S +
| when | Unix timestanp (seconds since epoch) |
S o m o o e ieaooaooo-- +
| what | Hash of the Al judgnent content. The hash itself |

| | is public, but the actual content is stored |
| | externally under the actor#7/H control. |

S S +
| based_on | Hash of the parent JEP receipt (null for initial).

| | Provides Al accountability chain integrity. |
S o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| nonce | dobally unique identifier (UU D [RFC9562]) to |
| | prevent replay attacks (inherited from JEP). |
S S +
| signature | Digital signature over the canonical JSON

| | representation of all preceding fields (per JEP).

S o m m e e e e e e e e e e e e e e e e e e e e e eee e +

| time_anchor | (Optional but RECOMWENDED) Reference to an |
| | external time# #linchoring service (e.g., SCITT |
| | entry I1D) for Al accountability tinestanp validity.

These fields answer the fundamental Al accountability questions:
who (Al agent), when, what (Al decision), why (verb), based on what
(responsibility chain), howto prevent replay, howto prove authenticity,



and how to secure tine.
1.2.3. Three@Efier Privacy Architecture (HIS-Specific for Al)

JEP core fields are organized into three tiers by HIS according to
Al accountability visibility requirenents:

* Tier 1 (Public Governance): Contains fields that MJUST be publicly
accessi ble for basic Al accountability verification: ‘verb', ‘who',
‘nonce‘, and optionally ‘when'. These are placed in the JW5 Protected
Header (per JEP' s signature format).

* Tier 2 (Logical Accountability): Contains fields required for
Al audit and authorization: ‘based on‘, ‘tinme_anchor‘, and any
extension fields carrying audit evidence. These are placed in the
JWS Payl oad (per JEP), which MAY be encrypted for |imted access.

* Tier 3 (Private Payload): Contains the ‘what‘ field (content
hash, per JEP). The hash itself is public, but the actual content is
stored externally under the Al agent#7/H control. Wen cryptographic
erasure is perforned (HIS), the key to decrypt the external content
is destroyed, leaving only the hash as a tonbstone for Al accountability.

This architecture ensures that each party can access only the
i nformati on necessary for its Al accountability role, inline with data
m nimzation principles for Al systens.

1.2.4. Signature and Chain Verification (Extended from JEP)

HIS reuses JEP's JW5 Conpact Serialization [RFC7515] and adds
chain-level verification for Al accountability:

BASE64URL( UTF8(JWS Protected Header)) || '. " ||
BASE64URL(JWS Payload) || '." ||
BASE64URL( JWS Si gnat ur e)

The Protected Header contains Tier 1 fields plus JWBEE {f:pecific
paraneters (e.g., ‘alg‘, per JEP). The Payl oad contains Tier 2 and
Tier 3 fields, possibly encrypted using JWE [ RFC7516] (per JEP)

HJS Chain Verification Al gorithm (extends JEP' s basic verification):

1. Parse the JW5 structure (per JEP verification step 1).

2. Verify the signature using the actor /i public key (per JEP step 2).

3. Decrypt the Payload if necessary (per JEP step 3).

4. Verify that the hash of the parent receipt matches ‘ based_on
(HJS-specific Al chain check).

5. Check that the timestanmp is within the configured tol erance

wi ndow (using ‘time_anchor® if present, per JEP step 5).

6. Validate authorization for all Delegate events in the A chain
(HIS-specific accountability check).

7. Return ‘VALID if all checks pass, otherwise ‘I NVALID or ‘DI SPUTED .

Thi s process requires no online dependencies beyond the public key
infrastructure needed to resolve the ‘who' URI (per JEP) and
authorization lists (HIS-specific for Al agents)

1.3. Cryptographic Erasure (Al Accountability Conmpliance)

To support privacy regul ations such as the GDPR "right to be

forgotten” (a core Al accountability requirenent), HIS defines a

crypt ographi c erasure nechanismfor JEP receipts. Wen a

‘Term nate’ operation is performed with node ‘' ERASED , the Al agent

destroys the encryption key that protects the external content

referenced by the ‘what’ hash (per JEP's ‘what‘ field definition).

The JEP receipt remains, but the Al decision content becomes conputationally



unrecoverable. A Proof of Key Destruction (PKD) MAY be included in
the receipt to provide evidence of conpliance with Al accountability
obligations. The threeZZier architecture ensures that even after
erasure, Tier 1 and Tier 2 data remain intact for Al audit purposes.

1.4. Security Considerations
1.4.1. Threat Model

HIS assunmes the same seni % ZErusted network environnent as JEP and
def ends agai nst additional Al accountability-specific threats:

* Insider attackers: Malicious Al agents/humans del egating to evade
responsibility or forging authorization evidence (HIS-specific).

* External attackers: Intercepting and replaying receipts (inherited
fromJEP), or traffic analysis fromTier 1 nmetadata (HIS-specific).

* Conputational threats: Future quantum attacks agai nst current
signature algorithms (shared with JEP).

Trust assunptions: Actors are responsible for private key security

(per JEP); time sources are partially trusted within a tol erance w ndow
(per JEP); optional anchoring services (e.g., SCITT) are trusted for

Al accountability tinmestanp validity (HJS-specific).

1.4.2. Key Managenent

* Sighature keys SHOULD be stored in hardware trust roots (HSM
TEE) and rotated periodically (RECOMWENDED yearly, per JEP).

* Encryption keys for Tier 3 Al content (HJS-specific) MAY be nanaged
externally and MJST be destroyed for ‘ERASED term nati on node.

* In case of key conmpromi se, the affected actor MJST issue a
‘Term nate’ receipt (per JEP's ‘Terminate’ prinmtive) to logically
invalidate all receipts signed with that key after a certain
timestanp (HIS-specific Al accountability rule).

1.4.3. AgorithmAgility

HIS inherits JEP's support for nultiple signature algorithns,

i ncl udi ng Ed25519, ECDSA P#56, SM2, and future postquantum

algorithms (e.g., Dilithium Falcon). Inplenentations SHOULD

moni tor NI ST standardi zati on progress and be prepared to nigrate

when necessary to maintain long-term Al accountability chain integrity.

2. Optional Accountability Features (Optional |nplenmentation)
Thi s section describes accountability-enhancing features for Al agents
that are not required for basic interoperability with JEP but can be
i mpl ement ed to enhance governance functionality.

2.1. Sinplified State Machi ne

2.1.1. Basic States

I mpl enentations that wish to track the Al accountability lifecycle of
a JEP-recorded judgnent MAY use the follow ng mniml state machine:

ACTI VE: Al judgnent created, responsibility held by current actor.
DELEGATI NG Del egation initiated, awaiting acceptance (HIS-specific).
DELEGATED: Responsibility successfully transferred (HIS-specific).
TERM NATED: Lifecycle ended (archived or erased, per HIS).

* 0 X X

2.1.2. Transition Rules

*  ‘Judge’ (JEP primtive) — ACTIVE
* ‘Delegate’ (initiation, JEP prinitive) — DELEGATI NG
* ‘Delegate' (acceptance, JEP primtive) — DELEGATED (if in DELEGATI NG



* ‘Terminate' (JEP primtive) — TERM NATED (from ACTI VE, DELEGATI NG or

* Timeout: If no acceptance is received within a configurable
wi ndow, DELEGATI NG automatically reverts to ACTIVE (HIS-specific).

These rul es ensure basic Al accountability lifecycle tracking w thout
i ntroduci ng di spute or governance conplexity.

2.2. Extension Field Format
2.2.1. Extension Object

HJS receipts (reusing JEP event format) MAY include an ‘extensions
object at the top level (in the JWs Payload) to carry additiona

Al accountability data. Each extension is identified by a URI and
contai ns a val ue whose semantics are defined by the extension
speci fication.

Exanpl e:
‘*fjson
{
"extensions": {
"org.exanpl e. hjs.tee-evidence": { ... },
"org. exanple.hjs.gdpr-proof": { ... }

}

2.2.2. 1 ANA Registration Requirenents

HJS ext ensi ons MUST be registered in the "HIS Extensions" registry

DELEGATED)

with the follow ng netadata (conpatible with JEP s extension registry requirements)

Extension ldentifier: UR

Semantics Description: URL to specification
Conpatibility Level: "full", "wire", or "none"
Versi on: Semantic version

Regi stration Date

Cont act

Conpatibility level indicates how the extension interacts with
i npl eent ations that do not recognize it:

full: Can be safely ignored; core Al accountability semantics unchanged.

wire: Adds new fields that may be ignored but could affect
interoperability if critical for Al accountability.

none: Modifies core Al accountability semantics; requires explicit support.

3. Appendices (Informative)

The foll owi ng appendi ces provi de additional guidance, exanples, and
specifications for optional Al accountability extensions. They are not
part of the core HIS nodel but are conpatible with JEP s optional features

Appendi x A.  Conplete State Machine and Di spute Handl i ng
A l. Full State Definitions

For systens requiring sophisticated Al accountability |ifecycle managenent,
the following states can be added to the sinplified state nachine:

DI SPUTED FROZEN: Conflict detected (e.g., dual node

verification), Al accountability chain frozen pending resol ution
RESOLVED CONTI NUE: Dispute resol ved, chain continues.
RESCLVED | NVALI D: Di spute resol ved by invalidation; chain nmust be
reinitiated.



A.2. Dispute Detection and Resol ution

Di sputes are detected when dual node verification yields

i nconsi stent Al accountability results (platform signature valid but
open verification fails, or vice versa). Upon detection, the chain
enters DI SPUTED FROZEN and a resol ution process is triggered.

Resol ution can be manual or autonmated using the $Resol ve extension
(Appendix D.9), which is HIS-specific and conpatible with JEP events

A. 3. Federal Governance Extension

For multiparty Al accountability governance, the Federal Resolution

ext ensi on (Appendix D.9) allows configuring participants with weights

and a threshold. Resolutions require a weighted signature set neeting

the threshold, ensuring collective accountability for Al dispute outcones.

Appendi x B. Advanced Verification Mdes
B.1. Platform Mde

In platformnode, Al accountability verification relies on a platform ssued
signature in addition to JEP' s cryptographic proof. This node offers
low | atency (<10 ns) and is suitable for hightrust Al accountability

envi ronment s.

B.2. Dual Mbde

Dual node perforns both platformand open Al accountability verification
si nul taneously (extending JEP's basic verification). If results conflict,
the receipt is marked DI SPUTED. This node provi des maxi num assurance

and detects platformconprom se or misconfiguration that could break

Al accountability.

B.3. MiltiSource Tinme Consensus

To mitigate single timesource failures (critical for Al accountability
timestanp validity), inplenentations MAY coll ect timestanps from
mul ti pl e i ndependent sources (e.g., NIS, SCITT, hardware clock) and
use a consensus algorithm (e.g., nedian) to determ ne authoritative
time for JEP receipts.

Appendi x C. Conpliance and Regul atory CGui dance
C. 1. CGDPR Mapping

HIS' s threetier architecture supports CDPR data minimzation (Article 5)
by design, extending JEP' s neutral event format with Al accountability
controls. Cryptographic erasure (Article 17) is inplenented via

the ERASED termn nation node and Proof of Key Destruction (HIS-specific)
For full conpliance, depl oyers SHOULD enabl e the GDPR Conpli ance Proof
ext ension (Appendix C. 4), which adds Al accountability evidence for GDPR
obl i gati ons.

C. 2. EU Al Act Mapping

For highrisk Al systens, HIS' s ‘based on' field (extending JEP s event
format) enables traceability (Article 12 of the EU Al Act). The Al Act
Transparency Marking extension (Appendix C.5) can record risk |evel,
human oversight, and conformity assessnment identifiers to neet

Al accountability requirements for high-risk Al.

C. 3. Jurisdiction Marking Extension
This HIS-specific extension allows receipts (reusing JEP format) to

decl are applicable |law, data |ocalization, and retention peri od—key
Al accountability requirements for cross-border Al systens. See Appendix D.8



for details.
C. 4. CDPR Compliance Proof Extension

Adds fields for DPO signature, erasure proof (PKD, tinestanp,
wi tness), and audit trail —HJS-specific Al accountability evidence for
GDPR conpl i ance. See Appendi x D. 8.

C.5. Al Act Transparency Marki ng Extension

Adds fields for risk level, transparency obligation, synthetic
content flag, human supervisor ID, and conformty assessnent —HJS-specific
Al accountability nmetadata for EU Al Act compliance. See Appendi x D. 8.

Appendi x D. Concrete Extension Definitions
D.1. TEE Evidence Format (Priority 1)

Ildentifier: org.ietf.hjs.ext.tee-evidence

Conpatibility: wire

Pur pose: Standardi ze TEE evidence in Tier 2 for enhanced Al accountability.
Fields: tee type, format, evidence, verifier, tinmestanp.

D. 2. Lightweight Mbde (Priority 2)

Identifier: org.ietf.hjs.ext.|ightweight

Conpatibility: wire

Pur pose: Reduce receipt size for constrai ned environnents while
preserving core Al accountability.

Feat ures: Conpression, partial chain proof, open node only.

D.3. AP Integration (Priority 2)

Identifier: org.ietf.hjs.ext.aip

Conpatibility: wire

Purpose: Bind HIS Al accountability chains to Agent Identity Protoco
sessions for actor authorization validation

Fiel ds: aip_session, aip_capability.

D.4. Batch Operations (Priority 2)

Identifier: org.ietf.hjs.ext.batch

Conpatibility: none

Purpose: Atomically process nultiple Al accountability primtives.

Adds $Batch prinmitive with operations array (conpatible with JEP events).

D.5. Refusal Event (Priority 2)

Identifier: org.ietf.hjs.ext.refusa

Conpatibility: wire

Purpose: Record Al systemrefusals with Al accountability mnetadata.
Fi el ds: refusal.reason, policy ref, input_hash.

D.6. Key Evolution (Priority 3)

Identifier: org.ietf.hjs.ext.key-evol ution

Conpatibility: wire

Pur pose: Forwardsecrecy via key rotation for long-term Al accountability.

Adds ROTATE_KEY event with rotation proof (conpatible with JEP's Verify prinitive).

D.7. Enhanced Hardware Binding (Priority 3)

Identifier: org.ietf.hjs.ext.enhanced-hardware

Conpatibility: wire

Pur pose: Strengthen Al accountability via VDF and biometrics.
Supports binding | evel, VDF proofs, biometric signals.



D.8. Legal Validity Proof (Priority 4)

Identifier: org.ietf.hjs.ext.|egal-proof

Conpatibility: ful

Pur pose: Enhance admissibility of HIS Al accountability chains with
not ary/ regul at or si gnatures

Fi el ds: regul ation, w tnesses, pkd, audit _trail

D.9. Federal Resolution (Priority 5)

ldentifier: org.ietf.hjs.ext.federal-resol ution

Conpatibility: ful

Purpose: Miltiparty governance for Al dispute resolution (HIS-specific)
Fi el ds: governance_nodel, participants, threshold_policy.

Appendi x E. I nplenmentation GQui de and Best Practices

E.1. Mnimal Inplementation (Pseudocode)
‘' python
# HIS i npl ementation extending JEP' s core event class
cl ass HISRecei pt (JEPRecei pt):
def __init__ (self, verb, who, when, what, based_on, nonce):
super().__init__(verb, who, when, what, nonce) # Reuse JEP
sel f.based on = based on # HJS-specific Al chain field

def verify_chain(self, public_key, authorization_list):

# Step 1: Verify JEP signature (inherited)

if not self.verify(public_key):
return "I NVALI D'

# Step 2: Verify Al accountability chain (HIS-specific)

if self.based on and not self.validate_ parent(self.based on):
return "I NVALI D'

# Step 3: Verify authorization (HIS-specific for Al)

if self.verb == "D' and not sel f.check_authorization(authorization_list):
return "1 NVALI D'

# Step 4: Verify erasure proof if termnated (HIS-specific)

if self.verb == "T" and sel f.node == "ERASED' and not sel f.validate_pkd():
return "I NVALI D'

return "VALID'

E. 2. Performance Benchmar ks

Ref erence i npl enentation (Rust) on a 1l6core server
Judge generation: 4.5 ms average

Thr oughput : 12, 000 recei pts/second

Qpen chain verification: <5 ns

Dual verification: <100 ns

Recei pt size: 1.53 KB (core)

E.3. Test Vectors

(Exanpl e Al accountability receipt and verification results; refer to [HIS-00] for
full test vectors.)

E. 4. CrossDonai n Depl oynment Recommendati ons

Use epheneral DIDs for public Al deploynents, rotated daily.
For crosshorder transfers, enable Jurisdiction Mrking.

For highrisk Al, enable TEE Evi dence and dual node.

Appendi x F. Exanpl es



F.1. Judge Receipt Exanple (Al Agent)

{
"hjs": "1.0",
"verb": "J",
"who": "did: exanpl e: ai - agent-123",
"when": 1742345678,
"what": "1220alb2c3d4e5f 67890abcdef 0123456789",
"based_on": null,
"privacy": "AUD T,
"status": "ACTIVE",
"nonce": "f47aclOb-58cc-4372-a567-0e02b2c3d479",
"aud": "https://platformexanple.coni,
"sig": "eyJhbCci G JFZERTQSJO. .. "

j son

F. 2. Error Code Reference

I NVALI D_SI GNATURE: Signature verification fail ed.

BROKEN_CHAI N: Parent hash mismatch (Al accountability chain broken).
UNAUTHORI ZED DELEGATI ON: Del egate not in Al authorization chain.

I NVALI D TERM NATI ON: M ssing dual signature in DELEGATED st at e.
PAYLOAD ERASED: Tier 3 Al content erased.

CHAI N_TOO DEEP: Del egation depth exceeds limt.

EXPlI RED _RECEI PT: Ti mestanp out si de w ndow.

DI SPUTED: Dual node conflict in Al accountability.

RESCLUTI ON_REQUI RED: Gover nance resol ution appli ed.
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