I nternet-Draft Y. Wang

I ntended status: |nfornmational HUVAN JUDGVENT SYSTEMS FOUNDATI ON
LTD.
Expires: 21 August 2026 21 February 2026

HJS: An Accountability Layer
for Al Agents

draft-wang- hj s-accountability-00

Abst r act

Thi s docunent defines HIS (Human Judgnent System, a standal one
accountability layer for Al agents. HIS provides four primtives
(Judgnent / Del egati on/ Term nation/ Verification) for recording

conpl ete responsibility chains, and uses OIS (Open Ti nestanp) proofs
anchored to the Bitcoin blockchain to create inmutable, court-

adm ssi bl e evidence. While HIS can conpl ement ot her protocols (e.g.
Al P) by providing the evidence they require, it is designed to be

i ndependent and usable with any Al agent comuni cation franmework.
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Copyri ght Notice
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docunent authors. Al rights reserved.
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1. Introduction

As Al agents become increasingly autononmous, the need for a
conpr ehensi ve accountability |ayer becomes critical. Current
protocol s focus on how agents comuni cate and execute tasks, but
they do not address the fundanental question: who is responsible
for what, and how can it be proven?

Thi s docunent defines HIS (Human Judgnent System, a standal one
accountability layer for Al agents that provides:

1. Four primtives (Judgnment, Del egation, Term nation, Verification)
for recording conplete responsibility chains. These capture not
j ust what happened, but why it happened, who was invol ved, and
how it was verified.
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2. OIS evidence chain that anchors cryptographic hashes of the
primtives to the Bitcoin blockchain, creating i mutable, court-
admi ssi bl e evi dence.

3. Conpl ete evidence | ocking that binds all conponents together into
a verifiabl e package

HIS is designed to be independent - it does not require any specific
conmmuni cation protocol and can be used with any Al agent franmeworKk.
It can al so conpl enent existing protocols (such as AllP
[draft-sogononi an-aiip-architecture-03]) by providing the
accountability | ayer they |ack.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. The Four Primtives

HJS defines four primtives that together forma conplete
responsibility chain for any Al agent action

3. 1. Judgnent

The Judgrment primtive records the basis on which an Al agent made



its decision. This includes:

o Input data (or cryptographic conmtnment to input)
o Model identifier and version
o Paraneters and configuration
0 Reasoning path (optional)
Exanpl e:
.
"judgment": {
"input_conmitrent": "base64url (sha256(input))”,
"model _id": "gpt-4-2026-02",
"paraneters”": { "tenperature": 0.7, "max_tokens": 500 }
}
}
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3.2. Delegation

The Del egation primtive records the chain of responsibility from
the original requester to the executing agent:

Del egator identifier
Agent identifier

Del egation tine

Scope and constraints

O O0OO0Oo

Exanpl e:

"del egation": {
"from': "aiip://user.phone",
"to": "aiip://agent.service",
"time": 1734149100000,
"scope": "mmke call",
"constraints": { "max_duration": 30000 }
}
}

3.3. Termination
The Termination primtive records the final outcome of the task

Status (success/failure/abort)
Reason (if failure)

Qut put comi t nent

Dur ati on

O o0Ooo

Exanpl e:
{

"term nation": {
"status": "success",
"out put _commi tnent": "base64url (sha256(output))”,
"duration_ns": 2345
}
}
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3.4. Verification

The Verification primtive records how the result was verified:
Verifier identifier
Verification nethod

Verification tine
Resul t

O o0Oo0oo

Exanpl e:
{

"verification": {
"verifier": "aiip://audit.service",
"met hod": "ots_verify",
"time": 1734149110000,
"result": "valid"

}
}

3.5. Responsibility Chain

The four primtives, when conbined, forma conplete responsibility
chain that answers

Wiy was this done? (Judgnent)

Who requested it? (Del egation)

VWhat happened? (Term nation)

How was it verified? (Verification)

O O0OO0Oo

I mpl enent ati ons MJST include all four primtives to forma conplete
chain. Each primtive MAY be hashed individually to allow selective
di scl osure while naintaining chain integrity.

4. OIS Evidence Chain

While the four primtives provide structure for accountability,
they nmust be made i nmutable and verifiable to serve as evidence.
HIS uses OIS (Open Ti nestanp) proofs anchored to the Bitcoin

bl ockchai n for this purpose.

4.1. OIS Proof Overview
OrS proofs work as foll ows:
1. Conpute SHA-256 hash of the data to be proven
2. Submit the hash to the Bitcoin network via Open Ti nmestanp
3. A Bitcoin transaction includes the hash, creating an i nmutable
ti mestanp
4. Generate an OTS proof file for verification
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Key properties:
Decentralized: No trusted third party required
| mrut abl e: Once anchored, cannot be altered

Publicly verifiable: Anyone can verify with Bitcoin data
Court-admi ssible: Recognized in multiple jurisdictions

O o0Ooo

4.2. Locking the Chain



HJS does not sinply prove individual primtives - it |ocks the
entire responsibility chain together

Hash each prinitive individually (allow ng sel ective disclosure)
Combi ne the four hashes into a chain hash

Generate an OTS proof of the chain hash

The OTS proof becones the evidence | ock that binds all conponents
t oget her

PR

This ensures that:

0 Any tanpering with any primtive breaks the chain

o Partial disclosure is possible wthout breaking trust

0 The entire chain has a single, verifiable tinestanp
5. Evi dence Format

5.1. Conplete Evidence Structure

The conpl ete HIS evi dence package incl udes

"hjs": {

"version": "1.0",

"primtives": {
"judgnment": { ... },
"del egation": { ... },
"termnation": { ... },
"verification": { ... }

}

"hashes": {

"judgnment _hash": "base64url (sha256(j udgnent))",
"del egation_hash": "base64url (sha256(del egation))",

"term nati on_hash": "base64url (sha256(term nation))",

"verification_hash": "base64url (sha256(verification))",

"chai n_hash": "base64url (sha256(j udgment _hash + del egati on_hash + term nation_ha
sh + verification_hash))"

}

"evi dence": {

"ots_proof": "base64url (ots-proof-data)",
"bitcoin_ txid": "txid",

"timestanp": 1734149123000

}
}
}
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5.2. Verification Process
To verify an HIS evi dence package

Verify the OIS proof using standard OTS tools

Confirmthe OTS proof matches the chain_hash

Reconpute each prinitive' s hash and verify against stored hashes
Optionally, verify individual primtives w thout accessing others
Check that the chai n_hash matches reconputed comnbination

OhwNPE

Thi s process can be perfornmed by anyone with access to Bitcoin
bl ockchain data, without requiring access to the original A system

6. Relationship with O her Protocols



6.1. Conplenenting AIIP

The AlI P architecture [draft-sogononi an-aiip-architecture-03]
defines execution receipts and requires attestation evi dence.
HJS naturally conpl ements AlIP by providing exactly what AlIP
requires but does not specify:

| Al'l P Requirenent | HIS Sol ution |

| Attestation evidence | OTS proofs anchored to Bitcoin

| Execution receipt | Can be extended with HIS primtives
| Auditability | Conplete responsibility chain

| External anchoring | Bitcoin blockchain

However, HJS is not a subset or extension of AIIP. It is a conplete,
st andal one accountability layer that can

0 Be used with AllP by enbeddi ng HIS evidence in AlIP receipts
0 Be used with any other comruni cation protoco
0 Be used entirely independently for |ogging and audit purposes

6. 2. | ndependence
HJS makes no assunptions about:
0 How agents communi cate (HTTP, AllP, custom protocols)
o What Al nodels are used
o Where execution happens (cloud, edge, TEE)
o Which jurisdiction applies
It provides a jurisdiction-agnostic, protocol-independent
accountability layer that can be added to any Al system
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7. Use Cases
7.1. Regul atory Conpliance
Organi zations subject to regulations (finance, healthcare, EU Al Act)
can use HIS to denonstrate conpliance by maintaining verifiable
records of Al agent decisions, including:
What data was used (Judgnent)
VWho aut horized the action (Del egation)
What happened (Term nation)

How it was verified (Verification)
I mut abl e proof of all of the above (OIS evi dence)

Oo0oooo

7.2. Dispute Resol ution
When di sputes arise about Al agent actions, HIS provides
o Cryptographic proof of what happened
0 Court-adm ssible evidence recognized in nultiple jurisdictions
0 Ability to verify w thout accessing the original Al system

7.3. Audit Trail

HIS creates a conplete, imutable audit trail for Al agent
operations, enabling:



Internal audits
Third-party audits
Regul at ory exami nati ons
Forensi c anal ysi s

O o0Oo0oo

8. Security Considerations
The security of HIS evidence depends on

0 Bitcoin blockchain: As of this witing, Bitcoin has never been
successfully reorgani zed to alter confirned transactions,
provi ding strong assurance of inmutability.

0 Hash functions: |nplenentations MIST use SHA-256 or stronger hash
functions.

0 Key managenent: |f signing is used (e.g., for verifier identity),
i mpl ement ati ons MJUST foll ow best practices for key security.

0 Selective disclosure: The ability to verify individual primtive
hashes wi thout revealing their content enables privacy-preserving
audi ts.
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9. I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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