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Abst ract

Thi s docunent outlines requirenents for extending the BGP Mnitoring
Prot ocol (BMP) to provide conprehensive nmonitoring of RPKI-related
processes on routers, including RPKI data acquisition, RPKI-related
policy configuration, route validation, and the inpact of validation
on routing decisions. The proposed extensions aimto standardize
router-side nmonitoring of RPKI within BWMP, focusing specifically on
RPKI's effect on BGP routing decisions while maintaining a clear
scope boundary with other nonitoring nmechanisns such as YANG nodel i ng
and streanming telenetry for RPKI-to-Router (RTR) protocol operations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
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This Internet-Draft will expire on 2 Decenber 2026.
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1. Introduction

The Resource Public Key Infrastructure (RPKI) enhances BGP security
by enabling cryptographic validation of route origins [ RFC6483]

[ RFC6811] and AS paths [I-D.ietf-sidrops-aspa-verification]. Despite
growi ng adoption of RPKI, standard inplenentations of the BGP

Moni toring Protocol (BMP) [ RFC7854] do not natively support
monitoring of RPKI-related data. This linmtation hanpers visibility
into RPKI validation processes and their inpact on network

operati ons.

VWi | e existing proposals aimto extend BVMP for specific aspects of
RPKI nonitoring, such as reporting invalid routes

[1-D.ietf-grow bnmp-path-marking-tlv] [I-D.ietf-growbnmp-rel] or
providing validation statistics [I-D.ietf-grow bnmp-bgp-rib-stats], a

Wang, et al. Expi res 2 Decenber 2026 [ Page 2]



I nternet-Draft BMP- RPKI - MON- REQS May 2026

conpr ehensi ve and end-to-end nmonitoring framework for the RPKI
lifecycle on the router is still lacking. This document defines
requi renents and extensions for BVMP to nonitor four key stages:
* Acquisition of RPKI data;

* Configuration of RPKI policies;

* Validation of routes using RPKI

* | npact of RPKI validation on routing decisions.

It is inmportant to note that this docunent focuses on nonitoring

RPKI's effect on BGP routing decisions, not on replicating the
operational nmonitoring of the RTR protocol itself. Operationa

aspects of RTR — such as session managenent, protocol version
negoti ati on, cache server health, and synchronization sequence
nunbers — are better served by YANG nodeling and streamnming telenetry

mechani sms. BMP and YANG/ tel emetry are conpl ementary: YANG handl es
RTR protocol operations, while BMP (as extended by this docunent)
handl es the inpact of RPKI data on BGP route validation and

sel ection. Section 7 discusses this scope boundary in nore detail.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
3. Requirenents Overview
The BMP extension for RPKI nonitoring SHOULD
* Monitor extensible RPKI data from various sources on routers,
i ncludi ng through RPKI-to-Router Protocol (RTR) [RFC3210], BGP
[ RFC4271], static configurations, or SLURM | ocal exceptions
[ RFC8416] ;

* Enable real-tine nonitoring of the route validation process on the
router [ RFC6811];

* Facilitate the correl ati on between RPKlI validation states and BGP
routing deci sions;

* Scale efficiently across diverse validation types.
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Consequently, this docunent identifies four key stages in the RPKI
Iifecycle on routers which necessitate detailed nmonitoring and
reporting:

3.1. RPKI Data Acquisition

To ensure accurate and tinely acquisition of RPKI data, network

adm nistrators require BMP to provide real-time, consistent

moni toring of the health and status of all RPKI data sources. These
sources include RTR connections to RPKI caches, i BGP and eBGP peers,
| ocal static configurations, and SLURM | ocal exceptions [ RFC8416].
Thi s enabl es rapid detection and response to faults or outages in
data provisioning. Accordingly, BMP SHOULD report a comon set of
source-type-agnostic status fields for each source, with source-type-
specific paraneters avail abl e as optional extensions.

3.2. RPKI Policy Configuration

Routing policies on the router may change dynamically, therefore
real-tinme nmonitoring i s necessary to ensure correct inplementation
and pronmpt m sconfiguration detection of RPKI-based policies. To
achieve this, BMP SHOULD report gl obal RPKI enforcenment status, RPKI-
related validation rules and policies for each peer, and any SLURM

| ocal exceptions [ RFC8416] that nodify the effective validation

dat aset .

3. 3. Route Validation with RPKI

Routers fromdifferent vendors inplenent RPKI-based route validation
— including origin validation and path validation — with varying
approaches. To facilitate accurate troubl eshooting agai nst

val i dati on outcones, BMP SHOULD report the RPKI validation state as
well as the related rules that contribute to the state.

3.4. Inpact of RPKI Validation on Routing

A router may inplenent numerous routing policies, resulting in
compl ex routing behavior that obscures the influence of RPKI
val i dation on decision-making. To provide visibility into this

i mpact, BMP should report both intended outconmes and uni ntended side
effects that are caused by the RPKI validation process.
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4.

4.

RPKI Confi guration Mnitoring

This section describes the nonitoring of RPKI configuration on
routers, enconpassing both RPKI data source status and RPKI-rel ated
policy settings. These two aspects are closely correlated — both
describe how RPKI is set up on the nonitored router — and are
therefore consolidated into a single RPKI_CONFI G nessage type (Type =
TBD1). This consolidation reduces the BMP nanmespace footprint and
enabl es natural correlation between data source state and policy
configuration.

1. RPKI Data Source Status

BMP SHOULD enunerate all sources of RPKI data on the nonitored
router. These sources include RTR connections to RPKI cache servers,
i BGP sessions, eBGP sessions, local static configurations, and SLURM
| ocal exceptions [ RFC8416]. For each source, BMP SHOULD report a
common set of source-type-agnostic fields

* A source type identifier indicating the kind of source (RTR iBGP
eBGP, static, SLURM;

* The reachability or connection status of the source (e.g., active,
idle, not applicable);

* The total nunmber of RPKI records received or configured, including
ROAs and ASPAs;

* The tinestanp of the nost recent synchronization or update;

* The cumul ative error count;

* (Optionally, a CCR hash [I-D.ietf-sidrops-rpki-ccr] when supported
by the inplenentation, to enable verification of the RPKI dataset

versi on being used for validation.

In addition, source-type-specific parameters MAY be reported as
optional extensions within each source’s TLV group:

For RTR sources

* The RPKI cache’s designation as primary or backup, including its
priority in the selection order;

* The version of the RTR protocol in use (e.g., version 0 [RFC6810],
version 1 [ RFC8210]);
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* The type of TCP connection established (e.g., plain TCP, TLS,
SSH) ;
* The | P address and port nunber of the cache.
For i BGP sources
* The | P address of the i BGP peer providing the RPKI data.
For eBGP sources

* The | P address and AS nunber of the eBGP peer providing the RPKI
dat a;

* The AS relationship between the eBGP peer and the current AS.
For static configuration sources:

*  The tinmestanp of the last nodification to the static
confi guration.

For SLURM sources [ RFC8416]:

* The nunber and type of |ocal exceptions (prefix assertions and
prefix filters);

* The tinestanp of the last nodification to the SLURMfil e;
* Read/wite errors of the SLURM confi guration

Note that CCR hash val ues, when they become commonly inpl enented, can
hel p a BVMP consuner verify which version of the RPKI database is
bei ng used for validation. However, CCRw Il require tine to mature
and becorme commonly available. [|nplenentations SHOULD i ncl ude the
CCR hash as an optional field that can be adopted when ready. In

mul ti-source scenarios where RPKI data is acquired frommultiple

sour ces sinultaneously, per-source CCR hashes (where avail abl e)
provide pre-nerge visibility, while the effective post-merge dataset
used for validation may be influenced by SLURM | ocal exceptions

4.2. RPKI Policy Configuration
BMP SHOULD report the RPKI-related policy configuration, which may be
applied globally (uniformy applied across all peers) or on a per-
peer basis (for exanple, only applied to the provider). The reported
i nformation SHOULD i ncl ude:

*  The enabl ement status of RPKI validation;
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* The enabl ed set of validation rules derived from RPKI data, such
as VRPs or ASPA entries;

* |f enabled, the configured actions for routes with Invalid or Not-
Found st ates;

*  SLURM | ocal exceptions [RFC8416]: which RPKI validation rules are
| ocal ly overridden, including prefix assertions (locally added
VRPs) and prefix filters (locally renmoved VRPs). SLURM exceptions
SHOULD be treated as a first-class nonitoring item as they
directly shape the effective validation dataset used by the
router.

Note that since the size of the total validation rule set could be
really large, BWMP could only convey the route features of enabl ed
validation rules. These features could be |ogical conbination (AND
OR) of a series of conditions (the origin ASes should be within a
certain set, the origin ASes should be a certain role such as the
custonmer, the rule source should only be static or iBG?, etc). The
networ k admi ni strator could conbine the features and per-route
specific information in the next section to obtain the tota

val idation rules

4.3. RPKI_CONFI G Message For nmat

To convey the information descri bed above, a new BMP nessage type
RPKI _CONFI G (Type = TBD1) SHOULD be defined. This nmessage
consol i dates what were previously separate RPKI _SOURCE and

RPKI _PQOLI CY nessage types. The RPKI_CONFI G nessage SHALL use the
standard BMP common header followed by Type-Length-Val ue (TLV)

el ements per [I-D.ietf-growbnp-tlv]. Data source status and policy
configuration are distinguished by G oup TLV sub-types within the
same nessage. For data source information, TLVs SHALL be grouped per
RPKI data source, with each group using a Goup TLV to index

St atel ess parsing TLVs contai ning the commbn and source-specific
fields. A dedicated TLV within each group SHOULD specify the source
type to ensure consistency and scalability. For global policy
configurations, TLVs SHALL specify the validation rules and the
actions associated with each non-valid state (i.e., Invalid and Not -
Found), such as filtering, priority reduction, tagging, etc. For
per-peer policy configurations, the nmessage SHALL incl ude an
addi ti onal per-peer header, followed by TLVs that detail the RPKI

rul es and policies specific to each peer
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5. Route Validation with RPKI

BMP SHOULD be extended to report both statistical summaries of
validation results on a per-peer basis and detail ed validation
information for each route.

5.1. Validation Statistics

For each peer, BMP messages SHOULD include counts of received routes
categorized by their RPKI validation states. Rather than introducing
a dedi cated RPKI statistics nmessage type, it is RECOMVENDED t hat

RPKI -rel ated statistics be reported using the existing BMP Statistics
Report Message [ RFC7854] with new RPKI-specific Stat Type codes

Thi s approach aligns with the existing BMP extensi on ecosystem
particularly the approach taken by [I-D.ietf-grow bnp-bgp-rib-stats].
The new Stat Type codes SHOULD cover:

*  The nunber of routes in each validation state: Valid, Invalid, and
Not - Found;

* (Optional statistics, such as the number of routes filtered as a
result of RPKI validation

Thi s approach avoids the overhead of a new nessage type while
providing a natural extension point for future RPKI-rel ated
statistics.

5.2. Per-Route Validation Report

For any individual route, since it may go through nmultiple types of
validations, and may hit nultiple validation rules, BMP SHOULD report
not only the overall validation state, but also every validation rule
which is hit. Therefore, for per-route validation report, it is
RECOMVENDED t hat a dedi cated Val i dati on Report Message

RPKI _VALI DATI ON (Type = TBD2) be defined, by enhancing the origina
Rout e Monitoring Message with additional TLVs. These TLVs shoul d
descri be:

* The overall validation state, including Valid, Invalid or Unknown;

* The types of validations the route goes through;

* The information of all relevant validation rules, including the
rule content (ROA entry for origin validation, ASPA entry for path
val idation, AS group set for region validation, etc), the data

source, the expiration date, and the specific validation state for
each rul e.
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Note that if the overall validation state is Valid, the specific
validation state for every relevant validation rule should be valid;
if the overall validation state is Unknown, there shouldn’'t be any
rel evant validation rule; if the overall validation state is Invalid,
there should be at |east one relevant validation rule whose specific
validation state is Invalid.

6. Inpact of RPKI Validation on Routing

BMP SHOULD report the consequences of RPKI validation on route
sel ection, with a particular focus on routes whose sel ection status
is altered by RPKI validation

* Routes that are denoted due to RPKI validation (i.e., routes that
woul d have been sel ected as the best path wi thout RPKI but are not
sel ected when RPKI is enabled);

* Routes that are pronoted due to RPKI validation (i.e., routes that
woul d not have been selected as the best path without RPKI but are
sel ected when RPKI is enabl ed).

For each route affected by RPKI validation, the BMP extensi on SHOULD
report:

* The validation information, as detailed in the Route Validation
st age;

* The actions applied to the route follow ng validation, such as
degradation of preference, attribute tagging, or exclusion from
the sel ection process.

Furt hernmore, the BMP nessage SHOULD include information about the
al ternate best route:

* For routes denmpted due to RPKI, the nessage SHOULD report the new
best route selected with RPKI enabl ed;

* For routes prompted due to RPKI, the nmessage SHOULD report the
best route that would have been sel ected w thout RPKI.

This facilitates a direct conparison of routing decisions with and
wi t hout RPKI, thereby enhancing the understanding of RPKI's influence
on BGP path sel ection.

To enabl e per-route reporting of RPKI's inmpact on BGP routing, it is
RECOMVENDED t hat a dedi cated Validation | npact Message RPKI | MPACT
(Type = TBD3) be defined, by enhancing the original Route Monitoring
Message with additional TLVs, to capture changes in route handling
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due to RPKI validation and policies. Wen a route is affected — such
as being dropped, deprioritized, or superseded by another route — due
to RPKI validation, such message could be triggered to report the
incident. This nessage SHOULD i ncl ude:

* The prefix and attributes of the affected route;
* The RPKI validation state of the affected route;

* Details of all the relevant RPKI validation rules of the affected
rout e;

* The policy action enforced on the affected route (e.g., drop,
reduce priority, tag);

* |Information of the alternate best route, including its prefix,
attributes, and RPKI validation state.

7. Relationship with Qher Mnitoring Mechani sns

The extensions defined in this docunent are designed to conpl enent,
not replace, existing nonitoring nechanisns for RPKI-related protoco
state. In particular, the operational state of the RPKI-to-Router
(RTR) protocol — including session managenent, protocol version
negoti ati on, cache server health, synchronization sequence nunbers,
and PDU-| evel exchanges — is better addressed by YANG nodel i ng and
streamng tel enetry.

The division of responsibility is as foll ows:

* YANG / streaming telenetry: RTR session managenent, protoco
operations, cache server certificate details, and other
operational state of the RTR protocol itself;

* BWMP (this docunent): what RPKI data the router has acquired (from
any source), what validation rules are in effect, how each route
is validated, and how validati on outcones change route selection —
i.e., the inmpact of RPKI on BGP routing.

The RPKI data source status reported by the RPKI _CONFI G nessage

([ RFC8210]) is intentionally kept at a sunmary | evel — just enough
for a BMP consunmer to know whether the router’s RPKI data is current
and conplete, without delving into RTR protocol internals. Source-
type-specific details (such as RTR protocol version or cache
priority) are provided as optional extensions for inplenmentations
that find themuseful, but are not required.
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8. Security Considerations

8. 1.

Transm ssion Security

To ensure the integrity and authenticity of the transmtted
moni toring data on RPKI, BMP MJST support the follow ng requirenents:

*

8. 2.

Prot ocol safety: BMP MJST enpl oy either TCP Authentication Option
(TCP- AO) [ RFC5925] or Transport Layer Security (TLS) to encrypt
the nonitoring sessions.

Data integrity: BMP shoul d enforce nmechanismlike end-to-end
signatures to ensure the integrity of critical data such as ROA
validation result fields and AS PATH change records, and validate
the integrity of the received data prior to extracting the content
of the data to prevent the propagation of tanpered or corrupted
informati on. The signing/verification keys could be dynanically
derived fromthe RPKI certificate authority chain or managed

t hrough ot her secure nechani sns, and forma cross-verification
mechanismwi th the source AS validation results of BGP UPDATE
messages (where applicable) to prevent malicious roll back or
tanmpering of the related nonitoring data during transm ssion.

Qperational Security

To ensure the extended BMP aligns with router’s origina
configuration, BMP MJST support the follow ng requirenents:

*

Wang,

Prot ocol transparency: The nonitoring data collection nust
strictly adhere to the "zero-intrusion" principle. For operations
i nvol ving the RTR protocol [RFC8210], only read-only interfaces
are permtted to retrieve certificate synchronization status, and
any nodification to the router’s | ocal RPKI cache tree structure
is prohibited. The polling frequency of nonitoring probes should
be restricted, and appropriate nenory access |layer protections
must be inplemented to prevent cache reconstruction triggered by
moni toring data extraction. Additionally, the acquisition of

coll ected ROA validation records should not interfere with real -
time traffic processing.

Forward conpatibility: Wen the router does not enable the
nmonitoring function recommended by this standard, or when the
monitoring function fails, its native RPKI validation process

[ RFC6811] and BGP decision logic nust maintain full functional
consi stency to prevent unintended routing policy changes caused by
the nonitoring mechani sm
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9. | ANA Consi derations

Thi s docunent requires I ANA to assign values for the foll ow ng new
BMP nessage types and their associated TLVs:

* TBDl: RPKI_CONFIG — for reporting RPKI data source status and
policy configuration;

* TBD2: RPKI_VALIDATION — for reporting per-route RPKI validation
det ai | s;

*  TBD3: RPKI_I MPACT — for reporting the inpact of RPKI validation on
routing deci si ons.

Additionally, this document requires | ANA to assign new Stat Type
codes for use within the existing BMP Statistics Report Message, to
report RPKI-related validation statistics.

The registration procedures for these assignments SHALL foll ow t he
policy outlined in [ RFC7854].
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