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Abst ract

This draft exam nes data transmission security in Industrial Internet
identity resolution systens. As pivotal infrastructure enabling
secure cross-organi zational sharing and intelligent correlation of
het er ogeneous data, these systens require robust security services
during resol ution processes. The analysis focuses on essenti al
protective measures for identity resolution operations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 22 Novenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

Identity resolution systemis an inportant network infrastructure for
the Industrial Internet. It provides codes, registration and

resol ution services for industrial equiprment, machines, materials,
parts and products to achieve interoperability, secure sharing and
intelligent association of heterogeneous information, which is an

i nportant cornerstone for the rapid devel opnent of the Industria
Internet. Typical global identity resolution systems in existence

i nclude the Handl e system [ RFC3650] [ RFC3651], the (bject ldentifier
(AOD) resolution system[O D], etc. |In order to ensure the security
of data transmi ssion involved in the Industrial Internet identity
resol ution systens, the security technical requirenents are

formul ated to enhance the security of the entire Industrial Internet
identity resolution systemand reduce the security risk caused by
data | eakage. The security technical requirements can be applied to
the pl anni ng, construction, operation and nanagenment of data

transm ssion security of Industrial Internet identity resolution
systens.

Scope

This draft specifies the security technical requirenents for the
transm ssion of Industrial Internet identity resolution data.

This draft applies to the planning, construction, operation and
management of the Industrial Internet identity resolution data
transm ssion security of the relevant parties.

Ternms and Definitions
1. International Root Node

I nternational root nodes serve as the global top-tier infrastructure
for identity resolution systens, operating independently of

geogr aphi ¢ boundaries. These nodes fulfill dual core functions:
delivering universal root-level identity services worldw de while
enabling localized data synchroni zation and regi strati on nmanagenent
for hierarchical nodes across national networks.
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3.2. National Root Node

A national root node is the top-level node within a country or a
region, which is connected to the international root node and
secondary nodes, provides top-level identity resolution services for
t he whol e country.

3.3. Secondary Node

A secondary node is a public node providing identity services for
specific industries or nmultiple industries. Secondary node is
responsible for allocating identity and providing identity
registration, identity resolution and identity data services for
industrial enterprises. Two types of secondary nodes exist, nanely
i ndustry secondary nodes and conprehensi ve secondary nodes.

3.4. Enterprise Node

An enterprise node is an intra-enterprise identity service node which
is able to provide identity registration, identity resolution service
and identity data service for a specific enterprise. An enterprise
node shoul d be connected to a secondary node.

3.5. Recursive Node
A recursive node is the key entrance facility of the identity
resol ution system whose responsibility is to cache the resolution
data in the process of identity resolution, in order to reduce the
anount of resolution data processing and i nprove the efficiency of
resol ution services

3.6. Transm ssion Security

Protect the confidentiality, integrity, availability and tineliness
of data transmitted over the network.

3.7. Privacy
Privacy refers to the authority that individuals have to contro
their information, including who collects and stores it and who
discloses it.

3.8. Personal Data
Personal Data refers to the information that a natural person can be

identified directly through the data, or indirectly through the data
conbined with other information.
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4. Abbreviation

[ oo by s oo oo oo
| Abbreviation | Ful | Nane |
[ e e e e e e e e e e e e e s e
| TLS | Transport Layer Security |
oo o m o e e +
| I PSec | Internet Protocol Security |
o e e - o e e e e e e e e e e e e e e +
| HTTPS | Hypertext Transfer Protocol Secure

oo o m o oo +
| OD | oj ect ldentifier |
oo o m o e e e +
| DNS | Domai n Name System |
o e e - o e e e e e e e e e e e e e e +
| ENOCDE | Ent erpri se Node

oo oo oo +
| 11P | I ndustrial Internet Platform|
oo Fom o e e +
| Handl el D | Unique ldentification of Equipment |
o e e - o e e e e e e e e e e e e e e +

Tabl e 1: Abbrevi ation
5. Overview

The Industrial Internet identity resolution and nanagenent service
systemrepresents a conprehensive platformthat supports gl oba
traceability managenent of industrial |oT product data and enabl es
dynani ¢ sharing of information throughout the entire product
lifecycle. This systemleverages the capabilities of security

i dentity managenent and resolution to acconplish these objectives.
In the context of Industrial Internet identity resolution, data
transm ssion pertains to the technol ogy enployed in the Industrial
Internet terminal to obtain and transmt information. The security
of this transm ssion involves various dinensions, including the basic
security protection nmeasures in network security, functional domain
data transm ssion within and across domains, and the entirety of the
system s |ifecycle.
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o e e oo +
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Figure 1. Industrial Internet lIdentity Resol ution and Managenent
Service System
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6

Security Protection Scope

The security protection scope of the Industrial Internet identity
resol uti on and nanagenent service system proposed in this draft

mai nly neans that the identity is witten into the device and is
responsi ble for collecting product information, including device
nmodel , device type, generation batch, generation date, generation
site, device production information |ink, device description data
link, etc., integrate this information into identity data, and then
publish it to the data exchange system for access by identity
resolution enterprise nodes. Anpbng the identity resol ution
enterprise node, the identity resolution secondary node, and the
identity resolution root node, the process of data synchronization
bet ween the application scenarios, the collection of data
transm ssi on technol ogi es used, is used to provide security assurance
and security support for the Industrial Internet identity data
transm ssi on.

The scope of Industrial Internet identity data transm ssion security
protection specifically includes the security and the security
support of the data transmission interface within and between the
functional domains of the Industrial Internet identity resolution
system Its roleis in the whole life cycle of the system (planning
and desi gn, devel opnent and construction, operation and nai ntenance ,
abandonnment and exit).

Wang, et al. Expi res 22 Novenber 2025 [ Page 7]



I nternet-Draft Data Transm ssion Security of IR May 2025
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Figure 2: Industrial Internet lIdentity Resolution and Managenent
Service System

7. Security Technical Requirenents

During the transm ssion of gathered data, it is crucial to verify the
identities of the conmunication parties to confirmthat only

aut hori zed users are involved in sending or receiving information.
This verification is typically acconplished through cryptographic

met hods like digital signatures. It is also necessary to ensure the
data remains confidential and that any attenpts at alteration are
noti ceabl e throughout the transm ssion. To maintain the secrecy and
integrity of the data in transit, established cryptographic

techni ques such as encryption, hashing, and digital signhatures are
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utilized.
7.1. Data Transmission Integrity

Data transm ssi on should conmply with the foll owi ng conmon
requirenents:

1) Support the information integrity check mechani sm during

transm ssion to realize the transmission integrity protection of
managenent data, authentication information, sensitive information,

i mportant business data and other data (such as: check code, nessage
abstract, digital signature, etc.).

2) Shoul d have transm ssion delay and interrupt handling capabilities
to ensure the integrity of the data.

3) Cryptographic technol ogy should be used to protect the integrity
of inportant data in transmt.

4) Measures should be taken to recover the data when data integrity
i's conmprom sed

7.2. Data Transmission Availability

The tineliness and accuracy of the data should be guaranteed during
data transm ssion. Specifically:

1) Tineliness: the feature of identifying historical data received or
data beyond the tine limt. Specifically, the data comes fromthe
systemusing a unified tine allocation/correction nmechanism and the
data should include tine stanps, etc.

2) Accuracy: Wen there is an acceptable error in the data, there is
an overload to ensure the normal acquisition of the data in tine.

7.3. Data Transmission Confidentiality

When transferring data, it is necessary to ensure the confidentiality
of the data, including:

1) For inportant data, authenticate information and inportant

busi ness data such as user passwords, bionetrics, private keys,
symretri c keys, product order information, and unique identity of a
device (Handle I1D), a certain strength encryption algorithmor other
ef fecti ve measures shoul d be used to guarantee confidentiality.

2) Appropriate security protocols (such as HITPS, SSH, |PSec, TLS
etc.) should be used to safeguard the data being transnitted
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7.4. Data Transm ssi on Authentication

Ensure the legitimacy of the identities of both parties in the data
transm ssi on, which neans, ensure the identity authentication of the
subj ect to the object before the interaction, and establish a trusted
transm ssi on path.

7.5. Data Transm ssion Strategy

Establish a formal transm ssion strategy to protect the security of
all types of information transnmitted through comunication
facilities, and neet:

1) Carify the type and scope of information that can be transmtted
in plain text.

2) For sensitive data, such as user passwords, bionetrics, private
keys, symmetric keys, etc., an encrypted transmi ssion strategy is
required.

7.6. Dat a Transm ssi on Protoco

The protocol should address the safe transm ssion of internal and
ext ernal business, and neet:

Cryptographic algorithms such as data abstract, signature, and

aut hentication shall use the cryptographic al gorithns and

conbi nations of abstract, signature, and authentication required by
national regul ations or national nandatory standards.

7.7. Mintenance and Update of Transmi ssion Protoco

The confidentiality protocol for data transm ssion should be
regul arly maintai ned and updated so that the procotol should reflect
the requirenents for data transm ssion security protection and neet:

1) The transm ssion security protocol needs to be reviewed every year
to ensure that the agreenent should reflect the requirenents for data
transm ssion security protection

2) Wien new services are |aunched or existing services are changed,

the transm ssion security protocol needs to be audited and updated if
necessary
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7.8. Log and Audit

The transm ssion systemshall |og and audit the follow ng security
failure events. The content of the log shall at |east contains date/
time, event type, event subject, event description, event result

i nformati on, and neet the follow ng requirenents:

1) The results of data transm ssion channel creation

2) Transm ssion device online nonitoring abnormalities and al arm
events

3) Malicious programintrusion alert event

4) Configuration nodification operations caused by adm ni strators/
non-adm ni strators

8. Protection D nension

From t he perspective of security requirement analysis and protection
schene design, the follow ng i npl ementabl e protection solutions can
be consi der ed.

8.1. Physical Security

Ensuring physical security enconpasses device hardware security,
anti-interference measures, and prevention of transm ssion
interception. Qualified devices nmay al so i ncorporate security chips,
encryption, key storage, and device identity authentication
capabilities. Wthout robust physical security neasures in place,

i mpl ementing other security neasures becones chal |l engi ng.

8.2. Authentication Mechani sm

This involves incorporating nmultiple authentication and access
control mechani snms, such as dual -factor authentication and
fingerprint scanners, suitable for |0oT devices. Enhancing the
security of human-machine interaction and machi ne-machi ne interface
ensures the overall data security.

8.3. System Security

It involves reinforcing the security of the operating system
including digitally signing the operating systemcode to prevent
tanpering. Additionally, the access interfaces (APIs) provided by
the systemexternally need to be secured. Data transm ssion

i nterfaces should be anal yzed to provide encryption and integrity
protection functions.
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8.4. Transm ssion Security

The protocol design at the transport |ayer should systematically
anal yze security and privacy threats and risks, ensuring the
derivation of appropriate safety requirenents. Preventing privacy
viol ati ons should al so be considered as one of its primary

consi derati ons.

8.5. Network Security

Traditional network security devices and functions can still serve as
means or supplenents to Perineter Security in the Industial Internet.
Exanpl es include gateway security, firewalls, antivirus and anti -

mal war e products, intrusion detection systens (I1DS), and intrusion
prevention systemnms (IPS)

8.6. Application Security

I oT application devel opers nmust prioritize the security and privacy
protection of their applications. Wen designing |oT systens, a
compr ehensi ve anal ysis of security should be conducted, finding a
sui tabl e tradeoff between user experience and protection

8.7. doud Security

Consi dering the constrai ned processi ng power of |oT devices, security
solutions for cloud data in the Industrial Internet should take into
account the distinctive characteristics of 10T data, including its
hi gh vol une endpoints and rapid fl ow.

9. Data Full Cycle Security
9.1. Data Collection Security

When collecting data, it is necessary to conply with relevant |aws
and regul ations, especially when it conmes to personal data, so that
users are inforned, and must follow the principles of user consent,

m nimze collection, collect the required data according to need, and
clearly set out the scope of collection and the purpose of use in the
privacy policy.
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9.2. Data transm ssion security

When transmitting the collected data, the identity of the two

conmuni cating parties is identified to ensure that the entity
receiving or sending the data is a legitinmate user, at which tine
digital signatures and other cryptographic techniques are nmainly used
to realize identity authentication. During transm ssion, it nust be
ensured that the data content will not be | eaked and the data can be
percei ved after being tanpered with, i.e., the confidentiality and
integrity of the transmitted data nust be ensured, which can be
realized by using traditional cryptographic algorithns, such as
encryption, hash, digital signature, and so on

9.3. Data storage security

When storing data, the data should be stored in hierarchica

i solation, according to the sensitive |level of the data, and the data

of different levels can be stored in different hard di sks by using

physi cal isolation, or by using logical isolation, using
virtualization and other related technol ogies to achi eve isolation
between the areas where the data of different |evels are | ocated.
10. Security Considerations
This entire nmenop deals with security issues.
11. | ANA Consi derations
Thi s documents has no | ANA actions
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