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Abst ract

Thi s docunent defines the Cognition-Oiented Emergence (COE)
protocol, a lightweight, mnimalist, narrow waist cognitive
interaction protocol. CCE provides a unified "cognitive interaction
| ayer" for the fragnmented ecosystem of world nodels. Through four
core primtives -- Judge (J), Delegate (D), Terminate (T), and
Verify (V) -- CCE enabl es heterogeneous world nmodel s and Al agents
to reach verifiable consensus on shared world states within a
traceabl e, auditable, and evol vabl e framework.

Unli ke JEP, which focuses on "accountability tracing" (post-hoc

audit), COE focuses on "cognitive consensus" (ex-ante / in-situ

col l aboration). CCE does not depend on any specific world nodel

i mpl ementation; instead, it serves as a common "trust operating

systemt and "col | aboration granmar” for them JEP answers "who is
responsi ble,"” and CCE answers "what the world is" -- both share the
JIDT/V prinitive gene, forming a conplete "cognitionZ@ficcountability"”
dual -1 oop architecture
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I nt roduction
Pr obl em St at enent

The worl d nodel field is flourishing with diverse technica
approaches (e.g., JEPA, Dreamer, Wrld Labs, Cosnps). However,
these nodels are isolated fromeach other in architecture, data
format, and interaction style, creating a severe fragnmentation
problem When nultiple agents (including humans and Al's) need to
col | aboratively perceive and understand the same physical space,
three core problens becone unavoi dabl e:

- Conflict Resolution: Cbhservations fromdifferent world nodel s may
contradi ct each other; no uniform nechani smexists to reconcile
t hem

- Consensus Formation: No trusted way exists to agree on "what the
world state is at this nmonment" across multiple observers.

- Traceable Verification: The process by which consensus is reached
cannot be traced or audited, eroding the trust foundation

CCE is designed as a standardi zed cognitive interaction |layer to
address these three probl ens.

Rel ati onship with JEP



CCE and JEP share the sanme J/D/T/V primtives but serve different
protocol |ayers:

JEP (Judgment Event Protocol): Focuses on accountability tracing
(post-hoc audit), answering "who decided what, under whose
authority, and who verified it" -- i.e., "who is responsible.”
JEP foll ows the philosophy of "mininmal intrusion, maxinmm
compatibility."

CCE (Cognition-Oiented Energence): Focuses on cognitive
consensus (ex-ante / in-situ collaboration), answering "how do we
coll ectively know what the world is" -- i.e., "what is the state.”

Together they forma conplete "cognitionZ fficcountability” dual -1 oop
system CCE establishes a shared understandi ng of the world; JEP
traces accountability for decisions made upon that consensus. CCE
events may be referenced by JEP as evidence.

1.3

Desi gn Phi | osophy

CCE follows the "minimal intrusion, maxinmmconpatibility"
phi | osophy and adopts a classic "narrow wai st" architecture:

1. 4.

M nimal core: Only J/DT/V semantics plus |ightweight consensus
mechani sns.

Decoupl ed | ayers: Heterogeneous world nodel s produce COE events
vi a adapters; upper-layer applications rely only on the stable
cognitive interaction grammar.

Verifiability: Al events carry digital signatures and hash

i nki ng; the consensus process is fully auditable.

Ter mi nol ogy

Thi s docunent uses the follow ng terns:

1.5.

Cognitive Unit (CU): Any entity capable of initiating, receiving,
or processing CCE events (e.g., human user, Al agent, software
service). Each CU has a unique identifier (e.g., D D).

World Model (WW: A nodel or franmework that understands and

predi cts physical world states. COE does not prescribe its
internal inplenmentation

Shared Wrld State (SW5): An agreed-upon description of a physica
or logical world state reached by nmultiple CUs via the COE
consensus nechanismat a specific point in tine.

CCE Event: A digitally signed JSON object initiated by a CU
describing exactly one atomic operation (J/DT/V) related to a
worl d state.

CCE Adapter: Lightweight software that translates a world nodel’s
internal outputs into standard CCE event format.

Consensus Engi ne: Core conponent of a COE inplenentation that
collects J/V events, resolves conflicts according to a policy,
and produces the current Shared Wrld State.

Audit Chain: A tanper-evident chain of CCE events |inked by

crypt ographi ¢ hashes in chronol ogi cal order.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2

2. 1.

Pr ot ocol Model

Core Cognitive Primtives

CCE inherits the four-primtive nodel fromJEP and HIS, extending it



into the "world observation" context:

- J (Judge): Initiates an observation assertion about a world state.
A CU declares "I observe X at this tine." J events are the
starting point of cognitive interaction and the base input for
subsequent consensus.

- D (Del egate): Del egates observation or confirmation authority to
another CU. This transfers cognitive load, stating "I request /
aut hori ze you to observe or confirmX. " D events can dynamically
adj ust the set of consensus participants.

- T (Terminate): Declares that a previously initiated observation
assertion (and its associated state) is no |longer valid or should
be termnated. This closes the lifecycle of a state.

- V (Verify): Cross-validates or confirns one or nore observation
assertions fromother CUs. This is the critical action for
consensus energence, stating "I confirm/ verify that
observation." V events provide credibility weighting for the
consensus engi ne.

These four primtives forma conplete cognitive interaction al gebra:
any conplex nmulti-agent collaboration scenario can be deconposed
into an ordered conbination of these four atomic operations. No
fifth primtive is required.

2. 2. Narrow Wai st Architecture

CCE adopts a classic "narrow wai st" architecture:

___________________ =
| Upper Layer: Diverse Milti-Agent Collaboration Scenarios
\ (robot coll aboration, AR/ VR co-presence, distributed sci- \
\ entific consensus, cognitive econony transactions, etc.) \
L

v
 —————
___________________ -
COE Core (Narrow Waist) — Standardized Only Here |
r——————————— T r——————————— T r———————
e 4
| J/IDT/IV \ | Li ghtweight | | Versioned Audit \ \
| Primtives | | Consensus \ | Chain (Gt-like \ \
| (cognition | | Engine \ | version control) \ \
| grammar) \ | (conflict \ \ \ \
| | | resolution) | | | |
L T 2 . 2 L
_____________ 2 |
-
___________________ J
|
| COE Adapters
 ——————————————
___________________ .
\ Lower Layer: Heterogeneous World Model |nplenentations \
\ (JEPA, Dreaner, World Labs, Cosnpbs, gane engi nes, physics \
\L sinmulators, etc.) |

Key advantages of the narrow wai st:
- Independent evol ution: Lower-layer world nodels can evol ve from
JEPA to quantum physi cs engi nes wi thout changing the CCE core;



upper -1l ayer applications can evolve fromsinple collaboration to
gl obal cognitive econony networks while the core protocol renmins
st abl e.

- Interoperability: Any world nodel capable of emitting JJDT/V
events can join the COE networKk.

- Mnimzed trust base: The CCE core is sufficiently small
(reference inplementation ~2000-3000 |ines of code), making it
easy to audit and formally verify.

3. COCE Event Format
3. 1. Ceneral Event Structure

A CCE event is a JSON object. Al inplenentations MJST support the
followi ng fields:

{
/1 Required Fields

"event id": "<UU D>",

"protocol": "COE",

"primtive": "J" | "D | "T" | "V,
"issuer": "<CU. |D>",

"timestanmp": "<RFC3339>",

[/ World Mbdel Context Fields
"target": "<WM I D>",

/1 J Primtive Fields (REQU RED when prinitive="J")
"assertion":

"subject": "<OBJECT_|D>",

"predicate": "<PROPERTY>",

"val ue": "<VALUE>",

"confidence": <0.0-1.0> // OPTI ONAL

b

/1 DPrimtive Fields (REQUJ RED when prinitive="D")
"del egate_to": "<CU | D>",
"del egati on_scope": "<SCOPE>", /1 OPTI ONAL

[l T Primtive Fields (REQU RED when primtive="T")
"ternminate_of": "<event _id>",
"term nate_reason": "<REASON>",

/1 V Primtive Fields (REQU RED when primtive="V")
"verify of": ["<event _id>", ...],
"verification_result": "confirned" | "rejected" | "partial",

/1 Audit Chain Fields
"prev_event _id": "<event_id>",
"hash": "<SHA256>",
"signature": "<SI GNATURE>"

3.2. Field Description

- event _id: dobally unique event identifier; MJST be a UU D v4
[ RFC4122] .

- protocol: Protocol identifier; MJST be "COE'". This distinguishes
CCE events from JEP or other protocols sharing the prinmtives.

- issuer: ldentifier of the CUthat initiated the event; SHOULD be
a VWBC Decentralized lIdentifier (DID) [D D CORE] or other URI.

- tinestanp: Event creation tine; MJST conformto RFC 3339.

- target: ldentifier of the target world nodel or scene; used to
associ ate all events pertaining to the same physical space.

- assertion: Cbservation assertion object; REQU RED when
primtive="J".



- subject: Identifier of the observed object.
- predicate: Name of the observed property.
- value: Value of the property; can be string, nunber, bool ean,
or JSON obj ect.
- confidence: OPTIONAL; CU s confidence in the observation,
0.0 to 1.0.

- delegate_to: ldentifier of the del egatee CU, REQUI RED when
primtive="D".

- del egation_scope: OPTIONAL; describes the scope of del egation
(e.g., "continuous_observation", "one_tinme_confirmation").

- terminate_of: event_id of the J event being term nated; REQU RED
when primtive="T".

- termnate_reason: Reason for termnation (e.g.
"observation_expired", "state changed").

- verify of: Array of event |IDs being verified; REQU RED when
primtive="V".

- verification_result: MJST be "confirned", "rejected", or
"partial".

- prev_event _id: event_id of the previous CCE event in the chain;
may be null for the genesis event.

- hash: SHA-256 hash of the canonical JSON serialization [ RFC8785]
of the event excluding the signature field.

- signature: Digital signature over the hash field using the
i ssuer’s private key; MJIST be Ed25519 [ RFC8032] or ECDSA with
SHA- 256.

3.3. Semantic Nanespace and Context |solation

CCE and JEP share the J/D/T/V primtives but with different

semantics. To avoid conflicts, all COE events MJIST include the

protocol field with value "COE". |Inplenentations MJST sel ect the

appropriate semantic parser based on the protocol field:

- If protocol ="CCE", interpret according to the "world observation
semanti cs defined herein.

- If protocol ="JEP", interpret according to the "accountability
traci ng" semantics defined in the JEP specification

A single CU MAY process both COE and JEP events, provided they are
validated within their respective semantic contexts.

3.4. Event Exanples
Exanmpl e 1: Robot A observes that a door is open (J event)

"event _id": "550e8400-e29b-41d4-a716-446655440000",

"protocol ": "COE",
"primtive": "J",
"issuer": "did:exanpl e:robot A",
"timestanp": "2026-04-19T10: 30: 002",
"target": "warehouse-zone-3",
"assertion": {

"subject": "door_ 01",

"predicate": "status",

"val ue": "open",

"confidence": 0.95

}

rev_event _id": null,
"hash": "sha256:...",
"signature": "..."

}

Exanpl e 2: Robot B confirms Robot A s observation (V event)

"event _id": "660e8400-e29b-41d4-a716-446655440001",
"protocol": "COE",
"primtive": "V',



4.

4. 1.

"issuer": "did:exanple:robotB",

"timestanp": "2026-04-19T10: 30: 052",

"target": "warehouse-zone-3",

"verify_of": ["550e8400-e29b-41d4- a716-446655440000"],
"verification_result": "confirmed",

"prev_event _id": "550e8400-e29b-41d4-a716-446655440000",
"hash": "sha256:...",

"signature": " "

Consensus Energence Engine

Consensus Engi ne Overvi ew

The consensus engine is the core conponent of a COE inplenmentation,
responsi ble for:

1.

2

4. 2.

Col l ection: Listening for and collecting J and V events targeting
the sanme world nodel (target).

Conflict Resolution: Wen different CUs issue conflicting
assertions about the sanme subject, resolving the conflict
according to the configured consensus policy.

Enmer gence: Producing the current Shared World State (SW5) and
recording its generation process.

Consensus Polici es

A CCE consensus engi ne MJST support at |east one of the follow ng
policies and SHOULD al | ow pl uggabl e configuration

4. 2.

Sinple Majority Policy

Suitable for scenarios with a small nunber of CUs and equal trust.

4. 2.

Rul e: Collect V events for a given assertion; the assertion is
confirnmed when the nunber of "confirmed" V events exceeds 50% of
all V events received for that assertion

Conver gence condition: Evaluation begins after receiving at |east
3 V events; a configurable timeout applies.

Wei ghted Trust Policy

Suitable for scenarios wi th heterogeneous CU capabilities and
reliability.

4.2.3.

Rul e: Each CU is assigned a trust weight win [0, 1]. For an
assertion, calculate confirnmed weight = 2 (w.i * confidence_ i) for
all confirmng V events. The assertion is confirmed when
confirnmed_wei ght > threshol d.

Wei ght managenent: Wei ght assi gnnents MJST be managed in an
audi t abl e manner (e.g., recorded via JEP events) to prevent
centralized mani pul ati on.

Byzantine Fault Tol erance Policy

Suitabl e for high-security scenarios where nmalicious CUs may exist.

4. 3.

Rul e: A lightweight BFT variant requiring at |east 2f+1 V events
(where f is the nunmber of tolerable Byzantine nodes), with nore
than f+1 being "confirmed".

Applicability: Reconmended when the total nunber of CUs is at

| east 4.

Consensus State CQutput

Whenever the consensus engine confirns or updates an assertion, it
MUST produce a Shared World State (SW5) record:

{

"sws_id": "<UU D>",



"target": "<WM I D>",

"timestamp": "<RFC3339>",

"assertions": |

{

"subject": "<OBJECT_|D>",
"predicate": "<PROPERTY>",
"val ue": "<VALUBE>",
"confidence": <0.0-1.0>,
"based_on": ["<event _id>", ...],
"consensus_policy": "<POLI CY_NAME>",
"confirmations": <COUNT>

}

,revious_sms_id": "<sws_id>",
"hash": " <SHA256>"
}

The consensus state output SHOULD be anchored to the audit chain
(see Section 5).

]

5. Versioned Audit Chain

5.1. Audit Chain Structure
Al CCE events MJST be cryptographically linked via the
prev_event id field, formng a tanper-evident event chain.
Integrity verification al gorithm

def verify_chain(events):

for i in range(1l, len(events)):
assert events[i].prev_event_id == events[i-1].event_id
conmput ed_hash = sha256(canoni cal _json(events[i] w thout signature))
assert conputed hash == events[i]. hash

assert verify signature(events[i].signature, events[i].hash, events[i].issuer)
5.2. Version Anchoring
Whenever the consensus engi ne produces a new SW5 (Section 4.3), the
SW5 and all COE events upon which it depends MJUST be packaged as a
"version" and anchored to the audit chain.

Version record fornmat:

{
"version_id": "<UU D>",
"sws": { ... }, /1 SWs from Section 4.3
"dependent _events": ["<event_id>", ...],
"anchor event id": "<event _id>", /1 Position in the audit chain
"timestanmp": "<RFC3339>",
"previous_version_id": "<version_id>",
"hash": "<SHA256>"
}

5.3. Timestanp Anchoring
For high-security scenarios, CCE inplenentations SHOULD support
submitting version hashes to a public trusted tinestanp service
(e.g., RFC 3161) or a blockchain (e.g., via OpenTi nest anps).
Ti mest anp anchoring provi des an i ndependent time proof, further
st rengt heni ng non-repudi ati on

6. Security Considerations

6.1. Threat Model

CCE assumes the follow ng threat nodel
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- An attacker may control a subset of CUs and attenpt to inject
fal se observation assertions.
- An attacker nmay attenpt to tanper with published event records.
- An attacker may attenpt denial -of-service by flooding events.
- An attacker nmay attenpt to collude to nanipul ate consensus
out cones

CCE does not assune full trust anong CUs, nor does it assune
infallibility of underlying world nodel s.

Integrity Protection

Each COE event contains a hash of its content and the issuer’s
digital signature. Any tanpering with event content will invalidate
the hash and thus the signature. The audit chain’s hash |inking
ensures event order cannot be altered. |nplenentations MJST verify
si gnatures and hashes upon event receipt.

Sybi|l Attack Defense

A Sybil attacker may create many fake CU identities to nanipul ate

consensus. Defenses:

- Inplementations SHOULD require CUs to undergo trusted
registration (e.g., endorsenment mechanisnms in D D methods).

- Under weighted trust policy, newy registered CUs SHOULD start
with | ow weight, increasing only with denonstrated trustworthy
behavi or.

- Byzantine fault tolerance policy inherently resists Sybil attacks
(provided the attacker controls no nore than f nodes).

Repl ay Attack Defense

An attacker may capture valid CCE events and replay them | ater

Def enses:

- Each event contains a unique event_id and timnmestanp.
I mpl enent ati ons MJUST maintain a cache of processed event |Ds and
reject duplicates.

- Inplementations SHOULD reject events with timestanps deviating
excessively (e.g., nore than 5 mnutes).

Consensus Bl ocking Attack

Mal i cious CUs may deliberately withhold V events or emt

contradictory V events to block consensus. Defenses:

- Consensus engi ne MUST i nplenment a tinmeout nmechanism ignoring
unresponsive CUs after timeout.

- For contradictory V events, the consensus engi ne resol ves
according to policy (e.g., majority or weight) and does not stal
due to individual malicious CUs.

Privacy Protection

The assertion field may contain sensitive information (e.qg.,
preci se location data). |Inplenentations MAY support selective
encryption of the assertion field, naking it readable only to
designated verifiers holding the decryption key. Hybrid encryption
schenes (e.g., ECDH + AES-GCM are recomended.

Furthermore, COE's three-layer privacy architecture (consistent
with JEP) allows inplementations to place sensitive payloads in a
private payl oad | ayer, exposing only necessary public governance
information to the audit chain.

I ANA Consi derations

Thi s docunent may require 1 ANA to establish the follow ng



7.1

8.

8. 1.

8. 2.

8. 3.

registries:
CCE Primtive Registry

- Registry Nanme: CCE Primtives

- Registration Policy: Specification Required [ RFC8126]

- Initial Contents: J (Judge), D (Delegate), T (Term nate),
V (Verify)

CCE Consensus Policy Registry

- Registry Name: CCE Consensus Policies
- Registration Policy: Expert Review [ RFC3126]
- Initial Contents: sinple majority, weighted trust, bft

I mpl ement ati on CGui de and Reference I nplenentation
M nimal Viable Inplenmentation (COE-Lite)

To facilitate comunity validati on and adoption, a mninmal reference
i npl ementation, COE-Lite, is recomended:

- Core functionality:
* J/IDIT/V event generation and verification (including Ed25519
si gnat ur es)
* I n-nmenory audit chain nmai ntenance
* Sinple najority consensus engi ne
* HTTP REST APl interface
- Code size: Approximately 2000-3000 lines (Python or Go)
- Excluded: Actual world nodel integration, persistent storage,
di stributed conmuni cati on

CCE-Lite ains to denonstrate protocol feasibility, not production-
grade readi ness.

Verification Scenario
The foll owing scenario verifies the correctness of CCE-Lite:

Scenario: Three sinmulated robots (A B, C collaboratively confirm
the state of a door

1. Aissues J event: assertion={door: open, confidence: 0.9}

2. Bissues V event: verify of=[A J], verification_result="confirmed"

3. Cissues V event: verify of=[A J], verification_result="confirmed"

4. Consensus engine (sinple majority) outputs SW5: door=open

5. A observes door closed; issues T event (termi nate_of=A.J), then
new J event: door=cl osed

6. B and C confirmthe new state sequentially

7. Consensus engi ne updates SW5: door =cl osed

Verification checkpoints:

- Audit chain integrity (all events correctly hash-Iinked)

- Signature verification (all signatures valid)

- Consensus convergence (both state transitions correctly output)

- Version traceability (conplete evolution fromopen to cl osed
quer yabl e)

Integration with Existing Standards

- ldentity: WBC DID [DID-CORE] or QAuth 2.0 [RFC6749] RECOMVENDED
for CU identity nmanagenent.

- Environnental Trust: RATS [ RFC9334] MAY be integrated to attest
that a world nodel runs in a trusted execution environment.

- Accountability: COE events MAY be referenced as evidence in JEP
events, enabling sean ess |inkage fromcognitive consensus to



accountability tracing.
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Appendi x A.  Conplete Verification Wrkfl ow Exanpl e

Thi s appendi x presents an end-to-end exanple with a conplete CCE
verification workflow, suitable as a reference test case for proof-
of - concept i npl enent ati ons.

A1, Initial Setup
- CUA Robot A (JEPA world nodel, trust weight 0.9)
- CU-B: Robot B (Dreanmer world nodel, trust weight 0.8)
- CU-C Human supervisor (trust weight 1.0)
- Target: warehouse-zone-3
- Consensus Policy: weighted trust (threshol d=1.5)

A 2. Event Sequence

Step 1: CU A observes door is open

Event#1 (J): A -> COE: { assertion: {subject: "door",
predi cate: "status", value: "open",
confidence: 0.95} }

Step 2: CU-B del egates continuous observation to CU-A (optional,
denonstrates D prinitive)
Event#2 (D): B -> CCE: { delegate_to: "A",
del egati on_scope: "continuous_observation" }



Step 3: CU-B confirnms A s observation
Event#3 (V): B -> COE: { verify of: [Event#1],
verification_result: "confirned" }

Step 4: CU-C (human) al so confirnms A s observation
Event#4 (V): C-> COE: { verify_of: [Event#1],
verification result: "confirnmed" }

Consensus cal cul ation
- confirmed_weight = 0.8 (B) + 1.0 (€ = 1.8 > threshold 1.5
- Qut put SWS#1: door = "open"

Step 5: CU A observes door is closed

Event#5 (T): A-> COE: { term nate_of: Event#1,
term nate_reason: "state_changed" }

Event#6 (J): A -> COE: { assertion: {subject: "door",
predi cate: "status", value: "closed",
confidence: 0.95} }

Step 6: CU-B confirnms new state
Event#7 (V): B -> COE: { verify of: [Event#6],
verification_result: "confirmed" }

Step 7: CU-C confirms new state
Event#8 (V): C-> COE: { verify of: [Event#6],
verification result: "confirnmed" }

Consensus cal cul ati on:
- confirmed_weight = 0.8 + 1.0 =1.8 > 1.5
Qut put SWS#2: door = "cl osed”

A.3. Verification Checkpoints

1. Audit chain integrity:
- Verify all prev_event _id links are correct
- Verify all hash cal cul ations
- Verify all signatures are valid

2. Consensus correctness:
- Verify SW5#1 is based on Event#1, confirnmed by Event#3 and
Event #4
- Verify SWS#2 is based on Event#6, confirmed by Event#7 and
Event #8
- Verify the door state transition fromopen to closed is
correctly recorded

3. Version traceability:
- Query history for "door" should return two versions
- Each version can be traced back to its dependent J/V events

4. Fault injection tests:
- Inject event with invalid signature; verify rejection
- Inject event breaking hash chain; verify detection
- Inject contradictory V events; verify consensus resol ves
correctly per policy
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