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Abst ract

As a fundarmental building block in security protocols, a key conbi ner
is used to combine two or more input cryptographic keys, sone
potentially conprom sed, into a single pseudorandom out put key. Most
of the existing key conbiners are for two input keys. This draft
specifies two proveably secure constructions of key conbiners for

mul tiple keys [ WWR25], which is particularly useful in post-quantum
m gration where multiple input keys are produced by different

al gorithms or even different approaches [ RFC9370], [ETSI25]. Nanely,
here the input keys can be two or nore, and the conbi ned out put key
remai ns pseudorandomif at |east one of the input keys is secure,
i.e., uniformy random and unknown to an attacker. The two
constructions, called HKCv1 and HKCv2, are based on the extract-then-
expand paradi gm of HMAC (Keyed-Hashing for Message Authentication)

[ RFC2104]. HKCvl is designed for sinultaneously available input keys
usi ng concatenation, while HKCv2 is tailored for scenarios where

i nput keys arrive increnentally, using an iterative HVAC structure.

[ EDNOTE: .... ]
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction

A key conbiner is used to conbine two or nore input cryptographic
keys, sonme potentially conpronmised, into a single pseudorandom out put
key. It is a fundanmental building block in nodern cryptographic
protocol s, notably enployed in TLS 1.3 [ RFC8446], |KEv2 [ RFC7296],
and Signal [PML6]. Fromthe output key, various work keys are
subsequently derived to secure coning comruni cations via synmetric-
key cryptography. However, the original input keys may not al ways be
uniformy random or nay be even partially known to an adversary. Key
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combi ners are particularly useful in post-quantum (PQ migration
scenarios where multiple input keys may be produced by different
al gorithms or even different approaches.

Here are two exanples. To nmitigate quantumthreat, the nmultiple key
exchange framework [ RFC9370] is specified as the PQ migration of key
exchange for the Internet Key Exchange Protocol Version 2 (1KEv2)

[ RFC7296], where the input keys consist of one shared secret
negotiated via traditional Diffie-Hellmn key exchange and one or
nmore shared secrets obtained via running additional PQ key
encapsul ati on nechansim (KEM al gorithns, called ADDKEs. The
Quantum safe Hybrid Key Establishment [ETSI25] specifies key

combi ners for the input keys from PSK (preshared secret key),
traditional key exchange and PQ KEM Here, a PSK coul d be obtai ned
from QKD (Quantum Key Distribution).

However, nost of the existing key conbiners are for two input keys.
Exanpl es i nclude the key conbiners used in TLS 1.3 [ RFC8446], |KEv2
[ RFC7296], and Signal [PML6]. The ouput key in these protocols is
obt ai ned nore or |ess by conputing HVAC(k1, k2| | CTXi nfo) one or
multiple times, where k1l and k2 are two input keys or sone
intermedi ate secrets direved fromthem and CTXinfo nmeans sone
context info specific to the protocol and the a particular execution
For exanple, the key schedule of TLS 1.3 (refer to Section 7.1 in

[ RFC7296]) is essentially to obtain a Master Key by runni ng HAMC as
the above multiple tines with two initial secret inputs, (EC) DHE
shared secret and PSK (a pre-shared key established externally or
derived fromthe resunption_master_secret value froma previous
connection). The security of using HAMC this way is actually
requiring that HVAC(salt, ikn) performas a dual - PRF, which neans
that the output of HVAC(salt, ikn) is pseudorandom by treating either
salt or ikmas the secret key. The security proof for dual - PRF has
not been rigrously proved until 2023 by [BBGS23]), where the
condition is given as "feasibility", sone requirenments on the key

| engt h.

Three key conbiners for two keys are specifed in Internet Drafts
[1-D.CB&4], bound with M-KEM [ FI PS203], and all of them have
provabl e security. Also, the research work in [ADK22] proposes

anot her key conbiners for two keys, but its conputational overhead is
hi gh, conpared with other sol utions.

For key conbiners for mulitple keys, several soluitons are
standardi zed in [ETSI 25] and [ SP800-133], together with an Internet
draft given in [I-D. O/NK24]. Most of these solutions are provably
secure, but either in weaker security or the solution is not very
efficient. These solutions are overviewed in Section 4. This
necessitates robust nethods for combining nmultiple secret keys into a
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single, cryptographically strong key, if at |east one of the input
keys is secure, i.e., unifornmy random and unknown to an attacker.
Note that key conmbination differs fromkey derivation functions
(KDFs), |ike HKDF [ RFC5869] [K10] and PBKDF [ RFC8018], which are
typically used to derives keys froma single high-entropy source,
whi ch can be the ouput of a key conbi ner.

This draft specifies two provably secure constructions of key
conmbiners for nultiple keys [ WWA25], which is useful in post-quantum
m gration where nultiple input keys are generated by different

al gorithms or even different approaches [ RFC9370], [ETSI25]. Nanely,
here the input keys can be two or nore, and the conbi ned out put key
remai ns pseudorandomif at |east one of the input keys is secure,
i.e., uniformy random and unknown to an attacker. The two
constructions, called HKCvl and HKCv2, are based on the extract-then-
expand paradi gm of HVAC (Keyed-Hashing for Message Authentication)

[ RFC2104]. HKCvl is designed for sinultaneously available input keys
usi ng concatenation, while HKCv2 is tailored for scenarios where

i nput keys arrive increnentally, using an iterative HVAC structure.
As HMAC has been wi dely supported in industry since its introduction
in 1997 (e.g., [RFC4868]), these two key com bers for nultiple keys
are expected to be easily integrated into | ETF protocols and exi sting
syst ens.

In particular, HKCvl and HKCv2 are much nore efficient than the
solutions given in [ETSI25] and [I-D. OAK24], as they are decoupl ed
with the transcripts of how each input key is obtained. In PQ
mgration settings, the size of these transcripts is normaly |arge.
The detail ed conpari son anong these solutions are given in

Section 5.3, and the security of HKCvl and HKCv2 and the difference
with other solutions are dicussed in Section 6.

2. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. HWVAC and HKDF

3.1. HW™MAC
HVAC ( Keyed- Hashi ng for Message Authentication) is specified in

[ RFC2104]). For easy reference, HVAC(salt, ikm with two inputs to
generate one output, a MAC, is reviewed as follow ng:
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3.

4.

2.

HVAC(s, M =Hash((s’ XOR opad)|| Hash((s’' XOR ipad)||m) (1)
In the above, the follow ng notations are used:
* Hash is a cryptographically hash function with bloc size b.
* mis the input message to be authenticated.
* s’=Hash(s) if |s|>b, and s’ =s otherw se.
* opad is the byte-string Ox5L repeated b tines.
* ipad is the byte-string Ox36 repeated b tines.
HKDF
HKDF i s HMAC- based key derivation function [ RFC5869]), which can be
used as a building block in various security protocols and
applicaions to extract and derive cryptographically secure keys.
HKDF i s conscruted via the extract-then-expand approach. Nanely,
HKDF(salt, ikm CTXinfo, L) consists of two parts.
HKDF. Extract (salt, ikn) extracts a pseudorandom secret PRK from
inputs i kmand salt, and then HKDF. Ext end( PRK, CTXinfo, L) extends
PRK to an output as work keys of desired length L, with respect to
context info CTXinfo. As this specification concerns HKDF. Extract,
but not HKDF. Extend, here just reviews HKDF. Extract(salt, ikm as
fol | owi ng:

HKDF. Extract (salt, ikn)=HVAC(salt, ikm
=Hash((salt’ XOR opad)||Hash((salt’ XOR ipad)|]|ink))

In the above, the followi ng notations are used:

* Hash is a cryptographically hash function with bloc size b.
* ink is the input material key.

* salt’ =Hash(salt) if |salt|>b, and salt’=salt otherw se.

* opad is the byte-string Ox5L repeated b tines.

* ipad is the byte-string 0x36 repeated b tines.

Exi sting Key Conbiners for Miltiple Keys
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4.1. The Key Conbiner for Miultiple Keys fromETSI TS 103 744

ETSI TS 103 744 "Quantumsafe Hybrid Key Establishment” [ETSI 25])
specifies two HVAC based key conbiners for nultiple keys (Mre
exactly, for three input keys). One called CatKDF that concatenates
the i nput keys, and the other CasKDF that cascades the inputs.

Cat KDF is specified as the followng (Refer to Section 8.2.3 in
[ ETSI 25]):

K=KDF(secret, |abel, context, |ength)
=HVAC( Secret, Data) (3)
=HVAC(| abel , counter]|| (psk||k1||k2)||f(info, MA MB)) (repeat abl e)

In the above formula, the followi ng notations are used:

* secret= psk||kl]| k2, where psk is a PSK (preshared secret key), kil
and k2 are obtained by running traditional and PQ KEMs. Here, psk
coul d be obtained from QKD (Quantum Key Di stribution).

* Context=f(info, MA, MB), where f is a context formatting function,
and MA, MB are the transcripts output by parties A and B,
respectively (Section 7.2 in [ETSI25]).

CasKDF is specified as the following (Refer to Section 8.3.3 in
[ ETSI 25]):

c_secret0 = psk
r _secret1=PRF(c_secret0, k1, MAl, MBl)
=HMAC(c_secret 0, cahb_f(kl, MAlL, MBl))

c_secretl|| KI=KDF(r _secretl, |abell, infol, k_|en+l engthl)

=HMAC( | abel 1, counter||r_secretl||infol) (repeatable) (4)
r_secret2=PRF(c_secretl, k2, MA2, 2

=HVAC(c_secretl, cahb f(k2, MA2, MB2))
c_secret2| | K2=KDF(r_secret?2, l|abel 2, info2, k_|Ien+length2)

=HMAC( | abel 2, counter||r_secret2||info2) (repeatable)

In the above formula, the followi ng notations are used:

* psk is a PSK (preshared secret key), k1 and k2 are obtained by
running traditional and PQ KEMs.

* psk is used salt, which can be obtained from QKD (Quant um Key
Di stribution).

* f(ki, MA, MBi) is a context formatting function, and MAi, MBi are

the transcripts output by parties A and B, respectively, for
produci ng the input key ki (Section 7.2 in [ETSI25]).
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* Kl is used as an iternediate key, and K2 is the final output key
combi ned from psk, k1l and k2.

The security of the above two key conbiners is summarized in ETSI TS
103 744 (refer to Appendix B.1 in [ETSI25]). Nanely, CatKDF is | ND
CPA secure in the standard nodel and | ND-CCA secure in the Random
Oracl e nodel [PC23]. CasKDF is IND-CPA secure in the Random Oracl e
nmodel [ CP21].

4.2. The Key Conbiner for Miltiple Keys from Nl ST SP800- 133

NI ST Special Publication 800-133 "Recomendati on for Cryptographic
Key Ceneration" [SP800-133]) specifies the follow ng key conbi ner
that derives symetric keys frommultiple keys and ot her data.

K=T(HVAC- hash(sal t, K1||K2[|...||Kn||DL/D2|| ...||Dn), kLen) (5)

In the above formula, the followi ng conditions are required (refer to
Section 6.3 in [SP800-133]):

* nand mare two integers satisfying n>=1 and n»=0.
* Tis the truncation function.

* The length of the output block of the hash function used with HVAC
shall be at |east kLen bits, the required bit length for K

* Alternative orderings are permtted when form ng the concatenation
of keys and data (including interleaving the keys and data).

* data (D1, -, Dm can also be conbined with the Ki to formK the
condition that data shall be generated or obtained using methods
that ensure their independence fromthe values of the component
keys K1, -+, Kn.

* The conponent keys Ki’'s shall be generated and/or established
i ndependently (and subsequently protected as necessary) using
approved by NI ST (refer to Sections 6.1 and 6.2 in [ SP800-133])
that support a security strength that is equal to or greater than
the targeted security strength of the algorithmor application
that will rely on the output key K

* Each component key Ki shall be kept secret and shall not be used
for any purpose other than the computation of a specific symretric
key K

As the authors’ best of know edge, there is no fornmal proof of the
above NI ST SP 800- 133 key conbiner for keys frommultiple keys.
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4.3. The Key Conbiner for Miltiple Keys fromdraft-ounsworth-cfrg-kem
combi ners

Conbi ner Function for Hybrid Key encapsul ati on Mechani sns (Hybrid
KEMs) [I|-D. ONK24] proposes the followi ng general key conbier for
mul tiple keys generated by KEMs

ss = KDF(counter || k 1 |] ... || k.n || fixedlnfo, outputBits) (6)

where k_i=ct_i||ss_i or Ki=ct_i||rlen(ct_i)||ss_i||rlen(ss_i), each
ss i is obtained fromthe encapsul ated ciphertext ct _i via running
one KEM algorihtm and rlen(s) denotes the length in bytes of a
string s.

Moreover, the Internt draft also gives several practica
constructions, by intiating KDF as KMAC128, KMAC256, SHA3-256 or
SHA3-512, that are in conpliance with NI ST SP-800 56Cr2 [ SP800-56C].

About the security of the the proposed constructions, [I|-D. OAK24]
concludes that they "preserve |IND-CCA2 of any of its ingredient KEMs,
i.e. the newy formed conbined KEMis | ND-CCA2 secure as | ong as at

| east one of the ingredient KEMs is". And this result is based on
the condition that Keccak (i.e. KDF) behaves |ike a split-key
pseudor andom function as defined in [GHP18] . Namely, this neans that
Keccak perfons as a randomfunction if at |east one of the input
shared secrets is picked uniformy at random

5. HMAC based Key Conbiners for Miltiple Keys (HKC

Two versions of HMAC based Key Conbiners for Miultiple Keys (HKC) are
specified in this section, called version 1 (HKCv1l) and version 2
[ WWA25]. They target on different scenarios, as expl ai ned bel ow.

5.1. HKC version 1 (HKCvl)

HKCv1l i s designed for common scenarios where all the input keys are
simul taneously avail able for conmbining. |Its design closely resenbles
HKDF [ RFC5869] and [ K10], wherein HMAC functions as the extractor
during the extraction phase and as the PRF during the expansion
phase. In detail, HKCv1(SKM SALT,CTX, L) is speficied as the
fol | owi ng:

PRK=HVAC( SALT, SKM
K =HVAC( PRK, CTX) (7)
K=Truncate(K', L)

For the above formula, the notations and requirenments are given
bel ow.
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* SKM = K1||K2 || || Kn, n>=2 is an integer. Nanely, SKMis the
concatenation of all input keys.
* Lk min{|KLl], ,|Kn|}, where L is the final output |ength of

HKCv1l, and k is the output |ength of HVAC.

* SALT is a salt value, which does not need to be secret, but it
shoul d ideally be unpredictable or at |east unique for different
contexts where the same SKM mi ght ari se.

* CTX, denoting the context info, includes information |ike protoco
identifiers, algorithmI|Ds, user |IDs, nonces, etc., relevant to
the specific use case.

* The length of each string is in bytes, but it can be in bits as
wel | .

* Truncate(K , L) is the truncation fuction to return an outpt of
length L fromthe input K with length k by cutting sone necessary
bits in the end of K, where Lk.

The length requirenent Lk mn{| K1, ,|Kn|} inplies that the

| ength of each input key ki is equal or greater than k, the output
I ength of HVAC. The integer k is also the Iength of the first
argunent of HVAC or the output length of the hash function in HVAC

DESI GN RATI ONALE. This design | everages the well-established
security principles of HKDF, including its ability to handle
potentially weak inputs, the use of a salt for randonization and
preventing rel at ed-key attacks, and the use of the context paraneter
for context separation. Wdely adopted and anal yzed, HKDF provi des a
robust KDF framework suitable for general -purpose key conbi nati on

We use concatenation to handle nultiple input keys rather than
bitwise XOR (i.e, SKM= KL XOR ... XOR Kn) as it is a nore robust

met hod. Concat enati on accomopdat es keys of varying | engths w thout
nmodi fi cation and preserves the entirety of the input material for
processing by the extractor HVAC, ensuring all contributed entropy is
available. 1In contrast, the XOR approach requires identical key

| engths, potentially requiring insecure padding or truncation
schenes, and is inherently vulnerable to information |oss or
weakeni ng due to cancellation effects if keys are repeated or possess
known al gebrai c rel ati onshi ps, which could conpronise the security of
the derived key. Utilizing concatenation thus aligns with

est abl i shed cryptographi c standards and provi des a nore secure and
flexible foundation for the key derivation process.
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I NSTANTI ATI ONS. According to the security analysis given Section 6,
under the random oracl e nodel, in which the underlying hash function
of HVMAC can be nmpdell ed as a random fucntion, the two appearances of
HVAC in HCKvl can use the sane hash function. A typical
instantiation in this case is HVAC- SHA2- 256. Nanely, using the sane
under | ying hash fuction SHA2-256 for both appearances of HVAC.

I n anot her case, where the underlying hash function of HVAC is just
0-AU (6 -Alnpbst Universal), the two appearances of HVAC in HCKvl shall
use different underlying hash functions, to guarantee the fornal
security proof. 1In this case, a typical instantiation for HKCv1l can
use HVAC wi th SHA2-512 truncated to 256 bits for the extractor and
HVAC wi th SHA2-256 for the PRF.

5.2. HKC version 2 (HKCv2)

HKCv2 i s designed for key conbination in scenarios involving
incremental ly generated keys, |everaging the wellestablished extract-
t hen- expand paradi gm using HVAC. In detail, HKCv2(SKM SALT, CTX, L) is
speficied as the foll ow ng:

S1=HVAC( SALT, K1)

Si =HVAC(S(i —-1), Ki), 1<in (8)
K =HMAC( Sn, CTX)

K=Truncate(K , L)

For the above formula, the notations and requirements are given

bel ow.
* K1, ..., and Kn are the input keys, where n>=2 is an integer.
* Lk min{|Kl, ,|Kn|}, where L is the final output |ength of

HKCv1l, and k is the output |ength of HVAC.

* SALT is a salt value, which does not need to be secret, but it
shoul d ideally be unpredictable or at |east unique for different
contexts where the same SKM might ari se.

* CTX, denoting the context info, includes information |ike protocol
identifiers, algorithmIDs, user |IDs, nonces, etc., relevant to
the specific use case.

* The length of each string is in bytes, but it can be in bits as
wel | .

* Truncate(K , L) is the truncation fuction to return an outpt of

length L fromthe input K with length k by cutting sone necessary
bits in the end of K, where Lk.
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In HKCv2, randomess fromthe input keys (K1, ..., Kn) is accumul ated
iteratively. Starting with an initial state derived from SALT and 1
subsequent keys Ki are processed sequentially via repeated HVAC
applications. These first n HVAC conputations collectively act as a
cryptographic extractor, yielding a final internediate value Sn that
encapsul ates the conbined inputs. This value Sn then serves as the
key for the final HVAC operation, which functions as a PRF
incorporating the context CTX. Finally, the output K is truncated
to the desired length L (where L k) to produce the output key K

DESI GN RATI ONALE. The design of HKCv2 is fundanentally notivated by
the requirenent to support increnental key derivation. Unlike
concat enati on- based HKCvl, HKCv2 enpl oys an iterative extraction
process, enbodied by the relation Si=HVAC(S(i-1), Ki). This
structure fits sequential key availability, allow ng secure

i ncorporation of each key Ki into the state as it arrives.

Therefore, HKCv2 is a specialized construction optinized for

envi ronment s demandi ng secure key conbi nation from non-concurrent

i nput s.

Simlarly to the analysis of HKCvl, the security of the output key K
agai nst brute-force attacks is al so bounded by k. Wth respect to

ef ficiency, HKCv2 executes n+l HVAC operations. Although each
processes shorter inputs, the cumul ative cost of n+l1 HVAC
conput ati ons coul d outwei gh HKCvl’ s cost, particularly for small n.
However, for larger n or extrenely long individual keys, HKCv2 avoids
the potentially prohibitive cost or nmenory requirenent of creating
and processing the single large | KMrequired by HKCvl. Therefore,
the relative efficiency is context-dependent, influenced by the
nunber of input keys, their lengths, and al so the performance profile
of the underlying HVAC i npl ement ati on

I NSTANTI ATIONS. I n HKCv2, the two appearances of HVAC can be based
on the sane underlying hash function or two different ones. A
typical instantiation is to select both of them as HVAC SHA2- 256
Concrete sel ections depend on the scenarions, inluding the required
security strength, approved hash fuctions, the length of each input
key etc.

5.3. Conparison to the Existing Key Conbiners for Miltiple Keys

From t he above desription, HCKvl and HCKv2 are simlar to Cat KDF and
CasKDF specified in [ETSI25], reviewed in Section 4.1, as two

versi ons of key conmbiners are proposed for respectively two typica
scenari os, where input keys are availabe in parallel or in
sequential. However, thre are several differences between them

whi ch neans that HCKvl and HCKv2 can be used in nore genera

envi ronment s.
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Cat KDF and CasKDF are just specified for three inpout keys, while
HCKvl and HCKv2 are specified for two or nore input keys.

In calulation, context formatting function f(info, MA, MB) is

i nvol ved in Cat KDF and CaskKDF. This not only introduces overhead
for performance, may al so bind their security of key conbiner to
the transcripts of KEMs. In contrast, the execution of HCKvl and
HCKv2 i s decoupled fromthe specific way how each input key is
obt ai ned.

In the last, as discussed in Section 6, HCKvl and HCKv2 have been
proved in stronger security nodel, conopared to Cat KDF and CasKDF

To conpare HCKvl and HCKv2 with SP800-133 key conbiner reviewed in
Section 4.2, there are the follow ng differences.

*

SP800- 133 does not specify a key conbi ner for scenarios where the
i nput keys are availalbe in sequential

To the authors’ best know edge, no formal security proofs are
gi ven for the SP800-133 key conbi ner

As reviewed in Section 4.2, there are a nunber contrains on the
i npout keys for SP800-133 key conbi ner.

In contrast to the contex info CTX in HCKvl and HCKv2, the purpose
and use of the data (D1, ..., Dn) may need to be specified nore
clearly.

To conpare HCKvl and HCKv2 with the key conbiner speficied in
[1-D.ONK24], reviewed in Section 4.3, there are the follow ng
di fferences.

*

6

[1-D. ONK24] does not specify a key conbiner for scenarios where
the i nput keys are availal be in sequenti al

The key conbiner given in [I-D. OAK24] is just for input keys
obt ai ned via running KEMs. However, the inpout keys for HCKvl and
HCKv2 can be obtained in various ways.

Simiar to Cat KDF and CasKDF specified by [ETSI25], the key
conmbiner in [I-D ONK24] also needs to process the transcripts of
KEMs, which are nornmally large for PQ KEMs. |In contrast, the
execution of HCKvl and HCKv2 is decoupled fromthe specific way
how each input key is obtained.

Security Considerations
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6.1. Security of HCKvl

As anal ysed in [ WWR25], the basis of HMAC is the NMAC (Nested Message
Aut hent cation Code). So, before analyzing the suitability of HMAC as
an extractor, it is good to first reviewthe security of NVAC. In

[ KIO], NMAC is evaluated as a secure randonmess extractor under three
di fferent cases.

* Randomoracle: This is an idealized assunption by nodelling the
outer function of NMAC as a random oracl e, which assunes that NVAC
behave as a random functions that attackers can only query for a
limted nunber of times. In this condition, NMAC can be
consi dered as a good randomess extractor. However, such an
assunpti on cannot be directly applied to practical scenarios.

* mbl ockwi se Source: m bl ockwi se source is defined as each k-bit
i nput bl ock has nin-entropy mwhen conditioned on other bl ocks.
NMAC, when applied to these m bl ockwi se sources, has been
demonstrated to effectively function as a randomess extractor
under security assunptions regarding the underlying conpression
functions. However, this assunption with respect to m bl ockw se

sources is not applicable to the scenario of key conbiners. In
the HKCvl scheme, the input to the extractor is fornmed by
concatenating all input keys. The min-entropy of this

concat enat ed i nput consequently depends on the security |evel of
the constituent keys. Crucially, the possibility that some keys
m ght be fully conprom sed by attackers, neaning those keys have
zero mn-entropy, precludes nodeling the overall input source as
an m bl ockwi se source

* Truncated NMAC. Using a truncated version of NVAC is an efficient
approach to circunvent constraints inmposed on the mn-entropy of
each input block. Indeed, using NMVAC with a truncated output as
an extractor not only enhances HKCv1l' s resilience against strong
attacks but also nake it possible to prove the security of HKCvl
under consi derably weaker assunptions on the underlying hash
functi on.

Therefore, [WW25] shows that HCKvl is a proveably secure randomess
extractor, under the condition that the underlying hash fuction of
HVAC is 0 -AU ( 0 -Al nost Universal), with together the above result
that truncated NMAC is a secure randommess extractor. Note that any
collision-resistant hash famly must possess the 6 -AU property (for
some value &6). So, this inmplies that HCKvl is secure under much
weaker assunption, conpared to the key conbiner for multiple keys
specified by ETSI TS 103 744 (refer to Appendix B.1 in [ETSI 25]).
Nanely, CatKDF reviewed in Section 4.1 is |IND CPA secure in the
standard nodel and | ND-CCA secure in the Random Oracl e nodel [PC23].
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6.2. Security of HCKv2

HKCv2 follows the same fundanmental design strategy as HKCvl. The
only difference lies in the extraction phase: HKCv2 constructs its
extractor via iterative calls to HVAC. Consequently, the security
anal ysis only needs to address its specific extractor construction.
For the HKCv2 schene, the extractor is constructed by n iterative
calls of HVAC, each can be regarded as a sub-extractor for a single
i nput bl ock.

In the random oracl e nodel, where the conpression function is nodel ed
as a randomoracle, a randomoracle can output all the entropy of the
source. Therefore, HVAC serving as a conputational extractor for a
single input block also holds under this idealized assunption. Under
the above assunptions, the extractor of HKCv2 is proved to be a I ND
CCA secure conputational extractor as long as one of the input keys
has enough m n-entropy. Details are refer to Section 6.4 in [ WWR25].

Similar to HCKv2, CaskKDF is also a schene for scenarios where the

i mputs keys may be avail able gradually. Conpared to their security,
CasKDF i s I ND-CPA secure [CP21] and HCKv2 is | ND-CCA secure, both in
t he Random Oracl e nodel .

7. 1 ANA Consi derations
There are no | ANA Consi derations for this specification.
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