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Abst ract

Conputing-Aware Traffic Steering (CATS) inherits potential security
vul nerabilities fromthe network, conputing nodes as well as

wor kfl ows of CATS. This docunent describes various threats and
security concerns related to CATS and exi sting approaches to sol ve
these threats.
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1. Introduction

The CATS framework is an ingress-based overlay framework for the

sel ection of the suitable service instance(s) froma set of instance
candi dates. By taking into account both networking and conputing
metrics, the CATS franmework achi eve a gl obal of dispatching service
demands over the various and avail abl e edge conputing resources.
However, ubi quitous distributed conputing resources in CATS al so pose
chal l enges to security protection. The operators of CATS may not
have conplete control over the nodes and therefore guarantee the
security and credibility of the conputing nodes thensel ves.

Moreover, there are great differences in the security capabilities
provi ded by conputing nodes in the network, which greatly inproves
the breadth and difficulty of security protection

Thi s docunent describes various threats and security concerns rel ated
to CATS and exi sting approaches to solve these threats.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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2. Term nol ogy
Thi s docunent nakes use of the follow ng terns:

*Conputing-Aware Traffic Steering (CATS):* A traffic engineering
approach [ RFC9522] that takes into account the dynanic nature of
computing resources and network state to optim ze service-specific
traffic forwarding towards a given service instance. Various

rel evant nmetrics may be used to enforce such computing-aware traffic
steering policies. [I-D.Idbc-cats-franmework]

*CATS Service ID (CS-ID):* An identifier representing a service,
which the clients use to access it.

*Service:* An offering provided by a service provider and which is
del i vered using one or nore service functions [ RFC7665].

*CATS Service Metric Agent (C-SMA):* An agent that is responsible for
collecting service capabilities and status, and for reporting themto
a CATS Path Sel ector (C PS).
*Service request:* The request for a specific service instance.
3. Security Issues of Functional Conponents
3.1. Security Issues of CATS Service Metric Agent (C SMA)
* Man-in-the-Mddle (MTM Attack
Attackers may forge C SMA nodes or hijack netric collection links
to report false conputing resource nmetrics (e.g., tanpering with
resource utilization, nunber of client connections), leading to
i ncorrect path decisions by C PS.
* [Fal se Service Instance Registration
Wthout strict service authentication mechani snms, attackers can
regi ster fake service instances with CSMA, causing C SMA to
collect and distribute invalid metrics.
* Denial of Service (DoS) Attack
Attackers send a | arge nunmber of metric collection requests to
exhaust C SMA conputing resources, naking it unable to collect

legitimate metrics.

To mitigate these risks, CATS inplenentations COULD i npl enent the
fol |l owi ng count er neasur es:

Shi, et al. Expi res 3 Septenber 2026 [ Page 3]



I nternet-Draft CATS Security Considerations March 2026

3.

2.

I mpl ement a whitelist nmechanismfor service instances

C-SMA only collects netrics fromlegitimte service instances/
Service Contact Instances in the whitelist. Newy registered
service instances nust conplete strict identity authentication
(e.g., digital certificate-based authentication) to prevent fake
service registration.

Enforce rate limting for collection requests

Set a threshold for single-source collection requests to bl ock
mal i ci ous flood requests and avoid DoS attacks.

Deploy G-SMA in a trusted zone

Place C-SMA inside the service site or in the trusted area of the
egress Forwarder, restrict direct external access to C SMA through
firewalls, and only open the netric distribution Iink with G PS.
Security Issues of CATS Network Metric Agent (C NMVA)

Sniffing Attack

Sensitive network data collected by CNVA (e.g., link | atency,
topol ogy i nformati on, congestion status) may be intercepted during
transm ssion, enabling attackers to identify weak network nodes.
Fal se Metric Injection

Vul nerabilities in reused routing protocols (e.g., OSPF, IS-195)
may allow attackers to inject fake network metrics, resulting in
di storted network status perception by C NVA

Protocol Vulnerability Exploitation

Unpat ched vulnerabilities in CGNWMA' s running protocols can be
exploited by attackers to infiltrate the CATS networKk.

To mitigate these risks, CATS inplenentations COULD inpl ement the
fol | owi ng count er measur es:

*

Shi ,

Adopt security-enhanced routing protocols

Use OSPFv3 with AES-128 encryption authentication or 1S-1S with
HVAC- SHA256 integrity verification for network nmetric collection
and transmi ssion to prevent fake metric injection.

I mpl ement data desensitization for sensitive netrics
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Only distribute core decision-nmaking netrics (e.g., normalized
link |atency scores) to CGPS, and mask conpl ete network topol ogy
information (e.g., hide non-critical node |IP addresses) to avoid
i nformati on | eakage.

* Regularly update C-NVA firmwvare and protocol s

Fol | ow | ETF RFC standards to patch known vul nerabilities and
conduct quarterly security scans to identify potential risks.

* Encrypt netric transm ssion |inks
Use TLS 1.3 (RFCB446) to encrypt the conmunication channel between
C-NMA and CG-PS, with certificate-based nmutual authentication to
prevent M TM att acks.
3.3. Security Issues of CATS Path Sel ector (C PS)

The Conputing Path Sel ector which is responsible for dynanically
sel ecting optinmal forwarding paths, faces the follow ng threats:

* Path Manipul ation Attacks
Adversaries may forge or alter path netadata (e.g., node
capabilities, network latency) to steer conputation tasks toward
comprom sed nodes.

* Covert Channel Exploitation

Pat h sel ection patterns could be abused to | eak sensitive
information through timng analysis or topology fingerprinting.

*  Topol ogy Poi soni ng

I njection of forged network topol ogy data coul d degrade path
selection efficiency or enable man-in-the-mddle (MTM attacks.

* Decision Logic Corruption

Runtinme nodification of C-PS algorithns may | ead to suboptimal or
adversarial path sel ections.

* Orchestrator |npersonation

Spoof ed control - pl ane nmessages could trick CPS into accepting
unaut hori zed path directives.

Shi, et al. Expi res 3 Septenber 2026 [ Page 5]



I nternet-Draft CATS Security Considerations March 2026

Shi ,

To mitigate these risks, CATS inplenentati ons COULD i npl ement the
fol |l owi ng count er measur es:

Aut henti cated Path Met adat a

- Digitally sign topol ogy updates and node capability information
coul d be inplenented usi ng CBOR hj ect Signing and Encryption
(CCSE) [ RFC9052].

- Enforce strict schema validation for path attributes per |ETF
YANG nodel s [ RFC7950] .

Decision Integrity Protection

- GCPS path selection logic could be isolated in hardware-rooted
trusted execution environnents (TEEs).

- Runtinme attestation of decision engines could be inplenmented
via Renpte Attestation Procedures (RATS) [RFC9334].

Differential Privacy for Path Sel ection

- Sensitive selection patterns could be hfuscated by
incorporating differentially private noi se.

Resi | i ent Topol ogy Di scovery

- RPKI [RFC6480] or BGPsec principles [ RFC8205] coul d be adopted
for secure topology propagation in multi-domain scenari os.

Control - Pl ane Har deni ng

- Mitual authentication could be adopted in comunications
between C-PS and C-SMA or C-NMA via QAuth 2.1 [ RFC9449].

Security Issues of CATS Traffic Cassifier (CTCO
Classification Rule Tanpering

Attackers may tanper with the CGTC classification rule table to
disguise nalicious traffic as legitimate service traffic,

bypassi ng classification checks to enter the CATS networKk.

Fake C assification Result Forgery
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Wt hout authentication on the collaboration |link between C TC and
i ngress Forwarder, attackers can forge classification results,

|l eading to incorrect discarding or forwarding of legitimte
service traffic.

To mitigate these risks, CATS inplenentations COULD i npl enment the
fol |l owi ng count er neasur es

*

3. 5.

Shi ,

Encrypt and increnentally update classification rule tables

Store classification rules in encrypted form (AES-256) and

i mpl ement i ncrenental updates requiring rmulti-factor

aut hentication (e.g., operator identity + device certificate) to
prevent unauthorized nodification.

Depl oy active-standby C TC cross-validation

Depl oy primary and backup C-TCs on the ingress Forwarder; only
forward traffic when both classifiers output consistent results,
avoi ding errors caused by single C TC hij acki ng.

Log classification operations in real tine

Record all classification rule changes and traffic classification
results in an inmutabl e audit |og (append-only node) to facilitate
traceability in case of security incidents.

Validate CS-ID/CSClI-1D |l egitinmacy

Check whether the CS-ID/CSCI-ID in traffic matches the pre-

regi stered service identifier list before classification to bl ock
fake identifier traffic.

Security |ssues of CATS-Forwarders

Encrypti on Key Leakage

If the encapsul ati on/ decapsul ati on key of Forwarders is stolen,
attackers can decrypt CATS overlay traffic and steal service
request content.

Fake Service Contact |nstance Forwarding

Egress Forwarders may forward traffic to fake Service Contact
Instances without identity verification, resulting in service
request hij acking.

Fl ood Traffic Attack
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3.

Attackers send a | arge nunber of fake service requests to
Forwar ders, occupyi ng bandw dt h and conputing resources.

To mitigate these risks, CATS inplenentations COULD i npl enent the
fol | owi ng count er measur es

*

6

Regul arly rotate encapsul ati on keys

Use AES-256-CCM for overlay traffic encryption, rotate keys every
7 days (automatically via key managenent systens |ike Hashi Corp
Vault), and store keys in hardware security nodul es (HSMs).

I mpl enent CSCl-ID and digital certificate binding authentication
Egress Forwarders verify the digital certificate of Service
Contact Instances before forwarding traffic; only forward to
instances with valid certificates bound to CSCl-1D

Depl oy traffic cleaning nodul es

I ntegrate DDoS protection functions on Forwarders to filter flood
traffic and block traffic that does not conply with service
protocol specifications.

Isol ate overlay and underlay traffic

Use VXLAN with MACsec encryption to isolate CATS overlay traffic
fromthe underlying | PPMPLS network, preventing security threats
fromthe underlying network frominfiltrating the CATS system

Security Issues of Underlay Infrastructure

The ubi quitous and fl exi bl e characterictics of conmputing resources
and the frequent connections to the conputing resources will lead to
the follow ng risks:

*
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Unaut hori zed Access and Contro

Attackers may exploit vulnerabilities in interfaces or APIs to
gai n unaut hori zed access, potentially hijacking conputationa
resources or mani pul ating task execution

Data Confidentiality Breaches

Sensitive data processed by conputing resources (e.g., node

paraneters in M. workl oads) could be intercepted during
transm ssion or conprom sed through insecure nenory handl i ng.
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Deni al - of - Servi ce (DoS) Threats

Mal i ci ous actors may flood conmputing resources with forged
conput ati on requests, degrading service availability or disrupting
task schedul i ng.

To address these risks, CATS inplenentati ons COULD adopt the
fol |l owi ng saf eguards:

*

4.
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Secur e Communi cati on Framewor ks

TLS 1.3 [ RFC8446] coul d be adopted for all control-plane and
dat a- pl ane communi cat i ons.

Certificate-based nmutual authentication could be inplenented
using |ETF SU T [ RFC9019] for Conputing Service to C SVA
i nteractions.

G anul ar Access Control

Rol e- based access policies (RBAC) aligned with AAA architecture
could be used to nanage the data processing in conputing
resour ces [ RFC2904].

Har dwar e-rooted attestation (e.g., TPM neasurenents) could be
used for runtinme authorization deci sions.

Resi |l i ence Agai nst DoS

Proof - of -wor k chal | enges for request authentication could be
depl oyed as the resilience against DoS during traffic
anonal i es.

Geo-distributed traffic scrubbing could be enabl ed through
col l aboration with CDN providers.

Cont i nuous Mbnitoring

Nodes could be instrunented with runtime integrity verification
usi ng QpenTel enetry st andards.

Anonal y detection systens | everaging federated | earning could
be established to identify cross-node attack pattern.

Security Issues of CATS Framewor k Wor kfl ow
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4.1. Security Issues of Service Announcenent

The announcenent of conputing services in distributed environnents

i ntroduces several security risks that nust be addressed to ensure

systemintegrity, confidentiality, and availability. This section

outlines key threats and proposed counterneasures.

* Unaut hori zed Announcenent Injection
Mal i ci ous actors may forge or nmani pul ate service announcenents to
advertise rogue conputing nodes, redirect traffic to conproni sed
resources, or disrupt service discovery, which may lead to data
exfiltration, conmputation tanpering or denial of service.

* Sensitive Information Exposure
Servi ce announcenents containing unencrypted netadata (e.g.,
topol ogy details, capability descriptors) may reveal sensitive
infrastructure or operational patterns, which may lead to attack
surface expansion for targeted exploits or reconnai ssance.

* Repl ay/ Reuse of Legacy Announcenents
Repl ayed announcenents of deprecated services could lead to
resource msallocation or dependency on outdated/insecure conpute
nodes.

*  DoS Through Announcenent Fl oodi ng

Fl oodi ng the control plane with excessive or mal forned
announcenents nmay |l ead to system resources exhausted.

* ldentity Spoofing

| npersonation of legitimate service providers through forged
identity clains in announcenents.

To address these risks, CATS inplenmentations COULD adopt the
followi ng mtigation neasures:

* Cryptographic Integrity Protection

- Digital signhatures (e.g., using COSE/JOSE) coul d be adopted for
al | announcenents to ensure authenticity and integrity.

- Verifiable attestation (via frameworks |ike RATS) coul d be used
for critical service clains.
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*  Metadata M nimzation & Encryption

- Data mininzation principles could be applied to limt exposed
net adata i n announcenents.

- Hybrid encryption (e.g., ECIES) could be used for sensitive
fields while maintaining routable/public attributes in
cleartext.

* Anti-Replay Mechani sns

- Timestanp/ nonce could be used in announcenents with strict
freshness validati on.

* Rate Limting & Prioritization

- QS controls could be applied to prioritize announcenents from
authenticated entities.

- Rate limts per node/domain could be adopted using token-bucket
or simlar algorithns.

* |dentity Verification

- The announcement fromthe conputing devices could be binded to
DI Ds (Decentralized Identifiers) or VCs (Verifiable
Credentials) for cryptographic identity proof.

4.2. Security Issues of Metrics Distribution

Metrics distribution mechanisnms in CATS are critical for perfornmance
optimnization and resource coordi nati on. However, they introduce
specific security challenges that nmust be mitigated to prevent m suse
or system c conpromise. This section identifies key threats and
proposes count er neasures.

* Tanpering with Metric Data
Adversaries may alter metrics (e.g., latency, throughput, resource
utilization) during transm ssion to nmslead the decision-nmaking of
control plane, triggering suboptimal traffic placenment or resource
al l ocation and | eading to degraded service performance.

* Eavesdropping on Sensitive Metrics
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Unaut hori zed interception of metrics may cause the eavesdroppi ng
on sensitive operational details (e.g., geo-location patterns,
infrastructure capacity), which will lead to the exposure of

busi ness-critical intelligence or user behavior profiling.

Forged Metric Sources

Spoofing of netric publishers to inject false data or inpersonate
trusted entities (e.g., fake "l ow | oad" signals to attract
traffic).

Privacy Violations via Aggregation

The statistical analysis of aggregated netrics may produce

i nference of sensitive information (e.g., user activity,
i nfrastructure weaknesses) which may result in privacy violation

To address these risks, CATS inplenentations COULD adopt the
foll owi ng saf eguards

*

Shi ,

End-to-End Integrity Protection

- Cryptographic signatures (e.g., using COSE/ JOSE) coul d be
applied to netric payloads to ensure authenticity and detect
t anmperi ng.

- Hash-chaining or Merkle trees could be used for batch metric
verification in stream ng scenari os.

Confidentiality Preservation

- Sensitive nmetric fields could be encrypted (e.g., using AES-GCM
or HPKE)whi |l e preserving routable headers in cleartext.

- Differential privacy or noise injection could be enployed for
aggregated netrics to prevent inference attacks.

Sour ce Aut hentication

- Metric publishers could be binded to cryptographically
verifiable identities (e.g., X 509 certificates, DIDs).

- Rol e-based access control (RBAC) could be used for nmetric
publication rights.

Privacy- Anare Metric Design
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- The high-granularity data (e.g., masking exact geolocation to
regi onal |evels) could be anonym zed or truncated to protect
the privacy.

- The federated | earning or on-device aggregation could be used
to mninmze raw data exposure.

5. Security Considerations

The security considerations of CATS are presented throughout this
docunent .

6. | ANA Consi derations

Thi s docurment has no | ANA acti ons.
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