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Abst r act

Thi s docunent specifies the Atomic Cryptographic Entity Generative
Framewor k (ACE-GF), a cryptographic construction for deriving and
reconstructing stable cryptographic identities fromuser-held
credentials without requiring persistent storage of a master secret.

ACE- G- addresses a structural linmtation of existing determnistic
key-derivation and identity systens, which rely on long-lived root
secrets and rigid derivation hierarchies. By separating identity
reconstruction fromlong-term secret storage, ACE-GF enables
stateless identity recovery, credential rekeying, and context-

i sol ated derivation across multiple cryptographic algorithns.

The framework is designed to be application-agnostic and nmay be
applied to diverse environments such as authentication systens,
distributed identities, secure key nmanagenent, and cryptographic
wal | ets. This docunent defines the core construction, security
properties, and interoperability considerations of ACE-GF, while
application-specific profiles are defined separately.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 June 2026
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1. Introduction

1.1. Background and Motivation

Det erm ni stic key managenent schenes, such as BIP-32 *[BI P32]* and

Bl P- 39 *[ Bl P39] *,

have sinplified key recovery by deriving keys from

a single naster seed. However, these schenes rely on the long-term
persi stent storage of that seed, which constitutes a single point of

failure (SPOF).

If the seed is conpronised, all derived keys are

irreversibly exposed.

This storage-centric design is ill-suited for Autononous Digita

Entities (ADES),

such as Al agents and |oT depl oynents, which require

identity continuity without centralized trust anchors *[ Dl D Core] *.
ACE- GF addresses these chal |l enges by decoupling determnistic
identity fromlong-termsecret storage, ensuring that the identity
root exists only ephenerally during the reconstruction process.

Wang
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1.2. Core Contributions

ACE-GF introduces a generative framework for Atom c Cryptographic
Entities (ACE) with the follow ng properties:

* *Seed- Storage-Free*: The identity root (REV) exists only
ephenerally in menory during active operations.

* *Determnistic Reconstruction*: The REV is reconstructed froma
seal ed artifact and authorization credenti al s.

* *Context Isolation*: Cryptographic keys are isolated across
algorithms (e.g., Ed25519, M.-DSA) using explicit context encoding
*[ RFC5869] *.

2. Conventions and Term nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 *[ RFC2119] * *[ RFC8174]* when, and only when, they appear in all
capitals, as shown here

2.2. Term nol ogy
The following terns are used throughout this docunent:

*ACE-GF* Atomic Cryptographic Entity Generative Framework. A
cryptographic franework that enables deterministic reconstruction
of digital identities fromuser-held credentials w thout requiring
persi stent storage of a master secret.

*Credential* A user-provided secret input to ACE-GF, such as a
passphrase, mmenonic, or other high-entropy material. Credentials
are supplied at the tine of identity reconstruction and are not
persistently stored by the framework.

*|dentity* A stable cryptographic identity derived via ACE-GF. An
identity may correspond to one or nore public/private key pairs,
addresses, or identifiers, depending on the application context in
which ACE-G- is applied. An ldentity in ACE-GF is defined by the
ability to reconstruct the underlying Root Entropy Val ue (REV)
loss of this ability renders the identity cryptographically
unr eachabl e.

*Context* An explicit domain-separation paraneter, as defined in the
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3.

3.

1.

2

context of Key Derivation Functions *[ N ST-SP800-108]*, used by
ACE-GF to ensure that derived material for different purposes,
al gorithnms, or applications remains cryptographically isolated.

*Rekeyi ng* The process of updating the authorization netadata
(Sealed Artifact) to associate new credentials with an existing
identity while preserving the underlying identity semantics.

Unli ke traditional key rotation, ACE-GF rekeying does not nodify
the underlying Root Entropy Val ue (REV).

*Profile* A specification that defines how ACE-G- is applied within
a specific application domain. Profiles may inpose additiona
constraints, paraneters, or output formats, but do not nodify the
core ACE-GF construction defined in this docunent.

*Wal | et Application Profile* An application profile that applies
ACE-GF to cryptocurrency wall et systens, including nmulti-algorithm
key derivation and migration fromlegacy wallet formats. This
profile is illustrative and does not constrain other applications
of ACE- GF.

Pr ot ocol Overvi ew

This section provides a high-level, non-normative overview of the
ACE-GF framework. It establishes the mental nodel for the decoupled
architecture before the detail ed protocol specification in Section 4.

The Decoupl ed Identity Mode

ACE- G- operates on the principle of *Functional Decoupling*. Unlike
traditional determnistic systems that require the persistent storage
of a master seed, ACE-GF separates the identity into two logically

i ndependent pi pel i nes:

* *Authorization Pipeline (The "Lock")*: Manages the transfornation
between a user’s volatile *Credential* and a persistent *Seal ed
Artifact (SA)*. It controls _access_to the identity.

* *ldentity Pipeline (The "Key")*: Perforns determnistic derivation
fromthe reconstructed *Root Entropy Value (REV)* to various
cryptographic algorithns. It defines the _substance_of the
identity.

Dat a Fl ow and Transformati on

The followi ng diagramillustrates how entropy flows froma raw state,
through the authorization lock, and into algorithmspecific keys:

Wang Expi res 28 June 2026 [ Page 6]



Internet-Draft ACE- G- Decenber 2025

Aut hori zati on Pi peline I dentity Pipeline

[Credential] + [Salt]
I

%
Argon2i d ( KDF1)
I

%
K seal (Symmetric) Derivation Context (Ctx)
I I
| v
AEAD- Decrypt (SA, Kseal) ---->[ REV ] ----> HKDF-Expand (KDF2)
I
%

[ Algorithm Specific Keys ]
3.3. Atonic Entity Lifecycle and States

The lifecycle of an ACE is defined by the availability and
reachability of the Root Entropy Value (REV).

3.3.1. CQperational States

| *Seal ed* The REV is encrypted Persistent (Disk/ |
| within a Seal ed St or age) |
| Artifact (SA). |
o e e oo g o e e oo +
| *Reconstructed* | The REV is unsealed | Epheneral (RAM |
| | and resides in | only) |
| | volatile menory. | |
o e e e e oo o e e e e e oo oo o e e e e oo +
| *Zeroized* | Sensitive material | NA |
| | has been wi ped. | |
| | Identity is dormant. | |
o e e e e oo - o e e e e e e oo Fom e e e e oo o +
| *Unreachabl e* | The SA is destroyed | Permanent |
| | or Credentials lost. | (Cryptographically |
| | | Unreachabl e) |
o e e oo g o e e oo +

Table 1
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3. 3.

3. 4.

Li fecycl e Sequence
*Generate*: A 256-bit REV is sanpled froma CSPRNG
*Seal *: The REV is encrypted with a key derived froma Credenti al
and Salt, producing a *Sealed Artifact (SA)*. The raw REV is then

zeroi zed

*Unseal *: When an operation is required, the user provides the
Credential to decrypt the SA restoring the REV to RAM

*Derive*: The REV is used to generate keys for specific contexts
(e.g., EdJ25519, M.-DSA).

*Zeroi ze*: Once conplete, the REV and all derived material are
wi ped from RAM

Core QOperations: Rekeying and Identity Unreachability

By decoupling authorization fromidentity, ACE-G- enables critica
operations w thout changi ng underlying cryptographic identifiers
(e.g., blockchain addresses):

*

3.5.

Wang

*St at el ess Rekeying*: To change a password, the entity unseals the
REV and re-seals it using a _new_ Credential and _new_Salt. The
REV remains invariant; thus, all derived public keys remain

st abl e.

*Identity Unreachability*: An identity becones unreachable if the
Seal ed Artifact (SA) or required authorization inputs are |ost or
destroyed. Wthout these, the REV is mathematically | ost,
rendering the identity cryptographically unreachabl e without
reliance on external revocation infrastructure.

Local Call Sequence

The foll owi ng sequence describes the typical interaction between an
application ("Caller") and an ACE-GF inpl erentati on

Expi res 28 June 2026 [ Page 8]
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Cal | er ACE- GF | npl ement ati on
I I
|----- 1. generate_rev() ------------ >| (Sanpl es CSPRNG
| <------ [REVin RAM ---------------- |
I I
| ----- 2. seal _rev(REV, Cred) ------- > (Argon2id + AES- GCM SIV)
| <----- [Sealed Artifact (SA)] ------- | (Store to disk)
I I
|[----- 3. zeroize_menmory() ---------- > (Wpe RAM

| ... later (identity usage) ... |

|----- 4. unseal _rev(SA Cred) ------ >| (Reconstructs REV in RAM
|----- 5. derive_key(REV, CXx) ------ >| (HKDF- SHA256)

| <----- [Derived Key Material] ------- |

[----- 6. zeroize_nenory() ---------- > (Wpe RAM

4. Architecture and Design Principles
ACE- G- separates the identity lifecycle into two distinct pipelines:
4.1. ldentity Pipeline

The identity pipeline nanages the transformation fromthe REV to
application-specific keys. It utilizes a determnistic, one-way
derivation function (HKDF) conmbined with explicit context strings.
Thi s ensures that conmprom se of a specific child key (e.g., an
Ed25519 signing key) does not |eak information about the REV or other
si bling keys.

4.2. Authorization Pipeline

The authori zation pipeline nmanages the secure "sealing" and

"unseal ing" of the REV. By utilizing Argon2id for nenory-hard key
stretching and AES-GCM SIV for nonce-m suse resistant encryption, the
framework ensures that the REV is only accessible when the correct
Credential is provided.

5. Cryptographic Primtives
The ACE-GF franmework relies on industry-proven cryptographic
primtives. |nplenmentations MIST strictly adhere to the selection of

these primtives to ensure deterninistic consistency across different
pl atforns and environments.
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5.

5.

1. KDF1l: Credential Hashing (Argon2id)

2.

To resist offline brute-force attacks, ACE-G- utilizes the Argon2id
al gorithm *[ RFC9106] * for stretching user-provided credentials (Cred)
into a symmetric sealing key (K seal).

The specific mechani smby which auth_index is bound into the sealing
key derivation is an inplementation detail, provided that distinct
val ues of auth_index result in cryptographically independent sealing
keys.

* *Algorithm Sel ection*: |nplenmentations MJST use the Argon2id
variant (as opposed to Argon2i or Argon2d) to provide optinized
protection agai nst both side-channel attacks and GPU- based
cracki ng.

*  *Paranmeter Negotiation*: |nplenmentations SHOULD support pre-
defined Sealing Profiles that specify nenory cost (M, tine
iterations (T), and parallelism(P).

* *Galt*: Each Sealed Artifact (SA) MUST include a 128-bit random
salt sanpled froma CSPRNG For the purpose of binding the
aut hori zati on epoch, the salt input to the Argon2id functi on MUST
be a 20-byte sequence, constructed by concatenating the 16-byte
random salt and the 4-byte Big-Endi an representation of the
aut h_i ndex.

* *Credential Encoding*: To ensure determ nistic consistency across
different platforns and progranmi ng | anguages, the Authorization
Credential (Cred) MJST be encoded as a UTF-8 string *[ RFC3629] *
bef ore being provided as the password input to the Argon2id
function.

AEAD: Seal i ng Encryption (AES-GCM SI V)

ACE- GF enpl oys AES-GCM SIV *[ RFC8452] * for the authenticated
encryption of the Root Entropy Value (REV).

AES- 256- GCM SIV is used exclusively for authorization sealing of the
Root Entropy Value (REV). It is not part of the Derive operation and
does not correspond to any AlglD value in the Context ldentifier

Regi stry.

* *M suse Resistance*: AES-GCCMSIV is selected for its Synthetic
Initialization Vector (SIV) properties. In the specific context
of ACE-GF, given that the REV is a 256-bit high-entropy random
val ue, using a fixed 96-bit all-zero nonce (N fixed) is safe under
the assunption that the plaintext (REV) is a uniformy random
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5. 3.

hi gh-entropy value and that the sealing key is not reused for
arbitrary plaintexts. This usage constitutes a restricted,

si ngl e-message sealing construction and MJUST NOT be generalized
beyond the specific case defined in this docunent. This
assunption holds only for the sealing of a single, uniformy
random REV per Sealed Artifact (SA) and MJUST NOT be extended to
sealing arbitrary data or multiple plaintexts under the sanme key.

*Security Assurance*: The use of AES-GCM SIV prevents
confidentiality | eaks even in cases of nonce reuse, elimnating

t he dependency on high-fidelity hardware Random Nunber Generators
(RNG during every sealing operation.

*Data Structure*: The encryption process MJST produce a 256-bit
ci phertext and a 128-bit authentication tag.

*Addi ti onal Authenticated Data (AAD)*: To ensure the integrity of
the aut hori zati on nmetadata, the AEAD encryption MJST supply the
first 10 bytes of the Sealed Artifact (SA) as Additi onal

Aut henticated Data. This AAD string consists of the Magi c Number
(4 bytes), Version (1 byte), ProfilelD (1 byte), and *the

Aut hori zation Index (4 bytes)*. Al multi-byte fields MJST be
encoded in Big-Endian (Network Byte Order).

*Aut henti cat ed Metadata Bi ndi ng*: | npl enentations MJUST supply the
Aut hori zation I ndex (auth_index) as Additional Authenticated Data
(AAD) to AES-256-CGCM SIV. This ensures that any nodification of
aut hori zation netadata results in authentication failure during
unsealing. Failure to bind auth_index via AAD constitutes a
violation of this specification.

KDF2: Key Derivation (HKDF- SHA256)

For deriving algorithmspecific keys fromthe REV, ACE-G- utilizes
HKDF *[ RFC5869] *.

*

Wang

*Core Logic*: The standard Extract-then-Expand workflow is
fol | oned.

*Extract*: Map the REV into a cryptographically strong
Pseudor andom Key (PRK).

*Expand*: | nput the structured Context tuple (Ctx) as the 'info’
paraneter to generate target keys of specific |engths.

*Hash Function*: SHA-256 MJUST be used.
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* *|solation GQuarantee*: By explicitly encoding Al gl D, Donain, and
Index into the "info string, HKDF ensures that the resulting
child keys are conputationally independent.

6. Protocol Specification

This section defines the operational procedures for the ACE-GF

framework. All cryptographic operations MIJST follow the sequences

described herein to maintain cross-platforminteroperability.
6.1. Root Entropy Value (REV) Generation

Thi s operation generates the Root Entropy Value (REV), which serves
as the atom c foundation of an ACE identity.

6.1.1. Inputs
*  None.
6.1.2. CQutputs
* *REV*: A freshly generated Root Entropy Val ue.
* *Error*: On failure.
6.1.3. Processing Requirements
1. The REV MJUST be a 256-bit (32-byte) val ue.

2. The REV MUST be sanpled froma cryptographically secure random
nunber generator (CSPRNG with uniformdistribution

3. The REV MJST NOT be stored in persistent storage in plaintext
form It MJUST exist only in volatile nmenory during active use.

6.1.4. Error Conditions

* *EntropyUnavail able*: A suitable CSPRNG is not available or fails
to produce sufficient entropy.

6.1.5. Error Handling Requirenents

If REV generation fails, inplenmentations MJUST return an error and
MUST NOT proceed with any sealing or derivation operations.
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6. 2.

Seal i ng Process (Seal)

The Seal ing process transfornms a Root Entropy Value (REV) into a
persistent Sealed Artifact (SA) using an Authorization Credenti al

6.2. 1.

*

I nput s
*REV*: The Root Entropy Value to be protected.

*Aut hori zation Credential (Cred)*: Secret material used to derive
the sealing key.

*Sealing Profile*: ldentifies the Argon2id paraneters to be used.
*Aut hori zation I ndex (auth_index)*: A non-negative integer

identifying the logical authorization epoch associated with this
Seal ed Artifact.

The Authorization I ndex (auth_index) is not a user-supplied secret
and is intended to be nanaged transparently by inplenmentations. |Its
value is carried within the Sealed Artifact and SHOULD NOT require
manual tracking by users.

6. 2. 2.

*

*

6. 2. 3.

1.

Wang

Qut put s

*Seal ed Artifact (SA)*: A serialized artifact containing the
encrypted REV, authorization nmetadata, and associ ated paraneters.

*Error*: On failure.
Processi ng Steps
Cenerate or select a 128-bit random Sal t.

Derive the sealing key K seal using Argon2id. *The Cred i nput
MUST be encoded as a UTF-8 string*. The salt paraneter input to
Argon2id MJUST be the 20-byte concatenation: Salt (16 bytes) |
auth_i ndex (4 bytes, Big-Endian).

Encrypt the REV using AES-256-GCM SIV with K seal and the fixed
nonce N fixed. The AAD input MUST be the 10-byte sequence:

Magic || Version || ProfilelD || auth_index, where auth_index *is
serialized as a 32-bit unsigned integer in Big-Endian (Network
Byte Order)*.

Construct the Sealed Artifact (SA) by concatenating the Mgic

Nunber, Version, ProfilelD, auth_index, Salt, Ciphertext, and
Aut hentication Tag, as specified in Section 6.1
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5. Zeroize the REV fromvolatile nenmory after successful sealing.
6.2.4. Error Conditions

* *lnvali dREV*: The supplied REV does not neet |ength or fornat
requirenents.

* *Profil eUnsupported*: The specified Sealing Profile is not
support ed.

* *]nval i dAut hl ndex*: The provi ded auth_index is mal forned or
unsupport ed.

* *SealingFailure*: Encryption or key derivation fails.

6.2.5. FError Handling Requirenents
If sealing fails, inmplementations MUST return an error and MJST
ensure that the REV and any internedi ate key naterial are not
retained in nenory.

6.3. Unsealing Process (Unseal)

The Unseal i ng process reconstructs the Root Entropy Value (REV) from
a provided Sealed Artifact (SA) and Authorization Credenti al

6.3.1. Inputs

* *Sealed Artifact (SA)*: A serialized artifact containing the
encrypted REV and associ at ed net adat a.

* *Authorization Credential (Cred)*: User- or systemprovided secret
material required to derive the sealing key.

6.3.2. CQutputs
* *REV*: The reconstructed Root Entropy Val ue, on success.
* *Error*: On failure.
6.3.3. Processing Steps
1. *Parse*: Extract the Magic Number, Version, ProfilelD,
auth_index, Salt, Ci phertext, and Authentication Tag fromthe SA

The Magi ¢ Nunmber and Version MJST be validated. Failure MJST
result in InvalidFormat.
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2. *Derive*: Reconpute the sealing key K seal using the *UTF-8
encoded* Credential, extracted Salt, auth_index, and the
paraneters associated with the ProfilelD

3. *Decrypt*: Execute AES-256-CGCM SIV decryption on the G phertext
using K seal, the fixed nonce N fixed, and the Authentication
Tag. The same Additional Authenticated Data (AAD) used during
sealing (*constructed by concatenating Magic, Version, ProfilelD,
and t he Bi g- Endi an encoded* aut h_i ndex) MJST be suppli ed.
6.3.4. Error Conditions
* *Aut henticationFailure*: Authentication tag verification fails.

* *|nvalidFormat*: The SA cannot be parsed or contains unsupported
version or profile identifiers.

* *Profil eUnsupported*: The referenced ProfilelD is not inplenented.

* *Aut horizati onM smat ch*: The derived sealing key does not match
the aut hori zation metadata enbedded in the SA

6.3.5. FError Handling Requirenents
If any error occurs, inplenmentations MJUST return an error and MJST
NOT rel ease any portion of the decrypted REV. |Inplenentations SHOULD
ensure that error handling does not introduce observable timnng
differences that could | eak information about the Credential or
K seal .

6.4. Key Derivation Function (Derive)

The Derive operation determnistically produces al gorithmspecific
cryptographic key material froma reconstructed Root Entropy Val ue
(REV).

6.4.1. Inputs
* *REV*: The reconstructed Root Entropy Val ue.

* *Context Tuple (Ctx)*: A structured context specifying algorithm
usage domai n, and key index.

* *Qutput Length*: The required |l ength of derived key nmateri al

Wang Expi res 28 June 2026 [ Page 15]



Internet-Draft ACE- G- Decenber 2025

6.4.2. CQutputs
* *DerivedKey*: Algorithmspecific key material.
* *Error*: On failure.
6.4.3. Processing Steps
1. Perform HKDF-Extract using the REV as the input key material
(KM to produce a pseudorandom key (PRK). The salt paraneter
for HKDF-Extract MJST be a 32-byte string of all zeros.
2. Perform HKDF- Expand using the PRK and the serialized Context
Tuple (Ctx) as the info parameter to generate key material of the

requested | ength.

3. Map the derived output to algorithmspecific key materi al
according to the target algorithnmi s requirenents.

6.4.4. FError Conditions
* *]nvalidContext*: The Context Tuple is malforned or unsupported.

* *DerivationFailure*: HKDF expansion fails or produces invalid
output for the target algorithm

6.4.5. FError Handling Requirenents

On failure, inplenentations MIUST return an error and MJST NOT rel ease

partial or nmalforned key material. The REV MJUST renmain protected in
vol atil e nenory and SHOULD be zeroi zed once derivation operations are
compl et e.

7. Data Structures and Encodi ngs
7.1. Sealed Artifact (SA) Binary Format (Version 0x01)

This section defines the binary encoding of the Sealed Artifact (SA)
for protocol version 0x0l. The SA encapsul ates the encrypted Root
Entropy Value (REV) together with all netadata required for

determ ni stic reconstruction.

Al multi-byte integer fields MJUST be encoded in Big-Endi an ( Network

Byte Order). Inplementations MJST reject any SA whose total |ength
does not exactly match the expected length for the indicated Version.
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7.1.1. SA Binary Layout (Version 0x01)

[} g fuje S oo el oo oo ey oo s
| Offset | Length | Field | Description |
R gttty Sy e p—p—j—_— gl ———————————————
| O | 4 | Magic Nunber | Fixed bytes: 0x41 0x43

| | | | 0x45 0x00 ("ACE\0") |
B B o e e e e o - o m e e e e e e e aao o +
| 4 | 1 | Version | Protocol version |
I I I | (0x01) I
S ey S ey - +
| 5 | 1 | ProfilelD | Identifier for Sealing

| | | | Profile |
B B o e e e e o - o m e e e e e e e aao o +
| 6 | 4 | auth_i ndex | Authorization |Index |
| | | | (Unsigned 32-bit) |
S ey S ey - . +
| 10 | 16 | Salt | Random salt for |
| | | | Argon2id |
B B o e e e e o - o m e e e e e e e aao o +
| 26 | 32 | G phertext | AES-256- GCM SI V |
| | | | encrypted REV |
S ey S ey - . +
| 58 | 16 | Tag | Authentication Tag |
I I I | (MAQ) I
B B o e e e e o - o m e e e e e e e aao o +

*Total Length: 74 bytes*
7.1.2. Field Semantics

* *auth_index*: The Authorization Index represents an authorization
epoch associated with the Sealed Artifact. Different val ues of
auth_index under the same REV represent distinct authorization
states. Inplenentations MIUST ensure that Sealed Artifacts
generated with different auth_index val ues are cryptographically
i ndependent and mnutual | y non-decrypt abl e.

7.2. Sealing Profiles
Sealing Profiles define the cost paranmeters for the Argon2id

function. This allows ACE-GF to scale fromresource-constrai ned
mobi | e devices to high-security server environnents.
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B oo sy s el e
| Profile ID| Label | Menmory (MB) | Iterations | Parallelism|
| | | | (T) | (P) |
B Sl el e, sty el
| Ox01 | Mobile | 64 | 3 1 |
I R I I I +
| 0x02 | Standard | 256 | 4 | 2 |
R R i I i I R I +
| 0x03 | Paranoid | 1024 | 8 | 4 |
I i F--- - - F-- - - - - - I i i i +
Table 3

I mpl enent ati ons MJST support at | east the ’'Standard” (0x02) profile.
The ' Paranoid profile is RECOWENDED for high-value admnistrative
identities.

7.3. Context Labels

To ensure conputational independence between different cryptographic
algorithms, the AlgiD field in the Context Tuple MJST use the
following initial registry. This ensures that a key derived for
Ed25519 cannot be m stakenly used or mathematically linked to a
Secp256k1l key.

Usage Domai ns describe the functional intent of derived key nmateria
and do not override algorithmspecific restrictions defined el sewhere
in this docunent.

7.3.1. Agorithmldentifiers (Al glD)

B el oo oo s s s s e sl 1)
| AlgiD | Al gorithm Nane | Reference |
[ ety s el el
| 0x0001 | Ed25519 | *[ RFC8032] * |
F----- - - I i T I +
| 0x0002 | Secp256kl (ECDSA) | *[ SEC2] * |
+-------- I T I +
| 0x0003 | X25519 (Diffie-Hellman) | *[RFC7748]* |
+-------- T i I S i i +
| 0x0004 | M.-DSA (DilithiumPQC) | *[FlPS204]* |
F----- - - I i T I +
| 0x0005 | M.-KEM ( Kyber - PQC) | *[FI PS203] * |
+-------- I T I +
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7.3.2.

Usage Donumi ns (Domai n)

The 8-bit Domain field separates keys by their functional intent:

*

7. 4.

*0x01 (Signing)*: Primary identity signatures.

*0x02 (Encryption)*: Data at rest or in transit.

*0x03 (Authentication)*: Challenge-response protocols.
*0x04 (Key Wapping)*: Protecting other sub-keys.

Cont ext Tupl e Encodi ng

The Context Tuple (Ctx) is a compact, fixed-length binary structure
used as the info paraneter for HKDF expansion. Al fields are
encoded in Big-Endian (Network Byte Order).

7.4.1.

Cont ext Tuple Binary Layout

B oo st e s oot
| Offset | Length | Field | Description |
B gttty ey gy ey p—p—————(———————
| O | 2 | AlgiD | Algorithmldentifier |
I I I R T I I A N +
| 2 | 1 | Dormain | Usage Domain |
+---- - - - +---- - - - +---- - - - T I +
| 3 | 4 | I'ndex | Key Index (unsigned integer)

F-------- F-------- F-------- I T T I +

Table 5

*Total Length: 7 bytes.*

7.4.2.

*

Wang

Encodi ng Rul es

The Al gl D field MIST correspond to a registered value in the ACE-
G- Context ldentifier Registry.

The Domain field MJUST correspond to a registered Usage Donmi n.
The Index field is an unsigned 32-bit integer and MAY be

incremented to derive multiple independent keys within the sane
al gorithm and domai n.
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8. Operational Considerations and ldentity Lifecycle

This section describes operational aspects of deploying and managi ng
Atomi c Cryptographic Entities (ACEs) using the ACE-GF framework. |t
focuses on |ifecycl e managenent, authorization updates, identity
unreachability semantics, and depl oynent considerations. This
section is informational and does not introduce new protoco

requi renents beyond those specified el sewhere in this docunent.

One of the primary advantages of the ACE-G- framework is its ability
to manage the full identity lifecycle w thout requiring changes to
the underlying Root Entropy Value (REV). Authorization nmaterial may
be updated or rendered unavail abl e i ndependently, while derived
cryptographic identifiers remain stable as Iong as the REV renmains

r eachabl e.

8.1. Sealed Artifact Persistence and Mbility

The Sealed Artifact (SA) is a persistent, encrypted authorization
artifact, not a cryptographic root. Possession of an SA al one does
not enable identity reconstruction wi thout the correspondi ng

Aut hori zation Credenti al

Because the SA contains no plaintext secret material and reveals no
i nformati on about the Root Entropy Value (REV), it MAY be stored,
replicated, and transported using untrusted storage mechani smns,

i ncluding public cloud storage or distributed content-addressabl e
systens.

Loss of all copies of the SA renders the identity cryptographically
unreachabl e. Applications SHOULD treat the SA as durable

aut hori zati on netadata and apply backup and redundancy strategies
appropriate to their threat nodel

8.2. Stateless Credential Rotation
ACE- GF supports stateless credential rotation, allowing an entity to
update its Authorization Credential (e.g., changing a password or
aut hori zation factor) without altering the underlying Root Entropy
Val ue (REV)
Because the REV is the sole source of all derived cryptographic keys,
this process preserves identity continuity. No derived public keys,
addresses, or identifiers need to be regenerated or re-announced.

The rotation process is perforned as foll ows:
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1. *Unseal *: Use the current Authorization Credential and the
existing Sealed Artifact (SA) to reconstruct the REV in volatile
menory.

2. *Generate New Salt*: Sanple a new 128-bit random salt val ue
3. *Re-Seal*: Performthe Sealing Process (as defined in
Section 4.2) using the new Aut horization Credential and the new
salt, while maintaining the sane REV
4. *Commit*: Replace the previous SA with the newWy generated SA
This operation is stateless with respect to identity semantics. No
persistent state other than the updated SA is required, and no
protocol - visible identity attributes are nodified.
8.3. Logical Revocation via Authorization |ndex
ACE- GF defines _logical revocation_ as the ability to render a
previously valid Sealed Artifact (SA) unusable w thout nodifying the
under | yi ng Root Entropy Val ue (REV)
An ACE-GF ldentity is defined by the ability to reconstruct the REV
Logi cal revocation invalidates specific authorization states while
preserving the identity itself and all derived cryptographic
i dentifiers.
8.3.1. Mechanism

Logi cal revocation is achieved by updating the Authorization |ndex
(auth_index) and re-sealing the same REV:

1. The current SA is unsealed to reconstruct the REV in volatile
menory.

2. The auth_index value is increnmented or otherw se updated
according to application policy.

3. The REV is re-seal ed under the new auth_index, producing a new
SA.

4. The previous SA is discarded or rendered inaccessible.
Because auth_index is cryptographically bound into the sealing key

derivation, any SA created under a prior authorization index becones
undecrypt abl e once the active i ndex changes.
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8.

8.

8.

8.

3.2. Properties
* Logical revocation does not require regeneration of the REV

* Logical revocation does not require identifier rotation (e.qg.,
bl ockchai n address changes).

* Logical revocation does not rely on external revocation
infrastructure such as CRLs or OCSP

* The effect of logical revocation is i mediate and purely
crypt ogr aphi c.

3.3. Scope and Policy

Thi s specification defines the cryptographic nechanismrequired to
support | ogical revocation. Policies governing authorization index
managenent, distribution of updated Seal ed Artifacts, recovery
procedures, and governance nodels are application-specific and out of
scope.

3.4. Authorization Index Synchronization

In multi-device or multi-instance deploynments, applications are
responsi ble for ensuring that the nost recent Sealed Artifact is
distributed to all authorized endpoints. |nplenentations SHOULD
treat the Sealed Artifact as versioned authorization state and ensure
that stale artifacts are replaced when authorization updates occur

The ACE- GF protocol does not require global state synchronization and
does not define mechanisnms for resolving concurrent authorization
updat es.

4. Failure Mddes and Recovery Consi derations

Failure to reconstruct the REV nay occur due to incorrect
credentials, corrupted Sealed Artifacts, unsupported sealing
profiles, or intentional revocation actions.

I npl enent ati ons SHOULD treat all unsealing failures as

i ndi stinguishable froman external observability perspective and MJST
NOT | eak partial information about the REV or derived keys in failure
scenari os.

Recovery is possible only if sufficient authorization materia
remai ns avail able. Loss of all authorization inputs results in
per manent unreachability of the REV
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8.5. Storage and Epheneral State Considerations

The Root Entropy Value (REV) is intended to exist only in volatile
menory during active operations and MJUST NOT be persistently stored.

The Sealed Artifact (SA) is the sole persistent representation
required to reconstruct an ACE identity. It MAY be stored,
transmtted, or backed up using conventional storage nechani smns,
subj ect to application-specific security policies.

I mpl enent ati ons SHOULD ensure tinmely zeroization of all sensitive
material, including the REV, sealing keys, and intermedi ate buffers,
after use. Wiere avail abl e, hardware-backed isol ati on mechani sns
such as Trusted Execution Environments (TEES) are RECOMVENDED t o
reduce exposure risk during reconstruction and derivation operations.

8.6. Mgration Considerations

Exi sting cryptographic identities MAY be migrated into the ACE-GF
framework by treating a | egacy high-entropy private key as a Root
Entropy Value (REV) and sealing it using standard ACE- G- procedures.

Such mgrations are OPTIONAL and profil e-dependent. |nplenentations
SHOULD docunent any devi ations from native ACE-G- derivation
semantics and SHOULD cl early distinguish between natively generated
ACE-GF identities and mgrated identities when rel evant.

9. Security Considerations

The security of the ACE-G- franework depends on the strength of the
underlying cryptographic prinitives and the rigor of the
i npl ement ati on environnent.

9.1. Entropy Requirenments for Credentials

The security of the Sealed Artifact (SA) is directly proportional to
the entropy of the Authorization Credential (Cred).

1. *M nimum Entropy*: Human-provi ded credentials SHOULD be | ong,
random y gener at ed passphrases nmanaged by password nanagers.
Machi ne- generated credentials MJST provide at |east 128 bits of
ent ropy.

2. *Entropy Stretching*: Wile Argon2id provides significant

resi stance against brute-force, it cannot conpensate for
extrenely weak secrets (e.g., short, comobn passwords)
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3.  *Machi ne- Generated Credential s*: For Autononous Digital Entities
(ADEs), credentials MJST be generated using a CSPRNG

9.2. Protection of Volatile Menory and Menory Managenent

Since the Root Entropy Value (REV) serves as the atomi c foundation
for all derived identities, its exposure in volatile nenory
constitutes a single point of failure. An attacker capable of
observing the nenory space of an active ACE-GF inplenentation could
conprom se the entire identity hierarchy derived fromthat REV

9.2.1. Isolated Execution Environnents (I|EE)

It is STRONGLY RECOMVENDED t hat i npl enentations performthe Unsealing
(Section 4.3) and Derivation (Section 4.4) operations within an

| sol at ed Execution Environnent (IEE). An IEE is a platformprovided
security boundary that ensures:

* *Menory Confidentiality*: Sensitive material, including the REV,
Aut hori zation Credentials, and the Sealing Key (K seal), MJST NOT
be observable by the host operating system hypervisor, or other
unaut hori zed processes.

* *Execution Integrity*: The cryptographic |ogic of ACE-G-F MJST be
protected from unauthorized nodification during runtine.

* *]solation Guarantee*: Even in the event of a total conprom se of
the Host OGS, the secrets within the | EE renmain protected.

I mpl enent ati ons SHOULD | ever age har dwar e- backed technol ogies to
satisfy these requirenments. Exanples of such environnents include,
but are not limted to: * *Hardware Encl aves*: Intel SGX, Rl SCV
Keystone. * *Trust Zones*: ARM TrustZone. * *Virtualization-based
Security*: AW Nitro Enclaves, Azure Confidential Conputing (SNP/
TDX) .

9.2.2. Menory Hardening and Zeroi zation
VWhen a hardware-isolated | EE is unavail able, or as a defense-in-depth
measure within an I EE, inplenentations MJST adhere to the foll ow ng

menory nanagenent principles to mtigate "cold boot" attacks or
menory forensics:
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9. 3.

*Zeroi zation*: Al volatile menmory buffers containing the REV,

K seal, or raw Authorization Credentials MJST be overwitten with
zeros (Zeroized) imediately follow ng the conclusion of an
operation or upon process termnation. |Inplenentations MJST use
pl at f orm speci fic nmechanisns (e.g., nenset_s in C, Zeroize trait
in Rust) to ensure that conpilers do not optinize away these
routines.

*Anti - Smappi ng*: Menory regions used for sensitive materia
SHOULD be marked as non-swappable to prevent them from bei ng
witten to persistent storage (e.g., using mock() on POSI X or
Virtual Lock() on Wndows). This prevents secrets from being

| eaked via swap files, core dunps, or hibernation imges.

*Si de- Channel M tigation*: |nplenentations MIST ensure that the
transformation |l ogic, especially the handling of K seal and REV,
is resistant to timng attacks and other nicro-architectura

si de-channel s. The use of constant-tine cryptographic primtives
i s REQUI RED.

*Process |solation*: ACE-GF operations SHOULD be executed in a
dedi cated process with mninmal privileges (least privilege
principle) to reduce the attack surface from ot her resident
appl i cations.

Resi stance to Brute-Force Attacks

The use of Argon2id allows ACE-GF to scale its defense according to
the threat nodel. The followi ng table provides a theoretica
anal ysis of attack costs across different Profiles:
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| Profile | Target | Attacker Cost Assunption (Menory- |
| | Device | Hardness) |
[ ettt —— e —————————— e p—p—_—
| Mobile | Low Power | Bal anced for battery life; |
| | IoT | vulnerable to high-end GPU |
| I | clusters. |
Fomm oo - N o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Standard | Desktop/ | Resistant to mid-scale conmodity |
| | Web | GPU attacks. |
Focmmnaaann S O +
| Paranoid | Server/ | Prohibitively expensive for all |
| | HSM | but state-actor |evel adversaries |
| | | due to high menory bandw dth |
| | | requirements (1CGB+ per attenpt). |
TS S oo m o e e e e e e e e e e e e e e e e e e meao— o +

Table 6
9.4. Post-Quantum Transition and Hybrid Security

ACE-GF is designed with "AlgorithmAgility" to survive the transition
to Post - Quantum Crypt ography (PQC).

1. *Context-lsolated PQC*: As defined in Section 5.3, the framework
all ows the derivation of PQC keys (e.g., M-DSA) al ongside
cl assical keys (e.g., Ed25519) fromthe sanme REV

2. *Hybrid Derivation*: For maxi mum security during the transition
period, inplenmentations MAY use a hybrid approach where a
classical signature and a PQC signature are required to authorize
a single action.

3. *Future-Proofing REV*: Because the REV is a high-entropy
(256-bit) randomvalue, it provides an effective 128-bit preimge
security margin agai nst generic quantum search attacks (e.qg.
Gover-style algorithms [G over1996]), under standard conplexity
assunpti ons.

9.5. Note on AES-GCM SIV and Fi xed Nonce

The use of a fixed all-zero nonce (N fixed) in Section 4.2.2 is safe
specifically because the plaintext being encrypted (the REV) is
guaranteed to be a unique, high-entropy 256-bit value for every
Sealed Artifact. Therefore, the SIV (Synthetic Initialization
Vector) derivation will inherently produce unique sub-keys for the
underlying CTR node, preventing the catastrophic key-streamreuse
associ ated with standard AES- GCCM
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10. | ANA Consi derations
This section describes a proposed registry structure. Creation of
I ANA registries is contingent on the publication status of this
docunent .

Thi s docunent requests IANA to create three new registries for the
Atom c Cryptographic Entity Generative Franmework (ACE-GF).

The following registries are defined for future extensibility of the
ACE- GF framewor k.

10.1. ACE-GF Sealing Profile Registry
IANA is requested to create a newregistry entitled "ACE-G- Seal i ng
Profiles". This registry nanages the parameter sets for the
credential hashing function (Argon2id).

The registration policy for this registry is "Specification Required"
as defined in *[ RFC8126] *.

Initial entries for this registry are as foll ows:

B b el s e e oo s oo e et e e et o}
| Profile | Label | Memory| lterations | Parallelism]|Reference|
|1D | [(MB) | (T) | (P | |
E S s el s s s ety e e el e peme e
| 0x01 | Mobile | 64 | 3 | 1 | [ This |
I I I I I | REC] I
R I +------ I I R +
| 0x02 | Standard |256 | 4 | 2 | [ This |
I I I I I | REC] I
F--- - - R I +------ R I F-- - - - - - F---- - - - +
| 0x03 | Paranoid | 1024 | 8 | 4 | [ This |
I I I I I | REC] I
R I +------ I I R +
| 0x04- OxFF | Unassi gned | | | | |
R i R +------ R I I +
Table 7

10.2. ACE-GF Context ldentifier Registry
I ANA is requested to create a newregistry entitled "ACE- G- Cont ext

ldentifiers". This registry manages the Algorithmldentifiers
(AlglD) used in the key derivation context string.
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The registration policy for this registry is "Expert Review' as

defined in

*[ RFC8126] * .

Initial entries for this registry are as foll ows:

10. 3. ACE-GF

N9ID ] AgorithmName
“ox0001 | Edzssie
ko002 " secpzsekl
“oxooos T Uiessie T
“oxooos MDA (D11 ih g
k0005 | M Kem (kyber)
" Ox0006. OXFEFF | Unasei oned
_______________

Table 8

Usage Donain Registry

I ANA is requested to create a new registry entitled "ACE-G- Usage

Domai ns".

This registry nmanages the 8-bit

B el Sl p—p—_" o
| Domain ID | Description |
[ Sl b oo
| Ox01 | Signing |
F--- - - - i T +
| 0x02 | Encryption |
I I I T +
| 0x03 | Authentication |
I S I A ] +
| O0x04 | Key Wapping

F--- - - - i T +
| 0x05-0xFF | Unassigned |
I I I T +

Table 9

11. Test Vectors

Domai n field.

This section defines test vectors intended to verify the correctness
and interoperability of ACE-GF inplenentations.
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11.

11.

11.

11.

The test vectors in Sections 10.1 through 10.3 define normative
behavi or with respect to input handling, paraneter binding, and
determnistic reconstruction. Ciphertext values are illustrative and
not required to match across inplenentations unless explicitly
speci fi ed.

Certain encrypted outputs are onitted in this version and marked as
TBD. These vectors validate structure, parameter selection, and
determnistic REV reconstruction rather than ciphertext equality.

1. Basic Protocol Test Vectors

1.1. Standard Sealing Profile

This test case uses the "Standard" Sealing Profile (0x02).

* *Credential *: "passwordl23"

* *Salt*: 0102030405060708090a0b0c0d0e0f 10

*  *Argon2id Paraneters*: M=256M B, T=4, P=2

*  *REV*:
f 0eld2c3b4a5968778695a4b3c2d1e0f 00112233445566778899%aabbccddeef f

*Qutput - Sealed Artifact (SA)*: 41434500 (Magic) 01 (Version) 02
(Profilel D) 00000001 (auth_index) 0102030405060708090a0b0c0d0e0f 10
(Salt) [Insert 32-byte Hex Ciphertext here] [Insert 16-byte Hex Tag
her e]

2. Cross-Platformand Encodi ng Consi stency

2.1. UTF-8 Credential Handling

This test case ensures that non-ASCI| credentials are handl ed
consi stently using UTF-8 encodi ng before the Argon2id process.

* *Credential *: "% 123" (UTF-8: ebaf86e7a081313233)
*  *Salt*: fOf1f 2f 3f 4f 5f 6f 7f 8f 9f af bf cf df ef f
* *ProfilelD*: 0x01 (Mbile)

*Qut put - Reconstructed REV*: [Insert 32-byte Hex REV here]
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11.

11.

11.

11.

11.

11.

3. Milti-Agorithmand Post-Quantum Derivation

3.1. dassical + PQC Key Derivation froma Single REV

This test case denobnstrates the generative nature of the framework by
deriving keys for both classical and post-quantum algorithns fromthe
same REV.

* XREVE
603deb1015ca71lbe2b73aef 0857d77811f 352c073b6108d72d9810a30914df f 4

3.2. Case A Ed25519 Signing Key

*

*Al gl D*: 0x0001

*  *Domai n*: 0x01

*  *|ndex*: O

* *Context Info (Hex)*: 00010100000000

* *Derived Key (32 bytes)*: [Insert Hex Key here]

3.3. Case B: M-KEM (Kyber) Key

*

*Al gl D*: 0x0005

*  *Domai n*: 0x02

*  *|ndex*: O

* *Context Info (Hex)*: 00050200000000

* *Derived Key (64 bytes)*: [Insert Hex Key here]
4. Application Profile Test Vectors (Informational)
4.1. Cryptocurrency Wallet Application Profile

This section defines test vectors for the *ACE-GF Cryptocurrency
Wal | et Application Profile*.

These test vectors are intended to denonstrate the deterministic
behavi or of ACE-GF when applied to a multi-chain cryptocurrency
wal | et context, including menonic generation, passphrase-based
rekeying, identity reconstruction ("view'), and migration froml egacy
wal | et mMmenoni cs.
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These vectors *DO NOT* validate the ACE-G- protocol encoding, wire
format, or generic file representations defined el sewhere in this

docunent. Instead, they apply exclusively to inplenentations that
claimconformance to the wall et application profile.

I mpl enent ati ons that do not support this application profile are not
required to produce identical results.

The followi ng test vectors are expressed in JSON format for
readability and ease of cross-platformtesting.

{

"description": "ACE-GF Deterministic Identity Test Vectors Vi1.0",
"project_version": "2025.12.23",

"test_cases": |

{

"case_id": "TEST_CASE_001",

"name": "Initial _Generation_ASCl | _Passphrase",

"description": "Cenerate a new ACE-GF identity using ASCI| passphrase 'abc’. Establish
es ldentity #1.",

"command": "./acegf generate abc",

"input": {

"passphrase": "abc"

"expected_out put": {

"mmenoni c": "vintage crash nedal recycle item pigeon error real join decenber image in
to toe bag coffee pyramd gorilla tank scrub drift pencil clap vacant unl ock",

"sol ana": "5yFK8sUGK6ENgG5TqENvNLhwHRPDzy TMzLLp5Vi Uyx2ppk",

"evm': "0x1aCDA9f 78D27e433317de8b14F50bbh333df 5055e",

"bitcoin": "bclpnjptwsfjpukkj4xcw20f nbddj r f ggquahj 344l kd6j emxnvs84s5wgs2u”,

"cosnos": "cosnoslkzuj u6s08kact hf 45vd3r aexj f uggr x2n9y6aq",

"pol kadot ": " 16VnAyYpbPgnVzS2TEHeZK7LMegJ8dTDez68KUbr sS3D2t hU",

"xidentity": "ZgjpfHPPDt pTOvHezh5i nQW r uBmDQTDUNM/r CW.Zz hw="

}

H

{

"case_id": "TEST_CASE_002",

"nanme": "View Determnistic _Restore ASCII",

"description": "Restore ldentity #1 using the original menonic and passphrase ’abc’
Must determ nistically match TEST_CASE 001.",

"comand": "./acegf view abc [mmenonic]",

"input": {

"passphrase": "abc",

"mmenoni c": "vintage crash nedal recycle item pigeon error real join decenber image in
to toe bag coffee pyramd gorilla tank scrub drift pencil clap vacant unl ock”

1

"expected output _ref": "TEST _CASE 001"

H

{

"case_id": "TEST_CASE 003",
"nanme": "Rekey_ ASClI| _to_ASClI",
"description": "Rekey ldentity #1 by changi ng passphrase from ' ' abc’ to
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"command": "./acegf rekey abc cde [mmenonic]",

"input": {

"ol d_passphrase”: "abc",

"new_passphrase": "cde",

"ol d_menoni c": "vintage crash nedal recycle item pigeon error real join decenber inmag

(0]

into toe bag coffee pyranid gorilla tank scrub drift pencil clap vacant unl ock"

}

xpect ed_out put": {

"new_menoni c": "stuff roast enable cl own casual crazy swi ng sun spoil hone derive oce
an screen frog shoot devote nmenory fall chuckle float canvas bl ue sudden qui ck"

}

H

{

"case_id": "TEST_CASE 004",

"name": "View After_Rekey ASCII",

"description": "Restore ldentity #1 using new menoni ¢ and new passphrase 'cde’. Addre
sses nmust match TEST_CASE 001.",

"command": "./acegf view cde [new _menonic]",

"input": {

"passphrase": "cde",

"menoni c": "stuff roast enable clown casual crazy sw ng sun spoil hone derive ocean s

creen frog shoot devote nenory fall chuckle float canvas bl ue sudden quick"
},

"expected output _ref": "TEST _CASE 001"

b

{

"case_id": "TEST_CASE 005",

"nanme": "Legacy 12 Wird_Acei ze",

"description": "Convert a |legacy 12-word mmenonic into an ACE-GF identity using passph
rase 'abc’ . ",

"command": "./acegf aceize abc [12-word mmenonic]",

"input": {

"passphrase”: "abc",

"l egacy_mmenonic": "figure pony hour transfer toilet blush easy sorry taste wite swin
g neck"

}

xpected_out put": {

"mmenoni ¢c": "l anguage i ssue crash subject warm when step shadow two |ive fantasy cake
crush key cal m cabbage ready error sure idea dish rotate drama bal ance"”,

"sol ana": "p9vabuSUkr nt QVMDNi A7X2xai aBkwFn2SxJdmAFdHgKd"

"evm': "O0xe21AA588aEFAO0AE391798A122f 0994E9eD9406E5",

"bitcoin": "bclpet 90l yvvca05c4zhne6925zr 2kgdwj j 564nnBkghf 758gvgp9f vs6px5g7",

"cosnos": "cosnoslzvt xt z5vh500r hOkOn3l aeh6z0t 263yp8kr | 80",

"pol kadot ": " 132SUNr 7yr VgTMYYACt HQSz9RCR1Pkw126Bk F5PGIW892L o V"

"xidentity": "DUZt +nGZE1ZpGIhWMydt i bPQc EBKXVHYkZWsphnoTo="

}

b,

{

"case_id": "TEST_CASE 006",

"name": "Uni code_Passphrase_Enoji",

"description": "Rekey identity using enpji passphrase. Tests UTF-8 and non-ASClI | passp
hrase handling.",

"command": "./acegf rekey cde [mmenonic]",
"input": {
"ol d_passphrase": "cde",

"new_passphrase": ,
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"ol d_menoni ¢c": "rmushroom unusual extend belt torch sketch Iinmb synbol invest fury din
ner fly capital you | ove school |ogic banana nmention wist buffalo spike finger elite"

}

",xpected_output": {

"new_menoni c": "rabbit thing indoor flower brass blush di stance sauce swear ranp guar
d decorate news girl belt kid enbody spoil skate alone suit record park w sdonf

}

b

{

"case_id": "TEST_CASE_ 007",

"nanme": "Uni code_Passphrase_Chi nese",

"description": "Rekey identity using Chinese UTF-8 passphrase '’'.",

"command": "./acegf rekey [ menoni c] ",

"input": {

"ol d_passphrase": "",
"new _passphrase": "",
"ol d_menonic": "rabbit thing indoor flower brass blush di stance sauce swear ranp guar

d decorate news girl belt kid enbody spoil skate alone suit record park w sdonf

}

xpect ed_out put": {
"new_menoni c": "deliver truck spread mask fetch connect cute credit cigar garlic stud
ent forest decade exchange swap i ssue wage gauge eagle soup squirrel cash dog whal e"

’

A e Nt

'case_id": "TEST_CASE 008",
"name": "View After_Milti_Rekey_Uni code",

"description": "Restore identity after multiple rekey operations with Uni code passphra
ses. Addresses must remain invariant.",

"command": "./acegf view [mmenonic]",

"input": {

"passphrase": "",

"menoni c": "deliver truck spread mask fetch connect cute credit cigar garlic student

forest decade exchange swap i ssue wage gauge eagl e soup squirrel cash dog whal e"

} i)
"expected output_ref": "TEST _CASE 005"
}
]
}

11.5. 10.5. Interoperability Verification Guidance

An inplenmentation claimnng conformance to this specification SHOULD
verify interoperability as follows:

1. Using the test vectors in Sections 10.1 and 10.2, confirmthat: -
The reconstructed REV exactly matches the expected value. - The
serialized Sealed Artifact (SA) fields match the specified binary
| ayout and contents.

2. Using the vectors in Section 10.3, confirmthat: - Derived key
material for different algorithns and domains is determnistic
and context-isolated. - dassical and post-quantum derivations
can coexi st under the sanme REV.
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3. Inplenentations supporting the Cryptocurrency Wallet Application
Profile SHOULD additionally verify conformance using the vectors
defined in Section 10. 4.

Successful verification across independent inplenentations indicates
interoperability of the ACE-G- construction.
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Appendi x A. I nplenmentation Considerations for Resource-Constrained
Devi ces

For 10T devices with [imted RAMthat cannot support the 'Standard’
Argon2id profile (256 MB), the followi ng optinizations are
RECOMVENDED:

1. *Ofloading Sealing*: The Sealing process can be performed on a
provisioning termnal. The device only needs to store the
resulting Sealed Artifact (SA).

2. *Unsealing via TEE*: If the device features a Secure El enment (SE)
or TEE, the K seal derivation SHOULD be pinned to the hardware
UDto provide an additional |ayer of security even if the
Credential is weak.

Appendix B. Illustrative Python Pseudocode
An illustrative pseudocode representation of the ACE-G- derivation
| ogi c:
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B.1. Note

*Note: * The foll ow ng pseudocode is provided for explanatory
purposes only. It omts error handling, nenory zeroization, and
si de-channel protections, and MJUST NOT be used as a reference

i npl ementation. Conformning inplenentati ons MIST adhere to the
normati ve requirenments specified el sewhere in this docunent.

i mport struct

from cryptography. hazmat. primtives. ci phers. aead i nport AESGCWVSI V
from cryptography. hazmat. primtives. kdf. hkdf i nport HKDF

from cryptography. hazmat.primtives inport hashes

def argon2i d_kdf (password_bytes, salt_bytes, nenory mib, iterations, parallelism out_len
):

Pseudocode representation of Argon2id.

I mpl enent ati ons MJUST use RFC 9106conpl i ant ArgonZ2i d.

# This function is a pl acehol der

# A real inplenentation nust call an Argon2id library.

rai se Notl npl ement edError (" Argon2id KDF pl acehol der")

# ACE-G-:. Seal REV

def ace_seal _rev(
rev: bytes,
credential: str,
salt_16: bytes,
aut h_i ndex: int,
profile_id: int = 0x02,

)oooo
Seal a 32-byte Root Entropy Value (REV) into a Sealed Artifact (SA)
assert len(rev) == 32
assert len(salt_16) == 16
# --- Extend salt with auth_index (Big-Endian) ---
extended salt = salt_16 + struct.pack(">l", auth_index)
# --- Select Argon2id paraneters by profile ---

if profile_id == 0x01: # Mobil e
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m t, p=264, 3, 1

elif profile_id == 0x02: # Standard
m t, p =256, 4, 2

elif profile_id == 0x03: # Paranoid
m t, p =1024, 8, 4

el se:

rai se Val ueError("Unsupported Sealing Profile")

# --- Derive sealing key using Argon2id ---
k_seal = argon2id_kdf (
password_bytes=credenti al . encode("utf-8"),
salt byt es=extended_salt,
menory_m b=m
iterations=t,
paral | el i sm=p,
out | en=32, # 256-bit AES key

)

# --- Construct Additional Authenticated Data (AAD) ---
# AAD = Magic || Version || ProfilelD || auth_index
aad = b"ACE\ x00" + struct. pack(">BBI", 0x01, profile_id, auth_index)

# --- Encrypt REV using AES-256-GCM SIV ---
nonce = b"\x00" * 12 # Fixed nonce (restricted single-nmessage usage)
aead = AESGCMBI V(k_seal)

ci phertext = aead.encrypt(nonce, rev, aad)

return ciphertext # Ci phertext || Tag (library-defined |ayout)
e e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee e
# ACE-G-: Derive Al gorithm Specific Key Materi al
H o o o o o o o o o o e e e e e e e e e e

def ace_derive_key(
rev: bytes,

alg_id: int,
donmai n: int,
i ndex: int,
| ength: int,

Derive context-isolated key material from REV using HKDF- SHA256

assert len(rev) == 32

# --- Context Tuple encoding ---
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info = struct. pack(">HBI", alg_id, domain, index)
# --- HKDF Extract + Expand ---
hkdf = HKDF(

al gori t hmrhashes. SHA256() ,
| engt h=Il engt h,

sal t =b"\ x00" * 32

i nf o=i nf o,

)

derived _key = hkdf. derive(rev)
return derived_key

Appendi x C. Exanple Use Cases (Infornmational)
Thi s appendi x provides illustrative, non-nornative exanples of how
the ACE-GF framework nmay be applied in different depl oynent contexts.
These exanpl es are intended to aid understandi ng and do not inpose
addi ti onal protocol requiremnents.

C.1. Autononous Digital Entities (ADES)
Autononous Digital Entities such as Al agents nmay require a stable
cryptographic identity that can be determnistically reconstructed
across restarts w thout persistent secret storage.

In such depl oynments: - The Sealed Artifact (SA) may be stored in

| ocal or renote storage. - Authorization Credentials may be supplied
at runtinme by a controller or policy engine. - Derived keys may be
used for signing, authentication, or secure comruni cation between
agents.

C 2. | oT and Enbedded Devi ces

| oT devices often operate under nmenory and storage constraints and
may | ack secure persistent storage for long-lived secrets.

ACE-GF allows: - Of-device provisioning of Sealed Artifacts. - On-
devi ce reconstruction of identity only when required. - Integration
with Secure El ements or TEEs where avail abl e.

C. 3. Blockchain and Cryptographic Wallet ldentities

Cryptographic wallets may use ACE-G- to derive nmultiple algorithm
specific keys (e.g., Ed25519, secp256kl, PQC) from a single REV
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Statel ess rekeying allows credential updates w thout changing public
addresses, while identity unreachability provides a recovery and

| ockout mechani smwithout reliance on external revocation
infrastructure such as CRLs.

Appendi x D. Security Boundaries and Trust Assunptions (Informational)
Thi s appendi x summari zes the security boundaries and trust
assunptions inplicit in the ACE-G- framework. It is informationa
and conpl enents the Security Considerations section.

D.1. Trust Boundaries
ACE- GF assunes a cl ear separation between: - Authorization inputs
(Credentials, salts, policy-controlled inputs) - ldentity materia
(REV and derived keys) - Persistent storage (Sealed Artifacts)

The conproni se of persistent storage al one does not reveal the REV or
derived keys.

D. 2. Authorization Boundary
Aut hori zation Credentials are assuned to be protected by the
application or deploynent environnent. Wak credentials reduce the
effective security of the Sealing Process but do not conpronise the
crypt ographi ¢ soundness of the framework.

D.3. Execution Environnent Assunptions
During unsealing and derivation, the execution environment is assumed
to provide basic process isolation. Were stronger guarantees are
requi red, hardware-backed isolation (e.g., TEES) is RECOVVENDED.

D.4. Non-CGoal s
ACE- GF does not attenpt to: - Protect against fully conpronised
execution environnents. - Provide anonymity or unlinkability
guarantees. - Replace application-level access control or policy
enf or cenent .
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