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Abst ract

Thi s docunent updates EAP-AKA' (RFC 9048) by defining the use of the
AT_FRAGMVENT mechani sm as defined in |-D.ietf-enu-pgc-eapaka, for
fragmentation of the AT _IDENTITY attribute. This update allows a
peer to convey a |large network access identifier, such as a
Subscription Conceal ed Identifier (SUC), during the EAP-AKA
identity exchange when the encoded identity is too large to fit
reliably in a single EAP packet. This is intended to support |arge
SUCI val ues produced by post-quantum cryptographi c conceal nment
schemes, while preserving the existing EAP-AKA’ chal |l enge and key
derivation procedures

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 30 Novenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

EAP- AKA" [RFC9048] is an inproved Extensible Authentication Protocol
(EAP) [RFC3748] method based on the Authentication and Key Agreenent
protocol. EAP-AKA supports the use of 5Gidentifiers, including the
Subscription Concealed Identifier (SUCI), during identity exchange.

In EAP-AKA’ , the peer’ s identity can be conveyed either in the
initial EAP-Response/ldentity packet or in the AT IDENTITY attribute
in an EAP- Response/ AKA-ldentity packet.

Sone SUCI conceal nent schemes may produce encoded identities that are
| arger than can be carried reliably in a single EAP packet. This can
becone nore |ikely when post-quantum cryptographic (PQC) schenes are
used for Subscription Permanent ldentifier (SUPI) conceal nent. For
exanpl e, a PQC-protected SUCI nay require a few thousand octets

[ TS33501] when the schene input and scheme out put are encoded as part
of the identity.
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EAP [ RFC3748] does not provide a generic fragmentation nechani sm and
expects EAP nethods that may carry | arge payl oads to provi de nethod-
specific fragnmentation. This docunent specifies how the generic
AT_FRAGMVENT nechani smdefined in |I-D.ietf-enu-pqc-eapaka can be used
to fragment AT _IDENTITY during the EAP-AKA’ identity exchange

The nechani sm defined here is intentionally scoped. It does not
provi de a general EAP-AKA" fragnentation layer for all attributes or
al |l EAP-AKA" packets. It only fragments the identity val ue that
woul d otherwi se be carried in AT _IDENTITY. This avoids changes to
the EAP-AKA' chal |l enge, response, AT _MAC validation, and key
derivation procedures

Thi s docunent does not alter the processing of AT _IDENTITY when
identity fragmentation is not used.

Thi s docunent nakes the foll owi ng updates to RFC 9048:

* |t defines the AT_FRAGVENT_SUPPORTED attribute, which allows an
EAP- AKA" server to indicate support for fragmented identity
transport and to advertise the maxi mum supported fragnent size and
maxi mum reassenbl ed attribute size

* |t permits an EAP-AKA’ peer to use the AT_FRAGVENT mechani sm
defined in I-D.ietf-emu-pqc-eapaka to transport an identity val ue
that cannot be carried in a single AT_IDENTITY attribute.

Except for the procedures described above, this docunent does not
nodi fy any ot her aspect of the EAP-AKA protocol specified in RFC
904s8.

2. Requirenents Language

The key words “MJUST” , “MJUST NOT” , “REQURED” , “SHALL” , “SHALL NOT”
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Term nol ogy

Thi s docunent uses the terminology of [RFC3748], [RFC4187],
[ RFC5448], and [ RFC9048].

The following additional terms are used:

Large identity: An identity value that is too large to fit reliably
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in a single EAP-Response/ AKA-ldentity packet as an AT_I DENTITY
attribute

Reassenbl ed identity: The identity value obtained after successfu
reassenbly of all fragments belonging to the same AT_| DENTITY
val ue.

4. ldentity Fragnentation
4.1. Overview

Si nce EAP [ RFC3748] does not provide a generic fragnentation
mechanism a large identity value cannot be fragmented within the
initial EAP-Response/ldentity exchange. Therefore, a peer that needs
to convey a large identity first responds with an anonynous identity
i n EAP- Response/ldentity and then provides the large identity during
the EAP-AKA' identity exchange using the procedures defined in this
docunent .

After receiving an anonynous identity froma peer, the server
requests the peer identity using EAP-Request/ AKA-Identity packet
contai ni ng AT_FRAGVENT _SUPPORTED. The attribute advertises support
for fragnented identity transport and indicates the naxi num supported
fragment size and reassenbled identity size.

If the peer supports this extension and needs to send a | arge
identity, the peer sends the identity as a sequence of EAP-Response/
AKA-1dentity packets. Each such response contains one or nore
AT_FRAGMENT attributes carrying fragmented portions of the

AT_I DENTITY val ue. Fragnment acknow edgenent, retransm ssion, and
sequenci ng foll ow the procedures defined for AT FRAGVENT in |-D.ietf-
enu- pgc- eapaka. This preserves the | ock-step EAP request and
response nodel

After receiving all AT _FRAGVENT payl oads, the server reassenbles the
identity value and processes the reassenbled value as if it had been
received in a single AT_IDENTITY attribute. The server then
continues with the normal EAP-AKA' exchange.

Figure 1 shows the nessage flow of fragnented identity transport for
a |large SUC.
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Peer Server

EAP- Response/ Il dentity
anonynous realmidentity

______________________________________________________ >
EAP- Request / AKA- I dentity
AT_ANY_| D_REQ
AT_FRAGVENT_SUPPCORTED
=
EAP- Response/ AKA- I dent ity
AT _FRAGMVENT carrying first identity fragnent
______________________________________________________ >
EAP- Request / AKA- I dentity
AT_FRAGVENT acknow edgemnent
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e e e m— e m = =
EAP- Response/ AKA- | dent ity
AT_FRAGMVENT carrying next identity fragnent
...................................................... >
EAP- Request / AKA- I dentity
AT_FRAGMVENT acknow edgemrent
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —m— i — - =
EAP- Response/ AKA- I dent ity
AT_FRAGMVENT carrying final identity fragnent
______________________________________________________ >
EAP- Request / AKA- Chal | enge
AT_RAND, AT_AUTN, AT_KDF,
AT_MAC
G
EAP- Response/ AKA- Chal | enge
AT_RES, AT_MAC
...................................................... >

Figure 1. Identity Fragnentation during EAP-AKA' Identity Exchange
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4.2. AT_FRAGMVENT_SUPPORTED

AT_FRAGVENT_SUPPORTED i s sent by the server in an EAP- Request/ AKA-
Identity packet to indicate support for use of AT_FRAGVENT during
i dentity exchange.

The peer MJUST NOT send AT_FRAGMVENT carrying identity fragnents unl ess
the server has adverti sed AT _FRAGVENT SUPPORTED in the sanme EAP- AKA’
i dentity exchange.

The format of AT _FRAGVENT SUPPORTED i s:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Max- Fragnent - Si ze |
i i i T i I S i e s o o i i
| Max- Attri bute-Length | Reserved |
R et e s i o e s i i

Type: TBD1.

Lengt h:
1. The length of this attribute in units of four octets. The
total attribute length is 8 octets.

Max- Fragnent - Si ze:  The maxi mum nunber of payl oad octets that the
server is willing to receive in a single AT_FRAGVENT attribute. A
server SHOULD advertise a value that is smaller than the mninal
EAP MIU of 1020 bytes.

Max- Attri bute-Length: The maxi num nunber of octets in a conplete
reassenbl ed EAP-AKA' attribute value that the server is willing to
accept when AT_FRAGMENT is used. For this specification, the
appl i cabl e reassenbl ed attribute value is the AT_I DENTITY val ue.
The server MAY configure this value based on the maxi mumidentity
size it is willing to accept. A server supporting |arge SUC
transport SHOULD support at |east 3000 octets, as required by
[ TS33501] .

Reserved: Reserved for future use. The sender MJST set this field
to zero. The receiver MJST ignore this field.
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4.3. Fragnentation Procedure

If the peer determines that the identity value cannot be carried in a
single AT _IDENTITY attribute and the server has adverti sed
AT_FRAGVENT _SUPPORTED, the peer fragnments the identity using
AT_FRAGVENT.

The peer MUST NOT transmit AT _FRAGMVENT carrying identity data unless
AT_FRAGVENT_SUPPCRTED has been received during the current EAP- AKA
i dentity exchange.

The peer MUST follow the AT_FRAGVENT procedures specified in |-
D.ietf-enu-pqc- eapaka.

The fragment payl oad size MJUST NOT exceed the Max-Fragment-Size
advertised by the server.

4.4. Reassenbly Procedure
Upon recei pt of AT_FRAGVENT carrying portions of an AT | DENTITY
val ue, the server perforns validation and reassenbly according to |-
D.ietf-enu-pqgc- eapaka.
The server MUST verify that the reassenbled attribute | ength does not
exceed the advertised Max-Attribute-Length. |If the reassenbled
attribute |l ength exceeds Max-Attribute-Length, the server MIST fail
the EAP-AKA’ exchange.
After successful reassenbly, the resulting octet sequence is
processed as the value of AT _IDENTITY, and the server continues
processing according to RFC 9048.

4.5. FError Handling
If a peer or server detects an error in the fragnentati on exchange,
it MUST fail the EAP-AKA’ exchange according to the error handling
procedures of [RFC9048].
A server SHOULD treat the followi ng as fragnmentation errors:

* receipt of AT _FRAGMVENT wi thout prior advertisenment of
AT_FRAGVENT _SUPPORTED;

*  mal formed AT_FRAGMVENT attri bute;
* reassenbled identity length exceeds Max-Attribute-Length;

* reassenbly tineout;
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* identity syntax failure after reassenbly.

The server MAY send EAP-Failure after detecting a fragmentation
error.

Backward Compatibility

This extension is backward conpatible with existing EAP-AKA" peers
and servers.

A peer that does not inplenent this specification will ignore the
AT_FRAGVENT_SUPPORTED attri bute advertised by the server

A compliant peer MJST NOT use AT_FRAGVENT carrying identity fragments
unl ess the server advertises AT _FRAGVENT SUPPORTED. Therefore, a
server that does not inplenent this specification will not receive
AT_FRAGMVENT from a conpliant peer

Security Considerations

As in RFC 9048, AT _FRAGMVENT payl oads carrying identity informtion
are exchanged before AT _MAC protection becones available. This
speci ficati on does not change that property.

Thi s specificati on does not change any other security properties of
EAP- AKA” [ RFC9048] .

Fragnentation can increase denial -of-service risk because a server
may need to allocate state before authentication conpletes. Servers
MUST enforce limits on reassenbled attribute | ength, fragnent size,
and reassenbly lifetine.

Privacy Consi derations

This extension is intended to preserve the ability to use conceal ed
identities when those identities becone large. A peer that cannot
send a | arge SUCI because fragnentation is unavail abl e may ot herwi se
be forced to fail authentication or use a less private identity.
Thi s extension therefore inproves privacy in deploynments where
conceal ed identities exceed practical single-packet limts.

Fragnment counts and packet sizes may reveal approximte identity

Il ength. This docunent does not attenpt to hide the Iength of the
conceal ed identity. An inplenmentation MAY pad the identity before
fragmentation if local policy requires |ength hiding, but such
padding is outside the scope of this docunent.
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7. | ANA Consi derati ons

I ANA is requested to allocate one new Attribute Type value fromthe
“EAP- AKA and EAP-SIM Parameters” registry:

[ el e oo st e e
| Value | Attribute Nane | Reference |
[ e ool s
| TBDL | AT_FRAGVENT SUPPORTED | RFC-TBD |
+------- B e ] F-- - - - +

Table 1
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