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Abst r act

The System for Cross-domain ldentity Managenent (SCIM specifications
are designed to make identity nmanagenment in cloud-based applications
and services easier.

Thi s docunent provides a platformneutral schema for representing Al
agents’ identities in JSON fornat, enabling themto be transferred in
the SCI M protocol to the service. This establishes an agentic
identity so that an agent can subsequently be authenticated and
authorized to interact with the service.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-wahl-sci magent-schena/.

Di scussion of this docunent takes place on the Systemfor Cross-
domai n ldentity Managenent Working Group nmailing |ist
(mailto:scim@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/scim . Subscribe at
https://ww. ietf.org/ mailman/listinfo/scini.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The SCI M protocol [RFC7644] and core schema [RFC7643] are widely

i mpl emented for provisioning records for users into services. The
default schema for those user records includes attributes such as a
person’s nane, their desired group nenberships, and a password that
the user. This enables a SCiMclient to informa SCI M server
component of a service of a new user, so that user can be identified
in and subsequently authenticated to the service. SCl M also enables
lifecycle controls for the SCiMclient to update and renove that user
record in that service, and associate that user with groups, roles
and entitlements.

Wth the gromh of agentic Al, agents will also need to be able to
interact with services. Sonme services will require an agent to have
identities represented in those services. The attributes of an agent
identity in a SClMserver can be different fromthe attributes of a
human user identity. Some services allow OQAuth [ RFC6749] protocols
such as token exchange [ RFC8693] for an agent’s authentication to the
service, w thout needing a shared secret credential between each
agent and the service. However, simlar to users, an agent’s
identity mght have access rights in the service, represented through
rel ati onships of the agent’s identity with groups, roles and
entitlements in a service.

As SCIMis famliar within the enterprise and agents often need the
same lifecycle signals and group, role or entitlement menberships as
users, defining a schema to transport agentic identities in the SCIM
protocol sinplifies deploynment and enabl es subsequent authentication
i nteractions, consistent controls for those agent’'s identities and
access rights.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. SCI M Scherma for Agentic ldentity

As an extension to SCI M schema, [RFC7643] sections 3.2 and 3.3, this
speci fication includes one new resource type:
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* Agenticldentity: A resource of this type represents an identity of
an agent to the service. It includes attributes of an agentic
identity needed to be known by a service, including OPTI ONAL
references to the agentic identity’'s group nenberships, roles and
entitl ements.

Resources of this type are conveyed in the SCI M protocol [RFC7644]
usi ng JSON [ RFC8259]. Extension schemas can be defined to extend
this resource type, allow ng additional attributes.

3.1. Single-valued Attributes

The resource type Agenticldentity has the follow ng single-val ued
attributes. A SCIMserver which inplenents the Agentic ldentity
schema MUST recogni ze these attri butes.

* active: A boolean value indicating the agentic identity’'s
adm nistrative status. |f absent, then an agentic identity is
assunmed to be active. A SCiMclient can indicate that an agentic
identity is inactive by setting it to false. The definitive
meaning of this attribute is determ ned by the SCl M server
Support for this attribute in a SCiMclient is OPTI ONAL.

* agenticApplicationld: The value of this attribute is a string with
the id of an agentic application, that is assigned by the SCIM
client, enabling correlation and reporting in the service for an
agentic application that has multiple identities. The attribute
MAY be included when the Agenticldentity is created. The
definitive neaning of this attribute is determ ned by the SCI M
client. Support for this attribute in a SCIMclient is OPTI ONAL.

* description: The value of this attribute is a string with the
agentic identity’ s human-readabl e description. Support for this
attribute in a SCIMclient is OPTI ONAL.

* displayNanme: The value of this attribute is a string with the
human-r eadabl e name of the agentic identity, suitable for display
to end-users. Support for this attribute in a SCiMclient is
RECOMVENDED.

In addition, the Agenticldentity also has the attributes

"external ld", "id", "neta" and "schemas", as described in sections 3
and 3.1 of [RFC7643].
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3. 2.

Mul ti-valued Attributes

The resource type Agenticldentity has the follow ng nulti-val ued
attributes. A SCIMserver which inplenents the Agentic Identity
schenma SHOULD recogni ze the attributes "entitlenents", "groups",
"owners" and "roles". A SCIMserver in a service that also supports
QAut h t oken exchange [ RFC8693] for agent authenticati on SHOULD
recogni ze the attribute "oAuthCientldentifiers"

*

Vahl

entitlements: Alist of entitlenents for the agentic identity that
represent a thing the agentic identity has. This attribute is
anal ogous to the "entitlenents" attribute of a user as described
in section 4.1.2 of [RFC7643].

groups: A list of groups to which the agentic identity bel ongs,
either through direct nenbership, through nested groups, or
dynanmically calculated. This attribute is anal ogous to the
"groups" attribute of a user as described in section 4.1.2 of

[ RFC7643] .

oAuthCientldentifiers: Each value of the attribute is a conpl ex
type that describes the QAuth paraneters of an agentic identity,
for agentic identities that will be authenticating to a service
usi ng QAut h token exchange [ RFC8693]. Support for this attribute
is OPTIONAL. This attribute has six string-valued sub-attributes.

- audi ences: The values of this sub-attribute MAY be present.
They are included by the SCIM server in a POST, GET or other
response. The format of each value is defined as that of the
"aud" claimof section 4.1.3 of [RFC7519].

- clientld: The value of this sub-attribute is a client
identifier, as described of section 2.2 of [RFC6749]. It is
returned by the SCIM server. They are included by the SCIM
server in a POST, CET or other response.

- description: An OPTI ONAL hunan-readabl e string that further
describes the oAuth client identity.

- issuer: The identity of the identity provider of the agent.
The format of the value is defined as that of "iss" claimof
section 4.1.1 of [RFC7519].

- name: A human-readabl e name for the QAuth client identity that
wi |l be be used by the agent.
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3. 3.

- subject: The identifier of the agent within the identity
provider. The format of the value is defined as that of the
"sub" claimof section 4.1.2 of [RFC7519].

owners: A list of the responsible parties for an agentic identity.
Each value is a conplex type that allows referencing the "id"
attribute of a user, a group or other resource already known to
the SCI M server. Each value has the followi ng three string sub-
attributes

- value: The "id" of the SCIMresource representing the an owner
of an agentic identity. RECOVVENDED.

- $ref: The URI of the SCIMresource representing an owner of an
agentic identity. RECOMVENDED.

- displayName: The di splayNane of the agentic identity’'s owner
This attribute is OPTIONAL, and nutability is "readOnly".

roles: Alist of roles for the agentic identity. This attribute
is anal ogous to the "roles"” attribute of a user as described in
section 4.1.2 of [RFC7643].

Agenticldentity Resource Schema

The Agenticldentity resource type is for Agentic identity resources.
The scherma for Agenticldentity is identified using the foll ow ng
schema URI: "urn:ietf:parans:scimschemas: core:2.0: Agenticldentity".

The following is a non-normati ve exanple of the SCI M schema
representation of an agentic identity in JSON format. Long URL
val ues have been trimed for formatting.

Vahl
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{

"schemas": [
"urn:ietf:parans: sci mschenmas: core: 2. 0: Agenticldentity"

1,

"id": "95cfaaf b-0827-4c60-8236-523ad04b3cha",

"agenti cApplicationld":"8bblaf d8-ae68-40cf-8d53-c7f39ad3d0db",
"di spl ayNane": " Agent for tour guides",

"external 1d":"67890",

"oAuthC ientldentifiers":[

{
"audi ences":["https://api.exanple.con],
"issuer":"https://oidc.exanple.cont,
"name":"an agent"
"subject":"agent",
"description":"An agent",
"clientld": "c002"
}
1,
"groups": |
{
"val ue": "e9e30dba-f 08f-4109- 8486- d5c6a331660a",
"$ref":"https://exanpl e. conml v2/ G oups/ e9e. .. -d5c6a331660a"
"di splay": "Tour Guides"
%,
"val ue": "9cel38eb5- 7296- 4e3a- 94a0- 1ea8cebdbaff ",
"$ref": "https://exanple.con v2/ Goups/9cel...-lea8cebdbaff"
"di splay": "Agentic identities"
}
1,
"meta": {
"resourceType": "Agenticldentity"
}
}

3.4. Updates to Existing Schema
To allow an agentic identity to be a nmenber of a group, this neno
augnments the definition of the "nenbers"” attribute of [RFC7643] as
fol | ows:

* allow the referenceTypes of the menbers "$ref" sub-attribute to
also refer to an Agenticldentity

* allow the canonical Val ues of the nmenbers "type" sub-attribute to
al so allow for "Agenticldentity"
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4. QOperations on an Agentic ldentity

A SCIMclient and SCI M server exchange agentic identity resources
usi ng the SCI M protocol of section 3 of [RFC7644]. Support for bul k
operations, as described in section 3.7 of [RFC7644] is OPTI ONAL.
How the SCIMclient authenticates to the SCIMserver and is

aut horized by the SCI M server to perform protocol operations for
agentic identities is outside the scope of this docunent.

The following is a non-nornmative exanple of a SCIMclient using two
SCl M operations, to create an agentic identity record in the SCIM
server and then add the agentic identity to a group, and then using a
SCl M operation to renove that agentic identity fromthe SCI M server

SCI M SCI M
client server

POST / Agenticldentities

{ "displayNane": " Agent for tour guides", ...}
............................................. >
201 Created

{ "id": "95c...", ...}

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e m e — ==

PATCH / G oups/ acbf . .. -9b4da3f 908ce

{ "Operations":[ {"op":"add", "path":"menbers", ... }1}
_____________________________________________ >

200 X

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e m e — ==

4.1. Agentic ldentity Creation

To informa service of an agent’s identity, a SCiMclient sends a
PCST request containing a "Agenticldentity" to the

"/ Agenticldentities" endpoint. The POST request MJST include the
followi ng attributes "schemas" and MAY include the follow ng
attributes "external ld", "active", "agenticApplicationld",
"description", "displayNane", "entitl enents",

"oAuthd ientldentifiers", "owners"”, "roles"”
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In response, a SCl M server signals successful creation with an HTTP
status code 201 (Created) and returns a representation of the
resource created. The response MJST include the followi ng attributes
"id", and "neta". In addition, if the request included the
"oAuthCientldentifiers" attribute, then values of the "issuer",
"name" and "subject" sub-attributes MJST be included by the SCIM
client in each attribute value, and the response MJST include the
"oAuthC ientldentifiers" attribute.

4.2. Agentic ldentity Retrieva

A SCIMclient can retrieve an agentic identity resource using the
patterns shown in [ RFC7644] section 3.4.

4.3. Agentic ldentity Updates

An agentic identity resource’'s attributes can be nodified by a SCIM
client using the patterns shown in [RFC7644] section 3.5.

If the "oAuthClientldentifiers" attribute is supplied by a SCIM
client in a PUT or PATCH request to update an Agenticldentity, then
val ues of the "issuer", "name" and "subject"” sub-attributes MJST be
included by the SCiMclient in each attribute val ue.

4.4. Update G oup Menbership of an Agentic ldentity

A group nenbership of an agentic identity can be changed by a SCI M
client updating the "nmenbers" of the group to add, renove or repl ace
the agentic identity as one of the values. The following is an
exanpl e representation of a PATCH request for a group to add an
agentic identity as a nenber, showi ng the basic JSON structure (non-
normative):
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PATCH / G oups/ acbf 3ae7-8463-. .. -9b4da3f 908ce

{ "schemas":
["urn:ietf:parans: sci mapi:nessages: 2. 0: Pat chOp"],
"Operations":|

n OpII : n addll ,
"pat h": " menmbers",
"val ue": [

"di splay": "Agent for tour guides",
"$ref”:

"https://exanpl e.com v2/ Agenticldentities/95cfaafb...4b3cba",
"val ue": "95cfaaf b-0827-4c60-8236-523ad04b3cha”

4.5. Agentic ldentity Deletion

A SCiMclient can retrieve an agentic identity resource using the
patterns shown in [ RFC7644] section 3.6.

5. Security Considerations
SCIM data is intended to be exchanged using the SCIM protocol. It is
i mportant when handling data to inplenent the security considerations
outlined in Section 7 of [RFC7644].
When the agentic identity is intended to be used in subsequent QAuth
interactions, the guidance fromsection 10 of [ RFC6749] al so appli es,
and when it is intended to be used with QAuth token exchange
interactions, the guidance fromsection 5 of [RFC8693] al so applies.
5.1. Privacy

The text of this privacy section is derived fromthe correspondi ng
privacy section of [RFC7643].

Wahl Expi res 20 February 2026 [ Page 10]



I nternet-Draft SCI M Agent Schema August 2025

I nformation shoul d be shared on an as-needed basis. A SCIMclient
should I'imt information to what it believes a SCIM server requires,
and a SCI M server should only accept information it needs. dients
and servers should take into consideration that sensitive information
i s being conveyed across technical (e.g., protocol and applications),
adm nistrative (e.g., organizational, corporate), and jurisdictional
boundaries. In particular, information security and privacy nust be
consi der ed.

Security service |level agreenents for the handling of these
attributes are beyond the scope of this docunent but are to be
carefully considered by inplenenters and depl oyi ng organi zati ons.

Pl ease see the Privacy Considerations section of [RFC7644] for nore
prot ocol - speci fic considerations regarding the handling of SCIM
i nfornation.
6. | ANA Consi derations
6.1. New Schema
When published as an RFC, the 1ANA is requested to add the follow ng

to the "SCIM Schema URIs for Data Resources" established in
[ RFC7643] :

| Schema URI | Narme | Reference |
[ e sl s sy o pep—p—j——_———r
| urn:ietf:parans:scimschenas:core: | Agentic | This |
| 2.0:Agenticldentity | Identity | neno, |

| Resource | section 3 |
o e e e e e e e e e e e e e e e e e o Fom e e e oo N +

Table 1. SCIM Schema URI for Agentic ldentity
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