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Abst r act

RFC 8446 is nodified to where another key share extension is

i ntroduced to accomodat e both public keys and ci phertexts in
ClientHell o and ServerHell o nessages for post-quantum al gorithns that
have | arge public keys, including algorithns of the code-based

crypt ographi c schene O assic MEliece.
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This note is to be renoved before publishing as an RFC
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Large public key algorithms, including the code-based cryptographic

RPRRPRRRRRPRPRRRRE
NUODDDRWWWWRNNOONWWN

algorithmfam |y Cassic MEliece (see [CLASSICMC], [N ST], [DIB25],

[RIM78], and [0QS24]), cannot be easily inplenented in Transport
Layer Security (TLS) Protocol Version 1.3 ([RFC8446]) due to the
current key share limtations of 65,535 Bytes. It is inportant to
consi der such uses of algorithns given that Cassic MEliece is a
Round 4 algorithmsubnmitted in the National Institute of Standards
and Technol ogy (N ST) standardi zation process (see [PQC25]).
Therefore, this docunent proposes a new key share that has a hi gher

limt and is utilized in CientHello and ServerHell o nmessages, which
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is a nodification of [RFC8446]. For exanple, if a Cassic MEiece
algorithmis requested in a TLS 1.3 key exchange, this new key share
extension will be constructed. However, if a classical algorithmis
requested for key exchange, a nornal key share extension is
constructed. Thus, enabling the use of Cassic MEliece algorithns
to be used in TLS 1.3 key exchanges and al so presenting themas an
alternative option to replace classical algorithns for future
protection against the threat of attackers in possession of powerful
quant um conmputers that will break classical encryption

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. New Key Share Extension

Based on the key share extension from[RFC8446] is introduced a new
key share extension in this docunent, "key share pgc". This is
reflected in this docunent and is represented as KeyShareEnt ryPQC
bel ow, based on the existing KeyShareEntry from [ RFC8446]. However,
this is nodified along with the existing KeyShareEntry structure to
test if the key exchange al gorithm chosen in a TLS 1.3 connection
bel ongs fromthe Cassic MEl iece famly, and if it is, then

KeyShar eEntryPQC is constructed. |If the opposite is true, where the
key exchange algorithmis not fromthe Cassic MEliece famly, then
KeyShareEntry is constructed. Note that the "key_ exchange" fields
are expanded in KeyShareEntryPQC to acconmpdate a | arge public key
that is greater than 65,535 Bytes:
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struct {
NanmedG oup group;
sel ect (KeyShareEntry. group) {

case cl assicntel i ece348864: Enpty;
case cl assicntel i ece460896: Enpty;
case cl assicncel i ece6688128: Empt y;
case cl assicncel i ece6960119: Empty;
case cl assicntel i ece8192128: Enpty;
case x25519cl assicntel i ece348864: Enpty;
case rlcel 5: Enpty;

case other large PQ al gorithml: Enpty;
case other large PQ al gorithnR: Enpty;
case etc.: Enmpty;
defaul t: opaque key_exchange<l..2716-1>;

}
} KeyShareEntry;
struct {

NanmedG oup group;
sel ect (KeyShareEntryPQC. group) {

case cl assicntel i ece348864: opaque key_exchange<l..2724-1>;
case cl assicntel i ece460896: opaque key_ exchange<l..2"24-1>
case cl assicntel i ece6688128: opaque key_ exchange<l..2"24-1>;
case cl assicntel i ece6960119: opaque key_exchange<l..2724-1>;
case cl assicncel i ece8192128: opaque key_exchange<l..2724-1>;
case x25519cl assi cntel i ece348864: opaque key_exchange<l..2724-1>;
case rlcel 5: opaque key_exchange<l..2"24-1>;

case other large PQ al gorithml: opaque key exchange<l..2724-1>;
case other large PQ al gorithnR: opaque key_ exchange<l..2"24-1>;
case etc.: opaque key_ exchange<l..2724-1>;
defaul t: Enpty;

}
} KeyShar eEnt r yPQC;

Not e: PQ (Post-Quantun) where "other |arge PQ algorithnml" and "ot her
| arge PQ algorithnR" and "etc." above indicates that one or nore
future post-quantumalgorithms with large public key sizes can be
added by just defining a constant for each of these post-quantum

al gorithms.

Anot her Note: An additional algorithmis included in the above,
"rlcel5", since it also has a large public key beyond the 65,535 Byte
limt. See Section 7 for nmore information discussing this RLCE

al gorithm

This is then applied to the existing KeyShareCdientHello structure,

whi ch originates from|[RFC8446], that now contains an additiona
field for KeyShareEntryPQC
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struct {
KeyShareEntry client_shares<0..2"16-1>;
KeyShar eEnt r yPQC cl i ent _shar es<0..2"24-1>;
} KeyShared i ent Hel | o;

Since the KeyShareC ientHello needs to be expanded to accomvdate for
the KeyShareEntryPQC struct, the sane applies to the existing
Extension struct, originated as well from [ RFC8446] but
"extension_data" is now expanded:

struct {
Ext ensi onType extension_type;
opaque extension_dat a<0..2"24-1>;
} Extension;

Since there is a new key share extension to accomvpdate keys | arger
than the 65,535 Byte limt (KeyShareEntryPQC), this is reflected in
the existing ExtensionType structure from[RFC8446] where this is the
new type that holds a value of TBD, "key_share_pqc"

enum {
server _nane(0), /* RFC 6066 */
max_fragnment | ength(1), /* RFC 6066 */
status_request(5), /* RFC 6066 */
supported_groups(10), /* RFC 8422, 7919 */
signature_al gorithnms(13), /* RFC 8446 */
use_srtp(14), /* RFC 5764 */
heart beat (15), /* RFC 6520 */
application_|layer_ protocol negotiation(16), /* RFC 7301 */
signed certificate_ tinmestanp(18), /* RFC 6962 */
client_certificate_type(19), [* RFC 7250 */
server_certificate_type(20), /[* RFC 7250 */
paddi ng(21), /* RFC 7685 */
pre_shared _key(41), /* RFC 8446 */
early data(42), /* RFC 8446 */
supported_versions(43), /* RFC 8446 */
cooki e(44), /* RFC 8446 */
psk_key_ exchange_nodes(45), /* RFC 8446 */
certificate_authorities(47), /* RFC 8446 */
oid filters(48), /* RFC 8446 */
post handshake_aut h(49), /* RFC 8446 */
signature_al gorithnms_cert (50), /* RFC 8446 */
key_share(51), /* RFC 8446 */
key_share_pqc(TBD),
(65535)

} Ext ensionType;
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Since the "extension_data" field will be nuch larger for a
KeyShareClientHell o that contains a | arge public key that is greater
than the previously defined 65,535 Byte limt, an exanple being a
Classic MEliece public key, the server nmust be able to handle this
circunstance when receiving the dientHello nessage. One way is to
conpare the value for a packet that contains extensions including a
large public key fromthe CientHello nessage to a nacro constant
(for exanple, "CLIENT_HELLO M N EXT _LENGTH' as defined in this

i ntroduced TLS inplenentation in this paper, see [ SRVRL650] and

[ SRVR1211]) and if this packet value is longer than this constant,
the server will change the way it nornmally handles all of the
extensions. This constant could be easily nmodified in the

af orenmenti oned TLS Open Secure Socket Layer (OpenSSL) i npl enentation.
The process of how the server collects the extensions froma
ClientHell o nessage nust al so be nodified, as the server nust be able
to process the new key share extension differently than the other

ext ensi ons, should the server see this inside a CientHello nessage.
For exanple, see [EXT652].

The ServerHell o message is nodified as well where the
KeyShar eServerHel |l o structure originates from [ RFC3446]:

struct {
KeyShar eEntry server_share;
KeyShar eEnt r yPQC server _shar ePQC
} KeyShareServerHel | o;

Thi s new "key share_pqc" extension is therefore can be inplenented in

the full TLS handshake, where Figure 1 from[RFC8446] is nodified to
be the follow ng:
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dient Server
Key "~ dientHello
Exch | + key_share*
| + key_share_pqc*
| + signature_al gorithns*
| + psk_key_exchange_ npdes*
v + pre_shared_key* = -------- >
ServerHello " Key
+ key_share* | Exch
+ key_share_pqc*
+ pre_shared _key* v
{Encrypt edExt ensi ons} " Server
{CertificateRequest*} v Parans
{Certificate*} ~
{CertificateVerify*} | Auth
{Finished} v
R [ Appl i cation Data*]
N {Certificate*}
Auth | {CertificateVerify*}
v {Finished} -------- >
[ Application Dat a] <------- > [Application Data]

+ Indicates noteworthy extensions sent in the
previ ously noted nessage.

* Indicates optional or situation-dependent
nmessages/ extensi ons that are not always sent.

{} I'ndicates nessages protected using keys
derived froma [sender] _handshake_traffic_secret.

[1 I'ndicates nessages protected using keys
derived from|[sender] _application_traffic_secret N

Figure 1: Full TLS Handshake with "key_share_pqgc" extension

4. NanmedG oup Addition for Cassic MEliece
The values for Classic MEliece algorithns and the hybrid conbi nation
"x25519cl assi cntel i ece348864" (see Section 8 for nore infornmation)

are added below in the NamedG oup struct that originates from
[ RFC8446] :
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enum {

/[* Elliptic Curve G oups (ECDHE) */
secp256r 1(0x0017), secp384r1(0x0018), secp521r1(0x0019),
x25519(0x001D), x448(0x001E),

/* Finite Field Goups (DHE) */
ff dhe2048(0x0100), ffdhe3072(0x0101), ffdhe4096(0x0102),
ffdhe6144(0x0103), ffdhe8192(0x0104),

/* Reserved Code Points */

ffdhe private use(0x01FC..Ox01FF),
ecdhe_privat e_use( 0xFEOO. . OXFEFF) ,
( OXFFFF)

/* Classic MEliece Algorithnms */
cl assicntel i ece348864( TBD),

cl assi cncel i ece460896( TBD) ,

cl assi cncel i ece6688128( TBD),

cl assicntel i ece6960119( TBD),

cl assicntel i ece8192128( TBD),

/* Hybrid Conbination */
x25519cl assi cntel i ece348864( TBD),

/* RLCE Al gorithm*/
rlcel 5(TBD),
} NanmedG oup;

Note: An RLCE algorithmis also added above. See Section 7 for nore
i nformati on di scussing this RLCE al gorithm

5. Modification to PskKeyExchangeMbde structure

There are two key establishnents that are consi dered when exani ni ng
the structure of PskKeyExchangeMbde from [ RFC8446]. Since there is
no Diffie Hel lman algorithmin use with a pre-shared key (PSK) when
considering the use of a Classic MEliece algorithmfor key exchange,
then there nust be another key exchange node to utilize in this case.
Therefore, this is reflected in the existing [ RFC3446]
PskKeyExchangeMode structure bel ow where "psk _pqgc_ke(2)" is added:

enum {

psk_ke(0), psk_dhe_ke(1), psk_pgc_ke(2), (255)
} PskKeyExchangeMbde;
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When selecting a C assic MEliece algorithmand using an external PSK
or a resunption PSK, "02" will then be listed for the
"psk_key_exchange_nodes" extension along with the new "key_share_pqc"
extension in the ClientHell o nessage. At the end of this CientHello
message is printed the "00 29" extension (pre-shared key extension),
where the PSK identity should be printed and is mapped to the binder
that should proceed it in this pre-shared key extension. The
ServerHell o nessage will also contain the new "key_share_ pqgc"
extension, and will as well contain the pre-shared key extension,
where it should contain "00 00" at the end which represents the
server selecting the PSK identity of O (for exanple: the Sel ected
Identity of O shown in the pre-shared key extension in a ServerHello
message in this Wreshark exanple: [RASHOK20]). Overall, this is a
new key exchange selecting a Cassic MEliece algorithmusing a PSK
whether its external or resunption, and this can be denonstrated in
the TLS I npl enentation bel ow.

As stated above, resunption PSK with a C assic MEliece algorithm
chosen as a key exchange al gorithminvolves the use of the new
"key_share_pqc" extension for both the CientHello and ServerHello
messages. Thus, the Resunption and PSK Message Fl ow di agram (which
originates fromFigure 3 of [RFC8446]) is derived for this situation
and has been tested with the TLS I npl enentation nentioned in this
docunent :
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dient Server
Initial Handshake
ClientHell o
key share pgc @ --------- >
ServerHello
key_share_pqc
Encr ypt edExt ensi ons
Certificate
CertificateVerify
S Fi ni shed
Finished  ---------- >
S NewSessi onTi cket
S NewSessi onTi cket
Subsequent Handshake
ClientHello
key_share_pqc
pre_shared_key = --------- >
ServerHell o
key share_pqc
pre_shared_key
Encr ypt edExt ensi ons
R Fi ni shed
Finished  —--eenona- >
<mmmmmmm-- NewSessi onTi cket

Figure 2. A Cassic MEliece algorithmused with Resunption PSK
6. Hello Retry Request using New Key Share Extension

In a Hello Retry Request scenario, the first CientHello nessage wl|
have two algorithns listed in its "supported_groups" extension, where
the numerical identifier (NID) for the algorithmthat is no |onger
recogni zed by the server as an acceptable algorithmwll first be
listed in this extension, followed by the NID for a C assic MEliece
algorithm 1In this sane ClientHello nmessage is where "02" will be
listed in the "psk_key exchange nodes" extension, and the origina
"key share" extension (value 51) is also shown with its public key
for the unacceptable al gorithm

When the server responds with the Hell oRetryRequest nessage, the
randomis the same special value for SHA-256 as indicated in

Section 4.1.3 of [RFC8446], and has the same exact fields

("l egacy_version", "randoni, "l|egacy_session_id echo",

"ci pher_suite", "legacy_conpression_nethod", and "extensions") as in
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the ServerHello structure indicated in [ RFC8446] (see section 4.1.3).
The extensions field not only consists of the "supported_versions"
ext ensi on, but also the new "key_share_pqc" extension where the
server offers the client the Classic MEliece algorithmNID it shares
with the client.

When the client sends a second ClientHello in response to the

Hel | oRetryRequest, this will be the same message as the first
ClientHell o with one exception: the original "key share" extension is
replaced with the new "key_share_pgc" extension which contains the

| arge public key of a Classic MEliece algorithm Then the
ServerHel |l o message will then respond containing the new
"key_share_pqc" extension

Therefore, this Hello Retry Request scenario is reflected in Figure 3
bel ow, which is a nodification of Figure 2 in [ RFC8446], and this can
be denonstrated in the TLS I nplenentation nentioned in this
docunent ati on:

dient Server
ClientHello
key_share  -------- >
Hel | oRet r yRequest
Cemmmmeo- key_share_pqc
ClientHello
key share pgc -------- >
ServerHell o
key_share_pqc
Encr ypt edExt ensi ons
Certificate
CertificateVerify
Cemmmmeo - Fi ni shed
Fi nished -------- >
Commmmm - NewSessi onTi cket
Cmmmmmmm - NewSessi onTi cket

Figure 3: A Cassic MEliece algorithmused in a Hello Retry Request scenari o.

Not e: When the client processes the Hel |l oRetryRequest nessage, it
must mark the new "key share_pqc" extension as an unsolicited

ext ensi on, which would be an additional exception to the rule noted
i n [ RFC8446] regarding extension responses MJUST NOT be sent if the
correspondi ng extensi on requests were not sent by a renpte endpoint
(see section 4.2 in [ RFC8446]).

Wagner & Wang Expires 22 June 2026 [ Page 11]



I nternet-Draft keyshare Decenber 2025

The followi ng structure would remain intact from [ RFC8446], since
support woul d al ready be provided for a Cassic MEliece algorithm
bei ng in NamedG oup (see Section 4)

struct {
NanedGr oup sel ected _group;
} KeyShareHel | oRet r yRequest ;

VWhen a Hello Retry Request involves a PSK in use with a C assic
McEl i ece algorithm both the first and second dientHell o nmessages
(the second one being sent after a Hell oRetryRequest nessage) will
contain the exact same content except the first CientHello will have
the original "key_share" extension and the second CientHello wll
have the new "key_share_pqc" extension. Another exception includes
different binders in both CientHell o nmessages’ pre-shared key
extensions. This pre-shared key extension appears as the | ast
extension in both dientHell o nessages as well in the ServerHello
message

7. Oher Use Case (RLCE Al gorithm

The Random Li near Code-based Encryption (RLCE) al gorithm group (see

[ RLCEL7]) is another code-based cryptographic scheme (NI ST Round 1
[NIST1]). "rlcel5" is a RLCE algorithmfromthis group (where the
public key size is 1,232,001 Bytes) that can be used in the new key
share extension, and can be denonstrated for use for TLS key exchange
in the TLS Inplenmentati on mentioned in this docunent.

8. Hybrid Conbination "x25519cl assi cntel i ece348864"

"x25519cl assi cntel i ece348864" is a hybrid mechani smintroduced in
this docurment that conbines both classicnteliece348864 and x25519
[curve25519], [RFC7748] in TLS key exchanges. The experinent TLS

i npl ementation presented in this docunent, which uses the fork

[ JWWPROV] of the ogs-provider [ OQSPROV], is one exanple of using
x25519cl assi cntel i ece348864 in a hybrid key exchange; when
x25519cl assi cnctel i ece348864 is chosen in this circunstance, it uses
the "concatenating" method nentioned in [HYBRIDTLS] in the new

key_share_pqc extension. 1In the CientHello nmessage, this new key
share extension contains both the Cassic MEliece public key and
X25519 key concatenated together. In the ServerHello nessage, this

new key share extension then contains the classicnteliece348864
ci phertext and X25519 key concat enat ed t oget her
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9. TLS Inplenmentation

A TLS inpl enentation exists that tests the use of a new key share
extension for both the CientHello and ServerHell o messages that is
i mpl emented for QpenSSL, and al so where the nentioned C assic
McEl i ece al gorithms can be chosen for key exchange when initiating
TLS connections. 1t can be accessed here: [JWW25].

10. Summary of Changes from RFC 8446

A new structure is introduced of KeyShareEntryPQC al ong with
nmodi fi cations of existing structures including KeyShareEntry,
NanmedG oup, Extension, ExtensionType, KeyShareCdientHello, and
KeyShar eServerHel |l o. Addi ng a new Ext ensi onType of "key_share_pqc"
allows for the addition of this new structure of KeyShareEntryPQC
which is based on the existing KeyShareEntry, but "key exchange" has
been expanded and sel ect statenents are added to both structures
whi ch depend on the KeyShareEntry. group or KeyShareEntryPQC. group
being called in a TLS connection for key exchange. This new
KeyShar eEntryPQC wi Il now al so appear in existing structures of
KeyShareC i ent Hel | o and KeyShareServerHell o. Thus, the
"extension_data" is expanded in the existing Extension structure.

11. Security Considerations
There appears to be no security considerations at this tinme.

12. | ANA Consi derations
Probabl e request for the new key share proposed in this docunent
"key_share_pqc" to have a value in the registry specified for TLS
Ext ensi onType Val ues (see [ TLSE]):
Ext ensi on Nane: key share pqc
Val ue: TBD
Probabl e request for the registry for TLS Supported G oups to have
the proper values assigned to the Cassic ME iece and the RLCE
algorithms nentioned in this docunment; also requested is the hybrid
conbi nation "x25519cl assi cntel i ece348864" (see [TLSP]):
Description: x25519cl assi cntel i ece348864
Val ue: TBD

Description: classicnteli ece348864
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Val ue: TBD

Description: classicnteliece460896
Val ue: TBD

Description: classicnteliece6688128
Val ue: TBD

Description: classicnteliece6960119
Val ue: TBD

Description: classicnteliece8192128
Val ue: TBD

Description: rlcel5

Val ue: TBD
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