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Abst r act

Thi s docunent specifies the Coud Resource Identifier Tenplates
(CRIT) format. A CRIT record provides a machi ne-readabl e,
paraneteri sed tenplate for locating cloud-native resources affected
by a known vulnerability. CRITs do not define cloud resource
identifier schenas; those are defined normatively by each cl oud
provider. CRITs define a variable systemfor expressing partially-
known or consumner-resol ved val ues within those provider-defined
schemas, together with tenporal, renediation, and detection netadata
sufficient to determ ne exposure status and drive remedi ati on
wor Kkf | ows.

Each CRIT record is bound to exactly one vulnerability identifier
Cross-provider and multi-resource-type coverage of a single

vul nerability is expressed as a set of CRIT records sharing the sane
vul nerability identifier, each independently specifying the provider-
specific fix details, propagation mechanism and detection strategy
applicable to that resource type.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 Novenber 2026
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1. Introduction

Thi s docunent specifies the Coud Resource Identifier Tenplates

(CRIT) format,

a machi ne-readabl e schema for describing cloud
infrastructure resources affected by known vul nerabilities.

CRIT

provi des paraneterised tenplates over provider-native identifier

1.

1.

schenas,
conmput ation rules,

Overvi ew

CPE [ CPE23] and PURL [PURL] nodel

fromsource artifact
string,

together with fix propagation senantics,
and detection netadata sufficient to drive
aut omat ed renedi ati on workfl ows.

exposure w ndow

the vulnerable entity as a buil d-
— sonmething with a static nanme, a version
and a build-tine identity that persists across depl oynment.

Cloud infrastructure resources do not have these properties. An

i nstance, an EKS cl uster,

and a Coudflare Wrker are each identified

by provider-native runtine identifiers whose conponents include

consuner -speci fic variabl es (account
resource | Ds) that do not exist unti
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the resource is deployed. No

regi on codes,
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package nane, version string, or source repository URL applies.

CRIT defines a paraneterised tenplate system over these provider-
native identifier schemas, together with fix propagati on senantics,
exposure wi ndow conputation rules, and detection netadata. It
integrates with CVELi stvb ([ CVELi stv5]) ADP containers and OGSV schemma
([ OSV-Schema]) using their existing extension nechanisns. Risk-based
prioritisation signals such as EPSS ([EPSS]) remain conpl ementary

i nputs to consuner tooling.

1.2. The ldentifier Gap

CPE and PURL both assume the vulnerable entity is produced by a build

process — conpiled fromsource, packaged into a distributable
artifact, and deployed by installing that artifact. This assunption
hol ds for operating systens, libraries, and application binaries. It

does not hold for cloud infrastructure resources.

A cloud resource is instantiated by a provider APl call, not by
installing a package. It is identified by a provider-native runtinme
identifier — an ARN, an Azure Resource |ID, a GCP Resource Nane, an
OCID, or a Coudflare Locator — that is assigned at creation tine and

contai ns conponents specific to the consuner’s account, region, and
depl oynent. These identifiers have no anal ogue in any package
registry. There is no source repository, no version string, and no
bui | d mani f est.

Representing a cloud resource as a pkg:generic/ PURL, a synthesised
CPE string, or a custom PURL type does not resolve this gap. The
PURL specification [PURL] defines no registered type for cloud
infrastructure resources. The pkg:cloud/ convention observed in the
OSV ecosystem (see Section 9.3.1) is not a registered PURL type.
Regardl ess of identifier schene, the resulting string carries none of
the information required to determ ne whether a specific depl oyed
resource is affected: the depl oynent date relative to the fix, the
propagati on nechani sm whether the consuner has taken the required
action, or whether a configurati on change has since been reverted.

1.3. doud Resource Exposure Mbdde

For package vulnerabilities, affected status is deternined by a
versi on conparison: if the installed version falls within the

af fected range, the package is vulnerable. doud resources have no
equi val ent conparison. Affected status is a function of four factors
that must be eval uated simultaneously:

* \When the resource was depl oyed relative to when the provider fix
becane avail abl e.
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* The fix propagation type — whether the fix applies automatically,
requires a version update, requires a configuration change, or
requires the resource to be destroyed and recreated.

* \Wether the consunmer has taken the required action, if any.

* \Whether a previously applied renediati on has been reverted by
subsequent configuration drift.

No static identifier carries these factors. A CPE or PURL string
identifies what the resource is; it does not encode how the fix
reaches the resource or whether a specific instance has been
renedi ated. Each consuner tool that eval uates cloud resource
exposure nust independently nodel these semanti cs.

Di scovery additionally requires interpolation. The identifier for a
specific resource instance contains consuner-specific variables —

account, region, resource ID — that nust be substituted at resolution
time. A single CRIT tenplate represents all instances of a resource
type; resolution produces the concrete identifier for a specific

i nst ance.

1.4. CRIT Approach

CRIT addresses the identifier gap by defining a paraneterisation

| ayer over provider-native identifier schemas. A CRIT record does
not invent a newidentifier format. |t parameterises the identifier
format the provider already defines, expressing consuner-specific and
cont ext - dependent val ues as variable slots within the provider’'s own
schenma.

Each CRIT record carries the fix propagation type, shared
responsibility nodel, tenporal netadata, renediation actions, and
detection queries required for a consuner to eval uate exposure and
drive renediation for a specific vulnerability on a specific cloud
resource type. The record is bound to exactly one vulnerability
identifier. Cross-provider and multi-resource-type coverage of a
single vulnerability is expressed as a set of records sharing the
same vulnerability identifier, each independently specifying the
provi der-specific senmantics.

CRIT does not replace CVE, CPE, or PURL. It conplenents them by

providing the cloud resource scope, fix propagation semantics, and
exposure w ndow conputation that those schenes do not address.
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1.

1.

1.

5.

5.

5.

What CRIT Is and What It |s Not

If the problemcould be described in one word, that word is

*af fected*. For packages, "affected" is a version conparison. For
cloud, "affected" is a function of four factors eval uated

si mul t aneously: when the resource was deployed relative to the fix,
the fix propagation type, whether the consunmer has acted, and whet her
a previously applied renedi ati on has been reverted by configuration
drift. No static identifier carries these factors. CRIT encodes al
four.

1. CRITIs

* *A tenplate engine for cloud-native resources.* Discovery requires
i nterpol ati on of consuner-specific variables (account, region,
resource ID) at resolution tinme. No static identifier can express
this.

* *A solution to the "affected" problem* It encodes depl oynent
timng, fix propagation type, consumer action state, and
configuration drift status — everything required to determ ne
whet her a specific depl oyed resource is inpacted.

* *A paraneterisation |ayer over provider-native identifier
schemas.* CRITs do not invent identifier formats. AW ARNs, Azure
Resource | Ds, GCP Resource Nanes, C oudflare Locators, and Oracle
OCl Ds are adopted as-is. CRIT paraneterises themw th variable
sl ot s.

* *An extension to existing vulnerability data formats.* CRIT
integrates with CVELi stvs ADP contai ners and OSV schema using
their existing extension mechanisnms. |t does not require changes
to those specifications.

* *A machi ne-readabl e encodi ng of fix propagation, renediation
actions, detection queries, and exposure w ndow conputation* — the
met adata that turns a vulnerability advisory into an actionable
renmedi ati on workfl ow for cloud resources.

2. CRIT Is Not

* *Not an identifier.* Cloud resources already have identifiers.
CRI Ts reference them they do not define new ones. The CRIT
vectorString is a natural conposite key (replacing the UU D), not
a resource identifier.
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* *Not a replacement for CPE, PURL, CycloneDX, or SPDX.* Those
standards solve identification, inventory, and risk prioritisation
for build-fromsource artifacts. CRIT conplenents them by
addressi ng cloud resource scope where they do not apply.

* *Not a single string that can encode the full record.* The CRIT
vectorString is a lossy conpact encoding of 12 enunerable fields
froma 30+ field record. Descriptive values, detection queries,
renmedi ati on action descriptions, provider-native tenplates, and
consuner-specific variabl es cannot be represented in any static
string. Any attenpt to reduce CRIT to a single-string identifier
di scards the netadata that solves the problem

* *Not a risk scoring or prioritisation system* CRIT does not
assign severity, CVSS scores, or risk rankings. Risk-based
prioritisation signals (EPSS, CVSS, SSVC) remain conplenentary
i nputs to consuner tooling.

* *Not a replacement for cloud provider security advisories.* CRIT
ref erences provider advisories; it does not replace them
Provi der advisory URLs and identifiers are carried as netadata
wi thin the record.

* *Not a software inventory or bill-of-materials format.* CRIT
records describe how vulnerabilities affect cloud resources. They
are not an inventory of deployed resources or a software
composi tion.

1.5.3. Wiy Not PURL?

PURL [ PURL] succeeds because package identity is static:

pkg: npm @ngul ar/ core@?2.3.1 is the sane string regardl ess of where
the package is installed. Coud resource identity is not static. An
RDS i nstance’s ARN contains an account ID, region, and resource ID
that do not exist until the resource is deployed. Even if a PURL
were constructed at that granularity, it would carry none of the
information required to determine affected status: the depl oynent
date relative to the fix, the propagati on mechani sm whether the
consuner has acted, or whether a configuration change has been
reverted.

The pkg: cl oud/ convention observed in the OSV ecosystem (see

Section 9.3.1) is not a registered PURL type. Regardless of the type
schene, a static string cannot express the interpol ation that

di scovery requires or the temporal and propagation |ogic that

af f ect ed-status deterninati on demands

Langt on Expi res 10 Novenber 2026 [ Page 8]
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1.6. Conventions and Term nol ogy
1.6.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.6.2. Term nol ogy
The following terms are used throughout this docunent.

CRIT Record
A JSON object conforming to this specification that describes the
scope, renediation, and detection characteristics of a single
vulnerability as it applies to a single cloud resource type.

CRIT Tenpl at e:
A paraneterised string in which variable slots represent consuner-
specific or context-dependent values. After all slots are
resolved, the result is a valid provider-native resource
identifier.

CRIT Dictionary:
A machi ne-readabl e catal ogue enunerating valid (provider, service,
resource_type) tuples with their corresponding tenpl ates and
met adata. See Section 12

CRIT Vector String:
A compact, determ nistic, human-readabl e encoding of a CRIT
record’ s classification and identity fields, nodelled on CVSS
vector strings. See Section 4.1.2.

Nat ural Key:
The tuple (vuln_id, provider, service, resource_type) that
uniquely identifies a CRIT record within a conformant corpus.

Producer:
An entity that creates and enits CRIT records.

Consurmer:

An entity that processes CRIT records to eval uate cloud resource
exposure, deploy detections, or drive renediation workfl ows.

Langt on Expi res 10 Novenber 2026 [ Page 9]
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Conf or mant Cor pus:

A collection of CRIT records in which no two records share the
same natural key.

Provi der:
A cloud service vendor whose resources are covered by this
specification. Supported values are: aws, azure, gcp, cloudflare,
oracl e, salesforce, sap, and servicenow Each provider maintains
its own resource identification schene; CRI T encodes those schenes
as tenplates without altering or extending them

Servi ce:

A distinct offering within a provider’s portfolio, identified by a
| ower case underscore-delimted key (e.g., ec2, kubernetes_engine,
waf ) .

Resource Type
A specific kind of resource within a service, identified by a key

mat chi ng the provider’s APl conventions (e.g., instance, cluster,
waf _rul eset).

Tenpl ate For mat :

The provider-native identifier schenma used by a tenplate: aws_arn,
azure_resource_id, gcp_resource_nane, cloudflare_|ocator, or
oracl e_oci d.

Vari abl e Sl ot:
A delimted placeholder within a CRIT tenplate, enclosed in
braces, that represents a value to be supplied or fixed.

Narmed Vari abl e:

A sl ot whose val ue the consumer nust supply at resolution tine.
Syntax: {fiel d-nane}.

W | dcard

A slot representing any val ue, used for inventory enuneration
Syntax: {field-name=*}.

Har dcoded:

A slot with a fixed value determ ned by the provider schena.
Syntax: {fi el d-nane=val ue}.

Enpty:

A slot for a field that is structurally present but semantically
i napplicable to the resource type. Syntax: {field-nanme=}.
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Sl ot Resol ution:
The process of substituting concrete values into variable slots to
produce a live provider identifier.

Resource Lifecycle:
A classification of a resource type's operational behaviour with
respect to data durability and repl acenent. See Section 4.4.1.

Shared Responsibility:
The renedi ati on responsibility nodel describing whether the
provi der, the consuner, or both nust act to renediate a
vul nerability. See Section 4.4. 2.

VEX St at us:
The Vulnerability Exploitability eXchange status of a record:
affected, fixed, not_affected, or under_investigation. Aligns
with the OpenVEX ([ OpenVEX]) and CSAF VEX ([ CSAF-VEX])
vocabul aries. See Section 4.8.

Fi x Propagati on:
The nmechani sm by which a provider-rel eased fix reaches existing
depl oyed resources. See Section 4.4. 3.

Exposure W ndow.
The tine interval [Wstart, Wend] during which a specific
resource instance is vulnerable. See Section 7.

Exi sting Depl oynents Remai n Vul nerabl e:
A bool ean indicati ng whet her resources depl oyed before the
provider fix date remain in the exposure wi ndow absent explicit
consumer acti on.

Renedi ati on Acti on:
An ordered step a consuner takes to renmediate or nmitigate a
vul nerability on a specific resource type. See Section 4.4. 4.

Conpensating Control:
A remedi ation action that reduces exploitability but does not
fully renediate the vulnerability.

Detection Entry:
A log query, netric filter, or alerting rule for identifying
vul nerabl e configurations, active exploitation, or configuration
drift. See Section 4.6.

Det ecti on Phase:

The lifecycle stage of a detection: pre fix, exploitation,
post _fix, or msconfiguration. See Section 4.6.3.
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Pendi ng Reason:
An enunerated val ue indicating why a detection entry is a
pl acehol der wi thout a functional query. See Section 4.6.4.

Vul nerability ldentifier:
A string uniquely identifying the vulnerability a CRIT record
relates to (e.g., CVE-2024-6387).

Provi der Fi x Date:
The date a provider made a fix generally avail abl e.

Vul nerability Published Date:
The date the vulnerability was publicly disclosed.

Servi ce Avail abl e Dat e:
The date a provider’s service becane generally avail abl e, boundi ng
the earliest possible deploynment of affected resources.

Scope and Rel ationship to Provi der Schemas
CRI Ts operate as a paraneterisation |ayer over externally-defined

resource identifier schemas. The authoritative definition of each
identifier format is owned by its respective provider:

| Provider | Identifier Type | Normative Reference |
[} e ——— e —————————————————————————— st
| AWS | Amazon Resource Nane (ARN) | [ AWS- ARN| |
S TR - e +
| Azure | Azure Resource ID | [Azure-Resourcel D |
S ISRy L -, e +
| GCP | GCP Resource Name | [ GCP- ResourceNane] |
R o e e e e e e e e a oo - o e e e e e oo - +
| Coudflare | doudflare APl Locator | [ CF-API] |
S TR e e +
| Oracle | Oracle Coud ID (CCl D | [OC-0C D |
S ISRy T - T +
| Salesforce | REST APl Resource URL | [ SF- REST- API ] |
R o e e e e e e e e a oo - o e e e e e oo - +
| SAP BTP | BTP / OData / | [ SAP-BTP] |
| | SuccessFactors URL

- . - +
| ServiceNow | Table API URL | [ SN- TABLE- API ] |
Fomm e oo - o e e e e e e e Tt +

Table 1
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Thi s specification does not alter, extend, or redefine any provider
identifier schema. A conformant CRIT tenplate MJST produce a string
that, after variable resolution, is a valid identifier according to
the applicabl e provider schena.

A CRIT tenplate MUST NOT use pkg:generic/ or any PURL type that
inplies a build-fromsource artifact to represent a cloud
infrastructure resource. Such usage introduces anbi guous semantics
in tooling designed around the build-artifact assunption and is
explicitly out of scope for this specification.
Thi s specification does not cover:
* How CRIT records are extracted fromvulnerability data sources.
* |Internal database schemas or persistence nechani sns.
* Vulnerability ingestion pipelines or NLP-based service detection.
* Source corpus processing.

3. The CRIT Variable System

3.1. Overview
A CRIT record is a tenplate engine for cloud-native resources:
di scovery requires interpolation of consuner-specific variables at
resolution time, which no static identifier can express.
A CRIT tenplate string is a provider identifier format with zero or
nmore variable slots. Each slot expresses one of four states. The
choice of state is normative: it is determ ned by the semantics of
the field for the given resource type, not by what the consumer
happens to know.

3.2. Slot Syntax
Variable slots are delimted with { and }. The content within the

delimters is a slot descriptor with the follow ng ABNF ([ RFC5234])
gramar :
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sl ot = "{" slot-descriptor "}"

sl ot -descriptor = nanmed-var / wildcard / enpty-marker / hardcoded
naned- var = field-nane

wi |l dcard = field-nane "=" "*"

enpt y- mar ker = field-name "="

har dcoded = field-nanme "=" literal-val ue

field-nane = 1*( ALPHA/ DGEAT / "-" [ " ")

literal -val ue = 1*( ALPHA/ DGET / "-" [ " " [ "." [ ":")

Figure 1: Slot ABNF G ammar

The characters { and } are reserved as slot delinters and MJST NOT
appear in literal-value or as literal characters within a tenplate
string outside of slot expressions.

3.3. Design Relationship to RFC 6570

CRIT slot syntax uses curly-brace delimters that resenble [ RFC6570]
URI Tenplates. This resenblance is intentional but superficial

CRIT slots are *not* URI Tenpl ates and i npl enent ati ons MJST NOT
process themw th an RFC 6570 expansi on engi ne.

The CRIT variabl e system defi nes exactly four slot states. The
number four is a design invariant: each additional state multiplies
the nunber of producer-consunmer interactions that require
specification and testing. Because cloud provider identifier schenmas
are not standardi sed, and the nunber of providers is unbounded, the
sl ot state vocabulary nust remain fixed to prevent conbinatorial
growt h in conformance surface area. The four states are the m ni mum
set that satisfies all operational requirenents defined in this

speci fication:

1. *Naned variable* ({field}): Consumer-supplied value. This is the
only state that corresponds to [ RFC6570] Level 1 sinple string
expansi on.

2. *Wldcard* ({field=*}): Popul ation enuneration. No [RFC6570]
equi val ent exists. The semantic is an inventory operation, not a
URI construction

3. *Enpty* ({field=}): Structurally present but inapplicable. The
resolved value is the enpty string. [RFC6570] does not
di stingui sh between an undefined variable and a field that is
normatively absent fromthe provider schema; CRIT requires this
distinction to prevent consumers fromtreating a structurally
absent field as an unknown val ue requiring resol ution.
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4. *Hardcoded* ({field=literal}): Provider-fixed value. The value
is determ ned by the provider schema, not by the consuner. This
state is required because sonme provider identifier schemas
contain positional fields whose value is invariant for a given
resource type (e.g., aregion field that is always us-east-1 for
a global service). Wthout a distinct hardcoded state, a
consumer cannot distinguish a provider-fixed value froma
consuner -speci fic value that coincidentally matches.

[ RFC6570] operators (+, #, ., [/, ;, ?, & are not supported. CRIT
tenpl ates use sinple string replacenent only. A fully-resolved CRIT
tenplate — one in which every naned-variabl e sl ot has been

substituted with a concrete value, every enpty slot resolved to the
enpty string, and every hardcoded slot resolved to its literal —
produces a valid provider-native resource identifier. The result is
a plain string, not a URI Tenpl ate expansi on

3.4. The Four Slot States

3.4.1. Naned Variabl e
Syntax: {fi el d-nane}
The sl ot represents a value the consumer MJST supply at resolution
time. A consumer MJST NOT treat a naned variable as inplying any
default value. A consumer MUST substitute a concrete value before
using the tenplate as a live identifier.
Exampl es: {region}, {account}, {resource-id}.

3.4.2. W ldcard
Syntax: {field-nane=*}
The sl ot represents "any value" and is used for inventory matching
across a popul ation of resources. A wildcard MJST NOT be used as a
live identifier against a provider APlI; it is a query pattern only.
A consumer MAY expand a wildcard by enunerating known val ues from
their inventory. A consumer MJST record when a wldcard remains

unexpanded, as an unexpanded w | dcard indicates inconplete inventory
cover age

Exanpl es: {regi on=*} matches all regions; {account=*} matches al
account s.
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3.4.3. Enpty
Syntax: {fi el d-nane=}

The slot represents a field that is structurally present in the
provi der schema but not applicable for this resource type. The
resolved value is the enpty string. This MJST NOT be confused with
an unknown val ue (use naned variable) or a match-all (use wildcard).
It is a precise semantic statenment that the field does not apply to
this resource type.

Exanmpl e: GCP gl obal resources carry no zone; the zone slot is
expressed as {zone=}.

3.4.4. Hardcoded
Syntax: {field-nane=literal-val ue}
The slot represents a fixed value determined by the provider schema
for this resource type. A CRIT producer MJST use hardcoded state
only for values normatively fixed by the provider schema. A consumer

MJUST use the hardcoded val ue as-is and MJST NOT substitute an
al ternative val ue.

Exanpl e: {regi on=us-east-1} for AW5 | AM resources, which the AW ARN
schema requires to always be us-east-1

3.5. Slot State Sel ection Rul es

A CRIT producer MJST select the slot state according to the follow ng
pr ecedence:

1. If the provider schema normatively fixes this field to a specific
val ue for the resource type: *hardcoded*.

2. |If the provider schenma specifies the field is structurally absent
or inapplicable for this resource type: *enpty*.

3. If the field represents a cross-resource popul ati on query rather
than a specific resource: *w | dcard*.

4. O herwi se: *naned vari abl e*.
A CRIT producer MJUST NOT use wildcard as a fallback when the correct
state i s unknown. An unknown consuner-specific value is always a

naned variable; wildcard is a deliberate semantic choi ce neaning
"enunerate all".
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4., CRIT Record Schemn

Al field names are | owercase snake_case. The schema is expressed in
JSON.  Unless stated otherw se, absent optional fields are
interpreted as null. Al date values MJUST be expressed in | SO 8601
[1S08601] full-date format (YYYY-MMDD) in UTC. Tine-of -day
components SHOULD be omitted unl ess a provider advisory specifies

i ntraday precision is neaningful.

4.1. Envel ope and ldentity

{
"vectorString": "<crit-vector>",
"vul n_id": "<string>",
"provider": "<enune",
"service": "<string>",
"resource_type": "<string>",
"resource_lifecycle": "<enune",
"shared_responsibility": "<enunes",
"vex_status": "<enump"

}

Figure 2: Envel ope Fields

Langt on Expi res 10 Novenber 2026 [ Page 17]



I nternet-Draft CRIT May 2026

Canonical CRIT |
vector string |
conmputed from |
record fields. |
See Section 4.1.2. |

| vuln_id | REQURED | string | The vulnerability |
| | | | this record |
| | | | relates to. MJST |
| | | | match exactly one |
| | | | vulnerability per |
| | | | record. |
o e e e e e e oo TS S SRR o e e e e oo +
| provider | REQURED | enum | One of: aws, |
I I I | azure, gcp, I
| | | | cloudflare, |
| | | | oracle, |
| | | | sal esforce, sap, |
| | | | servicenow. |
Fom oo S S R Fom e oo +
| service | REQURED | string | Provider service

I I I | key (e.g., |anbda, |
| | | | aks, cloud_sqgl). |

| Specific resource
| type within the |
| service (e.g., |
| function, cluster,
I I

i nstance).
o e e e e TS Fomm oo o e e e +
| resource_lifecycle | REQURED | enum | See Section 4.4.1.
O Focmnnaaann S I +
| shared responsibility | REQURED | enum | See Section 4.4. 2.
o meeeeeemeecieaaaas R Fommmaa - I +
| vex_status | REQURED | enum | See Section 4.8. |
o e e e e TS Fomm oo o e e e +

Tabl e 2
4.1.1. Natural Key and Uni queness
The tuple (vuln_id, provider, service, resource_type) constitutes the
natural key of a CRIT record. Wthin a conformant corpus, no two

records MAY share the sane natural key. A producer MJST enforce this
uni queness constraint before enitting records.
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When a single vulnerability affects multiple resource types within
the sane service, or the sanme resource type across multiple
providers, the correct representation is nultiple CRIT records each
with a distinct natural key and independently specified fix version,
propagati on nechani sm and detection entries. The vuln_id field is
the join key allowi ng a consuner to retrieve the conplete set of
records for a given vulnerability.

Exampl e: a Kubernetes vulnerability affecting EKS, AKS, and KE
yi el ds three records:

*  (CVE-2024- XXXX, aws, eks, cluster)
*  (CVE-2024- XXXX, azure, aks, cluster)
*  (CVE-2024- XXXX, gcp, gke, cluster)

The natural key conponents are enbedded in the CRIT vector string:
provider as the CP nmetric and vuln_id, service, resource_type as the
three positional qualifiers. The vectorString is therefore a

canoni cal single-string encoding of the record s natural key conbi ned
with its classification state.

4.1.2. CRIT Vector String

The CRIT vector string is a conpact, determnistic, human-readabl e
encoding of a record’ s classification and identity fields. |Its
format is nodelled on CVSS vector strings: a versioned prefix

foll owed by slash-delimted nmetric-value pairs and a qualifier
section.

The ABNF ([ RFC5234]) grammar is:

crit-vector prefix "/" metrics "#" qualifiers

prefix = "CRITv" senver

senmver =1*DdT"." 1*DGET"." 1I*DAT
[ "-" 1*(ALPHA / DIG T/ ".") ]

metrics metric *("/" metric)

metric metric-key ":" netric-val ue

metric-key 2ALPHA

metric-val ue
qualifiers
qual - val ue

1*(ALPHA / DIGT)
qual -val ue ":" qual -val ue qual - val ue
1*(ALPHA / DGEGT / "-" [ " " [ ".")

Exanpl e:

CRI TvO. 3. 0/ CP: AW VS: FX/ FP: RR/ SR: CA/ RL: SC/ EV: T/ PP: 1719792000/ SA: 1514764800#CVE- 2024- 638
7:ec2:instance
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4.1.2.1. Registered Metrics

A conformant CRIT vector string MJST include all registered netrics
|isted below. Registered netrics MJST appear in the canonical order
defined by this section. A producer MAY append additional netrics
after the registered set and before the # delimter; a consumer MJST
i gnore unknown netric keys wi thout error.

*Tabl e 1: Coud Provider (CP)*

[ bty et e ey o
| Val ue | Code | Description |
| aws | AW | Amazon Wb Services |
o e e - R o e e e e e e e e e e e e e e +
| azure | MA | Mcrosoft Azure |
. S . +
| gcp | GC | Google Cloud Platform |
. oo T T +
| cloudflare | CF | doudflare |
o e e - R o e e e e e e e e e e e e e e +
| oracle | C | Oacle doud Infrastructure |
. S . +
| sal esforce | SF | Sal esforce |
. oo T +
| sap | SP | SAP |
o e e - R o e e e e e e e e e e e e e e +
| servicenow | SN | ServiceNow |
. S . +
| ibm | 1B | 1BMdoud |
. oo T +
| vmare | VM | VMware (Broadcom |
o e e - R o e e e e e e e e e e e e e e +
| adobe | AD | Adobe |
. S . +
| akamai | AK | Akanui |
. oo T +
| alibaba | AL | Alibaba d oud |
o e e - R o e e e e e e e e e e e e e e +
| atlassian | AT | Atlassian |
. S . +
| digitalocean | DO | Digital Ccean |
. oo T T +
| elastic | EL | Elastic |
o e e - R o e e e e e e e e e e e e e e +
| fastly | FA | Fastly |
. S . +
| gitlab | & | GtlLab |
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. oo s +
| hashi corp | HC | Hashi Corp |
o e e - R o e e e e e e e e e e e e e e +
| hetzner | HE | Hetzner C oud |
. S . +
| linode | LI | Linode (Akamai Connected d oud) |
. oo T Y +
| nongodb | MO | MongoDB Atlas |
o e e - R o e e e e e e e e e e e e e e +
| ovh | o | OvHcl oud |
. S . +
| snowfl ake | SO | Snowfl ake |
. oo T +
| tailscale | TS | Tailscale |
o e e - R o e e e e e e e e e e e e e e +
| tencent | TC | Tencent C oud |
. S . +
| twilio | TW | Twilio |
. oo T +
| vercel | VvVC | Vercel |
o e e - R o e e e e e e e e e e e e e e +
| vultr | WL | WVultr |
. S . +
| zoom | ZM | Zoom |
. oo T +
Tabl e 3

Note: the codes CF and GC appear in both Table 1 (C oud Provider) and
Table 5 (Resource Lifecycle). The gramrmar di sanbi guates by netric
key prefix: CP:CF identifies Cloudflare while RL:CF identifies a
configuration-only resource lifecycle. Producers and consumers MJST
NOT rely on raw two-letter codes outside of their netric-key context.

*Table 2: VEX Status (VS)*
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*Table 3: Fix Propagation (FP)*

CRT May 2026
+::::::::::::::::::::::::::::::::::+
| Description |
[} it —_—(————————————(—————
| Resource type is affected; no |
| fix available or not applied. |
e s +
| Provider fix is avail able; |
| provider _fix date is set. |
T +
| Resource type is not affected or |
| vulnerability is not reachable. |
Y +
| Provider has acknow edged but |
| not confirmed status. |
T +
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CRT May 2026
Code | Description
sl oo s oo e s s
AU | Provider applies fix

| transparently.
______ o e e e e e e e e e e e e e e e e e e e e e —m e - =
CC | Configuration change on

| existing resource.
______ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
a | Fix available but applies to

| non-default option.
______ o e e e e e e e e e e e e e e e e e e e e e —m e - =
VU | Consumer nust update pinned

| version or runtine.
______ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
RD | Consuner nust redepl oy using

| existing configuration.
______ o e e e e e e e e e e e e e e e e e e e e e —m e - =
RR | Consuner nust rebuild artifact

| with updated base.
______ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
DC | Resource nust be destroyed and

| recreated.
______ o e e e e e e e e e e e e e e e e e e e e e —m e - =
RL | Fleet replacement with

| coexistence during transition.
______ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
NF | No vendor fix has been

| rel eased.
______ o e e e e e e e e e e e e e e e e e e e e e —m e - =

Table 5

*Tabl e 4: Shared Responsibility (SR)*
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| Val ue | Code | Description |
[ oo b sy oo el s e sy o}
| provider_only | PO | Provider is solely

| | | responsible for renediation. |
oo Foommo- o m oo +
| custonmer_action_required | CA | Provider fix exists but |
| | | customer action is needed. |
S R o e e e e e e e e e o +
| customer_only | CO | Custonmer is solely |
| | | responsible. |
oo Foommo- o m oo +
| shared | SH | Remediation requires |
| | | coordi nated provider and |
| | | custoner action. |
o e m e e e e e oo +o-m - - o e e e e e e e e e +

Table 6

*Tabl e 5: Resource Lifecycle (RL)*

[} s e sl ety e e s e s sy o}
| Val ue | Code | Description |
| epherneral | EP | Short-lived; replaced |
| | | rather than patched. |
T R o e e e e e e e e a oo - +
| stateful _nmanaged | SM | Long-lived; provider |
| | | manages OS and runti ne. |
g Fomm o - o e e e e e i eee oo n +
| stateful _custoner | SC | Long-lived; custoner |
| | | manages OGS and runti me. |
T R o e e e e e e e e a oo - +
| config_only | CF | No runtime; configuration-

| | | only resource
g Fomm o - o e e e e e i eee oo n +
| global _control _plane | GC | Shared control -plane |
| | | infrastructure. |
T R o e e e e e e e e a oo - +

Table 7

*Tabl e 6: Existing Depl oynments Rermain Vul nerable (EV)*

Langt on Expi res 10 Novenber 2026 [ Page 24]



I nternet-Draft CRIT May 2026

f ool ool s oo oo e
| Value | Code | Description |
[ bbb oo sy oo oo oo oo o s s
| true | T | Resources depl oyed before the fix |
| | | remai n vul nerable. |
L S . ST +
| false | F | Provider fix applies retroactively |
| | | to existing resources. |
R, R o e e e e e e e e e e e e e e +
Tabl e 8

*Tabl e 7: Vulnerability Published Date (PP)*

Uni x epoch tinestanp (integer seconds). REQU RED. The date the
vul nerability was publicly disclosed. Corresponds to
tenporal . vul n_publ i shed_date converted to epoch seconds.

*Tabl e 8: Service Available Date (SA)*

Uni x epoch tinestanp (integer seconds). REQU RED. The date the
cloud service becane generally available. Corresponds to
tenporal . service_avail abl e_date converted to epoch seconds.

4.1.2.2. Qalifiers

Qualifiers appear after the # delimter as positional col on-separated
values with no netric keys. Al three qualifiers are REQU RED and
MUST appear in the followi ng fixed order:

| Position | Field | Description |
[} e —— ——————————(—_—_— s —_—————(———————r 1
| 1 | vuln_id | Vulnerability identifier |
| | | (e.g., CVE-2024-6387). |
Ry . T +
| 2 | service | Provider service key. |
Fomm oo - o m e e e oo - o e e e e e e oo o +
| 3 | resource_type | Provider resource type |
I I | key.

Focmmnaaann S I e +

Table 9

4.1.2.3. Conputation and Validation

A conformant CRI T producer:
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MUST conpute vectorString fromthe record’ s own fields

MUST include all registered netrics in canonical order (CP, VS,
FP, SR, RL, EV, PP, SA).

MJUST use the CRIT specification version the record conforns to as
the semver prefix.

MJST use only registered abbreviation codes fromthe tables in
Section 4.1.2.1.

MUST ensure qualifier values match the corresponding record field
val ues exactly.

MAY append additional metrics after the registered set and before
the # delimter.

A conformant CRI T consuner:

*

MUST validate all known metric keys and their val ues.
MUST i gnore unknown netric keys without error
MUST reject a vectorString missing any registered netric.

MJST reject a vectorString where registered netrics appear out of
canoni cal order.

SHOULD enit a warni ng when encountering unknown netric keys.

4.1.2.4. Information Scope

The CRIT vector string is a lossy encoding. It carries 12 fields
fromthe full CRIT record; the remaining fields are not representable
in the vector and are discarded during conversion

Fields carried in the vector string:

*

*

CRIT specification version (prefix).

Si x enunerated classification fields: provider (CP), vex_status
(VS), fix_propagation (FP), shared responsibility (SR
resource_lifecycle (RL), existing_deployments_remain_vul nerable

(EV).

Two required tenporal dates as epoch tinestanps:
vul n_publ i shed _date (PP), service_avail abl e _date (SA)
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* Three identity qualifiers: vuln_id, service, resource_type
Fields not carried in the vector string:

* tenplate and tenplate format — recoverabl e via dictionary | ookup
fromthe (provider, service, resource_type) tuple enbedded in the
vector qualifiers and CP netric.

* (Optional tenporal dates: vulnerability_introduced_date,
provi der _acknow edged date, provider fix date,
custoner _deadline_date, and related fields. A producer MNAY
i nclude these as additional netrics appended after the registered
set.

* Fix version details: version_type, conparison, version
buil d_date, auto_upgrade, note.

* Renedi ation actions: the conplete renedi ation_actions array
i ncludi ng step-by-step instructions, downtine estinmates, and
compensating control fl ags.

* Detection entries: the conplete detections array including
detection queries, query |anguages, detection phases, and pending
reasons.

* Advisory metadata: advisory_id, advisory_url

* Any producer-appended additional netrics beyond the registered set
are al so not preserved when converting froma full JSON record to
a vector string, unless the converter explicitly retains them

A consunmer MUST NOT treat a vectorString as a conplete record
representation. A consumer MJST use the full JSON record for
operational decisions that require fields not carried in the vector,
including but not Iimted to: deploying detection queries, executing
remedi ati on actions, evaluating fix version conparisons, and
computi ng exposure w ndows.

4.2. Resource Tenpl ate

REQUI RED | string

Par anmet eri sed identifier |
string. After all naned |
vari abl es are substituted, |
the result MJUST be a valid |
provider identifier for |
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| | | | the declared |
| | | | tenplate_format. |
REQUI RED | enum | One of: aws_arn, |
| azure resource_id, |
| gcp_resource_nane, |
| cloudflare_ | ocator, |
| oracle_ocid, |
| salesforce_url, |
| sap_btp_url, |
| sap_odata_ url, sap_sf _url, |
| servicenow table url. |

Tabl e 10
4.3. Tenporal Fields and Exposure W ndow
These fields collectively define the bounds of exposure. No single

field closes the exposure wi ndow for a given consuner resource; see
Section 7 for the formal conputation

{
"tenporal ": {
"service_avail abl e_date": "<date>",
"vul nerability_introduced_date": "<date>",
"vul nerability_introduced date_estimated": "<bool ean>",
"vul n_publ i shed date": "<date>",
"provi der _acknow edged_date": "<date>",
"provider fix date": "<date>",
"cust oner _deadl i ne_date": "<date>",
"custoner _deadl i ne_source": "<enunp"
}
}

Figure 3. Tenporal hject

service_avail abl e_date (OPTI ONAL):
VWhen the provider first nmade this service or feature generally
avai l abl e. Bounds the earliest any resource could have been
depl oyed into a vul nerable configuration

vul nerability_introduced_date (OPTI ONAL):
When the vulnerability was first present. MAY predate
vul n_publ i shed_date by nonths or years. Wen present, MJST be
used as Wstart of the exposure w ndow.
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vul nerability_introduced_date_estimated (OPTI ONAL):
When true, vulnerability introduced date is an estimate.
Consuners SHOULD surface this flag in exposure w ndow reporting.

vul n_publ i shed_date (REQUI RED):
Date the vulnerability record was first published. MJST natch the
vul nerability record s datePublished field.

provi der _acknow edged_date (OPTI ONAL):
When the provider first confirmed the vulnerability.

provi der fix_ date (OPTIONAL):
When the provider made a fix generally available. MJST NOT be
interpreted as the date a consumer resource is renedi ated. Absent
when no fix has been rel eased.

cust oner _deadl i ne_date (OPTI ONAL):
A normative renedi ati on deadline. Conformant consuner tools
SHOULD use this for SLA conputations.

cust onmer _deadl i ne_source (OPTI ONAL):
One of: cisa_kev, pci_dss, hipaa, sox, internal _policy, other
REQUI RED when custoner _deadl i ne_date is present.
4. 4. Fix Propagation and Renedi ati on Actions
4.4.1. Resource Lifecycle
The resource_lifecycle field characterises the operational behaviour
of the resource type with respect to data durability and repl acenent.

This is a property of the resource type, not of any specific consumer
depl oynent .
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| | No provider fix_date. |

o m e e e e e e a oo o mm e e e e e e e e e e e e e e e e me e mamo +

| shared | Both provider and consumer action |

| | are required. |

e . +
Tabl e 12

4.4.3. Fix Propagation

For package vulnerabilities, renediation status is largely derivable
froma version conparison: if the installed version is at or above
the fixed version, the package is renediated. C oud resources have
no equivalent. There is no installed version to query. A fix
becom ng avail able at the provider |evel does not nmean any running
resource is renediated. Wiether a specific resource is exposed
depends on when it was depl oyed, what action the consunmer has taken
since, and how the fix propagates to existing resources.

Sone fixes apply automatically to all existing resources regardless
of deploynent date. Mbst do not. A resource depl oyed before the fix
date under a rebuild _and redepl oy propagation type is still fully
exposed the day after provider fix date. A resource of the sane type
depl oyed the day after is clean. The two resources are

i ndi stingui shabl e by version string -- because neither has one.

exi sting_depl oyments_remai n_vul nerabl e makes this distinction
nornmati ve and machi ne-readable. It cannot be derived froma version
conpari son.

fix_propagati on (REQUI RED) :
The nechani sm by which the fix reaches existing depl oyed
resources. See val ues bel ow.

exi sting_depl oyments_renai n_vul nerabl e (REQUI RED) :
When true, resources depl oyed before provider fix date remain in
the exposure wi ndow unl ess an explicit consunmer action has been
taken. MUST be fal se only when fix_propagation is automatic AND
shared_responsibility is provider_only.

Fi x propagation enum val ues:

| Val ue | Meani ng | Typical Consumer |

| | | Action |

[ el sy ey o}

| automatic | Provider applies the | Verify fix is |
I I

fix transparently to active; no |
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upgr ade not

support ed.

Fl eet or cluster
repl acenent; old and
new i nst ances
coexi st during
transition.

Provi der has not
rel eased a fi x.
provi der _fix_date
MJUST be absent.

Expi res 10 Novenber 2026
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operati onal change
required. |

Apply the change |

via APl, consol e,

or |laC |
I

Enabl e the option; |
update | aC
defaul ts. |

Updat e version |
reference; trigger |
redepl oyment if |
required. |

Tri gger |
r edepl oynent . |

Updat e base image, |
rebuil d, push, |
r edepl oy. |
I
I

Back up state if |
appl i cabl e, |
destroy, recreate |
at fixed version. |

I

Trigger rolling |
updat e; nonitor |
fleet until 100% |
repl acenent. |

I

Apply conpensating

controls; nonitor

advi sory. |
I
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4.4.4. Renediation Actions

renmedi ati on_actions is an ordered array. The first entry is the

primary recomended path. A consuner tool

decl ared sequence order.

SHOULD present actions in

May 2026

| Field | Requi r ed| Descri pti on |
[} e —————————————————————— L —p—p———— Ll —_—_———————(————r L
| sequence | REQUI RED| 1- based ordering index.

| descri ption

| stateful i npact

Langt on Expi res 10 Novenber 2026

| | MUST be uni que and
| | conti guous within the
| |array starting at 1.

| REQUI RED| One of the

| | fix_propagati on enum
| | val ues.

| REQUI RED| Short inperative

| | description suitable for

| |a task or ticket title.

| REQUI RED| St ep- by-step

| |instructions sufficient
| | for an engineer to

| | execut e w t hout

| | addi ti onal research.

| | SHOULD i ncl ude CLI

| | i nvocations or laC

| | equi val ents where

| | appl i cabl e.

| OPTIONAL| Direct link to the

| | provi der’s advi sory or
| | remedi ation

| | document at i on.

| REQUI RED| Whet her a conf or mant

| | consumer tool NMAY

| | automate this action

| | wi t hout human approval .

| REQUI RED| Whet her this action
| | causes a service
| | i nterruption.

| REQUI RED] One of : none,
| | backup_r ecomended,

[ Page 33]



I nt

4. 5.

Lan

ernet-Draft CRIT May 2026

| | | backup_restore_required,
| | | data_migration_required. |

| esti mat ed_downti me_r ange_seconds| OPTI ONAL| Obj ect with min and nmax
| | | i nt eger bounds.

| | REQUI RED when

| | requires_downtine is

| |true. Informative only.

| conmpensating_control | REQUI RED| When true, this action

| | | reduces exploitability

| | | but does not fully

| | | remedi ate. A record

| | |with only conpensating

| | | actions MJST have

| | | vex_status of affected,
I I

| not fixed.

Table 14
Provi der Fi x Version

Cl oud resources do not use package-style versioning. There is no
semver string to conpare against a fixed bound, no registry entry to
| ook up, and no universal version format that applies across

provi ders or even across services within a single provider

"Version" for a cloud resource might nmean an engi ne rel ease string, a
runtime build date, a Kubernetes minor version within a rel ease
channel, a container inage digest, or a platforminmge creation date

-- depending on the service. 1In sone cases, such as C oudflare
Wirkers, there is no consunmer-visible version at all; only a platform
buil d date.

The provider fix version field is a discrimnated object whose
structure is deternmined by the version_type discrimnator. Each
version_type value defines a specific set of fields and a conparison
operator that together give a consuner everything needed to eval uate
whet her a depl oyed resource neets the fix threshol d.

.1. Envel ope

REQUI RED | Discrimnator. Determ nes which |
| additional fields are present. See |
| Sections Section 4.5.3 through |
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| | | Section 4.5.7. |

| conparison | REQUI RED | How a consuner eval uates whether a |
| depl oyed resource neets the fix |
| | | threshold. See Section 4.5.2. |

| When false, the provider does not |
| automatically apply this version |
| update. When fal se, |
| existing_depl oyments_remai n_vul nerabl e

| MUST be true. |

| Human-readabl e clarification. |
| REQUI RED when a fix arrives at |
| different dates across rel ease |
| channel s. |

Depl oyed version MJST be greater than or |
equal to the specified value per the |
service’' s versioning schene. |

| exact | Depl oyed version MJST exactly match. Used
| | for content-addressed identifiers (image
| | digests, AM I|Ds, OClDs).

| date_gte | Resource’s runtinme build date or depl oynment
| | date MUST be on or after the specified |
| | build_date. |
| channel _and_gte | Resource MJST be subscribed to a qualifying

| | release channel AND be at or above the |
| | specified version within that channel. |

Tabl e 16
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4.5.3. AW Version Types

Defi ned version_type values for AW services: runtinme (Lanbda and
runti me-based services), engine_version (RDS, ElastiCache, Redshift),
am (EC2 and AM - backed services), agent_version (SSM Agent,
CodeDepl oy Agent, ECS Agent), kubernetes_ version (EKS)

cont ai ner _i mge (ECS tasks), managed_policy_version (AW managed | AM
polici es).

For engi ne_version, the auto _upgrade field indicates whether RDS auto
m nor version upgrade is sufficient. Wen auto_upgrade is false,
consuners nust explicitly trigger the upgrade and

exi sting_depl oyments_remai n_vul nerabl e MJST be true.

For contai ner_i mage, inmage_di gest (SHA256) is RECOMVENDED over

i mge _tag. Wen image digest is present with conparison: exact,
consuners MJST verify digest, not tag. Tags are nutable and MUST NOT
be used as the sole verification nethod.

4.5.4. Azure Version Types

Defi ned version_type values for Azure services: api_version (ARM AP
operations), kubernetes version (AKS clusters and node pools, wth
optional node_ i mage_version), extension_version (VM Extensions),
os_image_version (VM Scale Sets), runtime_version (App Service and
Azure Functions).

4.5.5. GCP Version Types

Defi ned version_type values for GCP services: kubernetes_version
(CKE, with rel ease_channel field and channel _and_gte conparison for
channel -gated fixes), database_version (Coud SQ.), runtime_version
(doud Functions and C oud Run, using date_gte conparison),

imge famly (Conpute Engine public image famlies).

For GKE, fix availability differs by release channel (RAPID, REGULAR
STABLE). The note field MJUST enunerate channel -specific availability
dat es.

4.5.6. doudflare Version Types

Cl oudfl are Wrkers does not expose a semantic version. Defined
versi on_type values: runtine_build_date (Wrkers runtinme, using
date_gte conpari son agai nst build_date), deploynment_id (Pages or
Wor kers depl oynments where the fix requires consumer-controlled

r edepl oynent) .
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4.5.7. Oacle Version Types

Defi ned version_type values for Oacle C oud services:

dat abase _versi on (Aut ononous Dat abase, Base Dat abase Service),
kubernetes_version (OKE, with optional node_pool inage), inmage_ocid
(Conpute platformimges, using date_gte conpari son agai nst

build date; OCID is region-specific so build_date is the normative
t hreshol d).

4.6. Detection Fields

Detection fields enable consuners to deploy |og queries, netric
filters, and alerting rules that identify vul nerable configurations,
active exploitation, or configuration drift. A record with
vex_status of affected or fixed SHOULD i nclude at | east one detection

entry.
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| Field | Required | Description |
[} e ——————— Ll pp—p—p—_—_ Ll —_———————————————(————(———————r
| provider | REQU RED | C oud provider for this |
| | | detection. |
R Ry T +
| service | REQUI RED | Log, event, or security service
| | | for which the query is witten.
| | | See Section 4.6.1. |
o e e e e oo TS T +

I
I

| string. See Section 4.6.2. |

| Detection query string. MJST be

| syntactically valid for the |
| decl ared query_| anguage. |
| Variable slots MAY appear where

| consuner-specific values nust be

| substituted before depl oynment. |

| description | REQUI RED | Explanation of what the query

| | detects, why it is relevant, and
| | any false positive caveats. |

o e e e e oo - Fomm oo - o e e e e e e e e e e e e e m e e o +
| pending reason | OPTIONAL | When present, indicates this |
| | | detection entry is a placehol der
| | | without a functional query. The
| | | query field MJUST be an enpty
| | | string when pending reason is |
| | | set. See Section 4.6.4. |
o e e e oo TS T +
Tabl e 17
4.6.1 Det ecti on Service Val ues
[ oo oo oo s s s oo s oo oo e e s s s s s s
| Provider | Service val ues |
[ e e e e e e s s s s s s e s s s s e s s s s s s s s e s s s s s s s s s s
| aws | cloudwatch | ogs insights, cloudwatch netric filter,
| | cloudtrail, security_ hub, guardduty, config rule |
Fomm e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +
| azure | nonitor_kqgl, sentinel_analytics, defender_alert |
R o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
| gcp | cloud | ogging, security comand center, chronicle
Fom e e o - e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
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| cloudflare | logpush, firewall events |

S o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - +

| oracle | oci_logging, cloud_guard |

Fom e m oo - - o o o e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
Tabl e 18

[§ s sty s s
| Val ue | Language |
| cwi | d oudWatch Logs Insights |
Fom e e e e oo o o e e e e e e e e e e e e e e e e e e e e memao o +
| cloudwatch_filter | CoudWatch Metric Filter pattern syntax

o e e e e oo T +
| kql | Kusto Query Language (Azure Monitor and

| | Sentinel) |
Fom e e e e e oo o o m m e e e e e e e e e e e e e e e e eo— oo - +
| gcp_logging filter | GCP O oud Logging filter syntax |
o e e e T +
| oci_logging _query | OCl Logging query syntax |
o e e e e o s o m m e e e e e e e e e e e e e e e eeee— oo +
| lucene | Lucene query syntax (d oudflare and |
| | SIEMintegrations) |
Fom e e e e oo o o e e e e e e e e e e e e e e e e e e e e memao o +

Tabl e 19

4.6.3. Detection Phase
The detection_phase field is normative. A consuner tool MJST use

this field to deternmi ne whether a detection is currently applicable
and whether it should remain active after renediation.
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+ +
I I

[ oo by s s ool e s
| pre_fix | Detects the vul nerable | Deactivate or |
| | condition. MAY becone | suppress after

| | msleading after | per-resource |
| | remedi ation. | remediation is |
| | | confirnmed. |
o e e e e oo oo S o e e e +
| exploitation | Detects active | MJUST remain active

| | exploitation attenpts | permanently. |
| | regardless of fix | |
| | status. | |
Fom e e e oo o e e e e e e oo o Fom e e e e oo o +

post _fix Detects exploitation Activate at

| | |
| attenpts that remain | provider_fix_date; |
| possible after apparent | retain |
| renediation. | permanently. |
| Detects drift back to a | MJST remain active

| vul nerable configuration | indefinitely after

| after renediation. A | any opt_in or |
| confirmed match MUST be | config change |
| treated as a wi ndow | renediation. |
| reopening event. | |

Tabl e 20

A record with fix _propagation of opt_in or config change MJST incl ude
at | east one misconfiguration detection entry.

If a functional detection query cannot be authored at publication
time, the producer MJST include a placeholder entry with

det ection_phase of m sconfiguration and a pendi ng _reason val ue from
Section 4.6. 4.

4.6.4. Pending Detection Reasons

When a producer cannot author a functional detection query at
publication tinme, the producer MJST still include a detection entry
with detection _phase set to the required phase and pendi ng_reason set
to one of the followi ng values. The query field MJST be an enpty
string. The description field SHOULD provi de additional human-
readabl e context explaining the gap

A producer SHOULD publish an updated record with a functional query
replacing the placehol der once the constraint is resolved.

Langt on Expi res 10 Novenber 2026 [ Page 40]



I nternet-Draft CRIT May
+::::::::::::::::::::::::::::: ::::::::::::::::::::::::::::::::+
| Val ue Meani ng

e p—p——(—(—————(————————————r

4.

7

no_det ection_surface

The detection query is being
authored or tested and will be
published in a future record
updat e.

The cl oud provi der does not
yet expose the |og, event, or
APl data needed to detect this
condition. Pending provider
capability.

No provider service currently
offers telenetry sufficient to
detect this msconfiguration
programmatically. This value
i ndi cates a pernanent or | ong-
t er m gap.

The record author |acks the
provi der environnment access
needed to devel op and validate
the query.

A candi date query exists but
is under review (security,
accuracy, or false-positive
assessnent) before

publi cati on.

Tabl e 21

A consunmer MUST NOT deploy a detection entry that has pending_reason
set. A consumer SHOULD surface placehol der entries in operator-
faci ng dashboards to indicate detection coverage gaps.

Langt on

Provi der Advi sory

Required | Description |
OPTIONAL | Provider’s own advisory identifier
| (e.g., ALAS2-2024-2456, NSRC- |
| 2024-0034, GCP-SA-2024-001). |
---------- e
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| advisory_ url | OPTIONAL | Direct URL to the provider’s |
| | | security advisory. |

Tabl e 22

4.8. VEX Status

5.

5.

The vex_status field aligns CRIT records with the OpenVEX ([ OpenVEX])
/| CSAF VEX ([ CSAF-VEX]) vocabul ary for conposability with VEX-aware
t ool i ng.

The resource type is affected. No fix is
avai l abl e, or fix has not been applied. |

The resource type is not affected, or the
vul nerability is not reachable in this |
depl oynent context. |

A provider fix is available and |
provider fix date is set. |

| under_investigation | Provider has acknow edged the
| | vulnerability but has not yet confirnmed |
| | affected status. |

Tabl e 23

A consumer MUST treat vex_status as a record-level statenment about
provider fix availability, not as a per-resource renedi ation status.
A record with vex status = fixed and

exi sting _deploynments_renai n_vul nerable = true represents the common
real -world condition: a fix exists at the provider |evel, but

exi sting depl oyed resources are not automatically renmedi ated. Both
facts are simultaneously true and MJUST both be surfaced to operators.

Provi der Tenpl ate Reference
1. AWS ARN
Canoni cal formats:

arn: aws: {service-prefix}:{region}:{account}:{resource-type}/{id}
arn: aws: {service-prefix}:{region}:{account}:{resource-type}:{id}
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Fi gure 4

The {service-prefix} slot is always hardcoded (e.g., iam s3, ec2
| anbda, eks, rds).

The {region} slot MJST be hardcoded to us-east-1 for gl obally-scoped
servi ces whose ARN schema requires the region field to carry a fixed
val ue: iam cloudfront, route53, waf, wafv2, shield, organizations,
sts, global accelerator. For globally-scoped services whose ARN
schema structurally omts the region field (the field is positionally
present but the value is the enpty string), the region slot MJST be
enpty ({region=}). S3 buckets and objects are the principal exanple:
the ARN format is arn:aws:s3:::{resource}. For all other AW services
the region slot MJUST be a nanmed variable or wildcard and MUST NOT be

enpty.

The {account} slot is a naned variable, except for resource types
whose ARN schenma structurally omits the account field (e.g., S3
buckets and objects), in which case it MJST be enpty ({account=}).
The {resource-type} slot is hardcoded or enpty per the service
schema. The {resource-id} slot is a nanmed variable or wldcard.

arn: aws:iam {regi on=us-east-1}:{account}:rol e/{resource-id}
arn: aws: s3: {regi on=}:{account =}: {resource-id}
arn: aws: ec2: {regi on}:{account}:instance/{resource-id}
arn: aws: | anbda: {regi on}: {account}: function: {resource-id}
arn: aws: eks: {regi on}:{account}:cluster/{resource-id}
Figure 5: AWS ARN Exanpl es
5.2. Azure Resource ID
Canoni cal format:

[ subscriptions/{subscriptionld}/resourceG oups/{resourceG oup}
[ provi der s/ {nanespace}/{type}/ { nane}

Figure 6
{subscriptionld} and {nane} are always nanmed vari abl es.
{resourceGoup} is a naned variable or wildcard. {nanespace} and
{type} are always hardcoded (e.g., Mcrosoft. Conpute/virtual Machi nes,
M crosof t. Cont ai ner Servi ce/ managedC ust ers).
5.3. GCP Resource Nane

Canoni cal fornat:
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/1 {api}.googl eapis.conl{coll ection-path}

Figure 7
{api} is always hardcoded (e.g., conpute, container, sqladnin).
{project} is always a naned variable. {zone} is a naned variable for
zonal resources and enpty ({zone=}) for gl obal or regional resources.

5.4. doudflare Locator

Canoni cal format:
com cl oudf | ar e. api . account . {account _i d}. {resource-type}. {id}

Figure 8
Cloudflare resources are globally scoped. There is no region
conmponent. A CRIT producer MJST NOT add a region slot to a
Cloudflare template. {resource-type} is always hardcoded (e.qg.,
wor ker, r2_bucket, zone, dl1_database).

5.5. Oracle OCI D

Canoni cal formats:

ocidl. {type}.{real m.{region}..{unique-id} (regional)
oci dl. {type}.{realnm...{unique-id} (gl obal)
Figure 9

{type} is always hardcoded. {realn} is hardcoded to ocl for

comrercial regions. Separate CRIT records SHOULD be produced for
governnent realms (oc2, oc3) when fix tinelines differ. {region} is a
naned variable for regional resources and enpty ({region=}) for

gl obal resources

5.6. Paraneter Nami ng Conventions

Slot field names vary between providers by design. AW ARNs use a
consi stent positional structure so slot names are uniform across
services (region, account, resource-id). GCP, Azure, Oracle, and

Cl oudfl are use service-specific path conponents (project, |ocation,
subscriptionld, resourceGoup, realm account_id) because their
resource path structures are service-specific. This asymetry is
intentional: CRIT adopts provider-native nam ng conventions rather
than i nposing a nornalised abstraction. Consuners SHOULD expect
different slot vocabul aries per provider and MJST NOT assune that all
provi ders use the sane field nanes.
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6. Variable Resolution Rules
6. 1. Resol uti on Order

A consuner resolving a CRIT tenplate to a live identifier MJST apply
substitutions in the follow ng order

1. Replace all hardcoded slots ({field=literal}) with their litera
val ue.

2. Replace all enpty slots ({field=}) with the enpty string.

3. Replace all nanmed variable slots ({field}) with consumner-supplied
concrete val ues.

4. Wldcard slots ({field=*}) MJST NOT be resolved to a live
identifier. For inventory enuneration, a consunmer MAY enunerate
known val ues to produce a set of resolved tenpl ates

After step 3, the resulting string MJST be a valid provider
identifier conformng to the declared tenplate format. A consumer
MUST validate this and MJUST reject a tenplate that fails validation
after full substitution.

6.2. Reserved Field Nanes
The following field nanes carry defined semantics across al

providers. A CRIT producer MJST use these nanes where applicable and
MUST NOT reuse them for different semantics.

| Field Nane | Semantics |
[S peemesfomsbomsbesoe e esos s esoe s esps e ossoss s os s e os s os s eses s ese s ps s ps s e
| account | AWS account | D or equival ent top- |
| | level ownership identifier. |
S o m o oo +
| subscriptionld | Azure subscription ID. |
oo o - o m e e e e e e e e e e e e e emamao - +
| project | GCP project ID. |
S o e m e e e e e e e e e e e e mo oo +
| account _id | d oudflare account 1D. |
S o m o oo +
| region | Provider geographic region |
| | identifier. |
o e o e m e e e e e e e e e e e e e e me e +
| zone | Provider availability zone or GCP |
| | zone identifier. |
S o m o oo +
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| location | GCP region or nulti-region identifier

| | as used in resource paths. |
o e o e m e e e e e e e e e e e e e e me e +
| resource-id | Unique identifier of the specific |
| | resource instance. |
o a o o m e e e e e e e e e e e e aao o +
| name | Azure resource nane. |
oo o - o m e e e e e e e e e e e e e emamao - +
| id | doudflare or Oracle resource |
| | identifier. |
o a o e +
| unique-id | Oracle OCID unique identifier |
| | component. |
oo o - o m e e e e e e e e e e e e e emamao - +
| realm | Oracle OCID real mconmponent. |
S o e m e e e e e e e e e e e e mo oo +

| service-prefix | AW5 service prefix as used in ARN |
| | construction. |

S o m o e e ieeiaaoo-- +
| resource-type | Resource type conponent within an |
| | ARN. |
S o e m e e e e e e e e e e e e mo oo +
| nanespace | Azure resource provider nanmespace. |
S o m o oo +
| type | Azure resource type or Oracle OCI D |
| | type comnponent. |
o e o e m e e e e e e e e e e e e e e me e +
| api | GCP APl host prefix. |
oo ot o oo +
Tabl e 24

7. Exposure W ndow Comnputati on
7.1. Definition

For package vul nerabilities, an exposure w ndow can be approxi mated
fromversion data al one: a package was exposed fromthe tine the

vul nerabl e version was released until the tinme the fixed version was
installed. d oud resources have no equival ent conputation. There is
no "installed version" to tinestanp, no registry entry recordi ng when
a resource was | ast updated, and no version conparison that

det erm nes whether a specific running resource is currently in the

af fected range.

The CRIT exposure window is therefore defined over tine and consuner

action, not over version ranges. A resource enters the w ndow when
it is deployed into a vulnerable configuration. It exits the w ndow
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when a qualifying remediation event is recorded -- which may be | ong
after provider_fix date for resources where

exi sting_depl oyments_remai n_vul nerable is true, or never, for
resources under no_fix_avail abl e propagation

Formal |y, the exposure window is the interval [Wstart, Wend] where:

* Wstart = vulnerability_introduced_date when present; otherw se
vul n_publ i shed_date. Wen vulnerability introduced date_esti mated
is true, consumers SHOULD indicate this in user-facing reporting.

* Wend is determ ned per Section 7.2.

7.2. Record-Level Wend

7. 3.

Lan

| shared_responsibility =
| provi der _only AND

| provider _fix_date is

| present

Wend = provider_fix_date. Wndow |
closed for all resources automatically. |
exi sting_depl oyments_remai n_vul nerabl e

MUST be fal se. |

| shared_responsibility is| Wend undefined at record |evel. |
| cust omer _action_required| provider fix_date opens remediation |
| or shared | possibility but does not close the |
| | window. Per-resource closure requires

| | a confirmed consuner action. |

Fom e e e e a e e oo o m m e e e e e e e e e e e e e e e eeee— oo +
| shared responsibility = | Wend undefined. No provider fix_ date.

| cust omer _only | Per-resource closure requires confirmed

| | consumer renediation. |
o e e e e e e e e oo o - T +
| fix_propagation = | Wend = null. W ndow open. |
| no_fix_ avail able | provider fix date MJST be absent. |
e e e e e oo o m e e e e e e e e e e e e e e e e eeoe—o - +
| provider _fix_date absent| Wend = null. W ndow open. |
| for any other reason | |
o e e e e e e e e oo o - T +

Tabl e 25

The Depl oyed- Bef ore- Fi x Probl em

When exi sting_depl oynments_remai n_vul nerable is true, the exposure
wi ndow for a specific resource instance is NOT cl osed by
provider fix date. A consumer MJST apply the follow ng | ogic per
resource:
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i f resource. depl oyed_date < provider_fix_date
AND exi sting_depl oynents_remai n_vul nerabl e == true
AND no confirned renedi ati on action recorded for this resource:
resour ce. exposure_w ndow end = null // open

Fi gure 10

A consumer MUST record a per-resource renediati on event to cl ose the
wi ndow for that resource. A consuner MJST NOT mark a resource as
renedi at ed sol el y because provider fix_date has passed.

7.4. Opt-1n and Config Change Drift
When fix_propagation is opt_in or config_change, a renediation may be
reversed by a subsequent configuration change, reopening the w ndow.
When a misconfiguration-phase detection fires for a resource, a
consuner MUST treat this as a w ndow reopening event. A consuner
MUST keep m sconfiguration-phase detections active indefinitely for
any resource remediated via opt_in or config_change.

7.5. Rolling Replace Fl eet Exposure

When fix_propagation is rolling replace, the exposure w ndow is
partially open during the fleet transition. A consuner MJST NOT
consi der the wi ndow closed until fleet replacenent is confirmed at
100%

7.6. Channel - Gat ed Exposure
When provi der _fix version.conparison is channel _and gte, the
effective fix availability date differs by rel ease channel. A
consumer MJUST use the channel -specific fix date derived fromthe note
field when conputing per-cluster exposure w ndows.

8. Confornance

8.1. Producer Confornmance
A conformant CRIT producer MJST:

* Emt records that validate against the schena defined in
Section 4.

* Enforce the natural key uni queness constraint: no two records in a
corpus MAY share (vuln_id, provider, service, resource_type).

* Apply slot state selection rules defined in Section 3.5.
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8.

Apply AWS regi on hardcoding rules defined in Section 5.1

Set existing_depl oynments_remain_vul nerable = fal se only when
fix_propagation = automati c AND shared responsibility =
provi der_only.

Set existing_depl oynments_remai n_vul nerable = true when
provi der _fix_version.auto_upgrade is present and fal se.

Set fix_propagation = no_fix_available and omt provider fix date
when no fix exists.

Include at | east one renediation_actions entry for every record
where vex _status is affected or fixed.

Use | SO 8601 [1S0B601] full-date format for all date fields.

I nclude at | east one nisconfiguration-phase detection entry for
records where fix_propagation is opt_in or config_change. A

pl acehol der entry with pendi ng_reason (Section 4.6.4) satisfies
this requirenent.

Conpute vectorString as the canonical CRIT vector string fromthe
record’s own fields per Section 4.1.2.

Encode tenporal . vul n_published _date as the PP nmetric value in Unix
epoch seconds (UTC).

Encode tenporal .service_avail abl e date as the SA netric value in
Uni x epoch seconds (UTC).

A conformant CRIT producer SHOULD:

*

2

Include at | east one detection entry for records where vex_status
is affected or fixed.

Popul at e provi der _advi sory when a provider security advisory
exi sts.

Popul ate vul nerability introduced date when determ nable; set
vul nerability introduced date estimted = true when the date is an
esti mat e.

Consuner Conf or mance

A conformant CRI T consunmer MJST:
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Treat provider_fix date as closing the exposure wi ndow only when
exi sting_depl oyments_remai n_vul nerable is fal se.

Not substitute hardcoded slot values with alternative val ues
Not use wildcard tenplates as live provider APl identifiers.

Track per-resource renedi ati on events separately fromrecord-|eve
vex_status.

Treat a m sconfiguration-phase detection match as a w ndow
reopeni ng event.

Keep m sconfiguration-phase detections active indefinitely once
depl oyed.

Use channel -specific fix dates for channel _and gte version types
when per-resource channel enrollnent is known.

Prefer inmage_di gest over inage_tag for container_image version
compari son when both are present.

I gnore unknown netric keys in a vectorString w thout error
(forward conpatibility per Section 4.1.2.3).

Rej ect a vectorString mssing any registered netric.
Not treat a vectorString as a conplete record representation. Use

the full JSON record for operational decisions requiring fields
not carried in the vector (see Section 4.1.2.4).

A conformant CRI T consuner SHOULD:

*

9

Present renediation_actions in declared sequence order.

Substitute consumer-specific naned variable values into detection
query sl ots before depl oyi ng queri es.

Apply custoner_deadl i ne_date when conputing remedi ati on SLAs.

Surface vulnerability introduced date estimated = true in
operator-facing exposure w ndow reporting.

Upst ream Schenma | ntegration
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9.1. Integration Strategy and Phasing

CRIT data is published via two upstream vul nerability schema
ecosystens: the CVE List v5 ADP container and the OSV schema. Each
integration follows a two-phase strategy.

*Phase 1 -- Extension (current):* CRIT records are enbedded as custom
X_ properties within conformant records of the target schema. This
is immedi ately depl oyabl e without requiring changes to either
upstream schema. Phase 1 records are fully schema-valid because both
CVELi stvb and OSV pernit additional properties with the x_ prefix.

*Phase 2 -- Native integration (proposed):* CRIT fields are expressed
usi ng native objects defined by the upstream schena wherever a
semanti ¢ mappi ng exists. Fields without a native mapping continue to
use x_crit_* prefixed properties within the appropriate extension

poi nts. Phase 2 requires coordination with CVEProject and OpenSSF
but does not require either upstreamschena to define new first-class
fields for all CRIT concepts.

A producer MJST NOT renove Phase 1 fields until: Phase 2 native
fields have been published for at |east one full release cycle of the
target schenm; the cloud:* ecosystem nanespace has been fornally
registered with OGSV schenma maintainers or the ADP native field
mappi ng accepted by the CVEProject schema working group; downstream
consuners have confirmed nigration to Phase 2; and a 90-day
deprecation notice has been in the rel evant records.

9.2. CVE List v5 ADP Container Integration

Vul netix publishes CRIT data as an Authorized Data Publisher (ADP) in
CVELi stv5 records. The Vulnetix ADP container is identified by

provi der Met adat a. short Nanme = "WD" or by Vulnetix’s orgld in the
containers.adp[] array.

9.2.1. Phase 1 -- x_crit Extension (Current)

In Phase 1 a single top-level x_crit field in the Vulnetix ADP
container carries an array of CRIT records. The x_crit array MJST
contain one entry per natural key tuple applicable to the CVE. The
vuln_id within each entry MJUST match the cveMetadata.cveld of the
encl osi ng CVELi stv5 record.
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9.2.2. Phase 2 -- Native ADP Contai ner (Proposed)

In Phase 2, each CRIT record contributes one entry to the ADP
affected[] array. Provider-native CVEListv5 fields carry data
wherever a napping exists; fields without a native mappi ng use
X_crit_* extension properties on the affected[] itemor at the ADP
cont ai ner |evel.

9.2.3. CVEListv5 Field Mapping

provi der:
af fected[].vendor -- Provider key.
servi ce:
af fected[]. product -- Service key.
resour ce_type:
af fected[].nodul es[] -- Array of resource type strings.
tenpl at e:
affected[].platforns[] -- CRIT tenmplate strings as platform

descri ptors.

provi der _fix_version (range bound):
af fected[].versions[].|essThan and changes[].at -- Range [0,
fix_version) expressed natively; full subschema in residual field
x_crit_fix_version.

tenporal .* _date fields:
ADP container tineline[] array -- Each date as a tineline entry
with a descriptive value string.

provi der _advi sory CVSS fi el ds:
ADP container nmetrics[] array -- cvssV3 1 or cvssV4 0 per the
vector string prefix.

provi der _advi sory. advi sory_url:
ADP cont ai ner references[] array with tags: ["vendor-advisory"].

renedi ati on_actions (non-conpensating):
ADP contai ner solutions[] array -- One entry per action.

renedi ati on_actions (conpensating_control: true):
ADP cont ai ner workarounds[] array.

Resi dual fields (no native CVELi stv5 mapping):

vex_status -> x_crit_vex_status; fix_propagation ->
x_crit_fix _propagation; existing_deploynents remain_vul nerable ->
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9

3.

X_crit_existing _depl oynents_renai n_vul nerabl e;
shared_responsibility -> x_crit_shared_responsibility;
resource_lifecycle -> x_crit_resource_lifecycle;
provider fix version (full subschema) -> x _crit_fix_version;
tenplate with slot syntax -> x_crit_tenplate +
x_crit_tenplate_format; detections[] -> x_crit_detections.

OSV Schema | ntegration

Publ i shers may produce CRIT data in OSV schema format for consunption
by OSV.dev and conpati bl e tooling.

9.3.1. Nanming Conventions

9

3.

Cl oud provider ecosystens are expressed as cloud: <provi der> (e.qg.,
cl oud: aws, cloud: azure, cloud:gcp). This nanespace is proposed for
registration with the OSV schenma ecosystemlist. Until registered,
tooling that does not recognise a cloud:* ecosystem MJST NOT reject
records using it.

Package nanmes use the convention <service>: <resource_type> (e.qg.
rds: db, aks:cluster, |anbda:function).

PURLs follow the form pkg: cl oud/ <provi der >/ <servi ce>/ <resource_type>
(e.g., pkg:cloud/aws/rds/db). The cloud type is observed in the OSV
ecosystembut is not a registered type in the PURL specification
[PURL]. This specification acknow edges its use for OSV integration
but does not define or govern the pkg:cloud/ type itself.

OSV record I1Ds follow the convention: OSV-<year>-<| D>.
2. Phase 1 -- database_specific Extension (Current)

Each OSV record carries one affected[] entry per CRIT natural key
tuple. The full CRIT record is enbedded in

af fected[] . dat abase_specific.x_crit. Mltiple CRIT records for the
same vulnerability are published as separate OSV records, each with a
distinct ID and a single affected[] entry. The aliases array on al
records includes the shared vul n_id.

9.3.3. O8V Field Mpping

provi der:
af f ect ed[ ] . package. ecosystem -- "cl oud: <provi der>" (e.qg.,
"cl oud: aws") .
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10.

11.

service + resource_type
af fected[]. package. name -- "<service>: <resource_type>" (e.(g.
"rds: db")

provi der + service + resource_type
af fected[]. package. purl --
"pkg: cl oud/ <provi der >/ <servi ce>/ <resour ce_t ype>".

provi der _fix_version (range bound):
af fected[].ranges[].events -- introduced and fixed events.

tenporal . vul n_publ i shed_dat e:
publi shed -- RFC3339 fornmat.

provi der fix_date:
nodi fied -- Set to the nbst recent significant update date.

provi der _advi sory. provi der_cvss_vect or
severity[] with type: "CVSS V3" or "CVSS V4".

provi der _advi sory. advi sory_url
references[] with type: "ADVI SORY".

vul n_i d:
al i ases[].

Resi dual fields in ecosystem specific:
fix_propagation -> x_crit_fix_propagation;
exi sting_depl oyments_remai n_vul nerabl e ->
x_crit_existing_depl oynents_renmain_vul nerable; all tenporal fields
-> x_crit_tenporal; detections[] -> x_crit_detections;
renmedi ati on_actions[] -> x_crit_remedi ation_actions; vex_status ->
X_crit_vex_status.

Resi dual fields in database specific:
provi der _advi sory. advisory id -> x_crit_provider_advi sory_id.

| ANA Consi derati ons
Thi s docunent has no | ANA actions. Future revisions targeting
standards track may request registration of the cloud PURL type with
the PURL specification maintainers, and registration of the cloud:*
ecosystem nanespace with the OSV schema nai ntai ners.

Security Considerations
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11.

11.

11.

11.

11.

11.

1. Detection Query Sensitivity

Detection strings specify exact log filter patterns for identifying
vul nerabl e configurations and exploitation. A corpus of CRIT
detection entries reveals what a consuner is and is not nonitoring
for. CRIT records SHOULD be treated as security-sensitive and
access-controlled in consunmer systens.

2. Exposure Wndow Date Sensitivity

The conbi nation of vulnerability introduced date, provider fix date,
and exi sting_depl oyments_remai n_vul nerabl e can all ow an adversary to
i nfer whether specific consumer resources remain vul nerable.
Consuners SHOULD NOT expose exposure w ndow details in public-facing
i nterfaces.

3. Conpensating Control Disclosure

Renedi ati on actions with conpensating control = true reveal which
mtigating controls are in place. Consumers SHOULD NOT expose active
conmpensating control details in contexts where that information
assists an adversary in targeting unmtigated surface.

4. Tenplate WIldcard Enumeration

Wl dcard tenpl ates reveal the structural scope of a consumer’s cloud
footprint. A consuner MJST NOT expose unresolved wldcard tenpl ates
in contexts where asset enumeration is harnful

5. Provi der Fi x Version Trust

provi der _fix_version values are advisory in nature. A consumer MJST
i ndependently verify that a depl oyed resource neets the version
threshold. Container inmage tags are nutabl e; digest conparison MJST
be preferred. A consuner MJST NOT assune renedi ation solely on the
basis of a version string match.

6. Natural Key Collision

A producer accepting CRIT records fromnultiple upstream sources MJST
enforce natural key uni queness before serving records. Duplicate
natural keys with conflicting field values can cause consumers to
make incorrect renedi ation decisions. Producers SHOULD define and
expose a conflict resolution policy.
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12. CRIT Dictionary
12.1. Definition

A CRIT Dictionary is a machi ne-readabl e catal ogue of entries that
enunerate the valid conbinations of provider, service, and
resource_type val ues recogni sed by this specification, together with
the provider-native identifier tenplate and supporting netadata for
each conmbination. A dictionary entry is the atomc unit of service
coverage: it asserts that a given cloud provider service and resource
type is within CRIT scope and provides the tenplate and sl ot
semantics required to |l ocate instances of that resource type in a
consumer’ s inventory.

A CRIT Dictionary is not a vulnerability database and does not
contain vulnerability-specific data. It is a stable reference |ayer
that producers and consuners use to validate and resolve CRIT
records. A CRITrecord s (provider, service, resource_type) tuple
MJST resolve to an entry in a conformant dictionary before the record
i s considered valid.

Two categories of dictionary exist:

Spec Default Dictionary:
The normative dictionary published al ongside this specification in
the specification repository. It covers the providers described
in Section 12.6 and representative service and resource type
conbi nations for each. Producers and consuners MJST support the
Spec Default Dictionary as a baseline.

Ext ended Dictionary:
A superset of the Spec Default Dictionary produced by a Vul netix
depl oynent or third party. Extended dictionaries MAY add entries
for services or resource types not present in the Spec Default
Dictionary, and MAY add entries for additional providers.
Ext ended dictionaries MJST NOT renmove or alter the semantics of
entries present in the Spec Default Dictionary.

12.2. Dictionary Entry Schema

Each dictionary entry is a JSON object. Al fields except notes are
REQUI RED.
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{
"provider": "<enum aws | azure | gcp | cloudflare | oracle
| salesforce | sap | servicenow",
"service": "<string: normalised service key>",
"resource_type": "<string: resource type within service>",
"tenpl ate": "<CRIT tenplate string>",
"tenplate_format": "<enum aws_arn | azure_resource_id | gcp_resource_nane
| cloudflare |ocator | oracle_ocid
| salesforce url | sap_btp_url | sap_odata_url
| sap_sf_url | servicenow_ table_url>",
"regi on_behavior": "<enum regional | global-only>",
"notes": "<string: optional annotation>"
}
Figure 11: Dictionary Entry Structure
provi der:
The canoni cal provider key as defined in Section 4.1
servi ce:

The normal i sed service key (|l owercase, underscores). This is the
value used in the CRIT record service field and the second
conmponent of the natural key tuple. Were a provider uses
mul ti pl e conmon nanes for the same service, the dictionary carries
t he canoni cal key; synonyns are resolved to it by the producer
prior to record em ssion.

resource_type
The resource type within the service. This is the value used in
the CRIT record resource_type field. For services with nmultiple
resource types, each type has its own dictionary entry with a
di stinct (provider, service, resource_type) natural key.

tenpl at e:
The CRIT tenplate string for this entry, expressed using the slot
syntax defined in Section 3. After variable resolution, the
string MJUST be a valid provider identifier of the declared
tenpl ate_format.

tenpl ate fornat:
One of: aws_arn, azure resource_id, gcp_resource_nane,
cloudflare | ocator, oracle ocid, salesforce url, sap btp_url,
sap_odata_url, sap_sf_url, servicenow table url. The applicable
val ue for each provider is defined in Section 12.6.

Langt on Expi res 10 Novenber 2026 [ Page 57]



I nternet-Draft CRIT May 2026

12.

12.

regi on_behavi or:
One of: regional (the {region} slot is a named variabl e, consuner-
supplied) or global-only (the region slot is hardcoded in the
tenpl ate; the resource type is not regional).

not es:
Optional human-readabl e annotation. Used to docunent ali asing,
deprecation, or provider-specific constraints not expressible in
ot her fields.

3. Dictionary Conformance
A conformant CRIT producer MJST:

* Validate each record’” s (provider, service, resource_type) tuple
agai nst a conformant dictionary before emtting the record.

* Use the tenplate and tenplate format val ues fromthe natching
dictionary entry as the basis for the record” s tenplate fields.

* Support the Spec Default Dictionary as a mni num baseline. An
extended dictionary MAY be used in addition but not in place of
the Spec Default Dictionary.

A conformant CRI T consunmer MJST:

* Reject records whose (provider, service, resource_type) tuple does
not resolve to an entry in any dictionary the consuner supports,
rather than silently ignoring them

* Use the dictionary entry’ s region_behavior field when constructing
inventory queries fromwldcard tenmplates, to avoid submtting
region-qualified identifiers for gl obal-only resource types

4. Dictionary Versioning

The Spec Default Dictionary is versioned alongside the CRIT
specification. The dictionary version is the sane as the senver
string carried in the vectorString prefix of CRIT records. Additions
of new entries within a mnor version are backwards conpati bl e.
Renoval or senantic nodification of existing entries requires a mmjor
version increnent.

Producers SHOULD include a dictionary _version field in their extended
dictionaries to allow consuners to detect stale dictionary coverage.
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12.

5. Dictionary Governance

The Spec Default Dictionary is maintained al ongside this
specification and represents the m ni num baseline catal ogue. It is
not an exhaustive enuneration of all cloud resource types. Additions
to the Spec Default Dictionary within a mnor version are backwards
compati bl e; renoval or semantic nodification of existing entries
requires a major version increnent.

Ext ended Dictionaries are independently maintained by inplenmenters
and are subject to the conformance requirenments of Section 12. 3.

A conformant consunmer MJST validate CRIT records against a dictionary
before accepting them Validation requires a known, trusted
dictionary as the source of truth for the (provider, service,
resource_type) tuple space. A consuner that does not maintain a

di ctionary cannot distinguish a valid tuple froman arbitrary one;
therefore, dictionary availability is a prerequisite for confornmant
consunpti on.

A conformant producer MAY enmit CRIT records w thout consulting a
dictionary, but the resulting records are non-conformant unti
val i dated by a consuner that holds a dictionary containing matching
entries. Producers SHOULD validate records against a dictionary
bef ore emi ssion to avoid producing records that no confornmant
consurmer will accept.

Cloud providers are encouraged to contribute dictionary entries for
their services. Conmunity contributions are accepted via the
specification repository. No | ANA registry is proposed for
dictionary entries. The dictionary is a tenplate catal ogue scoped by
provider, not a shared identifier nanespace; provider-scoped entries
do not conpete for a global nane and therefore do not require a
central allocation authority.

6. Provider ldentification Systens

Each provider covered by this specification maintains a published,
authoritative identification scheme for its resources. CRT
dictionary entries do not define these schenes; they encode them as
CRIT tenplates so that producers can emt identifiers that conformto
the provider’ s own published format. |Inplenmenters adding dictionary
entries for services not |listed here MIST derive tenmplates fromthe
provider’ s current docunentation; those entries MAY be contributed to
the Spec Default Dictionary via the specification repository.
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12.6.1. Amazon Web Services (aws)

AWS resources are identified by Amazon Resource Nanes (ARNs)

[AWs- ARN], a hierarchical URN-like format with the structure
arn:partition:service:region:account-id:resource-type/resource-id.
The ARN format is defined and nai ntai ned by Amazon Wb Services; this
specification does not alter or extend it. The tenplate_format val ue
for all AWS entries is aws_arn.

arn: aws: ec2: {regi on}:{account}:instance/{resource-id}
arn: aws:iam {regi on=us-east-1}:{account}:rol e/{resource-id}

Figure 12: AW5 CRIT tenpl ate exanpl es

The ARN service prefix matches the AWS service nanmespace docunent ed
in the | AM User Guide. dobally-scoped services either hardcode the
regi on conponent (e.g., us-east-1) or structurally omt it (e.g., S3
buckets), followi ng the AWs ARN specification for that service.

12.6.2. Mcrosoft Azure (azure)

Azure resources are identified by Azure Resource |Ds

[ Azure- Resourcel D], hierarchical paths within the Azure Resource

Manager (ARM namespace. The path structure follows the pattern

[ subscriptions/{id}/resourceGoups/{rg}/providers/{Nanmespace}/{type}/{nane}.
The ARM provi der nanespace and resource type hierarchy are defined

and mai ntai ned by Mcrosoft; this specification does not alter or

extend them The tenplate fornmat value for all Azure entries is
azure_resource_id.

[ subscriptions/{subscriptionld}/resourceG oups/{resourceG oup}/providers/M crosoft.Com
put e/ vi rt ual Machi nes/ { nane}

Figure 13: Azure CRIT tenpl ate exanple

The nanespace segnent follows the Mcrosoft.{Servi ceArea} convention
docunented in the ARM provider list. Resource path depth varies by
resource type and is authoritative in the ARM REST APl reference.

12.6.3. Google Coud (gcp)

GCP resources are identified by canonical resource nanes

[ GCP- Resour ceNane], the full-resource-name formused by C oud Asset
Inventory. The format prefixes the APl service hostnane with //

foll owed by the resource path: //serviceNane. googl eapi s. conl
projects/{project}/.... The resource nane structure is defined and
mai nt ai ned by Google; this specification does not alter or extend it.
The tenplate_format value for all GCP entries is gcp_resource_nane.
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/] comput e. googl eapi s. com proj ects/{project}/zones/{l ocation}/instances/{resource-id}
/] st or age. googl eapi s. com proj ects/ {project}/buckets/{resource-id}

Figure 14: GCP CRIT tenpl ate exanpl es

The APl hostnane prefix and resource path structure are published
per-service in Google s APl docunentation. For inventory queries,
{l ocation} may be set to the wildcard value - to span all regions, as
described in the Coud Asset |Inventory docunentation.

12.6.4. doudflare (cloudflare)

Cloudflare resources are identified using Coudflare APl |ocators
[CF-API], a structured dotted-string formscoped to a Coudfl are
account. All doudflare resources are globally scoped; the

regi on_behavior for every Cloudflare entry is global-only. The
tenplate format value for all Cloudflare entries is

cloudflare_| ocator.

com cl oudf | ar e. api . account . {account _i d}. zone. {i d}
Figure 15: Cloudflare CRIT tenpl ate exanple

The resource type segnent corresponds to the O oudflare APl object
category as docunented in the Coudflare APl reference. Zone-scoped
resources share the sane account-rooted prefix.

12.6.5. Oacle Coud Infrastructure (oracle)

OCl resources are identified by Oracle Coud IDs (OClDs) [OCl-0CI D],
structured opaque identifiers with real mand regi on conponents.

Regi onal resources include the region segnment; gl obally-scoped
resources structurally omt both the region and availability domain
segnents, resulting in consecutive dots in the OCID. The OCI D fornmat
is defined and nai ntai ned by Oracle; this specification does not
alter or extend it. The tenplate format value for all OCl entries is
oracl e_oci d.

oci dl.instance. {real mrocl1}. {region}..{unique-id}
oci d1. conpartnent. {real mrocl}. .. {unique-id}

Figure 16: OCI CRIT tenpl ate exanpl es
The real m conponent identifies the OCl infrastructure partition; ocl

is the coommercial realm The dot-separated positional structure is
authoritative in the OCl Resource ldentifiers docunentation.
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12.6.6. Salesforce Platform (sal esforce)

Sal esforce resources are addressed by REST APl resource URLS

[ SF- REST- API'], the canonical progranmatic address for every sObject
record in a Sal esforce org. Resources are org-scoped rather than
regi on-scoped; the region_behavior for every Salesforce entry is

gl obal -only. The tenplate_format value for all Salesforce entries is
sal esforce_url.

https://{instance}. sal esforce. conf servi ces/dat a/ v{api-versi on}/sobjects/{object-type}/
{record-id}

Figure 17: Salesforce CRIT tenpl ate exanple

The instance subdonain identifies the Sal esforce org. The api-

version slot follows the Sal esforce seasonal rel ease cadence (e.qg.
v61.0). The sObject nanme in the path identifies the resource type
and corresponds to the resource type field in the dictionary entry.

12.6.7. SAP Busi ness Technol ogy Pl atform (sap)

SAP BTP resource URL conventions vary by product tier [SAP-BTP]: BTP
core services use the BTP APl endpoint form ABAP C oud systens use
ODat a service paths; SAP SuccessFactors uses a dedi cated APl host
pattern. The authoritative URL formfor each service is published by
SAP in its APl Hub and product documentation. SAP does not publish a
single unified resource identifier scheme; this specification encodes
the per-tier URL patterns as CRIT tenplates without altering or
extending the URL structures SAP defines.

https://api.{region}. hana. ondemand. coni r esour cenanager/v1l/i nstances/{resource-id}
https://{host}/sap/opu/ odat a/ sap/{servi ce-path}/{object-id}
https://api {api -server}.sapsf.con odata/v2/{entity-set}(’ {resource-id}’)

Figure 18: SAP CRIT tenpl ate exanpl es (one per product tier)

The product tier determ nes both the URL structure and the

tenpl ate_format value: sap_btp_url for BTP core services,
sap_odata_url for ABAP C oud and OData services, and sap_sf_url for
SAP SuccessFactors. |nplementers SHOULD consult the SAP APl Hub
entry for the specific SAP product to identify the canonical resource
URL form before constructing dictionary entries.
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12.

13.

13.

6.8. ServiceNow (servi cenow)

Servi ceNow resources are addressed by Table APl URLs [ SN TABLE- API ],
the REST-addressable form of every Now Platformrecord. Resources
are instance-scoped with no regi onal sub-division; the

regi on_behavi or for every ServiceNow entry is global-only. The
tenpl ate_format value for all ServiceNow entries is

servi cenow table url.

https://{instance}. servi ce-now. com api / now t abl e/ {t abl e- name}/{sys-i d}
Figure 19: ServiceNow CRIT tenpl ate exanpl e

The tabl e-nanme slot is the Servi ceNow dat abase table name (e.g.,
incident, sys_script_include). The sys-id slot is the 32-character
hex uni que identifier assigned to every Now Platformrecord, as
docunented in the ServiceNow Tabl e APl reference.
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Appendi x A. Conplete CRIT Record Exanple -- AW5 RDS MySQ. (I nformative)

The following is a conplete CRIT record for a MySQ. vul nerability

affecting AWs RDS, illustrating the engine version subschema with
opt-in auto-upgrade and the depl oyed-before-fix problem
{

"vectorString": "CRITvO0. 3.0/ CP: AW VS: FX/ FP: RR/ SR: CA/ RL: SC/ EV: T/ PP: 1719792000/ SA: 1514
764800#CVE- 2024- 6387: ec2: i nst ance",
"vuln_id": "CVE-2024-20967",

"provider": "aws",

"service": "rds",

"resource_type": "db",

"resource_lifecycle": "stateful managed”,

"shared _responsibility": "custoner_action_required",
"vex_status": "fixed",

"tenplate": "arn:aws:rds:{region}:{account}:db:{resource-id}",
"tenplate_format": "aws_arn",

"tenmporal ": {
"service_avail able_date": "2013-09-18",
"vul nerability_introduced date": "2023-01-01",
"vul nerability introduced date_estinated":
true,
"vul n_publ i shed_date": "2024-01-16",
"provi der _acknow edged_date": "2024-01-20",
"provider_fix_ date": "2024-02-15",
"cust oner _deadl i ne_date": "2024-04-15",

"cust oner _deadl i ne_source": "internal _policy"
1
"fix_propagation": "version_update",
"exi sting_depl oyments_remai n_vul nerabl e":
true,
"provider fix version": {
"version_type": "engine_version",
"conparison": "gte",

"engine": "nysql",
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"version": "8.0.36",

"aut o_upgrade": false,

"note": "auto_m nor_version_upgrade must be enabl ed
for automatic application.”

}

emedi ati on_actions": [
{
"sequence": 1,
"type": "version_update"”,
"title": "Upgrade RDS MySQ. engine to 8.0.36
or later",
"description": "aws rds nodify-db-instance \
--db-instance-identifier {resource-id} \
--engi ne-version 8.0.36 --apply-imedi atel y",
"provider _gui dance_url":
"https://docs. aws. amazon. com AmazonRDS/
| at est/ User Gui de/ USER _Upgr adeDBI nst ance. MySQL. ht m ",
"auto_renedi abl e": true,
"requires_downtime": true,
"stateful _inpact": "backup_recomended",
"estimated_downti ne_range_seconds": { "min": 60, "max": 600 },
"conpensating control": fal se

}
1,

"detections": [
{
"provider": "aws",
"service": "config rule",
"query_| anguage": "cloudwatch filter",
"query": "{ ($.eventNanme = ModifyDBI nstance) &&
($. request Par anet ers. engi neVersion < \"8.0.36\") }",
"det ecti on_phase": "m sconfiguration",
"description": "Detects when an RDS instance is nodified to
a MySQ version below the fix threshold."
}

1 rovi der _advi sory": {
"advi sory_id": "ALAS2-2024-2489",
"advisory_url": "https://al as. aws. anazon. conl AL2/ ALAS- 2024. htm "

]

}
}

Fi gure 20: AW5 RDS MWSQL CRIT Record
Appendi x B. Open Issues (Informative)

The foll owi ng issues require design decisions prior to a stable v1.0
rel ease:
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*vul nerability_introduced_date sourcing:* Wat is the
authoritative source? NvVD, provider advisory, Gt conmnmt
hi story, or producer-derived analysis? A structured
date_provenance field may be warranted.

*Det ection query versioning:* Coud provider query |anguages and
| og schemas evolve. A query_l anguage_version field on detection
entries would allow consuners to detect stale queries.

*rolling replace fleet progress tracking:* A structured
fleet _renediati on_event object may be needed for cross-consuner
interoperability.

*Oracl e real m handl i ng: * Government OCl real nms (oc2, oc3) nmay
have different fix availability tinelines. Confirm whether
realmoverrides array within a single record is preferable to
separate records

*CVSS version discrimnation:* A cvss_version discrimnator on
provi der _advi sory woul d al | ow consunmers to apply version-
appropriate scoring |ogic.
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