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Abst r act

The Content Provenance Profile (CPP) is an open specification for
cryptographically verifiable media capture provenance. This docunent
defines the core data nodel, hashing conventions, Merkle tree
construction rules, RFC 3161 Time-Stanp Authority (TSA) anchoring
protocol, and offline verification procedures for CPP.

CPP enabl es capture devices to produce tanper-evident provenance
records that bind nmedia content to external tinestanps via trusted
third parties. Unlike self-attestation nodels, CPP requires

i ndependent tinmestanp verification through RFC 3161 TSA servi ces,
providing externally verifiable proof of when nedia was capt ured.

This revision (-01) incorporates inplenentati on experience from

mul ti-platform depl oyments, adding self-attested signer identity,

har dwar e- backed key requirements, chain context for partial

submi ssi on detection, depth analysis extensions for screen detection,
and a Pre-Publish Verification Extension for social nedia sharing
workflows. It also defines interoperability mappings with the C2PA
speci fication.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 11 August 2026

Kam nur a Expi res 11 August 2026 [ Page 1]



I nternet-Draft CPP Core February 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Tabl e of Contents

1. Introduction 4
1.1 Pr obl em St at errent 4
1.2. Design Goals 4
1.3. Scope . 5
1.4 Changes from draft vso cpp core 01 6
1.5 Changes from draft-vso-cpp-core-00 6
1.6. Relationship to O her Specifications 7

2. Conventions and Definitions . 8

3. Threat Mddel . . . . 9
3.1. Addressed Threats . 9
3.2. Explicitly Not Addr essed 9

4. Data Mbdel . . 10
4. 1. Event s . 10

4.1.1. Event Types . 10
4.1. 2. Event Structure . . 10
4.1.3. Encoding Requirenents . 11
4.1.4. | NGEST Event 12
4.1.5. SEAL Event . . 12
4.1.6. TOVBSTONE Event 14
4.2. Signerlnfo 14
4.2.1. Verification Semantr cs 15
4.3. Devicelnfo 15
4.4. CaptureCont ext 16
4.5. Hash Chain . 16
4.6. Merkle Tree Structure . 17
4.6.1. Domain Separation . 17
4.6.2. Leaf Nodes . 17
4.6.3. Internal Nodes 18
4.6.4. Tree Construction . . 18
4.6.5. Merkle Proof Structure 19
4.7. Anchor Structure 20
4.8. Chain Context . 21

5. Canonicalization and Hashr ng 22
5.1. JSON Canonicalization . 22
5.2. EventHash Conputation . 22

Kam nur a Expi res 11 August 2026 [ Page 2]



I nternet-Draft CPP Core February 2026

5.3. LeafHash Conputation . . e e e 22
5.4. Internal Node Hash Cbnputatlon A
5.5. AnchorDi gest Computation . . . . . . . . . . . . . . . . 23
6. Anchoring Protocol . . e e e . . ... ... ... ... 28
6.1. TSA Request Cbnstructlon e . ... .. . . ... 28
6.1.1. certReq Recommendation . . . . . . . . . . . . . . . 24
6.2. TSA Response Processing . . . . . . . . . . . . . . . . . 24
6.3. Single-Leaf Tree Rules . . . . . . . . . . . . . . . . . 25
6.4. Milti-Leaf Tree Rules . . . . . . . . . . . . . . . . . . 25
7. Verification Procedures . . . . . . . . . . . . . . . . . . . 25
7.1. Verification Result Codes . . . . . . . . . . . . . . . . 25
7.2. Event Verification . . . . . . . . . . . . . . . .. . . 26
7.3. Merkle Proof Verification. . . . . . . . . . . . . . . . 26
7.4. TSA Verification . . e e 27
7.4.1. CMS Signature VErlflcatlon ReqU|renents e . . . . .29
7.5. AnchorDigest Verification Requirenents . . . . . . . . . 29
7.6. Chain Integrity Verification . . . . . . . . . . . . . . 31
7.7. Conpl eteness Invariant Verification. . . . . . . . . . . 32
7.7.1. Attack Detection . . . . . . . . . . . . . . . . . . 32

8. Depth Analysis Extension . . . . . . . . . . . . . . . . . . 33
8.1. DepthAnalysis Structure . . . . . . . . . . . . . . . . . 33
8.2. Sensor Types . . . e X
8.3. Depth Analysis Vérlflcatlon 7

9 Pre-Publish Verification Extension . . . . . . . . . . . . . 34
9.1. Design Principles . . . . . . . . . . . . . . ... ... 34
9.2. \VerificationResult . . . . . . . . . . . . . . ... .. 35
9.3. Prohibited Terminology . . . . . . . . . . . . . . . . . 35
10. C2PA Interoperability . . . . . . . . . . . . . . . . . . . . 35
10.1. Field Mapping . . < 1]
10.2. Dual - Standard CUtput P 11
11. Privacy Considerations . . . . . . . . . . . . . . . . . . . 36
11.1. Location Data . . . . . . . . . . . . . . . . . . . . . 36
11.2. Bionetric Data . . . . . . . . . . . . . . . . . . . . . 37
11.3. Tonbstone Privacy . . e 4
11. 4. Shareable vs Forensic Proofs N ¥
12. Security Considerations . . . . . . . . . . . . . . . . . . . 37
12.1. Hash AlgorithmAgility . . . < ¥ 4
12.2 Si gnature AlgorlthaneqU|reants e 1
12.3. TSA Trust . . T 11
12. 4. Merkle Tree Secur|ty e e e . ... ... ... . .. . . 38
12.5. dock Accuracy . . . 1
12. 6 Del eti on Detection L|n1tat|ons 1)
12. 7 Depth Analysis Security . . . . . . . . . . . . . . . . 39
12.8. Canonicalization Attacks . . . . . . . . . . . . . . . . 39
13. 1 ANA Considerations . . . . . . . . . . . . . . . . . . ... 39
14. Inplenentation Experience . . R 1
14. 1 VeraSnap i OS ( Non- hbrnatlve) ke
14. 2 VeraSnap Android (Non-Normative) . . . . . . . . . . . . 40

Kam nur a Expi res 11 August 2026 [ Page 3]



I nternet-Draft CPP Core February 2026

15. References . . . X0
15.1. Normative References X0
15.2. Informative References . . . . . . . . . . . . . . . . . 41

Appendi x A  JSON Exanples . . . N
A.1. Canonical Event with Slgnerlnfo (hbrnatlve) . B X X
A.2. Anchor Structure with Messagel nprint (hbrnatlve) L., . 42
A. 3. Chain Context Exanple (Non-Normative) . . . . . . . . . . 43
A. 4. Depth Analysis Exanple (hbn hbrnatlve) Y X

Appendi x B. Test Vectors . . . Y ¥
B.1. Test Vector 1: Single- Leaf Tree <
B.2. Test Vector 2: Two-Leaf Tree . . . B -
B.3. Test Vector 3: TSA nessagel nprint Verlflcatlon . . . . . 45

Acknowl edgenents . . . . . . . . . . . . . . . . . . . . . ... 45

Author’s Address . . . . . . . . . . . . . . . . . . . . . . .. 45

1. Introduction
1.1. Problem Statenent

Digital nedia authenticity faces several fundanental chall enges:

* Self-Attestation Wakness : Systens where creators sign their own
cl ains provide no i ndependent verification. A verifier nust trust
that the creator’s clainmed tinestanp is accurate.

* Met adata Stripping_: Social nmedia platforms and messagi ng
appllcatlons routinely strip enbedded netadata, breaking
provenance chains that depend on file-Ilevel enbeddi ng.

* _QOmission Attacks : Systens that prove individual nedia
authent|C|ty cannot detect when unfavorabl e evidence has been
sel ectively deleted froma collection.

*  Term nol ogy Confusion : Terns like "verified" mslead users into
bel i evi ng cont ent trut hful ness has been established, when only
provenance has been recorded.

* _Anal og Hol e Attacks_: Photographi ng screens displ aying
mani pul ated content can bypass digital provenance systens that
only track file-level operations.

1.2. Design Goals

CPP addresses these chall enges through the foll ow ng design
princi pl es:
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1. _External Tinestamp Verification_: Timestanps MJST be anchored to
i ndependent RFC 3161 Tine-Stanmp Authorities, enabling third-party
verification without trusting the capture device.

2. _Ormission Detection_: The Conpl et eness I nvariant mechani sm
enabl es detection of deleted events within a collection.

3. Ofline Verification_: Al data necessary for verification is
included in the Evidence Pack, enabling verification w thout
net work access.

4. _Provenance != Truth_: CPP proves when and by what device nedi a
was captured. |t does NOT prove content truthful ness or scene
authenticity.

5. Har dwar e- Backed Security : Private keys SHOULD be stored in
har dwar e security nodul es mhere avai | abl e (Secure Encl ave,

St rongBox, TPM.
1.3. Scope

Thi s docunent specifies:

* The CPP event data nodel

* Hash computation and canonicalization rul es

* Merkle tree construction and proof verification

* RFC 3161 TSA anchoring requirenents

* Verification procedures for inplenmenters

* Self-attested signer identity (Signerlnfo)

* Chain context for partial subm ssion detection

* Depth analysis extension for screen detection (OPTI ONAL)

* Pre-Publish Verification extension (OPTIONAL)

Thi s docunent does NOT specify:

* Application user interface requirenents

* Network protocols for proof distribution

* Key managenent or certificate policies
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1.

1.

4.

5.

* Content authenticity clainms
Changes from draft-vso-cpp-core-01
This revision incorporates the foll ow ng changes:

_BREAKI NG CHANGE — Merkl e Tree Domain Separation_: This docunent
mandat es domai n-separated Merkl e hashing (Section 4.6.1). LeafHash
MJST be conputed as SHA256(0x00 || EventHash_bytes) and interna
nodes as SHA256(0x01 || Left || Right). Earlier CPP specification
docunents (v1.0 through v1.4) used non-domai n-separated hashing
(Leaf Hash = SHA256( Event Hash_byt es), Node = SHA256(Left || Right)).
Those constructions are now deprecated. |nplenentations using the
| egacy (non-prefixed) construction MIST migrate to the domain-
separated construction defined in this docunent. Test vectors in
Appendi x B reflect the dommi n-separated construction and differ from
pr e- domai n- separ ati on out puts.

_BREAKI NG CHANGE — Anchor Di gest Verification_: Verifiers MJST now
performexplicit format and di gest matchi ng checks on AnchorDi gest,
Mer kl eRoot, and TSA nessagelnprint fields as specified in

Section 7.5. These checks were RECOMMENDED in -01 but are now
REQUI RED.

* Added Section 7.5 with mandatory format checks, TSA bindi ng
verification, and PRCH BI TED i npl enent ati on patterns

* Added Normative Authority and Legacy M gration gui dance to
Section 1.6

* Strengthened Domain Separation (Section 4.6.1) with MJST/ MUST NOT/
DEPRECATED | anguage

* Added cross-reference from TSA Verification (Section 7.4) to
Anchor Di gest verification requirenents

* Clarified test vector applicability for |egacy mgration
(Appendi x B)

* Corrected author contact enmil address
Changes from draft-vso-cpp-core-00
The -01 revision incorporated the foll ow ng changes:

* Added Signerinfo for self-attested identity (Section 4.2)
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* Added Devicelnfo structure for cross-platform support
(Section 4.3)

* Added CaptureContext for environnental netadata (Section 4.4)

* Added Chain Context for partial subm ssion detection (Section 4.8)
* Added Depth Anal ysis Extension for screen detection (Section 8)

* Added Pre-Publish Verification Extension (Section 9)

* Added C2PA interoperability mappings (Section 10)

* (Carified hardware-backed key storage requirenents

* Added EXPORT and additional event types

* Expanded i npl enentati on experience with Android and cross-platform
val i dation

1.6. Relationship to O her Specifications

CPP defines its own Merkle tree construction that is NOT conpatible
with Certificate Transparency [RFC6962]. Wile inspired by simlar
principles, CPP uses different donain separation prefixes and paddi ng
rules optinized for nedia provenance use cases. |nplenentations MJST
NOT assune RFC 6962 conpatibility.

CPP is conplementary to the C2PA specification [C2PA]. C2PA tracks
edit history of content; CPP proves capture provenance with deletion
detection. See Section 10 for interoperability mappings.

_Normative Authority_ : Were the cryptographic algorithns defined in
this docunment (dommi n-separated Merkle hashing, AnchorD gest
conputation, verification procedures) conflict with earlier CPP
speci fication docunents (v1.0 through v1.5), this docunent takes
precedence. The CPP specification series published by VSO serves as
the design-level reference; this Internet-Draft is the normative
interoperability specification for inplenmentations seeking cross-

pl atform conpatibility.

_Legacy Mgration_: |nplenmentations using non-donai n-separated Merkle
hashi ng (Leaf Hash = SHA256( Event Hash_byt es) wi thout the 0x00 prefix)
MJUST migrate to the domai n-separated construction defined in

Section 4.6.1. During a transition period, inplenentations MAY
accept both | egacy and domai n-separated proofs for verification but
MUST generate only donai n-separated proofs. |nplenentati ons SHOULD

| og a deprecation warni ng when encountering | egacy proofs.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Additionally, this docunment uses the follow ng terns:

Event A discrete, signed record representing a provenance action
(capture, export, deletion).

Event Hash A SHA- 256 hash of the canonicalized event data, fornmtted
as sha256: <64 _hex_char s>.

Leaf Hash SHA- 256(0x00 || EventHash bytes), used as input to the
Merkl e tree. The 0Ox00 prefix provides domain separation from
i nternal nodes.

Mer kl eRoot The root hash of a binary Merkle tree containing one or
nore Leaf Hashes

Anchor Di gest The 32-byte value submitted to the TSA. Represented as
a 64-character | owercase hexadecimal string wthout prefix. MJST
equal the Merkl eRoot value (after stripping the sha256: prefix).

TreeSi ze The count of original |eaves in the Merkle tree before any
paddi ng. An unsigned integer. MJST be >= 1.

PaddedSi ze The count of |eaves after padding to a power of 2.
Conputed as the small est power of 2 greater than or equal to
TreeSi ze.

Evi dence Pack A self-contained data structure containing all
i nformation necessary for offline verification

Tombstone An event that records the legitinmte deletion of a
previ ous event.

Provenance Avail able The recommended term nology for U displ ay,
i ndi cating capture provenance is recorded w thout inplying content
truth verification.

CGenesi s PrevHash The constant val ue used as PrevHash for the first

event in a chain: sha256: 00000000000000000000000000000000000000000
00000000000000000000000 (64 zeros).
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3.

3.

1.

Signerinfo An OPTIONAL self-attested identity claimincluded in
events. Not independently verified; provides tanper-evident name
associ ati on.

Chain Context Metadata enbedded in proofs describing the event’'s
position within its chain, enabling detection of partial evidence
submni ssi on.

Devi ceC ass A classification of the capture device: SMARTPHONE,
TABLET, EMBEDDED, PHYSI CAL_CAMERA, DRONE, or | NDUSTRI AL.

Threat Model
Addressed Threats
[} gt ————————— e p—p—_—
| Threat | Mtigation |
| Tinmestanmp forgery | RFC 3161 TSA provides independent tinmestanp |
Fom e e e e oo o et +
| Evidence tanpering | EventHash binds content; Merkle proof binds |
| | to anchor |
o e e e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Selective deletion | Conpleteness Invariant detects m ssing |
| | events |
Fom e e e e oo o et +
| TSA token swapping | nessagel nprint nust match Anchor D gest |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| Partial evidence | Chain Context reveals event position and |
| subm ssion | deletion counts |
Fom e e e e e oo o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| Screen photography | Depth Anal ysis Extension detects fl at |
| (anal og hol e) | surfaces (OPTI ONAL) |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
Table 1
Explicitly Not Addressed

* Content truthful ness (scene staging, deepfakes)

* Device conprom se before capture

* Key extraction from secure hardware
* TSA collusion with adversary

* |dentity verification (Signerinfo is self-attested only)
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4. Data Mbdel
4. 1. Event s

An Event is the fundanental unit of provenance in CPP. Events are
signed records that capture discrete provenance actions.

4.1.1. Event Types

[§ bbb s s oo s e s e
| Type | Description |
| 1 NGEST | Media captured from device sensor |
N o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| SEAL | Collection sealed with Conpl eteness | nvariant |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| EXPORT | Proof shared externally |
Fom e oo o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| TOVBSTONE | Legitimate deletion record |
N o m e e e e e e e e e e e e e e e e e e e e e e emamao o +

Table 2
4.1. 2. Event Structure

The following fields are REQU RED for all events:
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[ ool s ool e e
| Field | Type | Required | Description |
[ e —————— L ——— L ——————— Ll —p—(—(—(—————————r L
| EventlID | string | REQURED | Unique identifier (UUID |
I I I | per [RFC9562]) I
. S Ry e memeeeeaeeaaaaas +
| ChainlD | string | REQURED | ldentifier Iinking |
| | | | events in a sequence |
o e Fomm oo TS o e e e e e e oo +
| PrevHash | string | REQU RED | Hash of previous event |
| | | | in chain |
. S Ry T +
| Timestanmp | string | REQURED | |1SO 8601 timestanp with |
| | | | mllisecond precision |
o e Fomm oo TS o e e e e e e oo +
| Event Type | string | REQURED | One of: | NGEST, SEAL, |
| | | | EXPORT, TOVBSTONE |
. S Ry T +
| HashAl go | string | REQU RED | Al ways " SHA256" |
oo o - Fomm e - o - Fomm oo - St +
| SignAl go | string | REQU RED | "ES256" or "Ed25519" |
S S SRR TS o e e e e e e e e oo oo +
| Event Hash | string | REQU RED | SHA-256 hash of |
| | | | canonicalized event |
. Fommmaa - T o mmemeeeeeeaccaeaaaas +
| Signature | string | REQU RED | Raw Base64- encoded |
| | | | signature (no prefix) |
S S SRR TS o e e e e e e e e oo oo +
| Signerlnfo | object | OPTIONAL | Self-attested identity |
| | | | claim |
. Fommmaa - T o mmemeeeeeeaccaeaaaas +
| Devicelnfo | object | OPTIONAL | Device netadata |
o e Fomm oo TS o e e e e e e oo +
| CaptureContext | object | OPTIONAL | Environnmental capture |
| | | | netadata |
. S Ry T +

Table 3
4.1.3. Encoding Requirenents
Al'l Base64-encoded fields (Signature, TSA Token, public_key) MJST
conformto:
* [ RFC4648] Section 4 (standard base64 al phabet, NOT base64url)
* No whitespace characters (no |ine breaks, spaces, or tabs)
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* Paddi ng characters (=) MJST be included when required

PRCHI Bl TED:

*  base64: MEUCI QDx... - Prefixes not allowed

* data:application/octet-streambase64,... - Data URIs not allowed
* Base64url| al phabet (- and _ instead of + and /)

* Line wapping or enbedded whitespace
4.1.4. | NGEST Event

| NGEST events MJST i ncl ude:

[ Qe ety g p—p—j—p———(———r— s gty o
| Field | Type | Required | Description |
[ bty ety e ——_—— ey o
| Asset.AssetHash | string | REQU RED | SHA-256 hash |
| | | | of nedia bytes

I i T +---- - - - F--- - - I I +
| Asset.AssetType | string | REQU RED | | MAGE or VIDEO |
I I R R I I +
| Asset.M nmeType | string | REQURED | M ME type of

| | | | asset |
I e I T F---- - - - F--- - - i T +
| Asset.AssetlD | string | OPTIONAL | Uni que asset |
| | | | identifier |
I I R R I I +
| Asset.AssetName | string | OPTIONAL | Original |
| | | | filenane |
I e I T F---- - - - F--- - - i T +
| Asset.AssetSize | integer | OPTIONAL | File size in |
I I I | bytes I
I I R R I I +

Table 4

4.1.5. SEAL Event

SEAL events finalize a collection and commit the Conpl et eness
Invariant. A SEAL event MJST i ncl ude:
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B ooy s s s s
| Field | Type | Required | Description |
[ oo sy ool e oo ey - e
| CollectionlD | string | REQURED | Identifier for the |
| | | | sealed collection |
e S I S T . +
| Event Count | integer | REQU RED | Number of events |
| | | | in collection
| | | | (excluding SEAL) |
o e e e e e e oo R TS o e e e e oo +
| Conpl et enesslnvariant | object | REQU RED | Conpl et eness |
| | | | verification data |
e S IR T e +
| Merkl eRoot | string | REQU RED | Root hash of |
| | | | events in |
| | | | collection |
e S I S I . +

Table 5

4.1.5.1. Conpl etenesslnvari ant Object

[ el Sl —p—p—— g —_——(—(———r sy o
| Field | Type | Required | Description |
[ ool ooy oo e e
| ExpectedCount | integer | REQU RED | Nunber of events that |
| | | | MUST be present |
S R TS o e e e e e e e e oo oo +
| HashSum | string | REQU RED | XOR of all EventHash |
| | | | values (sha256: format) |
T S IR T T +
| FirstTimestanmp | string | REQU RED | 1SO 8601 tinmestanp of |
| | | | first event |
S R TS o e e e e e e e e oo oo +
| LastTinestanp | string | REQURED | |SO 8601 tinestanp of |
| | | | last event |
T S IR T T +

Table 6

The HashSumis conputed as:

HashSum = Event Hash[ 0] XOR Event Hash[1] XOR ...

XOR Event Hash[ n- 1]

VWhere XOR operates on the 32-byte binary val ues of each Event Hash.
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4.1.5.2. SEAL Anchoring Pattern
The recommended anchoring pattern for SEAL events:
1. Conpute the Merkle tree over all INGEST events in the collection
2. Create the SEAL event with Merkl eRoot referencing this tree

3. Include the SEAL event's EventHash as an additional leaf in a NEW
Merkl e tree

4. Anchor this new tree (containing the SEAL event) to a TSA
This pattern ensures the Conpl eteness Invariant itself is bound to an
external tinestanp. The SEAL event’s EventHash covers all C fields,
so the TSA anchor proves the Cl existed at GenTi ne.
_Alternative Pattern (NOT RECOMMENDED) : Including the SEAL event in
the sane Merkle tree it references creates a circul ar dependency and
i s prohibited.

4.1.6. TOVBSTONE Event

TOVBSTONE events MJST additionally include:

| Field | Type | Required | Description |
[ gt —————— L p—————— Lpp—p——_————— s p—p—_——
| DeletedEventld | string | REQU RED | Eventl|D being invalidated |
o a o T S o mm e e e e e e e i +
| Reason | string | REQU RED | Del etion reason code |
S B Fomm e e e oo o +
| Del et edAt | string | REQURED | |1SO 8601 deletion timestanp |
oo - - E N o e e e e e e e oo - - +
Table 7

4.2. Signerlnfo

Signerinfo provides self-attested identity clains. It is OPTI ONAL
and MUST NOT be interpreted as verified identity.
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[ oo s e s e o}
| Field | Type | Required | Description |
[ e ey st ey s el
| Nane | string | REQURED | Self-attested display nanme |
I I il IR I i I +
| Identifier | string | OPTIONAL | Self-attested identifier |
| | | | (email, URL) |
R +-------- R i B T i +
| AttestedAt | string | REQURED | 1SO 8601 tinmestanp of |
| | | | attestation |
I F-------- I I i I +

4.2.1. Verification Semantics

When a third party verifies a CPP proof with Signerlnfo:

| What CPP Proves | What CPP Does NOT Prove

[} g ——————————— s p—p—p—_——————r
| Soneone clainmed this | The nane is real or |
| narme at capture tine | |egal |
e T +
| The claimis tanper- | ldentity verification |
| evident (signed) | occurred |
T o e e e e e e oo +
| The cl ai mexisted | The person is who they

| before TSA tinestanp | claim |
e T +

Table 9

I npl enent ati ons di splaying Signerlnfo MJST use term nol ogy such as
"Sel f-Attested Nane" and MJUST NOT use "Verified Identity" or simlar
phrases that inply independent verification

4.3. Devicelnfo

Devi cel nfo provi des netadata about the capture device. It is
OPTI ONAL but RECOMMENDED for | NGEST events.
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f oo ooy oo e e o}
| Field | Type | Required | Description |
[S oo oo e el oo oo oo ey o}
| Manufacturer | string | OPTIONAL | Device nanufacturer |
oo S SR S oo +
| Model | string | OPTIONAL | Device nodel identifier |
oo S S o m oo +
| DeviceCass | string | OPTIONAL | One of: SMARTPHONE, TABLET, |
| | | | EMBEDDED, PHYSI CAL_CAMERA, |
| | | | DRONE, | NDUSTRI AL |
oo S R S oo +
| OSName | string | OPTIONAL | Operating system nane |
oo S S o m oo +
| OSVersion | string | OPTIONAL | Operating system version |
o e e - Fomm oo TS o e e e e e e e e m o +
| AppVersion | string | OPTIONAL | Capture application version |
oo S SR S oo +
Tabl e 10
4.4. CaptureContext
Capt ur eCont ext provi des environnmental netadata at capture tinme. It
is OPTIONAL for | NGEST events.

[ s el el el s ool °)

| Field | Type | Required | Description |
[ s s sy - sy e e ey e s

| SensorData | object | OPTIONAL | Sensor readings (GPS, |

| | | | accel eroneter) |
oo S S oo +

| HurmanAttestation | object | OPTIONAL | Bionetric |

| | | verification record |

| | | | (boolean result only) |
Fom e S R S oo +

| DepthAnal ysis | object | OPTIONAL | Screen detection |

| | | | results (see |

| | | | Section 8) |
o e e e e oo oo Fomm oo TS o e e e e +

Tabl e 11

4.5. Hash Chain

Events form a hash chain through the PrevHash fi el d:
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Event 1: PrevHash
Event 2: PrevHash
Event 3: PrevHash

sha256: 0000. .. 0000 (genesis - 64 zeros)
Event Hash( Event 1)
Event Hash( Event 2)

Verification of chain integrity:

1. For each event after the first, the verifier MJST conpute
Event Hash of the previous event.

2. The conputed hash MJUST match the current event’'s PrevHash field.

3. If any mismatch is detected, verification MJST fail with status
CHAI N_I NTEGRI TY_VI OLATI ON

4. 6. Merkl e Tree Structure

CPP defines its own binary Merkle tree construction optim zed for
medi a provenance. This construction uses domain separation prefixes
to prevent attacks where |eaf values could be confused with interna
node val ues.

_Inportant _: CPP Merkle trees are NOT conpatible with RFC 6962
(Certificate Transparency). |nplenmentations MJST use the exact
al gorithms specified in this section

4.6.1. Dommin Separation

CPP MUST use single-byte prefixes to separate |eaf and internal node
domai ns. This construction prevents second prei nage attacks where an
attacker substitutes a |leaf value for an internal node or vice versa.

I mpl enent ati ons MUST apply these prefixes. The |egacy (non-prefixed)
construction where Leaf Hash = SHA256( Event Hash_byt es) and Node =
SHA256(Left || Right) is DEPRECATED and MJST NOT be used for
generati ng new proofs.

| Dorrai n | Prefix Byte | Description |

[} gy e —————————_— Ll —p—_——r

| Leaf | 0x00 | Applied to EventHash bytes |

Focmmnaaann . . +

| I'nternal | 0x01 | Applied to concatenated child hashes

T I T T +
Table 12

4.6.2. Leaf Nodes
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Leaf Hash = SHA256(0x00 || Event Hash_byt es)
VWher e:
* 0Ox00 is a single byte with value zero

* EBEventHash_bytes is the 32-byte binary representati on of EventHash
(after stripping the sha256: prefix)

* || denotes byte concatenation
4.6.3. Internal Nodes
I nternal Hash = SHA256(0x01 || Left_bytes || Ri ght_bytes)
Wher e:
* 0x01 is a single byte with val ue one
* Left_bytes is the 32-byte hash of the left child
* Right bytes is the 32-byte hash of the right child
* || denotes byte concatenation
4.6.4. Tree Construction

_Step 1: Conpute Leaf Hashes_

For each event, conpute LeafHash SHA256( 0x00 || Event Hash_bytes).

_Step 2: Determ ne Paddi ng_
PaddedSi ze is the small est power of 2 >= TreeSi ze:

function conput ePaddedSi ze(treeSi ze):
if treeSize == 0:
return O // Invalid - TreeSize MIST be >= 1
paddedSi ze = 1
whi | e paddedSi ze < treeSi ze:
paddedSi ze = paddedSi ze * 2
return paddedSi ze

_Step 3: Pad Leaf Array_

If TreeSize < PaddedSi ze, duplicate the |ast |eaf hash until the
array | ength equal s PaddedSi ze.

Kam nur a Expi res 11 August 2026 [ Page 18]



I nternet-Draft CPP Core February 2026

_Step 4: Build Tree_

function buil dTree(paddedLeaves):
| evel s = [ paddedLeaves]
current = paddedLeaves

while current.length > 1:

next Level = []

for i in range(0, current.length, 2):
left = current[i]
right = current[i + 1]
parent = SHA256(0x01 || left || right)
next Level . append( parent)

| evel s. append( next Level)

current = nextlLeve

return levels [/ levels[0] = leaves, levels[-1] = [root]

4.6.5. Merkle Proof Structure

[§ ool s sy oo oo e sy o}
| Field | Type | Description |
[ e e e e e e e e e e s e s s s e s s s e s e s s
| TreeSize | integer | Original l|eaf count (before |
| | | paddi ng), unsigned, MJST be >= 1 |
oo o - B o e e e e e e e e e e e e e m e e o +
| Leaf HashMethod | string | MJST be exactly |
| | | SHA256(0x00| | Event Hash) (18 |
| | | ASCI| characters) |
o a o S o e e e e e e e e e e eee— oo n +
| Leaf Hash | string | Conputed LeafHash for this event |
| | | with sha256: prefix |
o e S R T +
| Leafl ndex | integer | O-based position in tree, range

| | | [0, TreeSize-1] |
o a o S o e e e e e e e e e e eee— oo n +
| Proof | array | Sibling hashes frombottomto |
| | | top, each with sha256: prefix
o e S R T +
| Root | string | MerkleRoot with sha256: prefix
o a o S o m e e e e e e e e e eee o on +

Tabl e 13
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4.7. Anchor Structure

[§ pleemesfemmsbumsesoe s esos s ese s ese s ess s fes sl emsfos e fes e fome —essosfsesee s ess s ess s fes e o}
| Field | Type | Description |
[ e e e e oo e oo e s e s s s
| AnchorlID | string | Unique anchor identifier
oo S e +
| Anchor Type | string | MJST be "RFC3161" |
o e e e e Fomm oo o e e e e e e e e a oo - +
| Anchor D gest | string | MerkleRoot wthout prefix,
| | | 64 | owercase hex chars |
Fom e S o m oo +
| AnchorDigestAl gorithm| string | MJST be "sha-256" |
Tt Fomm e - o - o e e e e e e e +
| Merkle | object | Merkle proof structure |
o e e e e e e oo S SRR oo e e e e e e i oo oo oo +
| TSA | object | TSA response data |
Fom e S o m oo +
Table 14
The TSA obj ect MJST i ncl ude:

[ bt oo oo ooy =}

| Field | Type | Description |

[ sl oo ool s s sl 1}

| Token | string | Conpl ete DER-encoded |

| | | TinmeStanpToken, Base64

Fom e S R oo oo +

| Messagelnprint | object | Extracted nmessagel nprint

| | | from TSTInfo

oo o - Fomm e - o - o e e e e e e oo o +

| GenTine | string | Extracted GenTine from |

| | | TSTInfo, |SO 8601 |

Fom e S R oo +

| Service | string | TSA service URL |

| | | (informational) |

oo o - Fomm e - o - o e e e e e e oo o +

Tabl e 15

The Messagel nprint object MJST include:
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| Field | Type | Desc
[ oo bl oo et °}
| HashAl gorithm| string

| HashedMessage | string | 64 | owercase hex chars,
| | | MUST equa

4.8. Chain Context

Anchor Di gest

February 2026

Chain Context is OPTI ONAL netadata enbedded in Evi dence Packs to

enabl e partial subm ssion detection

initial assessnent.

[ oo ) +
| Field | Type |
[S pemsfomsbumesbeses e esos s ess s ess g pe el e pe gt
| ChainlD | string |
Fom oo N +
| Total Events | integer

I I I
Tt B +
| ActiveEvents | integer

o e e e e e e oo R +
| Tonbst oneCount | integer |
I I I
oo S +
| EventPosition | integer

| | |
o e e e e e e oo R +
| Conpl et enessl nvariant | object |
I I I
oo S +
| Gener at edAt | string |
| | |
o e e e e e e oo R +

Table 17

It describes the event's

position within its chain without requiring the full chain for

Total events in chain |
(including Tonbstones) |

Nurmber of del eted

events

Position of this event |

(1-i ndexed)

XOR- based conpl et eness |

data for the chain

| SO 8601 timestanp of |

cont ext generation

Chain Context is informational when enbedded in a single proof. Ful
compl eteness verification requires the conplete chain (Forensic

Export).

*  TonbstoneCount > 0 (events have been

Kam nur a Expi res 11 August
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* ActiveEvents < Total Events (some events invali dated)
* Only a subset of the chain is presented

5. Canonicalization and Hashing

5.1. JSON Canoni cali zati on

Events MJUST be canonicalized using [ RFC8785] (JSON Canonicalization
Schene) before hashing.

The followi ng fields MJST be excluded from canonicalization
* Event Hash
* Signature

Al'l other fields, including Signerinfo if present, MJST be included.
Field nanes in the canonical event object use Pascal Case (e.g.,
Event | D, Chai nl D, PrevHash).

5.2. EventHash Conputation

function conput eEvent Hash(event):
event Copy = copy(event)
del et e event Copy. Event Hash
del et e event Copy. Si gnature
canoni cal = JCS canonicalize(event Copy) // RFC 8785
hashByt es = SHA256( canoni cal )
return "sha256:" + | owercase_hex(hashByt es)

The resulting EventHash is a 71-character string: the prefix
"sha256:" followed by 64 | owercase hexadeci mal characters.

Not e: Signerlnfo, Devicelnfo, and CaptureContext are included in the

Event Hash conputati on when present. This ensures these fields are
t anper - evi dent and bound to the TSA timestanp.

5.3. Leaf Hash Conputati on

function conput eLeaf Hash(event Hash):
hexStr = event Hash.substring(7) // Renove "sha256:" prefix
event HashByt es = hexDecode(hexStr) // 32 bytes
prefi xedData = [0x00] + eventHashBytes // 33 bytes
| eaf HashByt es = SHA256( pr ef i xedDat a)
return "sha256:" + | owercase_hex(| eaf HashByt es)
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5.4. Internal Node Hash Comnputation
function conputel nternal Hash(left, right):

| eft Bytes = hexDecode(l eft.substring(7))
ri ght Bytes = hexDecode(right.substring(7))
prefixedData = [0x01] + leftBytes + rightBytes // 65 bytes
hashByt es = SHA256( pr ef i xedDat a)
return "sha256:" + | owercase_hex(hashByt es)

5.5. AnchorDi gest Conputation

Anchor Di gest is the Merkl eRoot val ue WTHOUT t he sha256: prefix,
represented as 64 | owercase hexadeci nal characters.

function conput eAnchor Di gest (ner kl eRoot ) :
return | owercase(nerkl eRoot. substring(7))

PRCHI Bl TED:
*  SHA256( mer kl eRoot) - This woul d create doubl e hashing

*  SHA256( stringEncode(nerkl eRoot)) - This would hash the string
representation

* Any transformation other than prefix renoval
* M xed case output - MIST be | owercase
6. Anchoring Protoco
6.1. TSA Request Construction
The nessagelnprint in TinmeStanpReq [ RFC3161] MJST contai n:
* hashAl gorithm SHA-256 (O D 2.16.840.1.101.3.4.2.1)

* hashedMessage: AnchorDi gest as 32-byte OCTET STRI NG
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Ti meSt ampReq : : = SEQUENCE ({
versi on I NTEGER { v1(1) },
messagel mprint Messagel nprint,
reqPol i cy OBJECT | DENTI FI ER OPTI ONAL,
nonce I NTEGER OPTI ONAL
cert Req BOOLEAN DEFAULT FALSE,
ext ensi ons [0] IMPLICIT Extensions OPTI ONAL
}
Messagel nprint ::= SEQUENCE {
hashAl gorithm Algorithmdentifier, -- SHA- 256
hashedMessage OCTET STRI NG -- AnchorDi gest (32 bytes)
}

6.1.1. certReq Reconmendation

Producers SHOULD set certReq to TRUE to request the TSA' s signing
certificate be included in the response. This enabl es:

* Ofline verification without fetching certificates separately
* Long-termverification even if TSA infrastructure changes
* Sel f-contained Evi dence Packs
If certReq is FALSE and the TSA certificate is not included in the
response, verifiers MIST attenpt to obtain the certificate through
other neans (e.g., AlA extension, |ocal cache) or return
VALI D_WARNI NG
6.2. TSA Response Processing

Upon receiving Ti meStanpResp, the producer

1. MJST verify the response status is granted (0) or grantedWthMds
(1)

2. MUST extract the TineStanpToken fromthe response
3. MJIST store the conpl ete DER-encoded Ti neStanpToken
4. MJIST extract and store the nessagel nprint from TSTInfo

5. MUST extract and store GenTine from TSTInfo

Kam nur a Expi res 11 August 2026 [ Page 24]



Internet-Draft

6.

6.

3. Single-Leaf Tree Rul
VWhen TreeSi ze equal s 1,

* Leaf |l ndex MJUST equal

CPP Core

es

February 2026

the follow ng invariants MJST hol d:

0

*  Proof MJST be an enpty array

* Root MUST equal
* Leaf Hash MJUST equal

If any of these conditi

Leaf Hash

SHA256( 0x00 | |

ons fail,

4, Mul ti-Leaf Tree Rul es

For TreeSi ze greater than 1:

Event Hash_byt es)

* Leafl ndex MUST be in range [0, TreeSize-1]

* PaddedSi ze =

*  Proof

* Sibling hashes are ordered from bottom (| eaf

smal | est power of 2 >= TreeSize

| ength MUST NOT exceed | og2(PaddedSi ze)

verification MJST return | NVALI D.

level) to top (root

| evel)
* |Index parity determnes pairing order: even=left, odd=right
* Al internal nodes use SHA256(0x01 || left || right)
7. Verification Procedures
7.1. Verification Result Codes
| Code | Meani ng |
| VALID | Al checks passed, including |
| | TSA signature verification |
e e e e e e e eaea oo n o e e e e e e eee e +
| VALI D_WARNI NG | Cryptographic checks passed, |
[ | but TSA certificate chain |
| | could not be fully validated |
o e e e e e o e e e e e e e e e o +
| 1 NVALID | Cryptographic verification |
| | failed |
o e e e e e e eie oo n o e e e e e e e i e +
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| CHAIN_I NTEGRI TY_VI OLATION | Hash chain is broken |

o m e e e e e e e maaaoo- o m e e e e e e e e e e e mam o +

| COVPLETENESS VI OLATI ON | Conpl et eness I nvari ant |

| | msmatch |

. . +
Tabl e 18

7.2. Event Verification

function verifyEvent (event, publicKey):
/1 Step 1. Reconpute EventHash
comput edHash = conput eEvent Hash( event)
i f comput edHash ! = event. Event Hash:
return | NVALI D(" Event Hash m smat ch")

/1l Step 2: Verify signature

hashByt es = hexDecode(event. Event Hash. substring(7))

si gByt es = base64Decode(event. Si gnat ure)

if not verifySignature(publicKey, hashBytes, sigBytes):
return | NVALI D("Signature verification failed")

return VALID

7. 3. Mer kl e Proof Verification

Kam nur a Expi res 11 August 2026 [ Page 26]



I nternet-Draft CPP Core February 2026

function verifyMerkl eProof (event Hash, |eaflndex, proof,
expect edRoot, treeSize):
/[l Step 1: Validate inputs
if treeSize < 1:
return | NVALI D(" TreeSi ze nust be >= 1")
if leafIndex < 0 or |eaflndex >= treeSi ze:
return | NVALI D(" Leaf | ndex out of range")

paddedSi ze = conput ePaddedSi ze(treeSi ze)
maxPr oof Length = | og2( paddedSi ze)
i f proof.length > maxProof Lengt h:

return | NVALI D(" Proof too |ong")

[/l Step 2: Conpute |eaf hash with domain separation
current Hash = conput eLeaf Hash( event Hash)

/1 Step 3: Handl e single-leaf case
if treeSize == 1:
if leaflndex != O:
return | NVALI D("Leaf I ndex must be 0 for single-leaf")
if proof.length !'= 0:
return | NVALI D( " Proof nust be enpty for single-leaf")
i f lowercase(currentHash) != | owercase(expectedRoot):
return I NVALI D(" Root != Leaf Hash for single-leaf")
return VALID

/1l Step 4: Traverse proof frombottomto top

i ndex = | eaf| ndex
for siblingHash in proof:
if index %2 == 0:
current Hash = conput el nt er nal Hash( current Hash, siblingHash)
el se:

current Hash = conput el nt er nal Hash( si bl i ngHash, currentHash)
i ndex = floor(index / 2)

/1l Step 5: Conpare with expected root
i f lowercase(currentHash) != | owercase(expectedRoot):
return | NVALI D(" Conput ed root != expected root")
return VALID
7.4. TSA Verification
TSA verification ensures the tinmestanp token was legitimtely issued
by a Tine-Stanmp Authority and binds the correct digest.

I npl enent ati ons MJST al so performthe format and bi ndi ng checks
specified in Section 7.5 prior to or as part of this procedure.
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function verifyTSAAnchor (event Hash, anchor):

/1l Step 1: Verify Merkle structure

mer kl e = anchor. Merkl e

result = verifyMerkl eProof (
event Hash, merkl e. Leaf | ndex, merkle. Proof,
mer kl e. Root, merkle. TreeSi ze)

if result !'= VALID:
return result

[/l Step 2: Verify Leaf HashMet hod

i f merkle.Leaf HashMet hod ! = " SHA256( 0x00| | Event Hash) ":

return | NVALI (" Unsupported Leaf HashMet hod")

/1 Step 3: Verify AnchorDi gest == Merkl eRoot

expect edDi gest = | owercase(nerkl e. Root. substring(7))

i f | owercase(anchor. AnchorDi gest) ! = expectedDi gest:
return | NVALI D( " Anchor Di gest ! = Merkl eRoot ")

/] Step 4: Parse TSA Token (RFC 5652 Contentl nf o)
t saToken = base64Decode(anchor. TSA. Token)
contentlnfo = parseContentlnfo(tsaToken)

si gnedDat a = par seSi gnedDat a( cont ent | nfo. cont ent)

tstinfo = parseTSTI nfo(si gnedDat a. encapCont ent | nf 0. eCont ent)

/1 Step 5: Verify hash algorithmis SHA-256

if tstlnfo.messagel nprint.hashAl gorithm!= SHA256_Q D:

return | NVALI D(" Unsupported TSA hash al gorithni)

/1 Step 6: Verify nessagel nprint == Anchor D gest

tstinprint = | owercase_hex(tstlnfo.messagel nprint. hashedMessage)

if tstinprint !'=|owercase(anchor. AnchorDi gest):

return | NVALI D(" TSA nessagel nprint !'= AnchorDi gest")

/1 Step 7: Verify CMS signature over TSTInfo
signerinfo = signedData. si gnerl nfos[ 0]
signatureValid = verifyCMsSi ghat ur e(

si gnedDat a. encapCont ent | nf 0. eCont ent

si gner I nfo. signature,

si gner I nfo. signatureAl gorithm

extract Si gner Cert (signedData.certificates, signerlnfo.sid))

if not signatureVvalid:

return | NVALI D("TSA signature verification failed")

/1 Step 8: Verify certificate chain (SHOULD)
certValid = verifyCertificateChain(

signedData. certificates, signerlnfo.sid, trustAnchors)

if certVvalid:
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7.4.

Per

4.

5.

return VALI D(genTime = tstlnfo.genTine)
else:return VALI D WARNI N& genTi ne = tstlnfo.genTine,
warning = "TSA certificate chain could not be verified")
CMS Signature Verification Requirenments
[ RFC5652], verifiers MJST:
Parse the Ti meStanpToken as a Contentlnfo structure
Extract the SignedData fromthe content field
Locate the Signerlnfo corresponding to the TSA

Verify the signature over the encapsul ated TSTInfo

Verify the signer’s certificate was valid at signing tine

Verifiers SHOULD:

1.

2

3.

7.5.

Build and validate the certificate chain to a trust anchor

Verify the TSA certificate contains the id-kp-tineStanping
ext ended key usage

Check for certificate revocation

Anchor Di gest Verification Requirenents

Thi s section consolidates the nandatory checks for AnchorDi gest,
Mer kl eRoot, and TSA nmessagel nprint consi stency. These checks are
REQUI RED and failure of any single check MIST result in |INVALID

_Format Requirenents_:

1.

Mer kl eRoot MUST be a 71-character string consisting of the prefix
sha256: followed by exactly 64 | owercase hexadeci mal characters
(regex: "~sha256:[0-9a-f]{64}%). Verifiers MJST reject MerkleRoot
val ues contai ni ng uppercase characters, mssing prefix, or

i ncorrect |ength.

Anchor Di gest MUST be exactly 64 | owercase hexadeci mal characters
(regex: ~[0-9a-f]{64}$%$) representing the 32-byte binary digest.
No prefix, no whitespace, no uppercase.
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3.

Anchor Di gest MUST exactly equal Merkl eRoot with the sha256:
prefix stripped. No rehashing, no encoding transformation —
purely prefix renoval .

_TSA Bi ndi ng Requirenents_:

1.

Verifiers MJST extract messagelnprint from TSTInfo within the
Ti meSt anpToken.

Verifiers MJST confirmthat nessagel nprint. hashAl gorithm equal s
the SHA-256 O D (2.16.840.1.101.3.4.2.1). If the ODdiffers,
verification MJST return | NVALID.

Verifiers MIST confirmthat the | owercase hexadeci nal encodi ng of
messagel nprint. hashedMessage (32 bytes) is identical to
AnchorDigest. This is a byte-for-byte conparison after hex
encodi ng; case-insensitive conparison is NOT sufficient because
AnchorDigest is already required to be | owercase.

If an inplementation transmts AnchorDigest to the TSA as a UTF-8
string rather than a 32-byte binary OCTET STRING the TSA will
timestanp a 64-byte value (the hex encoding) rather than the
correct 32-byte digest. This is a known inplenmentation error.
Verifiers MJST detect this by conparing the nmessagel nprint

I ength: if hashedMessage is not exactly 32 bytes, verification
MJST return | NVALI D.

_PRCHI BI TED Patterns_ (known inpl enentation errors):

*

Submitting the hex string of AnchorDi gest (64 ASCI| bytes) instead
of the decoded binary (32 bytes) to the TSA — results in
messagel mprint m smatch

Conput i ng SHA256( Merkl eRoot) as the TSA input — results in double-
hashi ng

Conput i ng SHA256( Anchor Di gest _as_string) — results in hashing the
hex encodi ng rather than the binary val ue

Using the Merkl eRoot string (with sha256: prefix) directly as the
TSA hashedMessage — results in a 71-byte input instead of 32 bytes
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function verifyAnchor D gest Bi ndi ng(anchor):
/1 Format checks
i f not matches(anchor. Merkl e. Root, /”~sha256:[0-9a-f]{64}$%/):
return | NVALI D( " Mer kl eRoot format violation")

i f not matches(anchor. AnchorDigest, /”[0-9a-f]{64}%/):
return | NVALI D(" Anchor Di gest format viol ation")

/1 Prefix-strip equival ence
expect edDi gest = anchor. Merkl e. Root . substring(7)
i f anchor. Anchor Di gest ! = expect edDi gest:
return | NVALI D(" Anchor Di gest ! = Merkl eRoot hex part")

/1 TSA bi ndi ng

tstinfo = extract TSTI nf o(anchor. TSA. Token)

if tstlnfo.nmessagel nmprint.hashAl gorithm!= SHA256_Q D:
return | NVALI D("TSA hash algorithmis not SHA-256")

i mprintBytes = tstlnfo.nessagel nprint. hashedMessage
if length(inprintBytes) != 32:
return | NVALI D(" TSA hashedMessage i s not 32 bytes”
+ " (string-as-binary error?)")

i mprintHex = | owercase_hex(inprintBytes)
if inmprintHex !'= anchor. Anchor Di gest:
return | NVALI D(" TSA nessagel nprint !'= AnchorDi gest")

return VALID
7.6. Chain Integrity Verification

GENESI S_PREV_HASH = "sha256: 00000000000000000000000000000000" +
" 00000000000000000000000000000000"

function verifyChainlntegrity(events):
if events.length == 0:
return VALID

if events[0].PrevHash !'= GENESI S PREV_HASH:
return CHAI N | NTEGRI TY_VI OLATI ON( "I nval i d genesis PrevHash")

for i in range(1l, events.length):
expect edPrevHash = events[i-1]. Event Hash
if events[i].PrevHash !'= expectedPrevHash:
return CHAI N_I NTEGRI TY_VI OLATI ON(
"Break at event " + i)

return VALID
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7.7. Compl eteness Invariant Verification

function verifyConmpl et eness(events, seal Event):
ci = seal Event. Conpl et enessl nvari ant

/1 Step 1: Verify count
if events.length !'= ci.ExpectedCount:
return COVPLETENESS VI OLATI ON(" Count mi smatch")

[l Step 2: Conpute XOR hash sum

conput ed = bytes(32)

for event in events:
event HashByt es = hexDecode(event. Event Hash. substring(7))
comput ed = XOR(conput ed, event HashByt es)

/1l Step 3. Conpare with seal ed val ue
expect edHashSum = hexDecode(ci . HashSum substring(7))
if computed != expectedHashSum

return COVPLETENESS_ VI CLATI ON("Hash sum mi smat ch")

/1l Step 4: Verify timestanp bounds
for event in events:
if event.Tinmestanp < ci.FirstTinmestanp:
return COVPLETENESS VI OLATI ON("Before collection start")
if event.Tinmestanp > ci.LastTi mestanp:
return COVPLETENESS VI OLATI ON("After collection end")

return VALID

7.7.1. Attack Detection

| Attack | Detection |
[} g —————— s —p—_—_————————————————————————————————
| Del ete event | Hash sum m snmat ch and/or count m smatch |
o a o o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| Add fake event | Count mismatch and/or hash sum mi smatch |
oo o - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| Reorder events | Chain integrity violation (PrevHash m smatch) |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Modify event | EventHash mismatch in chain |
o a o o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
Tabl e 19
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8. Depth Anal ysis Extension
The Depth Analysis Extension is OPTIONAL and provi des screen
detection capabilities to mtigate anal og hol e attacks (photographing
screens displayi ng nmani pul ated content).

8.1. DepthAnalysis Structure

VWhen present in CaptureContext, DepthAnalysis MJST include:

[ et et el Ll el
| Field | Type | Required | Description |
| SensorType | string | REQU RED | Type of depth sensor used |
o e e e oo S R TS o e e e e e +
| Fl atnessScore | nunber | REQU RED | 0.0 (natural scene) to |
| | | | 1.0 (flat screen) |
o e e oo S S o e e e e e e eie oo n +
| DepthVari ance | number | REQUIRED | Statistical variance of |
| | | | depth val ues |
o e e e oo S R TS o e e e e e +
| ScreenDetected | boolean | REQUI RED | Whether a screen was |
| | | | detected |
o e e oo S S o e e e e e e eie oo n +
| Confidence | nunber | REQUI RED | Detection confidence 0.0 |
| | | | to 1.0 |
o e e e oo S R TS o e e e e e +
| AnalysisVersion | string | REQU RED | Version of analysis |
| | | | algorithm |
o e e oo S S o e e e e e e eie oo n +
Tabl e 20
8.2 Sensor Types

| Val ue | Description |

| LIDAR | LiDAR tine-of-flight sensor |

o e e e e m oo oo o e m e e e e e e e e e e e e mo oo +

| STRUCTURED LI GHT | Structured |ight projection |

o e e e e oo s o m e e e e e e e e e e e e aao o +

| STEREO | Stereo camera pair |

Tt o m e e e e e e e e e e e e e emamao - +

| TOF | Non-LiDAR time-of-flight |

o e e e e m oo oo o e m e e e e e e e e e e e e mo oo +

| RADAR | MIlinmeter-wave radar |

o e e e e oo s o m e e e e e e e e e e e e aao o +
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| ULTRASONI C | Utrasonic depth sensing |
Tt o m e e e e e e e e e e e e e emamao - +
| MONOCULAR ESTI MATED | Al-estimated depth from single canera

o e e e e m oo oo o e m e e e e e e e e e e e e mo oo +
| MULTI _CAMERA | Multi-canera triangulation |
o e e e e oo s o m e e e e e e e e e e e e aao o +
| ACTIVE_IR | Active infrared projection |
Tt o m e e e e e e e e e e e e e emamao - +
| HYBRI D | Multiple sensor fusion |
o e e e e m oo oo o e m e e e e e e e e e e e e mo oo +
|  UNKNOWN | Sensor type not determ ned |
o e e e e oo s o m e e e e e e e e e e e e aao o +
| NONE | No depth sensor avail able |
Tt o m e e e e e e e e e e e e e emamao - +

Tabl e 21

8.3. Depth Analysis Verification

Depth analysis data is included in the Event Hash conputati on, making
it tanmper-evident. Verifiers MAY use DepthAnal ysis to assess capture
environment but MJUST NOT treat it as definitive proof of scene
authenticity. Depth sensors can be spoofed by sophisticated
adversari es.

When ScreenDetected is true, inplenentati ons SHOULD di spl ay a warni ng
to users but MJUST NOT automatically reject the proof.

9. Pre-Publish Verification Extension
The Pre-Publish Verification Extension is OPTIONAL and enabl es
verification of CPP provenance at the nonment of social nedia sharing.
It allows users to indicate their content has traceable origin
wi t hout bl ocking the sharing flow or naking truth clains.

9.1. Design Principles

* Silent Failure_: If verification fails or times out, sharing MJST
proceed w t hout any user-visible error or delay.

* No Truth dains_: The indicator conmuni cates provenance
avai l ability, not content truthful ness.

* _Performance Budget : Verification MJST conplete within 200nms or
short-circuit to silent passthrough
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9

9

2

3.

10.

VerificationResult

[} e —p—————————— s p—p——_————— L
| Status | Behavi or |
[ bty et o}
| PROVENANCE AVAI LABLE | Show indicator, attach netadata
T T T T r ey +
| PROVENANCE PARTI AL | Silent passthrough (no indicator)

o e e e e e e e e oo o - o e e e e e e e e e e e e e o m o +
| PROVENANCE_UNAVAI LABLE | Silent passthrough |
e O +
| VERI FI CATI ON_TI MEQUT | Silent passthrough |
T T T T ey +
| VERI FI CATI ON_ERROR | Silent passthrough |
o e e e e e e e e oo o - o e e e e e e e e e e e e e o m o +

Tabl e 22
Only PROVENANCE_AVAI LABLE results in visible indication. Al other
statuses MUST result in silent passthrough where the original content
is shared w thout nodification or delay.
Pr ohi bi t ed Ter m nol ogy

I mpl ement ati ons MUST NOT use the following ternms in user-facing
di splays related to CPP provenance:

* "Verified" or "Verified Content"
*  "Authentic" or "Authenticated"

* "True" or "Truthful"

* "Certified"

*  "Cuarant eed"

* "Real "

*  "Trustworthy"

Recommended term nol ogy: "Provenance Avail abl e", "Capture Provenance
Recorded", "Origin Traceabl e"

C2PA Interoperability

I npl enent ati ons MAY support both CPP and C2PA [ C2PA] nmanifests. This
section defines field mappings for dual -standard i npl enentations.

Kam nur a Expi res 11 August 2026 [ Page 35]



I nternet-Draft CPP Core February 2026

10.

10.

11.

11.

1. Field Mapping

[} e ——————————————— s —p—_————_ Ll —p—_—_——(——(————r L
| CPP Field | C2PA Equival ent | Notes |
[ ety ety et o}
| Devicel nfo. Manufacturer | claimgenerator | Partial mapping |
o e e e e a e oo oo o o +
| Devi cel nfo. Mbdel | claimgenerator | Partial mapping |
o e e e e e e oo o e e e oo o e e e e +
| Tinmestanp | dc:created | 1SO 8601 format |
o m e e e e e e aao o o e e e oo e +
| SensorDat a. GPS | Exif:GPS* | Standard EXI F |
I I | mappi ng I
St o e e e e oo - Tt +
| Anchor. TSA | c2pa.time_stanp | RFC 3161 |
| | | conpatible |
o m e e e e e e aao o o e e e oo e +
| DepthAnal ysis | No equival ent | CPP-specific |
| | | extension |
St o e e e e oo - Tt +
| HurmanAttestation | No equival ent | CPP-specific |
| | | extension |
o m e e e e e e aao o o e e e oo e +
| Conpl et enessl nvari ant | No equival ent | CPP-specific |
| | | extension |
St o e e e e oo - Tt +
Tabl e 23

2. Dual - Standard Qut put
I mpl enent ati ons generating both CPP and C2PA mani fests MJST ensure
shared fields (Tinestanp, GPS, Devicelnfo) are consistent across both
mani fests. CPP-specific fields (DepthAnal ysis, HumanAttestation
Conpl et enessl nvari ant) have no C2PA equival ent and are carried only
in the CPP nmanifest.

Privacy Consi derations
1. Location Data

Location collection SHOULD be di sabl ed by default. Wen enabl ed,
i mpl ement ati ons SHOULD:

* (Cearly indicate when | ocation is being recorded

* Allow users to delete |ocation fromindividual events
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11.

11.

11.

12.

12.

* Consider privacy inplications of |ocation precision
* Support approximate |ocation nodes that reduce GPS precision
2. Bionetric Data

I mpl enent ati ons MUST NOT store raw bionmetric data (fingerprints, face
i mges). Human presence verification, if inplemented, SHOULD:

* Process bionetrics locally on-device

* Store only verification results (bool ean fl ags)

* Never transnmit bionetric data to external services
3. Tonbstone Privacy

When events are del eted via TOVBSTONE

* (Oiginal event content is renoved

*  TOVBSTONE preserves chain integrity

* Reason codes all ow sel ective disclosure

4. Shareable vs Forensic Proofs

[} gt —— Cpp—p——_——————————————————————————————— Llp—p—p—p—_———————————
| Level | I'ncludes | Use Case |
| Shareable | Tinestanmp, device info, asset hash | Social sharing

N o e e e e e e e e e e e e e e e e e o oo o - +
| Forensic | Al netadata including |ocation, | Legal |
| | chain context | proceedi ngs |
Fom e o m e e e e e e e e eeee e o a o +

Tabl e 24
Security Considerations
1. Hash AlgorithmAgility
Thi s specification mandates SHA-256 for all hash conputations.

Future versions MAY define additional algorithms via the HashAl go
field. Verifiers MJIST reject unknown hash al gorithns.
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12.

12.

12.

Post - quant um consi derati on: M.- DSA-65 (NI ST Mobdul e-Lattice Digital
Signature Algorithm is RESERVED for future adoption. XOR-based
accunul ators used in the Conpl eteness Invariant, being purely
symmetric operations, face fewer quantum vul nerabilities than public-
key constructi ons.

2. Signature Al gorithm Requirenents

| mpl enent ati ons MUST support ES256 (ECDSA with P-256 and SHA- 256, per
[ FI PS186-5]) for nobile device conpatibility. Ed25519 MAY be
supported for non-nobile inplenentations.

Private keys SHOULD be stored in hardware security nodul es where
avail abl e:

* 10S: Secure Enclave (kSecAttrTokenl DSecur eEncl ave)
* Android: StrongBox or TEE via Android Keystore
* Desktop/ Server: TPM 2.0 or HSM

Har dwar e- backed keys provi de non-exportability guarantees that
strengt hen the bindi ng between device and signature.

3. TSA Trust

Security of timestanp proofs depends on TSA trustworthiness.
| mpl enent at i ons:

*  MJST verify the CM5 signature in the TineStanpToken per [RFC5652]
* SHOULD validate the certificate chain to a configured trust anchor
*  SHOULD use TSAs with published certificate policies

* MAY support multiple TSA services for redundancy

4. Merkle Tree Security

The 0x00/0x01 prefix bytes ensure | eaf hashes cannot equal i nternal
node hashes for any input. This prevents second preimage attacks on

the tree structure. This construction differs fromCertificate
Transparency [ RFC6962] which uses a sinilar but inconpatible scherne.
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12.

12.

12.

12.

13.

14.

14.

5. dock Accuracy

Device tinmestanps (Tinestanp field) are self-attested and may be

i naccurate. The authoritative tinestanp is GenTinme fromthe TSA
response. | nplenentations SHOULD warn users when device tine differs
significantly from T TSA GenTine (e.g., nore than 5 m nutes).

6. Deletion Detection Limtations

The Conpl eteness Invariant detects deletions within a seal ed
collection. It does NOT detect:

* EBvents never created (adversary captured but never recorded)
* Events in other collections
* Deletions before sealing
XOR is conmutative and self-inverse. An attacker who can forge TWD
events with Event Hashes that XOR to zero can delete both w thout
detection. The Cl is designed to work WTH the Merkle tree anchor
not replace it.
7. Depth Analysis Security
Dept h sensors can be spoofed by sophisticated adversaries using 3D
di splays or structured light interference. Depth analysis provides
an additional signal but is not a definitive screen detection
mechani sm | npl enentati ons MUST NOT represent depth anal ysis as
concl usi ve proof of scene authenticity.
8. Canonicalization Attacks
JSON canoni cal i zati on per [RFC8785] prevents ordering and whitespace
attacks. Inplenmentations MJST ensure field nanes exactly match the
speci fication (Pascal Case for events) and Uni code nornalization is
handl ed consistently.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.

I mpl ement ati on Experience
1. VeraSnap i OS (Non- Normative)

VeraSnap is a consuner iCS application inplenenting CPP, available in
175 countries with 10-1anguage |ocalization. |t denonstrates:
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14. 2.

A

Secure Enclave key storage with ES256 signatures
RFC 3161 TSA integration with multiple providers (fail over)
Merkl e tree construction per this specification
O fline proof verification
Li DAR-based depth analysis for screen detection
Cross-pl atform proof export and QR code sharing
Ver aSnap Android (Non-Normative)

Kotlin-based Android inplenentation validates cross-platform

interoperability:

*

Androi d Keystore (StrongBox/ TEE) key storage with ES256
RFC 8785 JSON canoni cal i zati on produci ng identical hashes to i OS
Proof JSON verification across platforns

R code generation and scanning interoperability

Cross-platformtesting confirmed that proofs generated on iCS verify
correctly on Android and vice versa, validating the canonicalization
and hashi ng specifications.

15.

15. 1.
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Appendi x A.  JSON Exanpl es
A. 1. Canonical Event with Signerlnfo (Nornative)

The canoni cal event structure uses Pascal Case field nanes. This is
the structure that MJST be used for Event Hash conputati on.
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{
"Event| D': "550e8400-e29b-41d4-a716-446655440001",
"Chai nl D': "urn: uuid: 550e8400- e29b- 41d4- a716- 446655440000",
"PrevHash": "sha256: 0000000000000000000000000000000000000000000000000000000000000000",
"Ti mestanmp"”: "2026-01-27T10: 30: 00. 000Z",
"Event Type": "I NGEST",
"HashAl go": " SHA256",
" Si gnAl go": "ES256",
"Asset": {
"Asset| D': "asset-001",
"Asset Type": "I MAGE",
"Asset Hash": "sha256: e3b0c44298f clcl49af bf 4c8996f h92427ae41e4649b934ca495991b7852b855
"Asset Nane": "I M5 0001. HEI C',
"M meType": "inagel/ heic"
s
"Signerlnfo": {
"Nanme": "John Doe",
"ldentifier": null,
"AttestedAt": "2026-01-27T10: 29: 55. 000Z"
}
"Devicelnfo": {
"Manuf acturer": "Apple",
"Model ": "i Phone 15 Pro",
"Devi ceC ass": " SMARTPHONE",
"OSNane": "i OS",
"OSVersion": "17.3",
"AppVersion": "1.5.34"
}

" iEvent Hash": "sha256: 7d865e959b2466918c9863af ca942d0f b89d7c9ac0c99baf c3749504ded97730",
"Signature": "MEUCI QDKsRwmW/. . . "

A.2. Anchor Structure with Messagel nprint (Normative)
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"Anchor": {

9"

A 3.

A 4.

"Anchor 1 D': "anchor-001",
"Anchor Type": "RFC3161",
"Anchor Di gest": "719f871f 1018al7ebel99d4f 0db27e3a4929f 8ab3e46f 5c0d30054f 4b331€929",
"Anchor Di gest Al gorithm': "sha-256",
"Merkle": {
"TreeSi ze": 1,
"Leaf HashMet hod": " SHA256( 0x00| | Event Hash) ",
"Leaf Hash": "sha256: 719f 871f 1018al7ebel199d4f 0db27e3a4929f 8ab3e46f 5c0d30054f 4b331e92

"Leaf | ndex": O,

"Proof": [],

"Root": "sha256: 719f 871f 1018al17ebel199d4f 0db27e3a4929f 8ab3e46f 5c0d30054f 4b331e929"
b,
"TSA": |

"Token": "M | EzAYJKoZl hveNAQcCol | EvTCCBLKCAQWK. . . ",

"Messagel nprint":

"HashAl gorithnt: "sha-256",
"HashedMessage": "719f871f 1018al7ebel199d4f 0db27e3a4929f 8ab3e46f 5c0d30054f 4b331e92

}1
"GenTime": "2026-01-27T10: 31: 00. 000Z",

"Service": "https://freetsa.org/tsr"

Chai n Cont ext Exanple (Non-Normative)

"Chai nContext": {
"Chai nl D': "urn: uuid: 550e8400- e29b- 41d4- a716- 446655440000",
"Tot al Events": 100,
"ActiveEvents": 53,
"Tonbst oneCount": 47,
"Event Position": 15,
" Conpl et enessl nvariant": {
" Expect edCount ": 100,
"HashSunm': "sha256: a3f 2c8dl1le5b9...",
"FirstTi mestanmp”: "2026-01-27T10: 30: 00. 000Z",
"Last Ti mestanmp": "2026-01-27T17: 45: 00. 000Z"

}1
"Gener at edAt": "2026-01-27T18: 00: 00. 000Z"

Dept h Anal ysis Exanpl e (Non- Nornati ve)
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{
"CaptureContext": {
" Dept hAnal ysi s": {
"Sensor Type": "LIDAR",
"Fl at nessScore": 0.12,
"Dept hvari ance": 0.847,
"ScreenDet ected": false,
"Confidence": 0.95,
"Anal ysi sVersion": "1.4.0"
}
}
}

Appendi x B. Test Vectors

Al test vectors in this section use the donmi n-separated hash
construction defined in this specification. These vectors are
identical to those in draft-vso-cpp-core-00 and -01, which al so used
domain separation. Note: inplenmentations migrating fromlegacy (non-
domai n- separat ed) CPP hashing will produce different LeafHash and
Mer kl eRoot val ues for the sane EventHash inputs. The domai n-
separated out puts below are the only correct values for conpliant

i mpl ement ati ons.

B.1. Test Vector 1: Single-Leaf Tree
_lInput: _

Event Hash = "sha256: 7d865e959b2466918c9863af ca942d0f h89d7c9ac0c99baf c3749504ded97730"
_Conput ation: _

Leaf Hash SHA256( 0x00 || Event Hash_byt es)

sha256: 719f 871f 1018al17ebe199d4f 0db27e3a4929f 8ab3e46f 5c0d30054f 4b331e929

For TreeSize=1:
Root = Leaf Hash
Leaf I ndex = 0
Proof = []
Anchor Di gest = 719f 871f 1018al17ebel199d4f 0db27e3a4929f 8abh3e46f 5c0d30054f 4b331e929

Result: VALID

B. 2. Test Vector 2: Two-Leaf Tree
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Event Hashl[ 0]
Event Hash[ 1]

"sha256: aaaa...aaaa" (32 bytes of Oxaa)
"sha256: bbbb. .. bbbb" (32 bytes of O0xbb)

LO = SHA256(0x00 || Oxaa...aa)

= sha256: e0Obb82791bae3c50bd9c20f a4ccdcb8064a56e5¢c12bc69b07e6712ac9b4429e6
L1 = SHA256(0x00 || Oxbb. .. bb)

= sha256: 4f 16119d36ccd0da91102f 57692d73934f d0ad2494280df 88449accedbbf b7ea
Root = SHA256(0x01 || LO || L1)

= sha256: 03938e2c8f 758e6cae443d499b41¢c899¢373eb0c0198bae61796a069f 2b05904

For index 0: Proof = [L1]
For index 1: Proof = [LO]

Result: VALID
B.3. Test Vector 3: TSA nessagelnprint Verification
Anchor Di gest = "719f 871f 1018al7ebel199d4f 0db27e3a4929f 8ab3e46f 5c0d30054f 4b331e929"

SHA- 256
0x719f 871f ... 1e929

TSTI nf 0. messagel npri nt. hashAl gorithm
TSTI nf 0. messagel npri nt. hashedMessage

| ower case_hex(hashedMessage) == AnchorDi gest ? YES
Resul t: VALID
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