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Abst ract
BGP [ RFC4271] has originally been designed to carry |1Pv4 routing
information over the Internet. 1P routing being “hop-by-hop” in
nature, [RFC4271] defines the NEXT_HOP attribute which purpose is to
carry the address of the next router to send the I P packet to. In

BGP, the next-hop may not be a directly connected router, hence, when
eval uating paths, BGP needs to figure out if the next-hop is

resol vabl e and, when needed, needs to figure out what is the interna
cost to reach this next-hop

The increnental use of tunneling technologies to carry traffic
between routers (e.g.: GRE, MPLS, SR-MPLS, SRv6:--) may violate the
assunption that the address carried in the NEXT_HOP attribute is
representative of the actual forwarding next-hop. These technol ogies
decoupl e the BGP control -plane’s view of the next-hop fromthe data-
pl ane’ s actual forwardi ng endpoint. This docunent describes the
problens that arise fromthis decoupling. These problens include
sub-optimal path selection, incorrect resolvability tracking of the
forwarding path |eading to traffic drop or msrouting, and ot hers.
Thi s docunent proposes sone nodification of BGP path sel ection
procedures to accommodat e these use cases.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

BGP [ RFC4271] is designed to exchange network reachability

i nformati on between routing domains. A BGP update typically contai
a prefix and a set of path attributes, including the well-known
mandat ory NEXT_HOP attribute. The receiving router uses this next-
hop address to determine the egress point for traffic destined for
the advertised prefix. The assunption is the next hop address
represents the next router froma traffic forwardi ng point of view.
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BGP NEXT_HOP attribute as defined in [RFC4271] and BGP NEXT_HOP field
in the MP._REACH NLRI attribute as defined in [RFCA760] are referred
to as NEXT_HOP attribute in this docunent.

[ RFC4271] Section 9.1.2.1 defines the route resolvability condition
a BGP route is considered unresol vable if the BGP speaker’ s routing
tabl e has no route matching the BGP route next-hop address. As per
[ RFC4271] Section 9.1.2.2 e), when comparing paths received via
internal BGP (IBGP), the Routing Table metric associated to the BGP
route next-hop address is used to figure out the best path.

AS 1
Qo m e e e e e e e e e e e oo - >
B +
PPm --| RTRL |---------------- +
to-m--- + (metric=1) |
I
S +
| RTR3 |
B +
e +  (metric=2) |
PPm --| RTR2Z |---------------- +
S +
Figure 1

In Figure 1, RTR3 receives prefix PPmfrom RTRL and RTR2 (|1 BGP peers)
with NEXT_HOP N1 and N2. RTR3 resolves N1 with a cost of 1 and N2
with a cost of 2. Based on [RFC4271] procedures, RTR3 will select
the path with the | owest cost to the NEXT_HOP address, so RTR3 wil|
sel ect the path received fromRTRL. In this exanple, the path used
to resolve N1 and N2 reflects the actual forwardi ng path which nakes
the best path decision done by RTR3 accurate.

Thi s docunment describes cases where the NEXT HOP attribute used in
the BGP update is not representative of the actual forwarding path.
In these cases, the resolvability condition may fail in its goal and
path sel ection nay be done on inaccurate criteria leading to
suboptimal routing, network congestion, traffic drop or nisrouting..

These use cases are not new and may have been partially addressed by
| ETF standards or drafts, sone references are provi ded bel ow
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* [I-D.ietf-idr-bgp-bestpath-selection-criteria] addresses the case

of MPLS networks and proposes a nodification of the route
resolvability condition to be perforned using forwardi ng database
of a particular data plane protocol. It also proposes an optiona
data path verification.

* [RFCI9012] Section 7 inproves the route resolvability condition by

verifying that there is a feasible tunnel. However, it doesn 't
take into account that the cost associated with the tunnel may be
different fromthe cost associated with the BGP next-hop

* [RFC9252] defines SRv6 overlay services signaling using BGP. The
procedures involve the advertisenment of an SRv6 Service TLV within
the BGP Prefix SID attribute to signal the SID to be used for
forwardi ng. RFC9252 highlights that ingress PE nmust performa
resol vability check for the SRv6 SID in addition to the
resol vability check done on the NEXT _HOP attribute. However, it
doesn’ t take into account that the cost associated with the tunne
may be different fromthe cost associated with the BGP next-hop

Thi s docunent defines generic nodifications to the BGP deci sion
process that can apply to all the use cases.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Use cases

MPLS path
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[ D=6] [ D=6]
+--- - - + (ML) +----+ (M1)
PPm -- | PE1 |------- | PL |-------- +
+----- + +----+ |
(ME1) / |
[D=14] \ / |
\ / NI +
X | PE3 |
[\ +----- +
(MB) 1\ |
[D=14] / \ |
S R + +----+ |
PPm -- | PE2 |------- | P2 |--------- +
+----- + (ME5) +----+ (MEH)
[ D=2] [ D=2]

Figure 2: Next hop attribute not used for forwarding

In Figure 2, a BGP MPLS VPN (as defined in [RFCA364]) is depl oyed
over PEs. Let’'s assunme PE3 receives prefix PfmfromPE1L and PE2 with
NEXT _HOP N1 and N2. The existence of a route in PE3's |IPv4 routing
table to reach N1 or N2 (defined in [RFC4271]) is not sufficient to
ensure that traffic can be carried fromPE3 to PE1 or PE2. PE3 needs
to ensure that there is a tunnel available to reach PEl or PE2 that
can carry MPLS traffic (e.g.: an MPLS Label Switched Path (LSP)). By
checking only for the existence of a route in its routing table, PE3
could create a traffic drop or misrouting if there is no tunnel to
carry the MPLS VPN traffic.

2.2. Segnent Routing Traffic Engineering Policy

When using SR Policies [RFC9256], the BGP NEXT_HOP attribute may not
accurately represent the actual forwardi ng path.

In Figure 2, a BGP VPN service (as defined in [RFC4364]) is depl oyed
between the PEs. Let’s assume PE3 receives prefix P/mfrom PEL1L and
PE2 with NEXT_HOP N1, N2 and color Cl1. On PE3, SR Policies (Cl, Nl)
and (Cl, N2) are configured to use the |low | atency path.

* Costs Min parentheses represents cost of IGP

* Costs Din brackets represents cost of |atency-based netric

If PE3 perforns the next-hop resolution solely based on the BGP
NEXT HOP attribute, it will not verify that an SR policy (Cl, Nx)

exists and is up before using it. It nay also pick the wong best
path by considering the cost to the NEXT _HOP address instead of the
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cost of the SR policy. The best path considering SR-policy (Cl, Nx)
cost is via PE2, while the best path considering IGP netric is via
PEL.

[ ettty St p—p——p— p—p—j—(———
| Prefix | Next hop | Cost |
[ el bl S pus gt S peje g o}
| N1 | P1 | 2 |
+---- - - - F--- - - +------ +
| N2 | P1 | 6 I
F-------- I +------ +

Table 1: I Pv4 routing
tabl e of PE3

[ el el el el
| SR Policy | Next hop | Cost | State |
[ ool S e g pe gt Chjem e pejefenl oo peje e pe e
| (C1, N1) | P1 | 12 | Up |
R R i +------ +------- +
| (C1, N2) | P2 | 4 | Up |
F-- - - - F--- - - +------ +------- +

Table 2: SR Policies of PE3

Consi dering that PE3 may take into account the cost of the SR policy
and then picks up the path fromPE2 as best. |If the SR Policy (C1,
N2) is down or not present, and considering that color Cl is using
COflag equal to 00 ([ RRFC9246] Section 8.8.1), path fromPE2 is

aut horized to use IGP path to next-hop N2 (fallback to I GP path via
P1 with cost=6) as there is no policy (Cl, N2) available. This
situation has nultiple drawbacks:

* Cost of the two BGP paths are not conparabl e which nmakes the
conparison inaccurate: PEl path uses a cost based on |atency while
cost of path from PE2 uses |IGP netric.

* Using a path without an SR-policy nmay violate the intent of the
service, especially if there is an alternate path (from PEl) that
fulfills the intent.

It may be desirable for PE3 to prefer the path from PELl t hat

satisfies color ClL or even exclude any path that does not neet the
col or Cl requirenent.
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2.3. SRv6 services

When using SRv6 services as defined in [ RFC9252], the BGP NEXT_HOP
attribute may not be representative of the actual forwarding path.

Consi dering Figure 2, an SRv6-based BGP VPN i s depl oyed between the
PEs. PEl uses locator L1 for algorithmO and L1_FA for flexible

al gorithm 128 ([ RFC9350]) optim zed for lowlatency. Simlarly, PE2
uses locator L2 for algorithmO and L2_FA for flexible algorithm 128.
Let’s assune PE3 receives prefix PPmfrom PEL and PE2 wi th NEXT_ HOP
N1, N2 and SRv6 SID S1 and S2. SID S1 and S2 are all ocated
respectively fromL1_FA and L2_FA

* Costs Min parentheses represents cost of algorithmO (as defined
in [ RFC8665] Section 8.5).

* Costs Din brackets represents cost of flexible algorithm
[ RFC9350] 129 which is using lowlatency netric.

The 1 Pv6 routing table of PE3 contains the followi ng entries:

[ Rty Sty Ll
| Prefix | Next hop | Cost |
[ el S pu e peget b peje e o)
| N1 | P1 | 2 |
+-------- R i +------ +
| N2 | P1 | 6 |
+-------- F--- - - +------ +
| L1 | P1 | 2 |
F----- - - R +------ +
| L2 | P1 | 6 |
+-------- R i +------ +
| LLFA | P1 | 12 |
+-------- F--- - - +------ +
| L2_FA | P2 | 4 |
F----- - - R +------ +

Table 3: 1Pv6 routing
tabl e of PE3

Based on [RFC4271] procedures, PE3 verifies that NEXT _HOP address of
each path is resolvable. Based on [ RFC9252] procedures, PE3 verifies
that S1 and S2 addresses are resolvable. PE3 will then select the
path with the | owmest cost to the NEXT_HOP address according to

[ RFC4271] . Cost to N1 is lower than cost to N2, so PE3 will select
the path received fromPE1. However, froma | atency perspective,
path to PE2 is the best one.
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3.

3.

The probl em of path suboptinmality may al so happen with al gorithm O,
if for instance SRv6 traffic for algorithmO needs to be of fl oaded
from PE1, operator may increase the nmetric of the locator (while not

changing the netric of the next-hop) on PE1l. 1In the exanple above,
if L1 is advertised by PEL with an offset of 1M then PE3 will have
to cost to L1 of 1000002 but NL will still be reachable with a cost

of 2. The cost to reach the SID nust al so be taken into account in
this scenario to ensure that the traffic offl oad works properly.

Modi fication of the BGP route sel ection process
1. Forwardi ng address

Thi s docunent defines the forwardi ng address as the | P address of the
next router to which packets are sent. The forwardi ng address may
conme fromthe NEXT _HOP or a different address which has been signal ed
inadifferent attribute along with the path.

The foll owing data already defined in BGP standards SHOULD be
consi dered as forwardi ng addresses:

* The Tunnel Egress Endpoint Sub-TLV contained in Tunne
Encapsul ation attribute defined in [ RFCO9012]

* SRv6 SID Informati on Sub-TLV contained within L3 or L2 SRv6 SID
defined in [ RFC9252]

Unl ess a BGP update contains another type of forwarding address, the
BGP NEXT_HOP attribute is considered as the forwardi ng address.

The forwardi ng address MAY be conpl emented by a forwardi ng context.
The forwardi ng context characterizes nore the forwarding path to be
used. The following attributes defined in BGP standards are exanples
of forwardi ng context:

* The Tunnel Encapsul ation attribute defined in [ RFCO012]
* The Col or extended conmunity defined in [ RFC9012]

* The SRv6 Sub-TLV and Sub-sub-TLV contained within L3 or L2 SRv6
SID TLV as defined in [ RFC9252] other than the SID itself

Each new BGP extensi on SHOULD specify if an address carried by the
ext ensi on nmust be considered as a forwardi ng address. The procedures
defined in the next section SHOULD apply for any new forwardi ng
address defined without having to redefine them
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3.2. Resolution constraints

VWhen the forwarding address and its context are identified for a BGP
route, the inplenentation may know the required characteristics of
the route to be used to resolve the forwardi ng address. Depending on
the type of forwarding address and context, the inplenentati on nmay
need to ensure that the forwarding address is resol ved through a
specific type of route in a specific table. This resolution
constraint may cone fromthe forwardi ng context and/or may be
configured locally.

In sone cases, operator may want to enforce that the forwarding
address is resolved through a specific type of route. This can be
achi eved by configuring a local resolution constraint. Reusing the
exanpl e defined in Section 2.1, if we consider an |Pv4 uni cast BGP
service carried over a BGP free-core, the BG NEXT_HOP nust be
reachabl e through a tunnel to allow the end-to-end packet delivery.
Such a case cannot be derived fromthe BGP update context and BGP
nmust be configured to resolve the NEXT_HOP only through tunnels (of
any or specific types). Simlarly, when aggregate routes are present
in the routing table, user may want to prevent the forwardi ng address
(which is a specific route) to be resolved over the aggregate routes.
A resolution constraint based on prefix/nmask can be done to avoid
such resolution to be valid. An inplenentation MAY provide a set of
configuration options for resolution constraints.

3.3. Route resolvability condition
Thi s docunent updates [ RFC4271] Section 9.1.2.1 as foll ows:

* The route resolvability check for the BGP NEXT_HOP attribute MJST
continue to be done.

* |n addition, the route resolvability criteria SHOULD be perforned
based on the forwardi ng address.

* \When resolving the forwarding address, | ook up SHOULD be perforned
by applying the resolution constraints defined in Section 3. 2.

The resol vability check based on the forwardi ng address MAY be
enabl ed through a configuration knob

3.4. Internal cost determ nation

For a prefix Pfm different BGP paths may use different forwarding
addresses and contexts of various types.
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P/ m
Pat hl: NH=10.0.0.1 Col or: 200
Pat h2: NH=2001::2 SRv6-SID:. cafe:0:2:e002:
Pat h3: NH=10.0. 0.3 Tunnel -encap(L2TPv3, endpoint: 10.0.0.3)
Pat h4: NH=2001::4 SRv6-SID: cafe:0:4:e002:

Fi gure 3

Costs retrieved fromdifferent types of forwardi ng addresses or
contexts nmay not be conparabl e because they are based on different
sets of rules. For instance, pathl may | everage an SR policy (color
200, endpoint Rl) optimzing for |atency, so the cost of pathl wll
reflect the latency to Rl. Path2 may use the IGP cost to R2. Path3
may have no cost. These values are not directly conparable.

In order to conpare the paths, this docunent introduces the concept
of forwardi ng address preference. The preference is a |loca
numerical value. An inplenmentation SHOULD pick the | owest value as
the nmost preferred.

Thi s docunent updates [ RFC4271] Section 9.1.2.2 e) as follows:

* Renove from consideration any routes with an hi ghest forwarding
address preference value. This preference MAY be retrieved from
the resol ution | ookup of the forwarding address or MAY be
configured locally.

* For renmaining paths, the interior cost of a route is determ ned by
the nmetric of the resolving route to the forwardi ng address
appl ying the resolution constraints defined in Section 3.2. |If
the forwarding address for a route is reachable, but no cost can
be determ ned, the cost SHOULD be set by default to the maxi mum
al | oned cost.

Usi ng forwarding preference and forwardi ng address-based cost SHOULD
be enabl ed t hrough a configuration knob

Wth the exanple above and the internal tables defined bel ow, and
considering | owest preference value as the nost preferred one, BGP
woul d sel ect Path2 as best. Path2 and Path4 have the | owest
preference (10), then Path2 has the | owest internal cost (12).
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P/ m
Pat h1:
Pat h2:

Pat h3:

Pat h4:

[ oo oo
| Prefix, Color
+==—=—=—=—=—=—=—=—=—=—=—=—=
| 10.0.0.1, 200
L—::::::::::::::
| 10.0.0.2, 200
|
+==—=—=—=—=—=—=—=—=—=—=—=—=
| 10.0.0.3, 200
L—::::::::::::::
+o———————————=—=
| Prefix
===
| cafe:0:1::/48
|
+==—=—=—=—=—=—=—=—=—=—=—=—=
| cafe:0:2::/48
L—::::::::::::::
| cafe:0:3::/48
|
+==—=—=—=—=—=—=—=—=—=—=—=—=
| cafe:0:4::/48
L—::::::::::::::

Vroonen & Litkowski
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NH=10.0. 0.1 Col or: 200,

preference 100 (fromtable), cost 1001

NH=2001:: 2 SRv6-SID: cafe: 0:2:e002::

preference 10 (from BGP), cost 12

NH=10. 0. 0. 3

Tunnel - encap(L2TPv3, endpoint: 10.0.0.3, sessiD 1),
preference 1000 (from BGP), cost nax

NH=2001: : 4 SRv6-SID: cafe: 0: 4:e002::

preference 10 (from BGP), cost 14

Figure 4
bbb el s ool
| Preference | Metric | Forwarding data |
s sl el e el
| 10 | 1001 | interface |F1, |abel |
| | | stack {L1, L2, L3} |
s oo el s el s o1
| 10 | 1002 | interface IF2, |abel |
| | | stack {L4, L5} |
s sl el e el
| 10 | 1003 | interface |F1, |abel |
| | | stack {L6, L7, L8, L9} |
s oo el s el s o1
Table 4: 1 Pv4 Color routing table
b Sl Sl ey L —p—p——_———(—————(—————————
| Preference | Metric | Forwarding data |
s oo el s el s o1
| 5 | 11 | interface IF1, |abel |
| | | stack {L1, L2, L3} |
s sl el e el
| 5 | 12 | interface | F2, |abel |
| | | stack {L4, L5} |
s oo el s el s o1
| 5 | 13 | interface IF1, |abel |
| | | stack {L6, L7, L8, L9} |
s sl el e el
| 5 | 14 | interface |F1, |abel |
| | | stack {L10, L11, L12} |
s oo el s el s o1

Table 5: IPv6 routing table
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b ool s ooy oo e o}
| Destination | Session ID| Status |
[ S el e ety ey o
| 10.0.0.3 | 1 | up |
[ sty g —p—j—— e {—p———(———

Tabl e 6: L2TP session table

[5 emesfomms by e foss s o}
| Type | Preference |
[ s e s s s s e s e s e e s s e e s e e
| MPLS LSP (any signaling) | 100 |
| MPLS RSVP-TE LSP | 50 |
[5 emesfomms by e foss s o}
| SRv6 SID | 10 |
[ s e s s s s e s e s e e s s e e s e e
| Default | use value fromtable | ookup, use

| | 1000 if table provided no val ue

Table 7: BGP forwardi ng address preference configuration

3.5. Next hop and forwardi ng address tracking

A BGP speaker SHOULD track the resolvability of both the NEXT_HOP
attribute and the forwarding address. |f either the NEXT _HOP or the
forwardi ng address becones unresolvable or if the cost to reach
either the NEXT_HOP or the forwardi ng address changes, the BGP
speaker MJST re-evaluate the best path selection for all prefixes
usi ng the affected NEXT_HOP or forwardi ng address. This tracking
MJST be done for all paths, including the best path and non- best

pat hs.

4. Exampl e

The example below illustrates the |ogic of forwardi ng address
pref erence and cost conpari son.
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Fomm o + (MED)
PPm -- | PE1 |---------------- +
+- - - - - + |
|
Fooo-- + (M=10) +----+ ( M=5) Fooo-- +
PPm -- | PE2 |-------------- | PL |--------mmmm-- | PE4 |
+----- + +----+ +----- +
|
+----- + (M=15) |
PPm -- | PE3 |---------------- +
Fomm o +
Figure 5

In Figure 5, a prefix Pfmis reachable by PE4 from PElL, PE2, PE3
(with respectively NEXT_HOP N1, N2 and N3). Considering that the
network is a BGP free core, traffic nust be tunnel ed between edge
devices. Traffic destined to PPmis of high bandwi dth and requires
traffic-engineering to spread the traffic across the avail able |inks
of the core. RSVP-TE is used to provide traffic-engineering MPLS
tunnels. SR-MPLS is also used to provide best-effort reachability.
BGP is configured to use the route preference (or adm nistrative

di stance) fromtable | ookup as forwardi ng address preference. RSVP-
TE is given a better route preference than SR-MPLS. RSVP-TE tunne
to PE3 cannot be establi shed.

[ el Sy s —(—————— pl—p——_——— o
| Prefix | Protocol | Preference | Cost |
B ety ey Ly L p—j—_—
| NL | 1S1S | 100 | 10 |
+---- - - - F--- - - R I +------ +
| N2 | 1S1S | 100 | 15 |
F-------- I I +------ +
| N3 | 1S1S | 100 | 20 |
I R I +------ +

Table 8: IPv4 routing table of PE4

Vroonen & Litkowski Expires 20 April 2026 [ Page 13]



Internet-Draft BGP nh sel ecti on enhancenents Cct ober 2025

[ ool ool ey g
| Prefix | Protocol | Preference | Cost |
B il el e ety el
| N1 | 1S 1S SR| 110 | 10 |
F-------- I I +------ +
| N1 | RSVP-TE | 250 | 1000 |
I R I +------ +
| N2 | 1S 1S SR| 110 | 15 |
+---- - - - F--- - - R I +------ +
| N2 | RSVP-TE | 250 | 100 |
F-------- I I +------ +
| N3 | 1S1SSR| 110 | 20 |
I R I +------ +

Table 9: MPLS ingress tunnel table of PE4

As nentioned in Section 3.2, the case of BGP free-core requires BGP
on PE4 to be configured to allow the resolution the NEXT_HOP address
t hrough tunnels (of any type). Considering that PE4 maintains a
separate table for MPLS ingress tunnels, PE4 will look up for N1, N2,
N3 addresses only in this table. PE4 will first check the
resolvability of NI, N2 and N3. All are resolvable in the MPLS
ingress tunnel table. PE4 will end-up with the followi ng information
fromthe MPLS ingress tunnel table to conpare the path:

P/ m
Pat h1:
from PE1, NH=NL
cost 1000, forwardi ng address preference 250

Pat h2:
fromPE2, NH=N2
cost 100, forwarding address preference 250

Pat h3:
from PE3, NH=NH3
cost 20, forwardi ng address preference 110

Figure 6

PE4 will check the forwarding address preference of the paths. PE4
wi Il not consider the paths received from PE3 because the forwarding
address preference is |lower than others. Finally, PE4 will conpare
the internal costs between paths from PEL and PE2 as they have the
sanme preference and path fromPE2 will be elected as best because it
has the | owest cost.
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7.

As nmentioned in Section 3.5, if the RSVP-TE tunnel to PE2 goes down,
PE4 will re-evaluate the best path selection and will select the path
fromPEl1 as best. This is also true if the cost of RSVP-TE LSP to
reach N1 changes and becones | ower than the cost of LSP to reach N2.

I ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
Security Considerations

Thi s docunent nodifies BGP route sel ection process by using data
other than the next-hop address to performthe resolvability check as
well as to conpute the internal cost. This does not add any security
consi deration conpared to using the existing NEXT_HOP attribute
defined in [ RFC4271].
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