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Abst ract

There are end-users who believe encryption technol ogies |Iike |IPSec
alone are insufficient to protect the confidentiality of their highly
sensitive traffic flows. These end-users want their flows to
traverse devi ces which have been freshly apprai sed and verified for
trustworthiness. This specification describes Trusted Path Routi ng.
Trusted Path Routing protects sensitive flows as they transit a
network by forwarding traffic to/from sensitive subnets across
networ k devi ces recently apprai sed as trustworthy.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 8 January 2026

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

There are end-users who believe encryption technol ogies |Iike |IPSec
alone are insufficient to protect the confidentiality of their highly
sensitive traffic flows. These custoners want their highly sensitive
flows to be transported over only network devices recently verified
as trustworthy.

By using a router’s enbedded TPM based cryptoprocessors in
conjunction with the Renpte Attestation context established by
[I-Dietf-rats-ar4si], a network provider can identify potentially
conprom sed devices as well as potentially exploitable (or even
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3.

3.

exploited) vulnerabilities. Using this know edge, it is then
possible to redirect sensitive flows around these devices whil e other
renedi ati ons are potentially considered by Network Operations.

Trusted Path Routing allows the establishing Trusted Topol ogi es which
only include trust-verified network devices. Menbership in a Trusted
Topol ogy is established and mai ntai ned via an exchange of Stanped
Passports at the link |layer between peering network devices. As
links to Attesting Devices are appraised as neeting at | east a

m ni mum set of formally defined Trustworthiness Cains, the links are
then included as nenbers of this Trusted Topol ogy. Routing protocols
are then used to propagate topol ogy state throughout a network.

I P Packets to and from end-user designated Sensitive Subnets are then
forwarded into this Trusted Topol ogy at each network boundary. This
is done by an end user identifying sensitive |P subnets where flows
with applications using these | P subnets need enhanced privacy
guarantees. Trusted Path Routing passes flows to/fromthese
Sensitive Subnets over a Trusted Topol ogy able to nmeet these
guarantees. The Trusted Topol ogy itself consists of the

i nterconnection of network devices where each potentially transited
devi ce has been verified as achieving a specific set of
Trustworthiness Clains during its nost recent trustworthiness
appraisal. Interesting sets of Trustworthiness Cainms mght be
marketed to end-users in the foll owi ng ways:

* all transited devices have booted with known hardware and firmare

* all transited devices are froma specific set of vendors and are
runni ng known software containing the | atest patches

* no guarantees provided
My Section

foo
Ter m nol ogy

1. Terns

The following terns are inported from|[RFC9334]: Attester, Evidence,
Passport, Relying Party, and Verifier.

The following terns are inpored from([I-D.ietf-rats-ar4si]:
Trustworthi ness Caim Trustworthiness Vector, AR-augnented Evidence

Newl y defined ternms for this docunent:
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Attested Device --- a network connected Attester where a Verifier’'s
nmost recent apprai sal of Evidence has returned a Trustworthiness
Vect or.

St anped Passport --- AR-augnented Evi dence which can take two forns.

First if the Attester uses a TPM2, the the Verifier Proof-of-
Freshness includes the <cl ock>, <reset-counter>, <restart-counter>
and <safe> objects froma recent TPM2 quote nmade by that Attester
and the Relying Party Proof-of-Freshness is returned along with
the tineticks as objects enbedded within the nost recent TPM quote
signed by the same TPM2. Second, if the Attester uses a TPM. 2:
the Verifier Proof-of-Freshness includes a global tinmestanp from
that Verifier, and the Relying Party Proof-of-Freshness is
enbedded within a nore recent TPM quote signed by the sane TPM
Attesting Environment.

Sensitive Subnet --- an I P address range where |P packets to or from
that range desire confidentially guarantees beyond those of non-
identified subnets. |In practice, flows to or froma Sensitive

Subnet nust only have their | P headers and encapsul ated payl oads
accessible/visible only by Attested Devices supporting one or nore
Trustworthi ness Vectors.

Transparently-Transited Device --- a network device within an
net wor k domai n where any packets originally passed into that
networ k domain are conpl etely opaque on that network device at
Layer 3 and above.

Trusted Topology --- a topol ogy which includes only Attested Devices
and Transparently-Transited Devices.

3.2. Requirenments Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

4. I nplenentation Prerequisites
The specification is a valid instance of [I-D.ietf-rats-ar4si]. This
speci fication works under the foll owi ng protocol and preconfiguration
prerequi site assunptions:
* Al Attested Devices support the TPMrenote attestation profile as

|l aid out in [ RATS-Device], and include either [TPM2.0] or
[ TPML. 2] .
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* One or nore Verifier A's as defined in [I-D.ietf-rats-ar4si]
"Interaction Model’ continuously apprai se each of the Attested
Devices in a network domain, and these Verifiers return the
Attestation Results back to each originating Attested Device.

* The Attested Devices are connected via link layer protocols such
as [ MACSEC] or [IEEE-802.1X].

* Each Attester can pass a Stamped Passport to a Relying Party /
Verifier B as defined in [I-D.ietf-rats-ar4si] 'Interaction NMdel
within [ RFC3748] over that |ink |ayer protocol

* A Trusted Topol ogy such as [I-D.ietf-Isr-flex-algo] exists in an
| GP domain for the forwarding of Sensitive Subnet traffic. This
Topology will carry traffic across a set of Attested Devices which
currently neet at a defined set of Trustworthiness Vectors.

* A Relying Party is able to use nechani sns such as
[I-Dietf-lIsr-flex-algo]’'s affinity to include/exclude |inks as
part of the Trusted Topol ogy based on the appraisal of a Stanped
Passport .

* Custoner designated Sensitive Subnets and their requested
Trustwort hiness Vectors have been identified and associated with
external interfaces to/from Attested Devices at the edge of a
network. Traffic to a Sensitive Subnet can be passed into the
Trusted Topol ogy by the Attested Device.

* Relying Party/Verifier B trusts information signed by Verifier A
Verifier B has al so been pre-provisioned with certificates or
public keys necessary to confirmthat Stanped Passports came from
Verifier A

5. End-to-end Sol ution
5.1. Network Topol ogy Assenbly

To be included in a Trusted Topol ogy, Stanped Passports are shared
bet ween Attested Devices (such as routers) as part of link |ayer

aut hentication. Upon receiving and appraising the Stanped Passport
during the link layer authentication phase, the Relying Party
Attested Device decides if this link should be added as an active

adj acency for a particular Trusted Topology. |In Figure 1 below, this
m ght be done by applying an Appraisal Policy for Attestation
Results. The policy within each device m ght specify the eval utation
of a "hardware’ claimas defined in [I-D.ietf-rats-ar4si],

Section 2.3.4. Wth the appraisal, an Attesting Device be nost
recently appraised with the 'hardware’ Trustworthiness Claimin the
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"affirming’ range. |If Attested Device has been appraised outside
that range, it would not becone part of the Trustworthy Topol ogy.

When enough |inks have been successfully added, the Trusted Topol ogy

wi || support edge-to-edge forwarding as routing protocols flood the
adj acency information across the network donain.

| Attested | | Edge |
R . | Device 'x' | | Attested
| Attested | | | | Device
| Device | | I I I
| | ] trust>--------------- <no_trust |
| no_trust>--<trust I o | ---Sensitive
| I S trust >==<t r ust | Subnet
| trust >==================<t r ust | | |
Y e e e e e e oo o L) | | Y e e e e e e oo o L)
| Attested
| Device |

Figure 1: Trusted Path Topol ogy Assenbly

As the process described above repeats over tinme across the set of
links within a network domain, Trusted Topol ogi es can be extended and
mai ntained. Traffic to and from Sensitive Subnets is then identified
at the edges of the network domain and passed into this Trusted
Topology. Traffic exchanged with Sensitive Subnets can then be
forwarded across that Trusted Topol ogy fromall edges of the network
domain. After the initial Trusted Topol ogy establishnent, new and
exi sting devices will continue to provide incremental Stanped
Passports. As each link is added/renoved fromthe Trusted Topol ogy,
the topology will adjust itself accordingly.

Utimately froman operator and users point of view, the delivered
network will be nore secure and therefore the service provided nore
val uable. As network operators attach great inportance to the innate
security of links, also delivering security for transited network and
net wor ki ng devices will al so prove val uabl e.

5.2. Attestation Information Fl ows
Critical to the establishnent and mai ntenance of a Trusted Topol ogy
is the Stanped Passport. A Stanped Passport is conprised of Evidence

fromboth an Attester and a Verifier. A Stanped Passport is a valid
type of AR-augnented evidence as described in [I-D.ietf-rats-ardsi].
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St anped Passports are exchanged between adj acent network devi ces over
a link layer protocols like 802.1x or MACSEC. As both sides of a
l'ink may need m ght need to appraise the other, independent Stanped
Passports will often be transmtted fromeither side of the Iink.
Additionally, as link | ayer protocols will continuously re-
authenticate the link, this allows for fresh Stanped Passports to be
constantly apprai sed by either side of the connection

Each Stanped Passport will include the nost recent Verifier provided
Attestation Results, as well as the nost recent TPM Quote for that
Attester. Upon receiving this information as part of link |ayer

aut hentication, the Relying Party Router appraises the results and
decides if this link should be added to a Trusted Topol ogy.

Figure 2 describes this flow of information using the time
definitions described in [ RFC9334], and the information flows defined
in Section 7 of [RATS-Interactions]. This figure is also a valid
enmbodi nent of the "Interaction Mdel" described within
[I-Dietf-rats-ar4si]. (Note that the Relying Party must al so be an
Attested Device in order to attract Sensitive Subnet traffic which
may flow fromthe Attester.)
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I Attester |
| |
| (Attested Device |
| / Router) e T .
I | | Relying Party |
| | TPM based | | | /| Verifier B |
| | Attesting | | i e - . | |
| | Environment | | | Verifier | | (Attested Device |
R " | A | | /' Router) |
time(VQ | |
| <------ nonce-------------- ti me(NS) |
I I I
tim(EQ(1)------ Evi dence------------ >| |
I ti me(RG I
| <------ Attestation Results-(2) |
time(VG)? | |
| <------ NONCE--------- - s m e oo oo oo (3)time(NSs)
I
tine(EG)(4)------ St anped Passport---------------------- >
| time(RG,RA")(5)
(6)
time(RX)

Figure 2: Trusted Path Tim ng

To summari ze Figure 2 above, Evidence about a specific Attester is
generated. Sone subset of this evidence will be in the form of PCR
quot es which are signed by a TPMthat exists as the Attester’s
Attesting Environnment. This Evidence will be delibered to and
apprai sed by Verifier A. Verifier Awll then appraise the Attester
and give it a Trustworthiness Vector. This Trustworthiness Vector is
then signed by Verifier A and be returned as Attestation Results to
the Attester. Later, when a request conmes in froma Relying Party,
the Attester assembles and returns a Stanped Passport. The Stanped
Passport contains all the information necessary for Verifier Bto
apprai se the nost recent Trustworthiness Vector of the Attester.
Based on the Verifier B appraisal, the link will be included or not
in a Trusted Topol ogy mai ntained on the Relying Party.

More details on the mechani sns used in the construction,
verification, and transmtting of the Stanped Passport are listed
bel ow. These nunbers match to both the nunbered steps of Figure 2
and nunbered steps described in Section 3 of [I-D.ietf-rats-ar4si]:
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5.

5.

2.

2.

1. Step 1

Evi dence about and Attester is generated. A portion of this Evidence
will include a PCR quote signed by a TPM private LDevl D key that
exists within the Attester’s TPM based Attesting Environnent. The
Attester sends a signed TPM Quote which includes PCR neasurenents to
Verifier A at tinme(EQ.

There are two alternatives for Verifier Ato acquire this signed
Evi dence:

* Subscription to the <attestation> streamdefined in
[ stream subscription]. Note: this method is recomended as it
will mnimze the interval between when a PCR change is made in a
TPM and when the PCR change appraisal is incorporated within a
subsequent Stanped Passport.

* Periodic polling of RPC <tpnR0-chal |l enge-response-attestati on> or
the RPC <t pml2-chal | enge-response-attestati on> which are defined
in[l-Dietf-rats-yang-tpmcharra]l.

2. Step 2

Verifier A appraises the Evidence from Step 1. A portion of this
apprai sal process will follow the appraisal process flow described

bel ow. This appraisal process MIST be able to set at |east the
followi ng set of Trustworthiness Clains from[Il-D.ietf-rats-ar4si]:
"hardware’, 'instance-identity’', and 'executables’. The

establ i shnent of a Trustworthi ness Vector uses the following Figure 3
logic on the Verifier:
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Start: TPM Quote Received, |og received, or appraisal tiner expired
for the the Attesting network device.

Apprai sal 0: set Trustworthiness Vector = Null

Appraisal 1: Is there sufficient fresh signed evidence to appraise?
(yes) - No Action
(no) - Goto End

Apprai sal 2: Appraise Hardware Integrity PCRs
if (hardware NOT "0") - push onto vector
if (hardware NOT affirm ng or warning), go to End

Apprai sal 3: Appraise Attesting Environment identity
if (instance-identity <> "0") - push onto vector

Apprai sal 4: Apprai se executabl e | oaded and filesystemintegrity
i f (executables NOT "0") - push onto vector
if (executables NOT affirm ng or warning), go to End

Apprai sal 5: Appraise all remaining Trustworthiness d ains
I ndependently and set as appropriate.

End
Figure 3: Verifier A Appraisal Flow

After the appraisal and generation of the Trustworthi ness Vector, the
followi ng are assenbled as the set of Attestation Results fromthis
particul ar appraisal cycle:

(2.1) the Public Attestation Key which was used to validate the TPM
Quote of Step 1. This is encoded by <public-key>, <public-key-
format >, and <public-key-al gorithmtype>.

(2.2) the appraised Trustworthiness Vector of the Attester as
calculated in Figure 3

(2.3) the PCR state information fromthe TPM Quote of (1) plus the
time informati on associated with the TPM Quote of (1). Specifically
if the Attester has a TPM2, then the values of the TPM PCRs are
included (i.e., <TPM2B DI GEST>, <tpnR0-hash-al go> and <pcr-index>),
as are the timng counters fromthe TPM (i.e., <clock> <reset-
counter>, <restart-counter>, and <safe>). Likewise if the Attester
has a TPML. 2, the TPM PCR val ues of the <pcr-index> and <pcr-val ue>
are included. Timng information cones fromthe Verifier itself via
the <tinmestanp> object.
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(2.4) a Verifier A signature across (2.1) though (2.3). This
signature is encoded by <verifier-signature> <verifier-key-
al gorithmtype>, and <verifier-signature-key-nanme>

I medi ately subsequent to each Verifier appraisal cycle of an
Attester, these Attestation Results MJST be pushed to the Attesting
Router. This is done via a daatstore wite to the follow ng YANG
model on the Attester. A YANG tree showing the rel evant YANG obj ects
is below The YANG nodel describing each of these objects is
described later in the docunent. Note however that although the YANG
nmodel shows the specific objects which are needed, the specific set

of objects needs to be encoded in CDDL. This nakes the payl oad going
over TLS nore efficient. Look for this encoding in a new version of
the draft which is pending.
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modul e: ietf-trustworthiness-clains
+--rw attestation-results!
+--rw (tpmspecification-version)?
+--:(tpnR0-attestation-results-cddl) {taa:tpnR0}~
|  +--rw tpnR0-attestation-results-cddl
+--rw trustwort hi ness-vector

| +--rw hardware? har dwar e

| +--rwinstance-identity? i nstance-identity

| +--rw executabl es? execut abl es

| +--rw configuration? configuration

+--rw t pnR0- pcr-sel ecti on* [t pnR0-hash-al go]

| +--rw tpnR0-hash-al go i dentityref

| +--rw pcr-index* tpm pcr

+--rw TPM2B_DI GEST bi nary
+--rw cl ock ui nt 64
+--rw restart-counter ui nt 32
+--rw safe bool ean

+--rw attester-certificate-nane

| tpmcertificate-name-ref

+--rw appraisal -ti mest anp

| yang: dat e-and-ti ne

+--rw verifier-algorithmtype i dentityref

+--rw verifier-signature bi nary

+--rw verifier-certificate-keystore-ref

tpmcertificate-name-ref
+--:(tpnl2-attestation-results-cddl) {taa:tpml2}?

+--rw tpml2-attestation-results-cddl

+--rw trustwort hi ness-vector

I
I
I
|
I
I
I
I
I
|
| +--rw reset-counter ui nt 32
I
I
I
I
|
I
I
I
I
I

| +--rw hardware? har dwar e

| +--rwinstance-identity? i nstance-identity

| +--rw executabl es? execut abl es

| +--rw configuration? configuration

+--rw pcr-index* pcr

+--rw t pml2- pcr-val ue* bi nary
+--rw t pml2- hash-al go i dentityref

+--rw TPML2- quot e- ti mest anp

| yang: dat e-and-ti ne

+--rw attester-certificate-nane

| tpmcertificate-name-ref

+--rw apprai sal -ti nestanp

| yang: dat e-and-ti ne

+--rw verifier-algorithmtype i dentityref

+--rw verifier-signature bi nary

+--rw verifier-certificate-keystore-ref
tpmcertificate-nanme-ref

Figure 4: Attestation Results Tree
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5.

5.

2.3. Step 3

At time(NS ) sonme formof time-based freshness (such as a nonce or
Epoch Handl e [ RATS-Interactions]) will be generated in a way which
makes it available to the Relying Party. Soon after tinme(NS ), a
Relying Party will make a Link Layer authentication request to an
Attester via a either [ MACSEC] or [I|EEE-802.1X]. This connection
request MJST expect the return of [RFC3748] credentials fromthe
Attester.

2.4. Step 4

Upon recei pt of the Link Layer request from Step 3, a Stanped
Passport is generated and sent to the Relying Party. The Stanped
Passport MJST include the foll ow ng:

(4.1) The Attestation Results from Step 2

(4.2) New signed, verifiably fresh PCR nmeasurenents based on a TPM
quote at tinme(EG ) which incorporates the freshness information known
by the Relying Party fromStep 3. |If it is a nonce, the freshness
information will have been delivered as part of the link |ayer
connection request in Steps 3.

St anped Passports contain followi ng objects, defined in this docunent
via YANG A subsequent draft will convert the objects below into
CDDL format so that the objects can efficiently be passed over EAP.

If an Attester includes a TPM2, these YANG objects are:
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+---n tpnR0- st anped- passport
+--ro0 attestation-results
+--ro trustworthi ness-vector

| +--ro hardware? har dwar e

| +--ro instance-identity? i nstance-identity

| +--ro executables? execut abl es

| +--ro configuration? configuration

+--ro tpnR0-pcr-sel ection* [tpnR0-hash-al go]

| +--ro tpnR0-hash-al go identityref

| +--ro pcr-index* t pm pcr

+--ro TPM2B DI GEST bi nary
+--ro cl ock ui nt 64
+--ro restart-counter ui nt 32
+--ro safe bool ean

+--ro attester-certificate-nane

| tpmcertificate-nane-ref

+--ro0 appraisal-tinestanp

| yang: dat e-and-ti ne

+--ro verifier-algorithmtype i dentityref

+--ro verifier-signature bi nary

+--ro verifier-certificate-keystore-ref
tpmcertificate-nane-ref

+--ro tpnR0-quote
+--ro TPMS_QUOTE_I NFO bi nary
+--ro0 quote-signature bi nary

I
I
I
I
I
I
I
I
I
I
| +--ro reset-counter ui nt 32
I
I
I
I
I
I
I
I
I
I

Figure 5: YANG Tree for a TPM2 Stanped Passport
Note that where a TPM2.0 is used, the PCR nunbers and hash al gorithms
quoted in Step 1 MJUST nmatch the PCR nunbers and hash al gorithns
quoted in this step.

And if the Attester is a TPML. 2, the YANG object are:
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+---n tpml2- st anped- passport
+--ro0 attestation-results
+--ro trustworthi ness-vector

| +--ro hardware? har dwar e

| +--ro instance-identity? i nstance-identity

| +--ro executables? execut abl es

| +--ro configuration? configuration

+--ro0 pcr-index* pcr

+--ro tpml2-pcr-val ue* bi nary
+--ro tpml2- hash-al go identityref

I
I
I
I
I
I
I
I
| +--ro TPML2- quote-timestanp
| yang: dat e-and-ti ne
| +--ro attester-certificate-name
| tpmcertificate-name-ref
| +--ro appraisal-tinestanp
| yang: dat e-and-ti ne
| +--ro verifier-algorithmtype i dentityref
| +--ro verifier-signature bi nary
| +--ro verifier-certificate-keystore-ref
| tpmcertificate-name-ref
+--ro tpml2-quote
+--ro TPM QUOTE2? bi nary

Figure 6: YANG Tree for a TPML.2 Stanped Passport

Wth either of these passport formats, if the TPM quote is verifiably
fresh, then the state of the Attester can be apprai sed by a network
peer.

Note that with [ MACSEC] or [|EEE-802.1X], Step 3 plus Step 4 will
repeat periodically independently of any subsequent iteration Steps 1
and Step 2. This allows for periodic reauthentication of the Iink
layer in a way not bound to the updating of Verifier A's Attestation
Resul ts.

5.2.5. Step 5
Upon recei pt of the Stanped Passport generated in Step 4, the Relying
Party appraises this Stanmped Passport as per its Appraisal Policy for
Attestation Results. The result of this application will determ ne
how t he Stanped Passport will inpact adjacencies within a Trusted
Topol ogy. The decision process is as foll ows:
(5.1) Verify that (4.2) includes the freshness context from Step 3.
(5.2) Use a local certificate to validate the signature (4.1).

(5.3) Verify that the hash from (4.2) matches (4.1)
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(5.4) Use the identity of (2.1) to validate the signhature of (4.2).

(5.5) Failure of any steps (5.1) through (5.4) means the |ink does
not neet mnimumvalidation criteria, therefore appraise the link as
having a null Verifier B Trustworthiness Vector. Junp to Step 6.

(5.6) Compare the tine(EG TPM state to the tine(EG) TPM state

*

If TPM2. O

1.

If the <TPM2B DI GEST>, <reset-counter>, <restart-counter> and
<saf e> are equal between the Attestation Results and the TPM
Quote at time(EG ) then Relying Party can accept (2.1) as the
link’s Trustworthiness Vector. Junmp to Step 6.

2. If the <reset-counter>, <restart-counter> and <safe> are equal
between the Attestation Results and the TPM Quote at
time(EG ), and the <clock> object fromtinme(EG ) has not
i ncremented by an unaccept abl e nunber of seconds since the
Attestation Result, then Relying Party can accept (2.1) as the
link’s Trustworthiness Vector. Junmp to Step 6.)

3. Assign the link a null Trustworthiness Vector.

* | f TPML. 2

1. If the <pcr-index> s and <tpml2-pcr-value> s are equal between
the Attestation Results and the TPM Quote at tinme(EG ), then
Relying Party can accept (2.1) as the link's Trustworthiness
Vector. Junp to step (6).

2. If the time hasn’t increnented an unacceptabl e nunmber of
seconds fromthe Attestati on Results <tinmestanp> and the
system clock of the Relying Party, then Relying Party can
accept (2.1) as the link’s Trustworthiness Vector. Junp to
step 6.)

3. Assign the link a null Trustworthiness Vector.

(5.7) Assenble the Verifier B Trustworthiness Vector
1. Copy Verifier A Trustworthiness Vector to Verifier B
Trustwort hi ness Vect or
2. Prune any Trustworthiness Cainms the Relying Party doesn’t accept
fromthis Verifier.
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5.2.6. Step 6

After the Trustworthiness Vector has been validated or reset, based
on the link’s Trustworthiness Vector, the Relying Party adjusts the
link affinity of the corresponding ISIS[I-D.ietf-1sr-flex-al go]
topology. I1SISw Il then replicate the Iink state across the | GP
domain. Traffic will then avoid links which do not have a qualifying
Trustwort hi ness Vector.

6. YANG Modul e

Thi s YANG nodul e i nports nodul es from
[I-Dietf-rats-yang-tpmcharra], [I-D.ietf-netconf-crypto-types] and
[ RFC6021] .

<CODE BEG NS> ietf-trustworthiness-cl ai ns@024-07-07. yang
nmodul e ietf-trustworthiness-clainms {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-trustworthiness-clains";
prefix tc;

import ietf-yang-types {
prefix yang;
}

inmport ietf-tcg-algs {
prefix taa;
ref erence
"draft-ietf-rats-yang-tpmcharra"”
}
inmport ietf-tpmrenote-attestation {
prefix tpm
ref erence
"draft-ietf-rats-yang-tpmcharra"”

}

organi zation "I ETF";

cont act
"WG Web: <http://tools.ietf.org/wy/rats/>
WG List: <mailto:rats@etf.org>

Edi t or: Eric Voit
<mai | to: evoit @i sco. conp";

description

"Thi s nodul e contai ns conceptual YANG specifications for
subscribing to attestati on streans being generated from TPM chi ps.
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Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the license
terns contained in, the Sinplified BSD License set forth in
Section 4.c of the | ETF Trust’s Legal Provisions Relating to | ETF
Docurments (https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision 2021-11-03 {
description
"Initial version.";
ref erence
"draft-voit-rats-trustworthy-path-routing”;

/*
* TYPEDEF
*/

typedef trustworthiness-claim{
type int8;
description
"A Verifier asserted val ue designed to enable a common
understanding of a Verifier trustworthiness appraisal. The
val ue assignments for this 8 bit signed integer will follow
t hese gui del i nes:

Affirmng: The Verifier affirns the Attester support for this
aspect of trustworthiness
- Values 2 to 31: A standards enunerated reason for affirmng.
- Values -2 to -32: A non-standard reason for affirm ng.

Warni ng: The Verifier warns about this aspect of trustworthiness.
- Values 32 to 63: A standards enunerated reason for the
war ni ng.
- Values -33 to -64: A non-standard reason for the warning.

Contraindi cated: The Verifier asserts the Attester is explicitly
untrustworthy in regard to this aspect.
- Values 64 to 127: A standards enunerated reason for the
contrai ndi cati on.
- Values -65 to -128: A non-standard reason for the
contraindi cation.

Bi rkhol z, et al. Expi res 8 January 2026 [ Page 18]



| nt er net -

}

Draft trust-path July 2025

None: The Verifier makes no assertions about this Trustworthiness
Claim The followi ng values are reserved with the follow ng
meani ngs across all instances of trustworthiness-claim

- Value 0: Note: this should always be al ways treated
equivalently by the Relying Party as no cl ai m bei ng nade.
l.e., the RPs Appraisal Policy for Attestation Results
SHOULD NOT nmke any distinction between a Trustworthiness
Claimwith enumeration '0’, and no Trustworthiness Caim
bei ng provi ded.

- Value 1: The Evidence received contains unexpected el enents
which the Verifier is unable to parse. An exanple night be
that the wong type of Evidence has been delivered.

- Value -1: An unexpected error occurred during the Verifier’s
apprai sal processing. Note: while no claimis being made, the
Rel ying Party MAY nake a distinction between a
Trustworthiness laimw th enuneration '-1', and no
Trust wort hi ness C ai m bei ng provided.";

typedef hardware {
type trustworthiness-claim
description

Bi r khol z,

"A Verifier has appraised any Attester hardware and firmware
which are able to expose fingerprints of their identity and
runni ng code.

The followi ng are specific reserved val ues of hardware and
t he nmeani ngs of these reserved val ues:

0: No assertion

1: The Verifer cannot parse unexpected Evi dence

-1:Verifier mal function

2: An Attester has passed its hardware and/or firmare
verifications needed to denmonstrate that these are

genui ne/ support ed.

32: An Attester contains only genui ne/ supported hardware and/or
firmvare, but there are known security vulnerabilities.

96: Attester hardware and/or firmvare is recognized, but its
trustworthiness i s contraindi cat ed.

97: A Verifier does not recognize an Attester’s hardware or
firmvare, but it should be recognized.";
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typedef instance-identity {

type trustworthiness-claim

description
"A Verifier has appraised an Attesting Environnment’s uni que
identity based upon private key signed Evidence whi ch can be
correlated to a unique instantiated instance of the Attester
(Note: this Trustworthiness C aimshould only be generated if
the Verifier actually expects to recognize the unique identity
of the Attester.)

The followi ng are specific reserved val ues of instance-identity
and t he nmeani ngs of these reserved val ues:

0: No assertion
1: The Verifer cannot parse unexpected Evi dence
-1: Verifier mal function

2: The Attesting Environment is recognized, and the associ ated
instance of the Attester is not known to be conprom sed.

96: The Attesting Environnment is recognized, and but its unique
private key indicates a device which is not trustworthy.

97: The Attesting Environment is not recogni zed; however the
Verifier believes it should be.";

}

typedef executabl es {
type trustworthiness-cl aim
description
"A Verifier has appraised and evaluated relevant runtime fil es,
scripts, and/or other objects which have been | oaded into the
Target environnent’s nenory.

The following are specific reserved val ues of executabl es and
t he meani ngs of these reserved val ues:

0: No assertion

1: The Verifer cannot parse unexpected Evi dence

-1: Verifier mal function

2: Only a recogni zed genui ne set of approved executabl es,

scripts, files, and/or objects have been | oaded during
and after the boot process.
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32:

33:

96:

99:

}

Only a recogni zed genui ne set of approved executabl es have
been | oaded during the boot process.

Only a recogni zed genui ne set of executables, scripts, files,
and/ or objects have been | oaded. However the Verifier cannot
vouch for a subset of these due to known bugs or other known
vul nerabilities.

Runtime nmenory includes executables, scripts, files, and/or
obj ects which are not recogni zed.

Runtinme nenory includes executables, scripts, files, and/or
obj ect which are contraindi cat ed.

Cryptographi c validation of the Evidence has failed.";

typedef configuration {

type

trustwort hi ness-cl ai m

description
"A Verifier has appraised an Attester’s configuration, and is
abl e to make concl usi ons regardi ng the exposure of known
vul nerabilities.

The following are specific reserved values of configuration and
t he meani ngs of these reserved val ues:

0: No assertion
1. The Verifer cannot parse unexpected Evi dence
-1: Verifier mal function
2: The configuration is a known and approved config
3: The configuration includes or exposes no known vul nerabilities
32: The configuration includes or exposes known vul nerabilities
64: The configuration is unsupportable as it exposes unacceptabl e
security vulnerabilities.";
}
/*
* GROUPI NGS
*/
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groupi ng trustwort hi ness-vector {
description
"Al'lows the inclusion of a Trustworthiness Vector into
ot her constructs.";
contai ner trustworthiness-vector {
description
"One or nore Trustworthiness Cainms assigned which expose the
Verifiers evaluation of the Evidence associated with the
Al K whi ch signed as associated TPM Quote.";
| eaf hardware {
type hardware;
description
"An 8 bit signed integter encoded per the typedef.";

| eaf instance-identity {
type instance-identity;
description
"An 8 bit signed integter encoded per the typedef.";
}

| eaf executabl es {
type execut abl es;
description
"An 8 bit signed integter encoded per the typedef.";
}

| eaf configuration {
type configuration
description
"An 8 bit signed integter encoded per the typedef.";
}

}
}

groupi ng verifier-evidence {
description
"Evi dence generated by the Verifier.";
| eaf appraisal-tinmestanmp {
type yang: date-and-ti ne;
mandat ory true;
description
"The timestanp of the Verifier's appraisal. This can be used
by a Relying Party to determne the freshness of the
attestation results.";

| eaf verifier-algorithmtype {
type identityref {
base taa: asymmetric;

mandat ory true;
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description
"Platformasymetric algorithmused in the Verifier signature
process.";

| eaf verifier-signature {

type binary;

mandat ory true;

description
"Signature of the Verifier across all the current objects in
the attestation-results container except for 'verifier-
signature’ and 'verifier-certificate-keystore-ref’
Thi s assunes CDDL encodi ng of the objects in the current
order of this YANG nodel .";

| eaf verifier-certificate-keystore-ref {
type tpmecertificate-nane-ref;
mandat ory true;
description
"Areference to a specific certificate to an asymetric key
in the Keystore for the Verifier which can be used to validate
the "verifier-signature’. Note that the
"nane’ reference nust be globally unique so that it can be
read by the Relying Party in a way which identifies a
specific Verifier.";
}
}

groupi ng tpnR0-cddl -attestation-results {
description
"El ements conbined into a CDDL representation for TPM2.0.";
uses trustworthiness-vector;
list tpnR0-pcr-selection {
key "t pnR0-hash-al go";
description
"Specifies the list of PCRs and Hash Al gorithns used by the
Verifier.";
reference
"https://wmv. trust edconputi nggroup. or g/ wp- cont ent / upl oads/
TPM Rev- 2. 0-Part-2-Structures-01. 38. pdf Section 10.9.7";
uses tpmt pnR0- hash-al go;
| eaf-1ist pcr-index {
type tpm pcr
description
"The nunbers of the PCRs associated with the TPM2B DI GEST. ";
}

}
| eaf TPM2B DI GEST {
mandat ory true;
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type binary;

description
"A hash of the | atest PCR values (and the hash al gorithm used)
whi ch have been returned froma Verifier for the selected PCRs
identified within TPM._PCR SELECTI ON. ";

reference
"https://wwmv. trust edconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Rev- 2. 0-Part-2-Structures-01. 38. pdf Section 10.12.1";

| eaf clock {
mandat ory true;
type uint 64;
description
"Clock is a nobnotonically increasing counter that advances
whenever power is applied to a TPM2. The value of Cock is
i ncremented each nmillisecond.";
ref erence
"https://ww.trustedconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Rev-2.0-Part-2-Structures-01. 38. pdf Section 10.11.2";
}
| eaf reset-counter {
mandat ory true;
type uint32;
description
"This counter increments on each TPM Reset. The npbst common
TPM Reset woul d be due to a hardware power cycle.";
ref erence
"https://ww.trustedconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Rev- 2. 0-Part-2-Structures-01. 38. pdf Section 10.11.3";

| eaf restart-counter {

mandat ory true;

type uint32;

description
"This counter shall increnent by one for each TPM Restart or
TPM Resune. The restart Count shall be reset to zero on a TPM
Reset.";

reference
"https://wwv. trust edconputi nggroup. or g/ wp- cont ent / upl oads/
TPM Rev- 2. 0-Part-2-Structures-01. 38. pdf Section 10.11.4";

| eaf safe {
mandat ory true;
type bool ean;
description
"This paraneter is set to YES when the value reported in O ock
is guaranteed to be unique for the current Owmer. It is set to
NO when t he value of C ock may have been reported in a previous
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attestation or access.";

ref erence
"https://wwv. trust edconputi nggroup. or g/ wp- cont ent / upl oads/
TPM Rev-2.0-Part-2-Structures-01. 38. pdf Section 10.11.5";

| eaf attester-certificate-nane {
mandat ory true;
description
"The Attester is associated with these results.”;
type tpmecertificate-nane-ref;

uses verifier-evidence;

}

groupi ng tpnl2-cddl -attestation-results {
description
"El enents conbined into a CDDL representation for TPML.2.";
uses trustworthiness-vector;
uses tpmtpml2-pcr-sel ection
leaf-1ist tpnl2-pcr-val ue {
type binary;
description
"The list of TPM PCRVALUEs from each PCR sel ected in sequence
of tpml2-pcr-selection.”;
reference
"https://wmv. trust edconputi nggroup. or g/ wp- cont ent / upl oads/
TPM Mai n-Part-2-TPM Structures_vl1.2 rev116_01032011. pdf
Section 10.9.7";
}
uses tpmtpnl2- hash-al go {
refine "tpml2-hash-al go" {
mandat ory true;
}

| eaf TPML2- quot e-ti mestanp {

type yang: date-and-ti ne;

mandat ory true;

description
"The timestanp for when the indicator of freshness (such as a
nonce) was generated. This is the indicator of freshness
whi ch was used in the generation of the TPML.2 quote. This
timestanp can be used by a Relying Party to determ ne the
freshness of the attestation results.";

| eaf attester-certificate-nane {
mandat ory true;
description
"The Attester is associated with these results.”;
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type tpmcertificate-nanme-ref;

uses verifier-evidence;

}

/*
* NOTI FI CATI ONS
*/

notification tpnR0-stanped-passport {
description
"The augnentation of the npst recent Attestation Results
delivered froma Verifier with a TPM2.0 Quote.";
container attestation-results {
description
"The latest Verifier delivered Attestation Results.";
uses tpnR0-cddl -attestation-results;
}
cont ai ner tpnR0-quote {
description
"The TPM2.0 quote delivered in response to a connectivity
request.";
| eaf TPM5_QUOTE_I NFO {
type binary;
mandat ory true;
description
"A hash of the |atest PCR val ues (and the hash al gorithm
used) which have been returned froma Verifier for the
sel ected PCRs and Hash Al gorithns.";
ref erence
"https://wwmv. trust edconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Rev- 2. 0-Part-2-Structures-01. 38. pdf Section 10.12.1";

| eaf quote-signature {
type binary;
mandat ory true;
description
"Quote signature returned by TPM Quote. The signature was
generated using the key associated with the
certificate 'name’.";
ref erence
"https://ww.trust edconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Rev-2.0-Part-2-Structures-01. 38. pdf Section 11.2.1";
}
}
}

notification tpnl2-stanped-passport {
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description
"The augnentation of the nbst recent Attestation Results
delivered froma Verifier with a TPML. 2 Quote.";
container attestation-results {
description
"The latest Verifier delivered Attestation Results.";
uses tpnil2-cddl -attestation-results;
}
cont ai ner tpml2-quote {
description
"The TPML.2 quote delivered in response to a connectivity
request.";
| eaf TPM QUOTE2 {
type binary;
description
"Result of a TPML.2 Quote2 operation. This includes PCRs,
signatures, locality, the provided nonce and other data which
can be further parsed to appraise the Attester.";
reference
"TPML. 2 commands rev116 July 2007, Section 16.5";
}
}
}

/*
* DATA NODES
*/

container attestation-results {

presence
"Indicates that Verifier has appraised the security posture of
the Attester, and returned the results within this container.";

description
"Retains the npst recent Attestation Results for this Attester
It must only be witten by a Verfier which is to be trusted by a
Relying Party.";

choi ce tpm specification-version {
description
"Identifies the cryptoprocessor APl set which drove the
Attestation Results.";
case tpnR0-attestation-results-cddl {
if-feature "taa:tpnR0";
description
"Attestation Results which are returned fromthe
eval uati on of Evidence which includes a TPM2 quote.";
contai ner tpnR0-attestation-results-cddl ({
description
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8.

8.

"Attestation Results which are returned fromthe
eval uati on of Evidence which includes a TPM2 quote.";
uses t pnR0-cddl -attestation-results;

}

case tpml2-attestation-results-cddl {
if-feature "taa:tpml2";
description
"Attestation Results which are returned fromthe
eval uati on of Evidence which includes a TPML. 2 quote.";
contai ner tpnil2-attestation-results-cddl ({
description
"Attestation Results which are returned fromthe
eval uati on of Evidence which includes a TPML. 2 quote.";
uses tpnil2-cddl -attestation-results;
}
}
}
}

}
<CODE ENDS>
Security Considerations
Verifiers are limted to the Evidence avail able for appraisal froma
Router. Although the state of the art is inproving, sone exploits

may not be visible via Evidence.

Only security nmeasurenents which are placed into PCRs are capabl e of
bei ng exposed via TPM Quote at tinme(EG).

Successful attacks on an Verifier have the potential of affecting
traffic on the Trusted Topol ogy.

For Trusted Path Routing, |inks which are part of the FlexAl go are
visible across the entire | GP donain. Therefore a conprom sed device
wi Il know when it is being bypassed.
Access control for the objects in Figure 4 should be tightly
controlled so that it becones difficult for the Stanped Passport to
become a denial of service vector
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Appendi x B. Open Questions
(1) When there is no avail able Trusted Topol ogy?

Do we need functional requirenments on howto handle traffic to/from
Sensitive Subnets when no Trusted Topol ogy exists between | GP edges?
The network typically can make this unnecessary. For exanple it is
possible to construct a local |PSec tunnel to nake untrusted devices
appear as Transparently-Transited Devices. This way Secure Subnets
coul d be tunnel ed between Fl exAl go nodes where an end-to-end path
doesn’'t currently exist. However there still is a corner case where
all 1CGP egress points are not considered sufficiently trustworthy.

(2) Extension of the Stanped Passport?

Format of the reference to the 'verifier-certificate-name’ based on
WG desire to include nore information in the Stanped Passport. Also
we need to nake sure that the keystore referenced nanes are globally
uni que, else we will need to include a node nanme in the object set.

(3) Encoding of objects in CDDL. A Verifier will want to sign
encoded obj ects rather than YANG structures. It is nost efficient to
encode the Attestation Results once on the Verifier, and push these
down via a YANG nodel to the Attester
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