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Abst r act

Thi s docunent defines a M Me-based nechani smfor policy-controlled
handling of URLs in email nessages. The mechani sm provides an
alternative to hyperlink rewiting techniques used for click-tinme
security enforcenment. By avoiding nodification of original URLs and
i ntroduci ng policy netadata, this approach inproves interoperability,
preserves nessage integrity, and enhances privacy.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 October 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119, and RFC 8174 when, and only when, they appear in all
capital s, as shown here.

2. I nt roduction

Enmai | security systenms comonly enpl oy hyperlink rewiting to enforce
click-time protection against nalicious content. Wile effective in
certain scenarios, this approach introduces conplexity,
interoperability issues, and privacy concerns.

Thi s docunent proposes a M ME-based nmechani smthat enabl es policy-

controll ed handling of URLs without nodifying the original nessage
content.
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Exi sting mechani sms such as nessage/ ext ernal - body (RFC 2046) all ow
ref erenci ng external content but do not provide policy-controlled
access or security enforcenent.

3. Probl em Statenent

3.1. Reduced User Interpretability
Hyperlink rewiting replaces original URLs with transformed
representations that are often significantly |onger and | ess human-
readable. This reduces the ability of users to inspect and verify
Iink destinations.

3.2. Privacy and Met adata Exposure

Rewitten URLs may enbed identifiers and routing netadata. Accessing
such URLs nmay expose interaction data to intermediary systens.

URLs containing query paraneters may include sensitive data such as
tokens or identifiers, increasing the risk of exposure through | ogs
or internediaries.

3.3. Functional Interference
Rewiting may interfere with application behavior, including:
* One-time-use |links (for example, password reset |inks)
* Token-based authentication flows

* URL fragnments or client-side routing

Aut omat ed anal ysis systens may access such links prior to user
interaction, potentially invalidating tinme-sensitive tokens.

3.4. Access Latency

Users may experience delays due to click-time analysis, affecting
usability and productivity.

3.5. Evasi on Techni ques

Attackers may enpl oy redirection chains or del ayed activation
techni ques to bypass static or pre-access anal ysis.
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3.6. Long-Term Stability

Rewitten URLs depend on internmediary infrastructure, including
vendor - speci fic domai ns and token formats. Changes in such systens
may cause previously delivered Iinks to becone non-functional over
tinme.

3.7. Internationalization and Encodi ng | ssues

Hyperlink rewiting may introduce errors when processing
internationalized resource identifiers (IR's) and Uni code-based URLs.

Transformations applied during rewiting, including encoding,
normal i zati on, or wapping, may alter the original URL representation
and lead to invalid or inaccessible resources in practice.

Such issues are particularly preval ent when URLs contain non-ASCl |
characters, percent-encoded sequences, or |anguage-specific content.

By preserving the original URL without nodification, the nechani sm
defined in this docunment avoi ds such interoperability issues.

3.8. URL Extraction Conplexity
URLs enbedded in nmessage bodi es are not represented in a structured
manner and rust be extracted by parsing text/plain or text/htm
cont ent.
In text/plain bodies, URLs may be affected by |ine wapping,
formatting, or surrounding punctuation, |eading to anbiguity in
determning the intended URL.

In text/htm bodies, the visible text and hyperlink target may
differ, requiring additional parsing.

Different clients and security systens nmay extract URLs
i nconsistently, |eading to broken links or inconsistent enforcenent.

3.9. Inmplicit Link Detection in Text Bodies
Even in nessages with Content-Type "text/plain", nmany nodern nail
clients automatically detect URL-Iike patterns and render them as
cl i ckabl e hyperli nks.

As a result, security mechanisnms nust rely on heuristic extraction of
URLs fromunstructured text.
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This |l eads to inconsistent behavior across clients and systenms. The
mechani sm defined in this docunent avoids reliance on such parsing by
using explicit policy metadata.

4. Design CGoal s
The mechani sm defined in this docunent ainms to:
* Avoid nodification of original URLs

* Preserve conpatibility with existing email systens

* Support internationalized resource identifiers wthout
transformation

* Mnimze exposure of sensitive data
* Enabl e policy-controlled access by recipient domains
* Improve long-termreliability of message-contained references

* Preserve exact URL encoding and representation, including
i nternationalized and Uni code URLs

5. Overview

Thi s docunent defines an optional M M mechani sm for associ ating
policy netadata with URLs contained in email nessages.

If the mechanismis present, recipient systens MAY apply policy-
controlled handling to URLs during user interaction.

In typi cal deploynents, the URL-Policy and URL-Policy-Token header
fields are inserted or validated by the recipient domain s nail

handl ing infrastructure. Sender-provided val ues MJIST NOT be assuned
to be authoritative without validation.

If the URL-Policy header field is present, it applies to all URLs
contained within the associ ated nessage.

Enf orcenent of policy-controlled URL handling is perforned by
reci pi ent-side software and not by the M ME header fields thensel ves.
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6. M ME Header Field Definitions

6.1. URL-Policy
The URL-Policy header field specifies a policy-controlled endpoint.
If present, this field indicates that URLs contained in the nessage
MAY be eval uated through a policy-controlled endpoint determ ned by
the recipi ent domain.
Exanpl e:
URL- Policy: https://policy.exanple.confurl-check

6.2. URL-Policy-Token

The URL-Policy-Token header field contains an opaque identifier
generated by the recipient donain.

The token is used to correl ate nessage-specific context with the
pol i cy endpoint.

Exanpl e:
URL- Pol i cy- Token: 4f9e7c¢12-8d11-47bl-a9c5-2d43clf 66e20

Tokens MAY be generated per-recipient or per-nessage. Per-recipient
tokens provide stronger isolation and tracking capabilities.

7. Processing Mdel

When a user activates a URL in a nmessage containing the URL-Policy
header field:

1. The recipient-side software identifies the presence of policy
nmet adat a.

2. The original URL remains unchanged.

3. The recipient-side software MAY submit the URL and policy token
to the policy endpoint.

4. The policy endpoint evaluates the request.

5. The endpoint returns a decision (for exanple, allow block, or
war n) .

6. The original URL MJUST NOT be nodified as part of this process.
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8.

10.

Exanpl e Fl ow
A message is received with the foll owi ng header fields:

URL- Policy: https://policy.exanple.conlurl-check
URL- Pol i cy- Token: abc123

When a user activates a URL, recipient-side software MAY perform a
policy check prior to allow ng navigation

For exanple, an inplenentation MAY send a request such as:

POST /url-check HTTP/ 1.1
Host: policy. exanpl e. com
Cont ent - Type: application/json

{
"t oken": "abcl123",

"url": "https://exanpl e. com reset ?t oken=XYZ"
}

The exact format and transport of such requests are inplenmentation-
specific and are not defined by this docunent.

Enf or cenent Model

Policy enforcement is expected to be performed by recipient-
controll ed systems such as webnail interfaces, mail clients, browser
extensions, or enterprise security services.

Thi s specification does not require nodifications to general -purpose
web browsers.

Token and Trust Model

The URL-Policy-Token is an opaque identifier generated by the
reci pi ent donmai n.

The token does not contain user or URL infornmation and MJST be
treated as opaque by clients.

Enf orcenment of this mechanismis perforned by recipient-side software
that recogni zes and enforces the defined header fields, such as
webmai | systens, mmil clients, gateways, or associated enterprise
security services

The policy endpoint MJST be able to resolve or validate the token
usi ng i npl enentation-specific nmechani sns such as:
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* Shared storage

* Pre-registration APIs

* Cryptographic validation

I n depl oynents where a nessage is delivered to nultiple recipients,
reci pi ent systens MAY generate distinct URL-Policy-Token val ues for
each delivered message instance. This enables recipient-specific
policy enforcenent, tracking, and incident response.

Alternatively, a recipient domain MAY use a shared token representing
a broader nessage context, provided that recipient identity is
determ ned through | ocal authenticated context at the tinme of URL
activation.

Sender - provi ded t okens or endpoints MJUST NOT be trusted without
val idation by the recipient domain.

Reci pi ent systens MJST determ ne trusted policy endpoints based on
| ocal administrative policy. The presence of the URL-Policy header
field al one MUST NOT be sufficient to establish trust.
11. dient Behavior
Clients that support this mechani sm
* SHOULD detect the URL-Policy header field
* MAY route URL activations through the policy endpoint
* MJIST use secure transport (HTTPS)
Clients that do not support this nechani sm
* MJST ignore the header fields
* MUJST process URLs normally
12. Security Considerations
Thi s mechani sm avoi ds nodificati on of nessage content and therefore
reduces interference with nmessage authenticati on nechani sns such as
DKI M
Unlike URL rewriting approaches, this nmechani sm does not require

nmodi fi cati on of nessage body content and preserves conpatibility with
DKI M si gnat ur es.
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Thi s approach avoids issues related to URL normalization and encodi ng
errors that may arise when processing internationalized URLs.

I mpl enent ati ons MUST:

* Ensure secure communi cation with policy endpoints

* Protect against unauthorized access and replay attacks
* Validate trust relationships for policy endpoints

13. Privacy Considerations

| mpl enent ati ons SHOULD:

* Mnimze collection of user interaction data

* Avoi d exposing sensitive information in URLs

* Allowrecipient domains to retain control over telenetry

14. Backward Conmpatibility
Thi s mechani smis optional

Systens that do not recogni ze the defined header fields MJST ignore
them and conti nue normal message processi ng.

15. | ANA Consi derati ons

Thi s docunent requests registration of the foll owi ng nessage header
fields:

Header field nane: URL-Policy
Appl i cabl e protocol: nmail

Status: provisiona

Aut hor/ Change controller: |ETF

Speci fication docunent: this docunent

Header field nane: URL-Policy-Token

Appl i cabl e protocol: nmail

Status: provisiona

Aut hor/ Change controller: |ETF

Speci fication docunent: this docunent
Aut hor’ s Address

Phani Prasad Vi nnakota Raj endra
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Emai | : vrppinvictaral abs@nmail . com
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