CoRE V. Vil fi ek
I nternet-Draft CZ.Nl C
Updat es: RFC9254 (if approved) 2 March 2026
I ntended status: Standards Track

Expires: 3 Septenber 2026

Encodi ng rul es of YANG i nstance-identifier in the Concise Binary Object
Represent ati on (CBOR)
draft-vilinmek-yang-cbor-inst-id-01

Abst ract

The YANG CBOR docunent [RFC9254] defines rules for representing YANG
nmodel ed data [ RFC7950] in CBOR [ RFC8949]. The YANG CBOR defi nes
rules for all built-in types, such as int64, |eafref, and instance-
identifier data type. However it fails to address sone cases of the
instance-identifier, specifically those pointing to keyless I|ist
entries or leaf-list entries. This docunents updates [ RFC9254] to
make the rul es conplete.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-vilinmek-yang-cbor-inst-id/.

Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments (CoRE) Working Group nailing |ist
(mailto:core@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/core/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/corel.

Source for this draft and an issue tracker can be found at
https://github. conmfvvilinek/draft-vilimek-yang-cbor-inst-id.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The [ RFC9254]: Encoding Rules of Data Mddeled with YANG in the

Conci se Binary Ohject Representation (CBOR) defines rules for
representing of YANG nodel ed data [ RFC7950] in CBOR [ RFC8949]. The
instance-identifier YANG data type is well-defined for instances that
reference containers, lists with one or nore keys, and leafs. The
docunent fails to address cases when the instance-identifier instance
points to entries in alist with no keys or a leaf-list. The YANG
CBOR refines encoding rules of two kinds. One variant, nanmed as

usi ng nanmes, is conpatible with YANG JSON [ RFC7951] encoding. The
second variant uses SIDs to conpress the informati on needed to encode
the instance-identifier. Only the SID based encoding rules are

i nconplete. This docunents ains to define the mssing rules and to
clarify the term nol ogy used.

Term nol ogy and Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOI' RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

The following terns are defined in [ RFC7950] :

* list

* leaf-1ist

* | eaf

* contai ner

* instance-identifier

The following termis defined in [ RFC8949]:

* data item

The following terns are defined in [ RFC9254]:

*  YANG Schenme ItemiDentifier (YANG SID, or sinply SID)

* delta (of YANG SI Ds)

* absolute SID

Vi | & mek Expi res 3 Septenber 2026 [ Page 3]



I nternet-Draft yang-cbhor-inst-id March 2026

The following terns are defined in [ RFC9595]:

* item
Keyless list: |Is config false YANG |ist without any keys.
Keyed list: Is YANGIlist that is not a keyless list. It is either a

config true list or a config false list with at | east one key.
Note that a config true list nust have at |east one key.

3. Representing SIDs as YANG i nstance-identifier in CBOR
3.1. Mtivation exanple

Definition exanple adapted from [ RFC7950]:

contai ner system {

iééf reporting-entity {
type instance-identifier;
}

}

The foll owi ng exanpl e shows the encoding of the 'reporting-entity’

val ue referencing "nei ghbor-sysid" (which is assumed to have SID
68000) of the second list entry of the keyless "/isis:adjacencies/

adj acency” list. The exanple is adapted from [RFC9130] and therefore
uses the isis nanespace:

/1 in nmodule isis
cont ai ner adj acencies {
config fal se;
list adjacency {
| eaf neighbor-sysid { // SID 68000
type string;

| eaf nore-data {
type binary;
}
}
}

We want to represent reporting-entity so that the value is
"/isis:adjacenci es/ adj acency[ . =2]/ nei ghbor - sysi d" instance-
identifier, but we want to use SlIDs Becuase the YANG |list does not
specify any keys, we will use index-based identification. Becuase
the YANG do not specify any keys, we will resort to index based

i dentification.
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CBOR di agnostic notation: [ 68000, 2 ]

CBOR encodi ng:

82 # array(2)
1A 000109A0 # 68000
02 # 2

VWhere 68000 is absolute SID and 2 is 1-based index of the list entry.
3.2. Rules

The definitions of Section 6.13.1 of [RFC9254] require that the Iist

entries are encoded as CBOR array with SID as first el enment, followed
by keys in order sanme as wal k fromschema root to the targeted child

node. This fornulation only applies to keyed |ists.

For keyless lists, the entry identificati on MIST be encoded using a
CBOR unsigned integer data item (nmajor type 0). The index MJST be
1-based to mmintain the sane indexing base as RESTCONF [ RFC8040] and
NETCONF [ RFC6241] .

If the target data node is a leaf-list entry, the last elenment of the
CBOR array MJST be encoded according to the encoding rules for the
given leaf-list’s type.

The YANG 1.1 [RFC7950] allows a leaf-list of state data (config
false) to have duplicates. |In this case, it is not defined which
el ement the instance-identifier identifies.

Due to restriction set forth in Section 9.13 of [RFC7950] it is not
possible to point the instance-identifier to a list or a leaf-Ilist
schema node. Only instance data (i.e. nodes in the data tree) can be
targeted

TODO. If these encoding rules are accepted by the working group
consensus, changes to the draft |-D.core-coni (CORECONF) will be
necessary. This will allow us to identify keyless list instances,
which is inmpossible in RESTCONF

3.3. Exanples

Unl ess stated otherw se, all exanples are considered to live inside

t he exanpl e nodul e nanespace. An equival ent representation using the
Nanes encodi ng may hel p readers who are already famliar with YANG
JSON encodi ng [ RFC7951], or simlar XM encoding defined in YANG 1.1
[ RFC7950] .
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3.3.1. Sinple leaf-list instance-identifier

The foll owi ng exanpl e shows the encoding of the "reporting-entity’
val ue referencing leaf-list instance "/auth/foreign-user” (which is
assuned to have SID 60000) entry "alice". The name-based
representation is "/exanpl e:auth/forei gh-user[.="alice"]".

contai ner auth {
leaf-1ist foreign-user { // SID 60000
type string;
}
}

CBOR di agnostic notation: [ 60000, "alice" ]

CBOR encodi ng:

82 # array(2)
19 F6F6 # unsi gned(60000)

65 # text(5)

616c696365 # "alice"

3.3.2. Leaf-list inside |ist

The foll owi ng exanpl e shows the encoding of the 'reporting-entity’
val ue referencing leaf-1ist instance "/user-group/user” (which is
assuned to have SID 61000) entry "eve" for group-name "restricted".
The nane-based representation is "/exanpl e: user-group[ group-
nane="restricted"]/user[.="eve"]".

l'ist user-group {
config true;
key "group-name"
| eaf group-nanme {
type string;
leaf-list user { // SID 61000
type string;
}
CBOR di agnostic notation: [ 61000, "restricted", "eve" ]

CBOR encodi ng:
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83 # array(3)
19 EE48 # 61000
6A # text(10)
72657374726963746564 # "resricted"
63 # text(3)
657665 # "eve"

3.3.3. List instance
We reuse the YANG snippet from Section 3.3.2. The follow ng exanpl e
shows the encoding of 'reporting-entity’ value referencing |ist
i nstance "/user-group" for group nane "restricted". The nane-based
representation is "/exanpl e: user-group[group-nane="restricted"]".
CBOR di agnostic notation: [ 61000, "restricted" ]

CBOR encodi ng:

83 # array(3)
19 EE48 # 61000
6A # text (10)
72657374726963746564 # "resricted"
3.3.4. Instance-identifier chaining

The foll owi ng exanpl e shows the encoding of 'reporting-entity’ value
referencing leaf-list instance "/working-group/chair” entry. This
entry references "/auth/foreign-user” leaf-list entry "Carsten
Bormann". The "/working-group/chair" is assunmed to have SID 62000.
The nane-based representation is "/exanpl e:worki ng-

group[ name="core"]/chair=[.="/exanpl e: aut h/ f orei gn-user[.="John
Smth"]"].

Iist working-group {

| eaf nane {
type string;

leaf-list chair { // SID 62000
type instance-identifier;

}

CBOR di agnostic notation: [ 62000, "core", [ 60000, "Carsten Bornmann"
1]

CBOR encodi ng:
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83 # array(3)
19 F230 # 62000

64 # text(4)
636F7265 # "core"

82 # array(2)
19 F6F6 # 60000

6F # text(15)

4361727374656E20426F726D616E6E  # " Car st en Bor mann"

TODO | onger chains of leaf-list instance-identifier lead to high
nesting of the CBOR array data itens. Shoul a cap for the contrained
nodes by put to sinplify the inplenentations? 1 think cap around 8
shoul d be suffient for nost deploynments. | think that using |eaf-
list instance-identifier chaining is not a good practi se.

3.3.5. Conplex exanple of m xed keyed and keyless lists

The foll owi ng exanpl e shows the encoding of 'reporting-entity’ value
referencing | eaf 'token-data’ of device with 'id "idO0l1", first
"security’ list entry for user’s 'bob’ second 'access-token’ |ist
entry. The leaf 'token-data’ is assuned to have SID 61500. The
nane- based representation is

"/ exanpl e: devi ce[id="id01"]/security[.=1]/user[user="bob"]/access-

t oken[.=2]/t oken-data".
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l'ist device {

key "id";
leaf id {
type string;

list security {
config fal se;

list user {
key "nane";
| eaf nane;
list access-token {
| eaf type {
type identityref { base token; }

}
| eaf token-data { // SID 61500
type binary;

identity token;
CBOR di agnostic notation: [ 61500, "idOl", 1, "bob", 2]

CBOR encodi ng:

84 # array(4)
19 FO3C # 61500
64 # text(4)
69643031 # "ido1"
01 # 1
63 # text(3)
626F62  # "bob"
02 # 2

4. Content-Types
TODO Is it possible to reuse the Content-types define in the

[ RFC9254]17? It would be wasteful to assign new M ME content-type to
basically the sane format.
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5.

7.

7.

Security Considerations

The security considerations of [RFC8949], [RFC7950], [RFC9254] and
[ RFC9595] apply.

The i npl enent ati ons shoul d be aware of possibly very |large recursive
nesting that occurs when instance-identifiers are chained.

TODO Security
| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

TODO Is it possible to keep the sanme | ANA all ocations of th
[ RFC9254]? This draft wants to be nore of a bugfix docunent than new
encodi ng schene.
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