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Abst ract

Encodi ng rul es of YANG CBOR [ RFC9254] are inconplete for 'instance-
identifier’ YANG data type. This docunent defines m ssing encoding
rules for this data type.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-vilinmek-yang-chor-inst-id/.

Di scussi on of this docunent takes place on the Constrai ned RESTf ul
Envi ronments (CoRE) Working Goup mailing |ist
(mailto:core@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/core/. Subscribe at
https://ww.ietf.org/mailman/listinfol/corel.

Source for this draft and an issue tracker can be found at
https://github. com vvilimek/draft-vilimek-yang-cbor-inst-id.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 6 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The RFC 9254 Encodi ng Rul es of Data Modeled with YANG in the Concise
Bi nary Cbject Representation (CBOR) does not define encoding rules
for "instance-identifier’ pointing to list wthout keys entry

i nstances and instances of leaf-list entries. The goal of this
docunent is to define the mssing rules and make clarifications in
the used term nol ogy.

2. Term nol ogy and Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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The following terns are defiend in [ RFC7950] :
* |ist

* leaf-1ist

* | eaf

* contai ner

* instance-identifier

The following termis defined in [ RFC8949]:

* data item

The following terns are defined in [ RFC9254]:
* delta (of YANG SI Ds)

* absolute SID

The following terns are defined in [ RFC9595]:
* item

*  YANG Schema ItemiDentifier (or "YANG SID" or sinply "SID")

Note that the [RFC9254] al so define term YANG Schema Item i Dentifier
but the definition describe the same term

TODO. use the "The following terns are used within this document:"

header ?
Keyless list: |Is config false YANG |ist without any keys.
Keyed list: Is YANGIlist that is not a keyless list. It is either a

config true list or config false list with at | east one key.

Single instance node: 1Is a instance node with at nost one possible
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instantiation. Instantiations of top-level containers are single
i nstance nodes, instantiations of |eafs of toplevel containers are
singl e instance nodes. Container and |eaf instantiations of
single instance node are also single instance nodes. No list or
|leaf-list entries are single instance nodes, even if they have
max-el enents equal to one. |If instance is a child of list entry
it is not a single instance node. Note that this termis defined
so that set of instance nodes that are uniquely identified by only
YANG Schema ItemiDentifier and set of single instance nodes are
the same set.

3. Representing YANG 'instance-identifier’ Type in CBOR
3.1. SIDs as 'instance-identifier’

The definitions of Section 6.13.1 of [RFC9254] applies with foll ow ng
exceptions:

The encoding rules for list apply only for keyed lists.

In the case of a representation node that is an entry of a keyl ess
list, a SIDis conbined with the list entry index is used to identify
each instance within the keyless list. The index MJST be encoded
usi ng CBOR unsigned integer data item (mgjor type 0). The index MJST
be 1-base to keep same indexi ng base as RESTCONF [ RFC8040] and
NETCONF [ RFC6241] .

Instance-identifier of an instance that is not single instance node
MUST be encoded using a CBOR array item (major type 4) containing the
foll owing CBOR data itens:

* The first elenent MUST be encoded as a CBOR unsi gned integer data
item (major type 0) and set to the targeted schema node SID. No
del ta nmechanismfor SID is used

*  The next elements MJST contain the value of each key required to
identify the instance of the targeted schema node. These keys
MJUST be ordered as defined in the 'key’ YANG statement for keyed
list. The keys are encoded according the rules defined in
[ RFC9254] and this docunent. |If the list is keyless list the key
MUST be encoded using the CBOR unsigned integer data item (mmjor
type 0) as specified in this docunent. The order of the keys and
i ndi ces MJUST be sane as wal k fromtop-level node down to targeted
schema node.

* |f the instance is leaf-list entry, the last el ement MJST be

encoded according to encoding rules defined in [RFC9254] and this
docunent .
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This nmeans that instance-identifier identifing a leaf-list instance
with single instance node parent will result in a CBOR array with two
el ements, the SID as CBOR unsigned integer and leaf-list value
representation.

TODO. is this a good solution?

The YANG 1.1 [RFC7950] allows leaf-list of state data to have
duplicates. In this case, it is not defined which el ement the
i nstance-identifier identifies.

3.1.1. Exanples
Definition exanple adapted from [ RFC7950]:
contai ner system {

| eaf reporting-entity {
type instance-identifier;

}

YANG nodel code snippet used for second and third exanpl e:

contai ner auth {
|l eaf-1ist foreign-user {
type string;

}

Al'l exanples are considered to live inside the exanple nodul e
nanespace if not stated otherw se. Equivalent representation using
the Nanmes encoding may help readers already famliar with YANG JSON
encodi ng [ RFC7951], or simlar XM encoding defined in YANG 1.1

[ RFC7950] .

_First exanple: _

The foll owi ng exanpl e shows the encoding of the "reporting-entity’
val ue referencing 'nei ghbor-sysid" (which is assuned to have SID
68000) of keyless "/isis:adjacencies/adjacency" list's second |ist
entry. The exanple is adapted from [RFC9130] and therefore uses the
i si s nanespace
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/1 in nmodule isis
cont ai ner adj acencies {
config fal se;
list adjacency {
| eaf nei ghbor-sysid {
type string;
}

| eaf nore-data {
type binary;

}
}

CBOR di agnostic notation: [ 68000, 2 ]
CBOR encoding: 82 # array(2) 1A 000109A0 # 68000 02 # 2

Equi val ent instance-identifier encoded using the Nanes:
"/isis:adjacenci es/ adj acency[ . =2]/ nei ghbor - sysi d"

_Second exampl e: _

The foll owi ng exanpl e shows the encoding of the 'reporting-entity’
val ue referencing leaf-list instance "/auth/foreign-user"” (which is
assuned to have SID 60000) entry "alice".

CBOR di agnostic notation: [ 60000, "alice" ]

CBOR encoding: 82 # array(2) 19 F6F6 # unsi gned(60000) 65 # text(5)
616c696365 # "alice"

Equi val ent instance-identifier encoded using the Nanes:
"/ exanpl e: aut h/ forei gh-user[.="alice"]"

_Third exanpl e: _

The foll owi ng exanpl e show the encoding of the 'reporting-entity’
val ue referencing leaf-list instance "/auth/foreign-user"” (SID
60000) .

CBOR di agnosti c notation: 60000

CBOR encodi ng: 19 F6F6

Equi val ent instance-identifier encoded using the Nanes:
"/ exanpl e: aut h/ f or ei gh-user"

_Fourth example: _
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The foll owi ng exanpl e shows the encoding of the 'reporting-entity’
val ue referencing leaf-1ist instance "/user-group/user” (which is
assuned to have SID 61000) entry "eve" for group-name "restricted".

list user-group {
config true;
key "group-name"
| eaf group-name {
type string;
}
leaf-1ist user {
type string;
}
CBOR di agnostic notation: [ 61000, "restricted", "eve" ]

CBOR encoding: 83 # array(3) 19 EE48 # 61000 6A # text(10)
72657374726963746564 # "resricted" 63 # text(3) 657665 # "eve"

Equi val ent instance-identifier encoded using the Nanes:
"/ exanpl e: user - group[ group- nanme="restricted"]/user[.="eve"]"

_Fifth exanple: _

The foll owi ng exanpl e shows the encoding of '"reporting-entity’ value
referencing leaf-list instance "/user-group/user" for group nane
"restricted".

CBOR di agnostic notation: [ 61000, "restricted" ]

CBOR encoding: 83 # array(3) 19 EE48 # 61000 6A # text(10)
72657374726963746564 # "resricted"

Equi val ent instance-identifier encoded using the Nanes:
"/ exanpl e: user - group[ gr oup- name="restricted"]"

Note that this encoding is sane as if the node user was a | eaf.
_Sixth exanple: _

The foll owi ng exanpl e shows the encoding of 'reporting-entity’ value
referencing leaf-list instance "/working-group/chair™ entry. This

entry references "/auth/foreign-user"” leaf-list entry "John Smth".
The "/working-group/chair" is assunmed to have SID 62000.
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I'ist working-group {
| eaf nane {
type string;

leaf-1ist chair {
type instance-identifier;

}
}
CBOR di agnostic notation: [ 62000, "core", [ 60000, "John Smith" ] ]

CBOR encoding: 83 # array(3) 19 F230 # 62000 64 # text(4) 636F7265 #
"core" 82 # array(2) 19 F6F6 # 60000 6A # text(10)
4a6f 686€20536d697468 # "John Smth"

Equi val ent instance-identifier encoded using the Nanes:
"/ exanpl e: wor ki ng- gr oup[ nanme="core"]/chair=[.="/exanpl e: aut h/ f orei gn-
user[.="John Smith"]"]

TODO | onger chains of leaf-list instance-identifier lead to high
nesting of the CBOR array data itens. Shoul a cap for the contrained
nodes by put to sinplify the inplenmentations? | think cap around 8
shoul d be suffient for nost deploynents. | think that using |eaf-
list instance-identifier chaining is not a good practi se.

_Seventh exanple: _
The foll owi ng exanpke shows the encoding of 'reporting-entity’ value
referencing | eaf 'token-data’ of device with 'id "id0l1", first

"security’ list entry for user’s ’'bob’ second ’'access-token’ |ist
entry. The leaf ’'token-data’ is assumed to have SID 61500.
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l'ist device {

key "id";
leaf id {
type string;

list security {
config fal se;

list user {
key "nane";
| eaf nane;
list access-token {
| eaf type {
type identityref { base token; }

| eaf token-data {
type binary;

identity token;
CBOR di agnostic notation: [ 61500, "idOl", 1, "bob", 2]

CBOR encoding: 84 # array(4) 19 FO3C # 61500 64 # text(4) 69643031 #
"ido1l" 01 # 1 63 # text(3) 626F62 # "bob" 02 # 2

Equi val ent instance-identifier encoded using the Nanes:
"/ exanpl e: devi ce[id="id01"]/security[.=1]/user[user="bob"]/access-
t oken[ . =2]/t oken-dat a"

4. Content-Types
TODO Is it possible to reuse the Content-types define in the
[ RFC9254]1? It would be wasteful to assign new M ME content-type
basically the sanme fornat.

5. Security Considerations

The security considerations of [RFC8949], [RFC7950], [RFC9254] and
[ RFC9595] apply.
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TODO Security

6. | ANA Consi der ations

Thi s docunent has no | ANA acti ons.

TODO Is it possible to keep the sanme | ANA all ocations of th

[ RFC9254] ?

This draft wants to be nore of a bugfix document than new

encodi ng schene.
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