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Abst ract

Thi s docunent specifies the CRP-Safety-Policy directive | anguage — a
decl arative policy syntax for expressing Al safety requirenments at
the transport layer. The directive |anguage is nodelled after HTTP
Content-Security-Policy (CSP) as defined in WBC CSP Level 3. It
allows clients to declare what Al output characteristics are trusted,
what risk levels trigger enforcement actions, and where violations
shoul d be reported. The CRP gateway enforces these policies on every
Al response before delivery to the client. This docunent defines the
compl ete directive grammar, enforcenent semantics, violation
reporting, and policy inheritance in nulti-agent chains.
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1. Introduction

1.1. Design Inspiration: Content-Security-Policy

CSP transforned browser security by noving enforcenent from "check in
JavaScript" to "declare at the transport |layer and let the browser

enforce." Before CSP, every web application inplemented its own XSS
protection. After CSP, a single header — Content-Security-Policy:
default-src '"self’ — enforced security across the entire page wi thout

appl i cation code changes.
CRP- Safety-Policy applies the same principle to Al safety. Before
CRP- Safety-Policy, every Al application inplements its own
hal | uci nati on checking. After CRP-Safety-Policy, a single header —
CRP- Safety-Policy: default-src context; halt-on CRITICAL — enforces
safety across every Al call wthout application code changes. The
CRP gateway is the enforcer, just as the browser is the enforcer for
CSP.

1.2. Scope
Thi s docurment defi nes:
* The conpl ete ABNF grammar for CRP-Safety-Policy directives
* The enforcenment semantics for each directive
* The interaction between directives
* Violation reporting (anal ogous to CSP report-uri)

* Policy inheritance and tightening in nulti-agent chains

*  The CRP-Safety-Policy-Report-Only header for nonitoring wthout
enf or cenent
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2. G anmmar
2.1. Compl ete ABNF

; Top-1level policy
safety-policy = directive *( ";" OA5 directive )

; Individual directives

directive = source-directive
halt-directive

war n-di rective
require-directive
bl ock-directive
upgrade-directive
oversight-directive
report-directive
quality-directive

e e e

; Source trust -- which grounding sources are acceptable
source-directive "default-src" SP source-|ist
source-|ist source-val ue *( SP source-val ue )

t hreshol d
quality-1list
quality-tier

*DdT"." 1*2DGET ; e.g., "0.80"
quality-tier *( SP quality-tier )
s/ AT "B "C "D

source-val ue = "context" ; CKF/ envel ope-grounded clains only
/[ "paranetric" ; LLM paranetric nmenory all owed
[ "ckf" ; CKF cross-session know edge al | owed
/ "cross-session” ; Cross-session references all owed
/[ "' none'" ; No sources trusted (blocks all output)
; Halt -- stop response delivery at specified risk |eve
halt-directive = "halt-on" SP risk-Ieve
risk-1evel = "CRITICAL" / "HIGHd'" / "MEDI UM
; Warn -- pass response but flag at specified risk |eve
war n-di rective = "warn-on" SP risk-I|eve
; Require -- minimumquality/score threshol ds
require-directive = "require-groundi ng" SP threshold
/ "require-entailment" SP threshold
[/ "require-quality"” SP quality-1list
/ "require-oversight" SP oversight-node
/[ "require-flow' SP threshold
/ "require-conpl eteness" SP threshold

; Block -- reject output containing specified content
bl ock-directive = "bl ock-ungr ounded" ; Block if any claimis ungrounded
/ "bl ock-paranetric" ; Block all parametric content
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/[ "block-pii" ; Block if PIl detected
/ "bl ock-fabrication" ; Block if any fabrication detected
"bl ock-repetition" ; Block if SEVERE repetition detected
; Upgrade -- auto-upgrade dispatch strategy on risk
upgrade-directive = "upgrade-on-risk" SP strategy-nanme
strat egy- nanme = "reflexive" / "hierarchical" / "batch"
; Oversight -- human oversight requirenments
oversight-directive = "oversight" SP oversi ght-node
over si ght - node = "auto" / "human-review' / "halt" / "log-only"
; Report -- violation reporting endpoint

report-directive "report-uri" SP uri-reference
"report-to" SP group-namne
<URl as defined in RFC 3986>

1*( ALPHA / DIGT / "-" /[ " ")

uri-reference
gr oup- nane

o =1

; Quality -- response quality requirenents (v3.0)
quality-directive "require-flow' SP threshold
"require-conpl eteness” SP threshol d
"max-repetition" SP repetition-Ileve
"NONE" / "M NOR' / "SI GN FI CANT"

I ==1

repetition-Ievel

OB = *( SP/ HTAB)
sp = 9%20
HTAB = 9%09

2.2. Header Syntax
CRP- Safety-Policy: <directive> ; <directive>
Exanpl e:

CRP- Safety-Policy: default-src context; halt-on CRITICAL; warn-on H GH
require-groundi ng 0.75; bl ock-ungrounded; upgrade-on-risk reflexive;
report-uri https://conply.crprotocol.io/reports

3. Directive Reference

3.1. default-src (Source Trust)

*Pur pose: * Decl ares whi ch groundi ng sources are trusted for clains in
the response.

*Enforcenment:* After DPE Stage 2 (Attribution Analysis), any claim

attributed to a source type not listed in default-src is treated as a
policy violation
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| Source Value | Cains Allowed From |
[} gt p——— Ll —_—_—————————————————————(——(——(—(————r
I
I
+

| context Claims grounded in the Context
| Envel ope (CKF + current session facts) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e eeeooo o s +
| parametric | daims fromthe LLM s paranetric |
| | merory (training data) |
T oo e m e e e e e e e e e e e e e e e e e ma o - +
| ckf | Aainms specifically fromCKF Tier 3 |
| | (cross-session know edge graph) |
o o m e e e e e e e e e e e e e e e e eeeo— o on +
| cross-session | Cainms referencing prior session data |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e e e o +
| ’ none’ | No clainms trusted — effectively bl ocks
| | all Al output |
oo o m e e e e e e e e e e e e e e e e e eee—o o on +
Table 1
*Exampl es: *
defaul t-src context ; Only envel ope-grounded cl ai ns

defaul t-src context ckf Al'l ow envel ope + cross-session CKF

defaul t-src context paranetric ; Allow both grounded and paranetric
defaul t-src ’none’ ; Block everything (useful for testing)

*Default (if default-src not specified):* default-src context
paranetric

3.2. halt-on (Halt Enforcement)

*Pur pose: * Stop response delivery and return HITP 451 when the DPE
risk classification neets or exceeds the specified | evel

*Enf orcement : *
1. DPE runs fully (all 13 stages)

2. |If CRP-Safety-Hallucination-Risk is greater than or equal to the
specified |l evel, HITP 451 is returned

3. Response body contains halt reason, audit trail URI, and retry
condi tion

4. \Webhook fired to report-uri (if configured)
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5. CRP-Safety-Retry-After: oversight-required is set on the 451
response

*Behavi our by |evel:*

halt-on CRI Tl CAL ; Halt only on CRITICAL (npst perm ssive halt)
halt-on H GH ; Halt on HIGH or CRITICAL
hal t -on MEDI UM ; Halt on MEDIUM HI GH, or CRITICAL (strictest)

*Note:* halt-on and warn-on can coexist for different |evels:
halt-on CRI TI CAL; warn-on H GH ; CRITICAL = halt, H GH = pass with warning
3.3. warn-on (Warning Wthout Halt)

*Pur pose: * Pass the response but emt risk-level headers when the
threshold is net.

*Enf orcenent: * The response passes through to the client. The
foll owi ng headers are guaranteed to be present:

* CRP-Saf ety-Hal | uci nati on-Ri sk: <l evel >

*  CRP- Saf et y-Hal | uci nati on- Score: <score>

* Violation report POSTed to report-uri (if configured)
3.4. require-grounding (M nimm G oundi ng Fl oor)

*Pur pose: * Reject responses where the groundi ng percentage falls
bel ow t he t hreshol d.

*Enforcenment:* |If CRP-Safety-Gounding-Pct is below the threshold,
the response is rejected.

*Rej ecti on behaviour:* |f upgrade-on-risk is set, the gateway re-
di spatches with context-strict grounding node. |If re-dispatch also
fails, HTTP 451 is returned

*Exanpl es: *
requi r e-groundi ng 0. 90 i 90% of clains nmust be grounded (nedical/legal)
require-groundi ng 0.75 ; 75% (standard production)
requi r e-groundi ng 0.50 ; 50% (perm ssive, exploratory use)
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3.5. require-entailment (M ninum Entail nent Fl oor)

*Pur pose: * Reject responses where the NLI entailnent score falls
bel ow t he threshol d.

*Enforcenment:* |If CRP-Safety-Entail nment-Score is below the threshold,
the response is rejected using the sane flow as require-groundi ng.

3.6. require-quality (Mninum Qality Tier)

*Pur pose: * Reject responses from envel opes bel ow the specified
quality tier.

*Enforcenent:* |f CRP-Context-Quality-Tier is not in the specified
list, HTTP 503 is returned.

*Exanpl e: *
require-quality S A ; Only S or Atier envel opes accepted
require-quality S AB ;7 S, A or B (excludes C and D)

3.7. require-flow (M ni mum Fl ow Scor e)
This directive is newin version 3.0.
*Pur pose: * Ensure multi-w ndow responses mai ntain coherent flow.
*Enforcenment:* If CRP-Quality-Flow is below the threshold, the

gateway re-dispatches with a flow augnentation pronpt (see CRP-
SPEC- 005 Section 11.5).

*Exampl e: *
require-flow 0. 60 ; Mbderate flow coherence required
require-flow 0. 80 ; High flow coherence (for user-facing content)

3.8. require-conpl eteness (M ni num Conpl et eness)
This directive is newin version 3.0.

*Pur pose: * Ensure the response addresses all constituent infornmation
needs of the query.

*Enforcenent:* |f CRP-Quality-Conpl eteness score is below the
threshol d, an auto-continuation window is dispatched to cover
uncovered sub-queri es.

*Exanpl e: *
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require-conpl et eness 0. 80 ; At | east 80% of sub-queries rmust be addressed
3.9. bl ock-ungrounded
*Pur pose: * Block the response if any factual claimis ungrounded
( PARAMETRI C or UNVERI FI ABLE attribution with no source in the
envel ope).
*Enf orcenent : * Equi val ent to default-src context but applied per-
claimrather than as a default. Individual ungrounded cl ai n8 cause
rejection; default-src context paranetric conbined with bl ock-
ungrounded neans paranetric clainms are allowed in the source trust
nmodel but individually ungrounded specific clainms are still bl ocked.
3.10. Dbl ock- pi
*Purpose: * Block the response if PlIl is detected by DPE Stage 11
*Enforcenment:* |f CRP-Conpliance-GPR-PlII: true, the response is
rejected. Especially inportant for public-facing Al systenms where
Pl exposure constitutes a GDPR Art. 5(1)(f) violation
3.11. Dbl ock-fabrication

*Pur pose: * Bl ock the response if any fabricated entity is detected by
DPE St age 3a

*Enforcenment:* |If CRP-Safety-Fabrications is greater than 0, the
response is rejected. This is the strictest fabrication policy and
is reconmended for nedical, |legal, and financial domains.

3.12. Dblock-repetition

This directive is newin version 3.0.

*Pur pose: * Block the response if SEVERE repetition is detected by DPE
Stage 7.

*Enforcenent:* |f CRP-Quality-Repetition |level is SEVERE, the gateway
re-di spatches with an anti-repetition pronpt. |If re-dispatch also
produces SEVERE repetition, the response is halted.

3.13. max-repetition

This directive is newin version 3.0.

*Purpose: * Set the maxi numtol erable repetition |evel
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*Enf orcenent : *

max-repetiti on NONE ; Zero repetition tol erated
max-repetition M NOR ; Mnor overlap acceptable
max-repetition SIGNl FI CANT ; Up to significant overlap all owed

3.14. upgrade-on-risk (Strategy Auto-Upgrade)

*Pur pose: * When ri sk exceeds the warn-on |level, automatically upgrade
the di spatch strategy.

*Enf orcement : *
1. Initial dispatch proceeds with the current strategy (e.g., push)
2. DPE detects HI GH risk

3. Gateway re-dispatches with the specified strategy (e.qg.,
refl exive)

4. Reflexive dispatch includes a verification pass, expected to
yield I ower risk

5. If re-dispatch still exceeds the threshold, the gateway halts (if
halt-on is set) or passes with a H GH warni ng

*Exanpl e: *
upgr ade-on-ri sk reflexive ; Upgrade to reflexive on H GH ri sk
upgr ade-on-ri sk hierarchical ; Upgrade to hierarchical aggregation

3.15. oversight (Human Oversight Mbde)
*Pur pose: * Set the human oversight |evel for the session

*Enf orcenent: * See CRP-SPEC-002 Section 5.10 (CRP-Safety-Oversight-
Mode) .

3.16. report-uri (Violation Reporting)

*Pur pose: * Specify the endpoint to which violation reports are
PCSTed.

*Report payl oad (JSON):*
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{
"crp_version": "3.0.0",
"session_id": "crp_sess_...",
"wi ndow id": "crpwn_...",
"timestamp": "2026-05-25T10: 00: 00Z",
“violation_type": "HALT ON CRITICAL | GROUNDI NG BELOW THRESHOLD |
FABRI CATI ON_DETECTED | PI|_DETECTED |
FLOW BELOW THRESHOLD",
"directive violated": "halt-on CRITI CAL",
"risk_level": "CRITICAL",
"hal | uci nation_score": 0.73,
"groundi ng_pct": 0.61,
"fabrication_count": 2,
"audit_trail __uri": "https://conply.crprotocol.io/t/..."
}

*Note:* report-uri for CRP-Safety-Policy naturally integrates with
CRP Conmply — the audit _trail _uri in the report links directly to the
Conpl y evi dence record.

4. Policy Interaction Rules

4.1. Directive Precedence

When multiple directives interact, the nost restrictive w ns:

halt-on CRITICAL + warn-on H GH
-> CRITICAL = halt, HHGH = warn, MEDI UM LOW = pass

halt-on H GH + warn-on MEDI UM
-> HGHYCRITICAL = halt, MEDIUM = warn, LOW = pass

halt-on CRITI CAL + upgrade-on-risk reflexive
-> H GH = upgrade to reflexive and retry
CRITICAL = halt (even after upgrade)
4.2. CRP-Safety-Mde Override

CRP- Saf et y- Mbde (see CRP-SPEC-002 Section 5.11) is a shorthand for
common policy conbinations:
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| Mbde | Equival ent Policy |
[} gl ——— e p—p—p—p—p—(——(——————————(—————————————(—————(——r L
| strict | halt-on CRITICAL; warn-on H GH, bl ock-

| | ungrounded; require-grounding 0.75 |
- T +
| warn | warn-on CRITICAL; warn-on H CH |
Fomm e oo - o e e e e e e e e e e e e e e e e e e e e e e o +
| perm ssive | (no enforcenent directives) |
R oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +

Tabl e 2

When bot h CRP- Saf et y- Mode and CRP-Safety-Policy are set, the nore
restrictive value wins on a per-directive basis.

4.3. Report-Only Mde

The CRP- Safety-Policy-Report-Only header eval uates the policy but
does NOT enforce it:

CRP- Saf ety-Pol i cy-Report-Only: halt-on CRITICAL; require-grounding 0.80;
report-uri https://conply.crprotocol.io/reports

Al'l violations are conputed and reported to report-uri but responses
are never halted. This enables gradual policy rollout — observe
vi ol ati ons before enforcing.

5. Policy Inheritance in Milti-Agent Chains

5.1. Tightening Rule

In multi-agent chains, a child agent’s Safety Policy MJST be equal to
or nore restrictive than the parent’s:

Parent policy: halt-on CRITICAL; require-grounding 0.75
Child policy: halt-on H GH require-groundi ng 0.80 <- VALID (tighter)
Child policy: war n-on CRI TI CAL; require-grounding 0.50 <- INVALID (rel axed)

Gat eways MUST reject child agent requests that attenpt to relax the
parent’s policy.

5.2. Enforcenent
VWhen a child agent request is received:

1. Gateway reads CRP-Agent-Session-Parent to identify the parent
sessi on
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2. CGateway retrieves the parent’s Safety Policy

3. Gateway conpares each directive in the child s policy against the
parent’s

4. Any directive that is less restrictive results in rejection with
HTTP 403 and CRP-Safety-Policy-Violation: inheritance

5.3. Policy Propagati on Header
When the gateway enforces policy inheritance, it enits:
CRP- Saf ety-Pol i cy- Applied: halt-on H GH, require-grounding 0.80

This indicates the effective policy after inheritance resol ution,
which may differ fromthe client’s requested policy.

6. Industry-Specific Policy Profiles
6.1. Pre-Defined Profiles
CRP defines nanmed policy profiles for comon industry use cases:

CRP- Saf ety-Policy: profil e=nedica
Expands to:
default-src context; halt-on H GH, require-grounding 0.90;
requi re-entail ment 0.85; bl ock-ungrounded; bl ock-pii
bl ock-fabrication; oversight human-review, require-fl ow 0. 70;
require-conpl et eness 0. 90;
report-uri https://conply.crprotocol.io/reports

CRP- Saf ety-Pol i cy: profil e=financi al
Expands to:
default-src context paranetric; halt-on CRITICAL; warn-on H GH
requi re-groundi ng 0.80; bl ock-fabrication;
upgrade-on-ri sk reflexive; require-conpl eteness 0.80

CRP- Saf ety-Policy: profil e=devel oper
Expands to:
default-src context paranetric; warn-on CRI Tl CAL
require-quality S A B; oversight auto

CRP- Saf ety-Policy: profile=public-facing
Expands to:
defaul t-src context paranetric; halt-on CRI Tl CAL; warn-on H GH
bl ock-pii; require-flow 0.60; nmax-repetition M NOR
require-conpl eteness 0.70
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Profiles can be extended with additional directives:
CRP- Safety-Policy: profile=nmedical; report-uri https://nmy-hospital.conl ai-audit
7. Security Considerations
7.1. Policy Injection

An attacker who can inject or nodify the CRP-Safety-Policy header can
rel ax safety enforcenent. Mtigations include:

*  CRP- Saf et y- Nonce (see CRP-SPEC-002 Section 5.16) binds the policy
to a session nonce

* CGateways MJST validate policy syntax before accepting — nmalforned
policies are rejected

* |In nmulti-agent chains, the tightening rule (Section 5.1) prevents
child agents fromrel axi ng parent policies

7.2. Report-UR as Exfiltration Vector

Violation reports contain session IDs, risk scores, and audit trail
URIs. The report-uri destination MIST be trusted. Gateways SHOULD
validate that report-uri is under the sanme donmain as the CRP API
key's regi stered organi sation.
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