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Abst r act

The Context Relay Protocol (CRP) defines a structured, |anguage-
agnostic protocol for nmanaging Al context, safety governance, and
compl i ance evidence in deployed | arge | anguage nodel (LLM systens.
CRP operates as an HTTP-compati bl e sidecar protocol, enriching every
Al request/response cycle with standardi sed headers carryi ng cont ext
quality, hallucination risk, provenance integrity, and regul atory

cl assification metadata.

Thi s docunent defines the foundational axions, request/response
nmodel , sidecar architecture, and the normative relationship between
CRP' s subsystens: the Context Envel ope, Contextual Know edge Fabric
(CKF), Decision Provenance Engine (DPE), and the Audit Chain.

Feedback

This is a working draft of the CRP Core Specification, published for
review and comment. Feedback may be submitted via email to

cont act @ut ocyberai.com (nailto: contact @ut ocyberai.com or

contact @rprotocol.io (mailto:contact@rprotocol.io), or at the CRP
G tHub repository at github. com crprotocol/spec

(https://github. coni crprotocol /spec).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

1.

2

Backgr ound

Large | anguage nodel systens depl oyed in production |ack a

st andar di sed nechani sm for comunicating the quality, safety, and
conpliance state of their outputs to consum ng applications,

i ntermedi ary services, and governance platfornms. Each system
operator builds bespoke instrunentation to capture hall ucination

ri sk, session state, and audit trails — leading to fragnented, non-
i nt er oper abl e approaches.

The Context Relay Protocol addresses this gap by defining:
* A *wire-level header vocabul ary* (see CRP-SPEC-002) anal ogous to
HTTP headers, carrying Al-specific metadata on every request/

response.

* A *session state relay nechani snt (see CRP-SPEC-007) anal ogous to
HTTP cooki es, enabling statel ess context continuity.

* A *safety policy directive | anguage* (see CRP-SPEC-006) anal ogous
to Content Security Policy, enabling declarative Al safety
enforcenment at the transport |ayer

* A *provenance and audit chain* (see CRP-SPEC-011) enabling tanper-
evi dent, cryptographically verifiable conpliance evidence.

Rel ati onship to Existing Protocols

CRP is designed to conplenent, not replace, existing Al agent
prot ocol s:
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1.

1.

3.

4.

Pr ot ocol | Role | CRP Rel ationship |
[S peemmsfomsbumesemsos s eseefsess s ess s ess e e e os s espases e es s es e es el ee s ess s s s es e
MCP ( Model | Tool /resource | CRP governs the Al |
Context Protocol) | access for agents | calls MCP agents nake |
------------------- T TS
A2A (Agent-to- | I'nter-agent | CRP headers propagate |
Agent) | comunication | safety state across |
| | A2A hops |
------------------- T
QpenAl AP | LLM i nference | CRP gateway proxies |
| | OpenAl -conpati bl e |
| | endpoints |
------------------- T
HTTP/ 1.1, HTTP/2 | Transport | CRP headers are |
| | carried as standard |
| | HTTP header fields |
------------------- T TS
Table 1

Goal s

Provi de a universal, |anguage-agnostic netadata contract for Al

request/response cycl es.

Enabl e safety enforcenent at the transport |layer, not the
application |ayer.

Generate continuous conpliance evidence wi thout devel oper
i nstrunent ati on.

Remai n conpatible with all mjor LLM providers and agent
f ramewor ks.

Be i npl enentabl e as an RFC-based open standard.
Non- Goal s
CRP does not nodify LLM nodel weights or training.
CRP does not replace application-Ilevel business |ogic.
CRP does not mandate a specific LLM provider.

CRP does not define agent behavi our beyond the dispatch interface.
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2

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] .

Al call: A single request/response cycle to a | arge | anguage nodel

CRP Gateway: An HTTP-conpatible reverse proxy that inplenents the
CRP protocol, sitting between a client application and one or nore
LLM provi ders.

Cont ext Envel ope: The structured set of facts, know edge fragnents,
and instructions assenbl ed by the CRP gateway for injection into
an LLM request.

Cont ext ual Know edge Fabric (CKF): The persistent fact graph (Tier 3
of the CRP nenory hierarchy) from which Context Envel opes are
assenbl ed.

Deci si on Provenance Engine (DPE): The CRP nodul e responsible for
post -generation analysis of LLM outputs, producing hallucination
risk scores, attribution analysis, and provenance records.

Saf ety Budget: A session-scoped counter representing remaining risk
tol erance, decrenented by each high-risk Al call. Exposed as CRP-
Agent - Saf et y- Budget .

Wndow. A single Al call within a continuation chain. Wndows are
connected in a directed acyclic graph (DAG for context
enl argement across nultiple calls.

The Ten Axi ons

CRP's design is governed by ten foundational axions. Al confornmant
CRP i npl enent ati ons MJUST uphol d t hese axi omns.

Axiom 1 — Conpl eteness: The Context Envel ope MJUST include all
factual content necessary for the LLMto answer the query without
reliance on paranetric nenory, where such content exists in the
CKF.

Axi om 2 — Accuracy: Facts included in the envel ope MIUST be drawn
fromverified source material. The DPE MJST assess out put
accuracy agai nst envel ope content.

Axi om 3 — Rel evance: The envel ope packing al gorithm MJST prioritise
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facts by rel evance score. Irrelevant facts MJST NOT consune token
budget at the cost of relevant facts.

Axi om 4 — Transparency boundary: CRP headers MJST NOT be forwarded
to LLM providers. The nodel MJUST renmin ignorant of the protocol
| ayer.

Axi

om5 — Oversight capability: Al CRP inplenmentations MJIST support
human oversi ght triggering. The CRP-Oversight-Mde: halt
directive MJUST be honoured unconditionally.

Axiom 6 — Resource constraint awareness: The gateway MJST track
t oken budget consunption and expose it via CRP-Context-Tokens- Used
and CRP- Cont ext - W ndow header s.

Axiom 7 — Provenance integrity: Every Al call MJST produce a tanper-
evident audit record. HVAC chain integrity MJST be verifiable by
any party hol ding the session key.

Axiom 8 — Continuity: Continuation sessions MJST preserve context
quality across w ndow boundaries. The CRP-Context-Continuation-Id
header MJUST enabl e statel ess session rel ay.

AXi

om9 — Regulatory alignnent: CRP outputs MJST be classifiable
agai nst EU Al Act, GDPR, NI ST Al RW, and | SO 42001 framewor ks.
Classification MIST be enmitted as response headers.

Axiom 10 — Provider neutrality: CRP MJST support any LLM provider
exposi ng an OpenAl -conpatible API. Provider selection MIST be
transparent to consumi ng applications.

4. Protocol Architecture

4.1. Overview
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| Client Application |
| (sends CRP-Accept-*, CRP-Safety-Policy, CRP-Session) |

o e e e e e e e e oo oo T +
| HTTP request with CRP req headers
v

Fo m m o e e e oo +

| CRP Gat eway |

| S E S TS E S TS E S TS + |

| | Envelope | | DPE | | Audit | | Conply | |

| | Builder | | (Safety) | | Chain | Feed | |

| - + Hememeee-a- + Hememeee-a- + Hememeee-a- + |

Fom oo g +
| Stripped request (no CRP headers)
%

o +

| LLM Provi der |
| (OpenAl / Anthropic / Gemini / Alanmm) |
4.2. Request Flow

1. Client sends HITP request to CRP gateway with optional CRP
request headers.

2. Gat eway aut henticates request using CRP APl key.

3. Gat eway checks CRP-Context-If-Match — returns 304 if ETag
mat ches.

4. Gat eway assenbl es Context Envel ope from CKF (3-phase: select,
rank, pack).

5. Gat eway sel ects dispatch strategy from CRP-Accept-Strategy or
Taskl ntent detection.

6. Gateway strips all CRP headers, forwards packed request to LLM
provi der.

7. LLM provi der returns raw conpl eti on.
8. Gat eway runs DPE pipeline on conpletion (13 nodul es).
9. Gat eway eval uates conpl eti on agai nst CRP- Saf ety-Policy.

10. If policy violation (e.g., halt-on CRITICAL): returns HITP 451,
fires report-uri webhook.
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11. Gateway injects all response CRP headers.

12. Gateway updates HVAC chai n, issues updated CRP-Set-Session
t oken.

13. Gateway streans audit event to CRP Conply (if configured).
14. Gateway returns response with CRP headers to client.
4.3. Menory Hierarchy

CRP inplenments a four-tier nenory hierarchy:

[ el oo oo ool oo s s s e oo sl °}
| Ti er | Nane | Lat ency| Per si st ence | CRP Header |
L el Sl e pu gt - pu e puguty o po oo gl ©juju o oo pu s po o pe e pj——_—
| O | Active (in- | <lns | Cal | -scoped | CRP- Cont ext - W ndow |
| | cont ext) | | | |
I R I T T +
| 1 | Hot (session| <10nms | Sessi on-scoped| CRP- Cont ext - Session-1d |
| | cache) | | | |
Fom e e e e oo AR, R o e e e e e e oo oo oo +
| 2 | Varm (recent | <100ns | Cross-sessi on | CRP- Menory-CKF-Hits |
I | CKF) I I I I
I R I T T +
| 3 | Cold (full | <1000mns| Per si stent | CRP- Menor y- Knowl edge- Age|
| | CKF graph) | | | |
Fom e e e e oo AR, R o e e e e e e oo oo oo +
Tabl e 2

5. Conformance Level s
CRP defines three conformance | evel s:

CRP-Basic: |Inplenents core headers (CRP-Context-Quality-Tier, CRP-
Saf et y- Hal | uci nati on- Ri sk, CRP-Provenance- HVAC), session tokens,
and HTTP 451 halt. This is the m ni mum vi abl e governance | evel.

CRP-Standard: Inplenents all 58 headers, Safety Policy directives,
ETag caching, agentic dispatch headers, and conpliance headers.
Required for CRP Conply integration.

CRP-Full: Inplenments all of Standard plus stream ng safety

enf orcement, stop-sequence injection, nulti-agent safety budget
propagati on, and SIEM export. Required for CRP Certification.
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Security Considerations
Header |njection

CRP headers on responses MJST be generated by the CRP gateway, not by
LLM output. Inplenmentations MJUST validate that no CRP-prefixed
headers are present in raw LLM responses before injection.

Sessi on Token Security

The CRP- Set - Sessi on token MJUST be signed with HVAC SHA256 using a
session key not derivable fromthe token payl oad. Tokens MJST
i nclude an expiry and MJUST NOT be accepted after expiry.

HVAC Chain Integrity

The HVAC chain MJUST be conputed as: HVAC SHA256(wi ndow content ||
previ ous HVAC, session_key). Any break in the chain (verified via
CRP- Provenance-Chain-Integrity: BROKEN) MJST trigger an audit

i nci dent.

LLM Provi der Credentials
CRP gateways that vault LLM provider credentials MJST store keys
encrypted at rest. Cient applications MJUST NOT be required to hold
LLM provi der credentials when using a CRP gat eway.

I ANA Consi derations
Thi s docunent requests registration of the CRP- prefix in the HITP
Field Nane Registry at https://ww.iana.org/assignnents/http-fields

(https://wwv i ana. org/ assi gnnents/ http-fields) per [RFC9110]
Section 16. 3.

A conplete list of headers for registration is provided in CRP-
SPEC- 002 (Header Specification).
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