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Abst ract

Thi s docunent defines the Critical-CH HTTP response header to all ow
HTTP servers to reliably specify their dient H nt preferences.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com Tanych/http-client-hint-reliability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 August 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are
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I nt roduction

[ RFC8942] defines a response header, Accept-CH for servers to
advertise a set of request headers used for proactive content
negotiation. This allows user agents to send request headers only
when used, inproving their performance overhead as well as reducing
passi ve fingerprinting surface.

However, on the first HTTP request to a server, the user agent wll
not have received the Accept-CH header and may not take the server
preferences into account. More generally, the server’s configuration
may have changed since the nost recent HTTP request to the server.
Thi s docunent addresses this issue by introducing an HTTP response
header, Critical-CH, for the server to instruct the user agent to
retry the request if client hints were not initially included but
woul d have been sent based on the received Accept-CH header

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the Augnented Backus- Naur Form (ABNF) notation of
[ RFC5234] .

Thi s docunent uses the variable-length integer encoding and frame
di agram format from [ RFC9000] .

The Critical -CH Response Header Field

When a user agent requests a resource based on a nissing or outdated
Accept-CH value, it may not send a desired request header field.
Nei t her user agent nor server has enough information to reliably and
efficiently recover fromthis situation. The server can observe that
the header is mssing, but the user agent may not have supported the
header, or may have chosen not to send it. Triggering a new request
in these cases would risk an infinite |oop or an unnecessary round-
trip.

Conversely, the user agent can observe that a request header appears
in the Accept-CH (Section 3.1 of [RFC8942]) and Vary (Section 7.1.4
of [RFC7231]) response header fields. However, retrying based on
this informati on woul d waste resources if the resource only used the
Client Hnt as an optional optim zation

Thi s docunent introduces critical Cient Hnts. These are the dient
Hi nts which nmeaningfully change the resulting resource. For exanple,
a server nay use the Device-Menory Cient Hint [DEVI CE- MEMORY] to

sel ect sinple and conplex variants of a resource to different user
agents. Such a resource should be fetched consistently across page

| oads to avoid jarring user-visible swtches.

The server specifies critical Client Hnts with the Critical-CH
response header field. It is a Structured Header [RFC8941] whose

val ue MJUST be an sf-list (Section 3.1 of [RFC8941]) whose nenbers are
tokens (Section 3.3.4 of [RFC8941]). Its ABNF is:



Critical-CH = sf-1list
For exanpl e:
Critical -CH Sec-CH Exanpl e, Sec-CH Exanple-2

Each token listed in the Critical -CH header SHOULD additionally be
present in the Accept-CH and Vary response headers.

When a user agent receives an HITP response containing a Critical -CH
header, it first processes the Accept-CH header as described in
Section 3.1 of [RFC8942]. It then perforns the foll ow ng steps:

1. If the request did not use a safe nmethod (Section 4.2.1 of
[ RFC7231]), ignore the Critical-CH header and continue processing
the response as usual .

2. If the response was already the result of a retry, ignore the
Critical -CH header and continue processing the response as usual.

3. Determine the dient Hints that would have been sent given the
updat ed Accept-CH val ue, incorporating the user agent’s | ocal
policy and user preferences. See also Section 2.1 of [RFC8942].

4. Conpare this result to the Cient Hints which were sent. I|f any
Client Hnt listed in the Critical-CH header was not previously
sent and woul d now have been sent, retry the request with the new
preferences. O herw se, continue processing the response as
usual .

Note this procedure does not cause the user agent to send Cient
Hints it would not otherw se send.

.1. Exampl e

For exanple, if the user agent |oads https://exanmple.comw th no
know edge of the server’s Accept-CH preferences, it may send the
fol |l owi ng response:

GET / HTTP/ 1.1
Host: exampl e. com

HTTP/ 1.1 200 K

Content - Type: text/htm

Accept - CH: Sec- CH Exanpl e, Sec- CH Exanpl e-2
Vary: Sec-CH Exanpl e

Critical -CH Sec-CH Exanpl e

In this example, the server, across the whole origin, uses both Sec-
CH Exanpl e and Sec-CH Exanple-2 Cient Hnts. However, this resource
only uses Sec-CH Exanple, which it considers critical.

The user agent now processes the Accept-CH header and determines it
woul d have sent both headers. Sec-CH Exanple is listed in Critical-
CH, so the user agent retries the request, and receives a nore

speci fic response.

GET / HTTP/ 1.1
Host: exanpl e. com
Sec- CH Exanple: 1
Sec- CH Exanpl e-2: 2

HTTP/ 1.1 200 K

Content - Type: text/htm

Accept - CH: Sec- CH Exanpl e, Sec- CH Exanpl e-2
Vary: Sec- CH Exanpl e
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Critical -CH Sec-CH Exampl e
Security Considerations

Request header fields may expose sensitive information about the
user’s environment. Section 4.1 of [RFC8942] discusses sonme of these
consi derations. The docunent augnents the capabilities of Cient

Hi nts, but does not change these considerations. The procedure
described in Section 3 does not result in the user agent sending
request headers it otherw se would not have.

| ANA Consi der ati ons

Features relying on this docunent are expected to regi ster added
request header fields in the Permanent Message Header Fields registry
([ RFC3864]) .

Thi s docunent defines the "Critical-CH HITP response header field,
and registers it in the sanme registry.

1. Critical-CH Header Field

Header field nanme: Critical-CH

Applicabl e protocol: HITP

Status: Standard

Aut hor/ Change controller: |ETF

Speci fication docunment: this specification (Section 3)
Rel ated information: for Cient Hints
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