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Abst ract
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ainms to inprove the performance to deliver Cient Hint.
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1. Introduction

To address the problemof delivering Cient H nts preferences on the
first request, the Critical-CH mechanismallows servers to specify
critical dient Hints for rendering the requested resource. This
ensures that the user agent retries the request if those hints are
not initially provided.

Wiile Critical-CH header provides reliability, it requires a retry on
sone requests. This document introduces the ACCEPT_CH HTTP/ 2

[ RFC7540] and HTTP/3 [ RFC9114] franes as an optim zation for Accept-

CH [ RFC8942], which can avoid the performance hit of a retry in nost

cases, so the server’'s Client H nt preferences are usually available

before the client’s first request.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the Augnented Backus- Naur Form (ABNF) notation of
[ RFC5234] .

Thi s docunent uses the variable-length integer encoding and frane
di agram format from [ RFC9000] .

3. The ACCEPT_CH Frane

Thi s docunent specifies a new ACCEPT _CH frane for HTTP/ 2 [ RFC7540]
and HTTP/ 3 [RFC9114]. It carries Cient Hint preference for the
servers. HITP/2 and HTTP/ 3 servers which request Cient H nts SHOULD
send an ACCEPT_CH frame as early as possible. This ensures the
information is available to the user agent when it nakes the first
request.

3.1. HITP/ 2 ACCEPT_CH Frane

The HTTP/ 2 ACCEPT_CH frame (type=0x89) is used to specify the
server’s Client Hint preferences and contains zero or nore entries,
each consisting of a pair of length-delimted strings.

The Stream ldentifier field (see Section 5.1.1 of [RFC9113]) in the
ACCEPT_CH frane header MJST be zero (0x0). Receiving a ACCEPT_CH
franme with a field of any other value MJST be treated as a connection
error of type PROTOCOL_ERROR

HTTP/ 2 ACCEPT_CH Frane {
Length (24),
Type (8) = 0x89,
Unused Fl ags (8),

Reserved (1),
Stream |l dentifier (31),

ACCEPT_CH Payl oad (..),
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Figure 1: HTTP/ 2 ACCEPT_CH Frane For nat

The Length, Type, Unused Flag(s), Reserved, and Stream | dentifier
fields are described in Section 4 of [RFC9113]. The ACCEPT_CH frane
payl oad contains the follow ng additional fields:
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The fields are defined as foll ows:

Origin-Len: An unsigned, 16-bit integer indicating the length, in
octets, of the Origin field.

Oigin: A sequence of characters containing the ASCI| serialization
of an origin (Section 6.2 of [RFC6454]) that the sender is
provi ding an Accept-CH val ue for.

Val ue-Len: An unsigned, 16-bit integer indicating the length, in
octets, of the Value field.

Val ue: A sequence of characters containing the Accept-CH val ue for
the corresponding origin. This value MJST satisfy the Accept-CH
ABNF defined in Section 3.1 of [RFC8942].

Clients MJST NOT send ACCEPT_CH frames. Servers which receive an
ACCEPT_CH franme MJST respond with a connection error (Section 5.4.1
of [RFC7540]) of type PROTOCOL_ERRCR

ACCEPT_CH franes always apply to a single connection, never a single
stream The streamidentifier in the ACCEPT_CH frame MJUST be zero.
The flags field of an ACCEPT _CH field is unused and MJST be zero. |If
a user agent receives an ACCEPT_CH frane whose streamidentifier or
flags field is non-zero, it MJST respond with a connection error of
type PROTOCOL_ERRCR.

HTTP/ 3 ACCEPT_CH Fr ane

The HTTP/ 3 ACCEPT_CH frame (type=0x89) is used to specify the
server’s Client Hint preferences and contains zero or nore entries,
each containing an origin and a correspondi ng Accept-CH val ue.

HTTP/ 3 ACCEPT_CH Entry {
Oigin Length (i),
Oigin (..)

Val ue Length (i),
Value (..),

}

HTTP/ 3 ACCEPT_CH Frane {

Type (i) = 0x89,

Length (i),

HTTP/ 3 ACCEPT_CH Entry (..) ...,
}

Fi gure 2: HTTP/ 3 ACCEPT_CH Frane



The fields of each HTTP/3 ACCEPT_CH Entry are defined as follows:

Oigin Length: A variable-length integer containing the length, in
bytes, of the Origin field.

Oigin: A sequence of characters containing the ASCI| serialization
of an origin (Section 6.2 of [RFC6454]) that the sender is
provi ding an Accept-CH val ue for

Val ue Length: A variable-length integer containing the length, in
bytes, of the Value field.

Val ue: A sequence of characters containing the Accept-CH val ue for
the corresponding origin. This value MJST satisfy the Accept-CH
ABNF defined in Section 3.1 of [RFC8942].

Clients MJST NOT send ACCEPT_CH frames. Servers which receive an
ACCEPT_CH franme MUST respond with a connection error (Section 8 of
[ RFC9114]) of type H3_FRAME_UNEXPECTED

ACCEPT_CH franes may only be sent on the control stream

(Section 6.2.1 of [RFC9114]) dients which receive an ACCEPT _CH frane
on any ot her stream MJST respond with a connection error of type
H3_FRAME_UNEXPECTED

.3. Processing ACCEPT_CH Franes

The user agent renenbers the nost recently received ACCEPT CH frane
for each HITP/2 or HITP/ 3 connection. Wen it receives a new
ACCEPT CH frane, it overwites this value. As this is an

optim zation, the user agent MAY bound the size and ignore or forget
entries to reduce resource usage.

When the user agent nmekes an HTTP request to a particular origin over
an HTTP/ 2 or HTTP/ 3 connection, it looks up the origin in the
remenbered ACCEPT_CH, if any. If it finds a match, it determ nes
additional Cdient Hnts to send, incorporating its local policy and
user preferences. See Section 2.1 of [RFC8942].

If there are additional Client Hints, the user agent restarts the
request with updated headers. The connection has al ready been
established, so this restart does not incur any additional network
|latency. Note it may result in a different secondary HITP cache key
(see Section 4.1 of [RFC7234]) and select a different cached
response. |f the new cached response does not need revalidation, it
may not use the connection at all

User agents MJUST NOT process Client Hint preferences in ACCEPT_CH
frames corresponding to origins for which the connection is not
authoritative. Note the procedure above inplicitly satisfies this by
deferring processing to after the connecti on has been chosen for a
correspondi ng request. Unauthoritative origins and other unmatched
entries are ignored.

There are sone variations on this behavior user agents can choose:

* Qverriding ACCEPT_CH franes: This docunment RECOMMVENDED new
ACCEPT_CH frane overrides the existing set for correspondi ng
origin because it’'s sinplest and nost consistent with an
EXTENDED_SETTI NGS vari ant .

* Handl i ng unexpected ACCEPT CH frames: |f ACCEPT_CH franmes contains
unexpected origins which the request is not interested, this
feature proposes ignoring those entries because it may interact
better with secondary certificates. |f a request doesn't find
corresponding entries in ACCEPT_CH frames, it SHOULD be treated as
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a no- op.

* Deferring ACCEPT_CH franes: ACCEPT _CH franmes nay be deferred or
imediately witten to the cache, this docunent RECOMVENDED
deferred instead of caching them this can avoid acting on
potentially incorrect preferences frombad origins or predictive
connections, but this also nean interactions between ACCEPT_CH and
Accept-CH are nore conpl ex (see bel ow).

* ACCEPT_CH franmes and Accept-CH interactions: The docunent
currently proposes nerging Cient Hint preferences in ACCEPT_CH
franmes and Accept-CH when user agents make the initial request,
which is easy. However, Cient H nt preferences in ACCEPT_CH
franmes are NOT_ stored in the persistent Cient Hi nt cache as
ACCEPT_CH franes are strictly a connection-level setting. It
woul d i ntroduce unnecessary conplexity if allow ng nore than one
mechanismto affect the cache stroage. ACCEPT_CH franes are
i ntroduced as an optim zati on nechani smfor Accept-CH and not as a
repl acenent.

Interaction with Critical -CH

The ACCEPT_CH frane avoids a round-trip, so relying on it over
Critical -CH woul d be preferable. However, this is not always
possi bl e:

*  The server nmay be running ol der software w thout support for
ACCEPT_CH frane.

* The server’s Accept-CH preferences may change whil e existing
connections are open. Those connections will have outdated
ACCEPT_CH franes. Wile the server could send a new frame, it nmay
not arrive in tinme for the next request. Moreover, if the HITP
serving frontend is an internmediary like a CDN, it nay not be
proactively notified of origin server changes.

* HITP/ 2 and HTTP/ 3 all ow connection reuse across nultiple origins
(Section 9.1.1 of [RFC7540] and Section 3.3 of [RFC9114]). Sone
origins may not be listed in the ACCEPT _CH frane, particularly if
the server used a wildcard X 509 certificate.

Thus this docunent defines an altertive delivery mechani sm ACCEPT_CH
frane to avoid the retry in nost cases, and Critical -CH provides
reliable dient H nt delivery.

Security Considerations

The ACCEPT_CH frane does introduce a new way for HITP/2 or HITP/ 3
connections to make assertions about origins they are not
authoritative for, but the procedure in Section 3.3 defers processing
until after the user agent has decided to use the connection for a
particul ar request (Section 9.1.1 of [RFC7540] and Section 3.3 of

[ RFC9114]). The user agent will thus only use information from an
ACCEPT CH frane if it considers the connection authoritative for the
origin.

| ANA Consi der ati ons

This specification adds an entry to the "HITTP/2 Franme Type" registry
[ RFC7540] with the foll owi ng paraneters

*  Franme Type: ACCEPT_CH
*  Code: 0x89

* Reference: [[this docunent]]



This specification adds an entry to the "HITP/3 Frame Type" registry
[ RFC9114] with the follow ng paraneters:

*  Frame Type: ACCEPT_CH

*  Code:

0x89

* Reference: [[this docunent]]
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