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Abst ract

We present our experiences in supporting deploynents of LISP

Mul ticast using unicast and multicast underlays. This docunent
details design considerations that can be useful for anyone
interested in deploying LISP nulticast services over |P networks.
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1. Introduction

Thi s docunent describes depl oynent experiences of inter donmain

mul ticast routing function in a network where Locator/|ID Separation
i s depl oyed using the Locator/ID Separation Protocol (LI SP)
architecture as described in [I-D.ietf-1isp-rfc6831bis]

2. Term nol ogy
Al of the term nology used in this docunent cones from [ RFC9301]

[I-Dietf-lisp-rfc6831lbis], [I-D.ietf-1isp-vpn] and
[1-D. noreno-1lisp-uberlay].
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3.

Scope of this docunent

Thi s docunent covers the foll owi ng aspects:

Depl oynents based on the procedures of [I-D.ietf-lisp-rfc6831lbis].
When using a nulticast based underlay, LISP sites can provide
support to forward Layer-2 Broadcast, Unknown Uni cast and

Mul ticast (BUM packets.

Layer3 routed multicast services (ASM SSM and BiDir) are provided
by such LISP sites.

Both I Pv4 and | Pv6 overl ays are covered by this docunent.
Simlarly, both | Pv4 and | Pv6 underl ays are covered.

Scope not covered by this docunent

Thi s docunent does not cover the foll owi ng aspects:

L3 routed Unicast forwarding or L2 forwardi ng between LISP sites.
Thi s docunent does not address services inplenented using

under| ays such as Bl ER

Procedures and considerations required for mgrating non-LISP
based networks to LI SP based networks.

Extranet Multicast (Route Leaking).

Signal Free LISP Multicast [I-D.ietf-1isp-rfc8378bis].

I ndustry segnments/ use-cases covered

The depl oynent experiences outlined in this docunent capture
| earnings fromvarious industry segnents |isted bel ow (not
exhaustive:)

*

Educational Institutions (e.g. Universities with multiple
campuses, school districts)

Public Uilities like Airports, Stadiums and Ports
Hospital s and Heal thcare providers

Enterprises including Financial Institutions spread across
continents and | arge geographi cal regions

Technol ogy vendors and factories

Events |i ke Expos, Tradeshows, Sporting events

Advant ages and Cost of using "PlMover-PI M

There are both advantages and costs in using a "Pl Mover-PIM design
outlined in [I-D.ietf-lisp-rfc6831bis]:

*

PIM[RFC7761] is a well-understood and depl oyed protocol in many
types of networks (Enterprise, G obal Internet etc.).
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* For the specific case of deploying PIMin the overlay in a LISP
networ k, nmerely encapsul ating the PIM protocol packet into a
Uni cast LI SP packet and directing it towards the xTR that is
chosen as the Upstream Multicast NH worked very well.

* Usage of PIMJoin Attributes for LISP is a very useful nethod for
the receiver ETR to signal underlay transport attributes to the
I TR [ RFC8059]. The notivations for doing so are explained in the
| ater sections of this docunent.

* The PI M nei ghborship was not fully established as exchange of PIM
hel | os were considered chatty. An alternate nethod of achieving
this could be to use [ RFC9739]

* A sinmple but powerful optimzation was done to use only SSMin the
underl ay for supporting overlay Layer-3 multicast routing.

7. Underl ay Depl oynent consi derations
7.1. Head-End Replication

A smal |l but significant subset of depl oynents have been observed
usi ng the Head-End Replication (HER). This is primarily done for
| ow-vol ume mul ticast or for deployments where there are restrictions
in inplenmentations for supporting an underlay with native multicast.

Anot her category of the deploynments were early adopters of the
technol ogy when the software rel eases were limted to unicast
under| ay.

The primary characteristic of such networks is the presence of a
limted nunber of LISP sites in which receivers are present. Please
note that this does not necessarily nean that only a limted nunber
of hosts receive the multicast.

Since the ASICs that formthe data plane have very efficient methods
to replicate nulticast packets to |ocal receivers, any depl oynent

that has a good |ocalization of receivers to a linmted nunber of LISP
sites can still use a unicast underlay with high efficiency.

On the positive side, there are widely depl oyed nmechanisns for both
traffic-engineering (e.g. Load bal ancing) and fast convergence due to
link/ node failures in unicast that can be reused for overlay routed
mul ti cast when using a unicast underl ay.

Anot her very inportant use-case for considering a unicast underlay is
to have m gration done from (say) |Pv4 to | Pve6.

It is also possible to performthe Head-End replication on an I TR or
PI TR
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Al t hough not covered in this docunent, the design of HER allows for
the co-existence of RLOCs using both unicast and multicast underl ays.

7.2. Native Multicast Underl ay

Native multicast underlay presents notabl e advantages over Head-End
Replication, particularly in network topol ogies where replication
occurs at multiple nodes between the ETR and the ITR Despite
advancenments in nmodern ASICs designed for high-performance nulticast
packet replication at the Head-End, bandw dth consunption remains a
critical factor favoring the adoption of native nulticast underl ay.

In native nulticast node, there is a mapping between the overl ay
mul ti cast group address and the underlay nulticast group. This
mappi ng nmust be consi stent across network devices within a LISP
domain to ensure uniformty. The sinplest nethod involves a 1:1
mappi ng between the overlay LISP group address and the underl ay
mul ti cast group address. To namintain uniqueness in this mapping
process, inplenmentations may incorporate additional paraneters, such
as the source | P address and LISP instance ID, providing sufficient
entropy to ensure uni queness across LISP instances.

There exists recent work like [I-D.ietf-lisp-group-mapping] that can
be | everaged here.

Using native nulticast in the underlay is used by the majority of the
depl oynent s known.

* Underlays in nost depl oynents were honpbgenous e.g. |Pv6 Unicast
based under| ay.

* Upgrading fromone underlay to another is a process that requires
a lot of planning. This is not covered in this docunent.

8. Layer-2 BUM overl ay depl oynent considerations

There are three depl oynent options that can be considered here for
depl oynent :

* Ingress Replication: Each L2 BUM packet is replicated by the ITR
so each ETR receives a copy of the L2 packet encapsul ated as
uni cast in the underl ay.

* Use ASM underlay: Since any XTR does not know the list of ITRs
that can potentially send L2 BUM packets, it subscribes to an
underl ay nmulticast group based on the L2 LISP instance. There can
be a mn mapping of 'm LISP instances to 'n’ Underlay Milticast
groups with nmPn or ne>n. We have al so seen many custoners use
n=1.
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* Use BIDIR underlay: Since BIDIR is a commonly supported node we
can sinply reduce the nulticast state in the underlay to Q(n)
instead of Q(n*no.of |ITRs) by choosing BID R over ASM This node
is particularly popular when I Pv6 underlay is used as the
forwardi ng path resources (e.g. TCAM entries) required to support
I Pv6 nulticast routing is double that of I|Pv4.

8.1. RP for Layer-2 BUM Mul ticast Underl ay

* \When using a Miulticast underlay for L2 BUM we use ASM based
underlay or a BIDI R based underl ay.

* This can be achieved by having an m LI SP L2 service instances are
mapped to n nulticast groups where m> n or m>> n since the
nunber of LISP L2 instances are larger than the number of
designated nulticast groups to carry BUMtraffic.

* Since this is done flexibly, heavy users of BUM can be allocated
separate underlay groups for isolation

* One of the nost critical design elenent is the choice of the RP
Design. W have the follow ng options:

- Configuring static RPs: Use of anycast |P addresses with static
RP i s a popul ar choi ce observed in depl oynents.

- FElecting RPs through nmechanisns |ike PIMBSR [ RFC5059] has been
adopt ed by custoners as wel | .

- Discovering RPs via the Mapping systemis not covered in this
docunent .

9. Layer-3 overlay Milticast depl oynent considerations
9.1. Layer-3 Routed Any-Source Milticast (ASM services

LI SP overlays extend ASMto networks | acking native nulticast support
traditionally. Native multicast in the core boosts ASMresilience
and optimzes traffic distribution.

Head-end replication requires tuning to avoid | TR overload with many
receivers or high traffic. LISP overlays enable ASMresilience by
rerouti ng around underlay failures dynamically.

ASM depl oynments scal e recei ver counts flexibly wi thout requiring
underl ay redesigns. Troubl eshooting ASM demands nonitoring both LISP
overlay and underlay states concurrently.

Pre-validating underlay mnulticast capabilities ensures reliable ASM

performance consistently. Using native multicast conplicates failure
di agnosi s despite enhancing overall resilience.
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9.1.1. Layer-3 overlay ASM RP pl acenment and redundancy

In a Layer-3 overlay, the placenent of RPs is critical for ensuring
robust nulticast service delivery. Unlike traditional PIMASM LISP
multicast relies on static Rendezvous Point (RP) configurations due
to the lack of support for dynamic RP di scovery nechanisns |ike Auto-
RP or Bootstrap Router (BSR)

Di scovering RPs via the mapping systemis possible but not covered in
t hi s docunent.

RPs can be positioned both inside and outside the LISP domain. The
typical configuration involves static RP setup and redundancy through
the Anycast RP concept, which allows nultiple RPs to share the sane

| P address, providing |oad balancing and fault tolerance. This setup
requi res synchronizati on between RPs using the MSDP to exchange

i nformati on about active sources.

In some deploynents, RP placements are a conbination of RPs placed
inside together with RPs placed outside the LISP domains. This
configuration | everages advanced MSDP peering or group nesh peering
to enhance nulticast service resilience and efficiency.

The RP placenent significantly affects the convergence between the
shared and source trees. It is essential that all xXxTRs within a

gi ven LI SP instance use a consistent address schenme with identica
mapping to ensure efficient nulticast routing. The RP facilitates
the initial setup of the sharedi tree, allow ng sources and receivers
to establish direct multicast data fl ows.

9.1.2. Optimisation for short-lived streans

VWhen working with short lived streams (e.g. PA systens for airports)
it was observed that using the shared tree was optimal. The cost of
switching to the shortest-path tree can be avoided in such scenarios
However such choices are better done on a case-by-case basis e.qg.
based on the range of group addresses.

9.2. Layer-3 Routed SSM services

SSM servi ces over a Layer-3 LI SP domain connect multicast sources and
receivers via the overlay. Receivers join source trees (S, G by
signalling 1GWv3, which then is transported as Pl M packets over the
LI SP overlay. The typical SSM services would be represented by

Fi nanci al Data, |IPTV and Live stream ng applications.
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The traffic within a LI SP domain, sinmlar to the ASM woul d be subj ect
to encapsul ati on and depending on the nmulticast nmode it would be
either head-end replication or native (overlay to underlay multicast

mappi ng) .

The sources and receivers can be connected to the LISP site or be
| ocated outside of the LISP domain. LISP overlay provides a
resiliency by rerouting traffic dynam cally.

SSM services elimnate RPs and shared trees, sinplifying tree
managenment. Direct (S, G trees enhance scalability and reduce
| atency for one-to-nany uses.

Recei vers nust support |GWv3 (or M.Dv2) to specify sources, avoiding
ASM f al | back. Replication strategies need tuning to bal ance I TR | oad
and under | ay bandwi dt h.

10. Mobility considerations for LISP multicast
TBD

11. Enabling Multicast flows for nultiple tenants and nultiple site
overl ays

11.1. Background readi ng

[1-D. noreno-lisp-uberlay] provides nmethods to operate and
interconnect multiple LISP sites using Border xTR nodes.

[I-D.ietf-lisp-vpn] describes the use of the LISP to create Virtua
Private Networks (VPNs). LISP is used to provide segnmentation in
both the LI SP data plane and control plane.

Usi ng the procedures and construct of the above two references, we
have been to able to build and deploy solutions that cater to

mul tiple tenants connected to nmultiple LISP sites spread across
multiple site overl ays.

11.2. LI SP Uberlay depl oynent considerations

One of the primary depl oynent use cases involves delivering multicast
services across nmultiple site overlays or RLOC spaces
[1-D.noreno-lisp-uberlay]. There are several nethods for routing
mul ti cast packets when sources and recievers are connected to LISP
site overlays that are connected through VPNs. Two nost conmon

met hods are given bel ow.
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12.

13.

14.

15.

15.

* Forwarding the traffic natively, wi thout any encapsul ati on, which
typically results in extending the Forwardi ng Context
[I-D.ietf-lisp-vpn] segnentation beyond a specific LISP site
overl ay.

* I nplenmenting an overlay across the uberlay network.

Choosi ng between these options has significant design inplications
for both unicast and nulticast flows:

In the native forwarding approach, traffic leaving a site overlay is
decapsul ated at the border xTRs and placed into the appropriate VRF
corresponding to the Forwarding Context. This scenario creates
consi der abl e overhead in depl oying nulticast configurations across
multiple site overlays, as each LISP Forwardi ng Context nust be
mapped to an individual VRF in uberlay.

I npl enenting an overlay over the LISP uberlay network offers
advant ages by extending the LISP Forwardi ng Context between different
LI SP domains. In this case, Border XxTRs in each LISP domain are
responsi bl e for decapsul ati ng and re-encapsul ating traffic between
different site overlays. This can be achieved by using disjoint
underlay nulticast groups in the different site overlays/ uberl ay.
PI M can be | everaged for signaling the different underlay group
mappi ngs for the site-overlays and uberlay. [RFC8059]

Extranet Milticast (Route | eaking)
This feature is beyond the scope of this docunent.

I ANA Consi derations
This meno i ncludes no request to | ANA

Security Considerations

This informational docunment does not introduce any new security
consi derati ons.
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