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1. Introduction

The ability to send nessages to anyone wi thout prior agreenent is a
feature at the base of the success of Internet mail. It also exposes
a way to abuse, though. Donain-based ermail authentication can limt
abusi ve behavi or by enabling receivers to unanbi guously attribute
responsibility of messages, and thereby to devel op domai n reputation
However, indirect mail flows, such as mailing lists and aliases are
seriously hindered by such authentication practices (see [ RFC7960]).
Al 't hough they constitute a nminor part of the global mail traffic,
such hindrance poses a problem which is what the present protoco
attenpts to fix.

Many nmailing |ists break Donai nKeys Identified Mail (DKIM signatures
([ RFCB376]) by adding a subject tag or a nessage footer. Externa

al i ases break Sender Policy Framework (SPF) ([RFC7208]) if forwarders
don’t change the bounce address, or break its alignnment with the
From header field if they do. 1In both cases, they break Domain-
based Message Aut hentication, Reporting, and Conformance (DVARC)
([RFC7489]) if there is no DKIM signature.
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Rewiting the very From field, an operation known as From nunging,
is a sender side solution to this problem adopted by nost nmailing
lists; see Section 4.1.3.1 of [RFC7960] for a detail ed description
Alias forwarding, instead, can be avoided by having the target pul
messages using a mail retrieval protocol rather than pushing themvia
SMIP. As an alternative, this docunment proposes a cooperative mnethod
that hinges on the peculiarity that both of these forwardi ng nmethods
require a prior setup at the sender. At that stage, it does not
cause inpedi nent to also set up an agreenent with the receiver

1.1. Presentation by exanple

Let’s consider the procedure whereby alice@xanpl e.com subscribes to
the mailing list participants@ists.exanple.org. The first three
steps below are a well known practice known as *confirnmed opt-in*
(CA). The extra steps are introduced by this protocol

1. Alice subscribes to the list, either by visiting exanple.org web
site or by sending a request to the |Iist manager

2. The mailing list manager (MM sends a nessage to Alice, asking
whet her she agrees to subscri be.

3. Alice confirnms the subscription

4. The MM I ooks up _fixforwarding. exanpl e.comon the DNS to check
if Alice s provider supports forwarding agreenents (see Section 4
for the DNS record format). |If found, the M_M applies for a
perm ssion to send nmailing list nmessages that nay fail DVARC
checks (see Section 5 for the web formfields).

5. Upon receiving the MM request, exanple.com sends a nmessage to
its user Alice, asking whether she agrees to receive that
specific mail flow

6. Alice confirms to her provider too. (This step may eventally
repl ace step 3 above.)

7. Exanpl e.com adds participants@ists.exanple.org to the |list of
forwarders that Alice agreed upon. Then, it confirnms to the MM
that the agreenent is set up

8. The MM nodifies Alice’ s subscription options renoving From
mungi ng for nessages sent to her.
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Pl ease note that these are very sinple steps, requiring very sinple
software. Steps 2 and 3 may be renoved when MLMs trust that steps 5
and 6 work well. The protocol is designed in such a way that it can
be adopted by large and tiny providers alike.

Step 7 constitutes the actual setup of the agreenent on the receiver
side. It enables exanple.comto recognize nessages that belong to
this mail flow by:

i. aut henti cating exanple.org by verifying its ARC or DKI M
signature, and

ii. checking that the authenticated List-ID: header fieldis
included in the list of forwarders that Alice agreed upon. This
requires the DMARC verifier to be able to perform per-user
exenptions; possibly the only rel evant software requirenent.

According to the user’s will, DVARC failures can be safely ignored
under these conditions.

Step 8 constitutes the protocol’s payload. It requires the MLMto be
able to configure From nunging on a per-subscriber basis; Appendix A
proposes a nethod to achi eve such effect.

These steps are discussed in detail in the follow ng sections.
2. Terns Definitions

*f orwar der *
The entity that routinely forwards nessages it has received to one
or nore external recipients. Forwarders are roughly divided into
two categories, aliases and mailing lists, much |ike SMIP
definition ([ RFC5321], Section 3.1).

*al i as*
A way of forwarding to a fixed set of recipients. The bounce
address may or may nhot be changed.

*mailing list*
A mechani sm wher eby subscri bers can dynanmically add or renove
thenselves fromthe list. The bounce address is al ways changed.
*bounce addr ess*
Al so call ed envel ope return address, is the parameter of the SMIP
MAI L command.

*recei ving donai n*
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Is the domain, nore precisely its MX server(s), which receive the
messages sent by the rel evant forwarder.

*Si gners* and *verifiers* are defined by DKIM ([ RFC6376]) .

The use of the term*Miling List Manager*, al nost al ways abbrevi at ed
*M.M follows [RFC6377]. A MMis a kind of *Mediator* in [ RFC5598]

parlance. It is usually conmposed of a Message Transfer Agent (MIA)
with the usual suite of tools plus the mailing list specific

sof tware

*Message* is defined in [RFC5322]. It consists of a *header* nade up

of one or nore *fields*, and a *body* possibly conposed of various
M ME *entities*, the latter being defined in [ RFC2045] and
compani ons.

We use *colon* (:) to indicate header field nanes, as in From, To:
and the like.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Note About Rewriting the Bounce Address

This section is about alias forwarding, pinpointing in which cases it
i s necessary to change the bounce address.

Traditionally, alias expansion re-injects nmessages in the mail system
changing just the envel ope recipient address. That is, w thout
rewiting the bounce address. This is what SMIP [ RFC5321]

prescribes. However, froman authentication perspective, this

doesn’t al ways work, because sone MIAs reject SPF failures —those
matching a -all directive (see SPF spec, [RFC7208])— during the early
stages of the SMIP protocol; that is, before DKIMor ARC [ RFC8617]

can be verified.
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It is handy to | eave the bounce address intact in order to have the
message author notified in case of failed delivery, which increases
email reliability. However, sonme types of errors, such as a failed
delivery because the destination mail box has been del eted, should be
sent to soneone who del etes the forwardi ng configuration. A broken
al i as whi ch unfl aggi ngly generates bounces to any bounce address is
akin to an open relay. A beit limted to non-delivery notifications,
it can be exploited for spamming. To avoid this role, a receiver can
carefully verify the bounce address before accepting a nessage, so a
forwarder can expect the receiving donain to behave accordingly.

We recommend that the bounce address be replaced with the interna
address of a human or robot that can figure out what to do; that can
be done using a sender rewiting scheme ([SRS]). However, this
protocol does provide for a way to enter into agreenents that cover
traditional alias expansion. According to Appendi x D of [RFC7208],
domai ns consult a whitelist if they reject SPF "fail" nessages before
receiving the nessage data. |If the whitelist they consult is a
public DNS-based whitelist (DNSW, [RFC5782]) and if it includes the
forwarder’s | P address, then traditional alias expansion, which does
not change the bounce address can work even in the face of strict SPF
polici es.

To recap, an MIA nmay check SPF after MAIL and before DATA. |f the
result is "fail", the MIA consults one or nore DNSWs. |If the
sending | P address is whitelisted, the MIA del ays the rejection
decision until a later stage, when the nmessage content is received
and verified via DKIM or ARC. Therefore, an agreenent involving
traditional alias expansion is possible if one of the follow ng two
conditions is true:

1. The receiving domain's MXes consult public DNSWs and the
forwarder is subscribed to at | east one of them or

2. the receiving domain's MXes never reject before receiving and
eval uati ng the message content.

Whet her and which of these conditions are nmet can be determ ned for
each agreement based on the dnsw = tag decl aration, as described in
Section 4. |In cases where none of these conditions are valid, the
forwarder MJUST change t he bounce address.
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4.

Under scor ed Fi xForwardi ng DNS Resource Record

Recei ving domai ns participating in this protocol notify it to al
interested parties by publishing an "underscored" resource record
naned fixforwarding. According to [RFC8552], this record is |abeled
as a subdomain of the domain it refers, which is the domai n-part of
the pertinent enmil addresses.

The record contains the conditions that an applicant MJST neet before
appl ying for an agreenment as well as a URI to send application
requests to. Requests details are specified in Section 5.

The format of the _fixforwarding record follows the extensible "tag-
val ue" syntax for DNS-based key records defined in DKIM [ RFC6376].
The folding white space termnal, FW5, is also defined there. The
followi ng tags are defined here:

*aut h*
Aut henti cation nmethods used to identify the forwarder’s donain;
OPTI ONAL, by default the nethod is ARC ([ RFC8617], but a receiving
domai n MAY state which methods it accepts. A forwarder MJST be
abl e to produce at | east one of the required signatures before

appl yi ng.

ABNF:

rec-auth-tag = &"auth" [FWE] "=" [FWE] rec-auth-tag-nethod
1*( [FW8] "," [FWB] rec-auth-tag-nmethod)

rec-auth-tag-method = %"arc" / %"dkint' / future-nethod

future-nethod = 1*( ALPHA/ DAT/ "-")

*dnsw *
Ei ther a comma-separated |list of DNSWs (see [RFC5782]) that the
domai n’s MXes consult before rejecting SPF failures at the early
stages of SMIP transactions, or one of the keywords "none" and

"all"; OPTIONAL, by default "none". See Section 3. "none" means
this option is not available; that is, forwarders MJST change the
bounce address to an SPF valid one. The "all" keyword means the

opposite; that is, forwarders MAY | eave the original bounce
address intact because the receiving donmain’s MXes never reject
nmessages before verifying their signatures. One or nore donains
mean the conditional acceptance; that is, if the DNS nanme that
results by prepending the reverse | P address of the forwarder to
one of those dommins resolves to a positive A IP address (detailed
description in [RFC5782]), then the forwarder MAY | eave the
ori gi nal bounce address intact because the receiving domain s MXes
consult that DNSW.
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ABNF:

rec-dnsw -t ag
rec-dnsw -t ag- opt

%"dnsw " [FWE] "=" [FWB] rec-dnsw -tag- opt
rec-dnswl -tag-1list /

rec-dnswl -t ag-none /

rec-dnsw -t ag- al

rec-dnswl -tag-list = domain *( [FWS "," [FWS] dormain)
rec-dnswl -t ag- none = %" none"
rec-dnswl -tag-all = %"all"

Where domain is inported from|[RFC5322]. Each domain of the Iist
is a DNS zone that can be queried by prepending reversed I P
addr esses.

* *
post
This is the URI to post web formrequests to. REQU RED. The web
format is described in Section 5. This is an HTTPS or HTTP URI.
ABNF:

rec-post-tag
rec-post-tag-uri

%" post"™ [FW5] "=" [FW5] rec-post-tag-uri
https-URl / http-UR

Where https-URl and http-URl are inported from [RFC9110].
5. Forwardi ng Agreenent Wb Form

Recei ving domains participating in this protocol set up a web form

t hrough which forwarders can request perm ssion to send nessages that
may fail DMARC checks. Forwarders wi shing to request an agreenent
with the receiving domain fill out the form providing the required
val ues, nostly enmail contacts. Since there is a predefined set of
fields, applicants can prepare a script which runs automatically when
the existence of the formis detected by the fixforwarding resource
record, and the conditions init are net. However, receiving domains
SHOULD provide an HTM. formto be filled out manually at the sane
post= URL, so that an agreenment can be entered into even w thout a
dedi cated script. Wen there are no values, the formdi splays enpty
fields for filling in; when values are submtted, it displays the
result. Values SHALL be subnmitted using the POST nethod described in
[ RFC9110]. Posted val ues nmay be encoded using either the

appl i cation/x-ww+formurlencoded or the nmultipart/formdata nedia
types (see [ RFC7578]).

Normal HTTP rul es [ RFC9110] apply. |In particular, receiving domains
SHOULD check that the val ues posted are acceptable and return a 400
HTTP status code otherwise. |If everything is fine, the HTTP server
stores the values for |ater processing and returns status code 202.
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The resulting agreenent status will be sent to the base address of
the applicant after checks are conpleted. Keep in nmind that this my
take a human | apse of tine.

Organi zati ons SHOULD NOT i npl enent access control to restrict access
to verified applicants. However, after experiencing an overwhel m ng
nunber of attacks on the post= URI, an organi zati on capabl e of
designing an interface with a smaller attack surface, can use it to
distribute credentials to prospect applicants and thus restrict
access to authorized individuals. 1In this case, the post= URI
returns a 401 status code when the applicant is not authenticated;
the HTM. form page acconpanying the 401 code MJST expl ain how generic
operators can obtain the necessary authorization. This process
shoul d be aut onmatabl e once | earned, ideally by reusing the sane
credentials. Requiring authentication is only justifiable for
heavi | y abused domai ns hosting countl ess users; otherw se, autonmated
use of this protocol becones inpractical. Forwarders will likely
avoi d domains that are overly demandi ng on authori zation

5.1. The Transistor Metaphor

There are three emnil addresses that play a key role in this
protocol. To give themeasily nenorable nanes, we use the netaphor
of a forwarder being conpared to a transistor

*col | ector*
the entry point where the nessages to be forwarded arrive,

*emtter*
the target address, where nessages are forwarded to, which is the
subj ect of an agreenent,

*pase*
the controlling address, where the state of the agreenent is sent,
starting with the result of the form subm ssion

5.2. Form Fields

*abuse*
The abuse-teamor simlar entity email address, where conplaints
about perceived forwarder’s m sbehavi or can be sent.

*agreenent -i d*
A globally unique string that identifies a request and the rel ated
agreenment. This has the syntax of a Message-ID field, defined in
[ RFC5322] .

*base*
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The forwarder’s enmail address where the receiving domain sends the
agreenment acceptance, rejection, renewal or cancellation. These
are sinple nessages readabl e by both machi ne and human, descri bed
in Messages to the Base.

*col l ector*
The mailing list post address, or the address that the alias is
attached to.

*domai n*
The forwarder’s donmain to be authenticated by the receiver. It is
the domain indicated in the d= tag of DKIM Signature: or ARC Seal
and ARC- Message- Si ghature: header fields, according to the auth
met hod (Section 4). The domain MJUST match the trailing part of
the list-id.

*emtter*
The enmi| address that subscribed to the mailing |ist, possibly
user-confirmed, or the target address of an alias. The domain
part of this address MJST be the domain where the _fixforwarding
record was found.

*list-id*
List-1D:s are naturally present in nailing list, and identify the
list that the user subscribed to. For aliases, a list-id MJST be
synt hesi zed by the forwarder, for exanple by concatenating an
encoded representation of the collector and the signing domain.
This field is needed to unequivocally identify the mail flow

This is the globally unique list-id identifier included in List-
Id: header fields in angle brackets as specified by [ RFC2919].
Its list-id-namespace MUST be the sane donai n-nanme as the domain
field of this form The List-1d: header field SHOULD be signed.
Failure to do so can be exploited to danage M.M reputation by
repl ayi ng suitabl e nmessages.

*ti meout *
The nunber of seconds that the forwarder is comritted to wait for
a response. The tineout expiring without a result being received
is equivalent to a negative result. The tinmeout SHOULD be greater
t han 86400 seconds.

*text?*
Free text describing the forwardi ng reasons or circunstances.
This is intended to be presented to the user by the receiving
domai n when asking for confirmation. |1t SHOULD NOT exceed 4K
octets and SHOULD NOT contain HTTP or HTTPS URI s.
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6. Agreenment Managenent

Agreenment data consists of sone settings at the receiving domain.
Their correspondence to the relevant forwarding settings is handl ed
via Messages to the Base. Agreenent data can be created in response
to a web formrequest and renoved after cancellation or when the
agreenment is stale. A web formrequest can be followed by a
rejection response or a timeout, neaning that the agreement was not
agreed upon and both parties can forget about it. The forwarder MJST
NOT subnmit the sanme request again, unless after user intervention

To honor the agreenent, a DMARC filter needs two pieces of agreenent
data, the emitter and the list-id. It extracts the list-id donmain
fromthe message List-1D:. Then, for ARC, the filter checks the
validity of the chain and the validity of the |ast ARC Message-
Signature:, the one with the hoghest i=tag. |If the d= domain of the
signature matches the extracted list-id domain, the nessage mnight be
part of an agreed upon nail flow. For DKIM a valid signhature with
d= matching the list-id works in the same way. Once the validity is
verified, the DMARC filter checks whether the <recipient, list-id>
pai r matches an active agreenent, for each recipient. |f the nessage
is thus found to be part of an agreed-upon mail flow, the DVARC
filter MUST exenpt it from being subjected to the DVARC policy
publ i shed by the nessage’s From domain. |f the receiving domain
sends aggregate reports, nessages so exenpted MJIST be counted agai nst
the trusted_forwarder PolicyOverrideType.

After setting up DVARC exenptions, the receiving donmain sends an
acceptance nessage to the forwarder’s base address. Fromthat point
on, the forwarder can stop From mungi ng nessages destined for that
subscriber. The agreenent lasts until it is canceled or removed by
the receiving domain. It should be cancel ed when the correspondi ng
mai | flow stops. The receiving domain may send a cancel |l ati on
nmessage to the base, to unsubscribe the user and term nate the
agreenent. However, the forwarder has no way to cancel an existing
agreenent at the receiving domain if the user unsubscribes directly.
That is how agreenents can become stale. The receiving domain MAY
send renewal messages to check whether the mail flowis still active.
Stal e agreenents can then be renoved

Upon receiving a new agreenent request with the sanme coordi nates as
an exi sting agreement, the existing agreement SHOULD be consi dered
stale and silently renoved before proceeding (unless it is a
concurrency bug). Conversely, a cancellation should inply renoval,
or at |east questioning the forwarding itself, be it a mailing |list
or an alias.
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7

Messages to the Base

There are five types of nessages that can be sent fromthe receiving
domain to the forwarder’s base address. These nessages define the
status of the forwarding agreenent. This status is deternmined at the
sole discretion of the receiving domain. The forwarder can respond
affirmatively or negatively. In the event of a bounce or no
response, the receiving domain SHOULD resend the nessage once or
twice. After a few days without a response, the agreenent can be
consi dered stale and renoved.

The nessage types are as foll ows:

*pase-check* This nessage sinply checks that the address exists. It
can be sent after receiving a web request to confirmthat it was
received. It is OPTIONAL, as the HTTP return code is sufficient
for this purpose. It is not an error to send it at any other
time, even if it is useless.

*acceptance* The receiving domain accepts the agreement. Fromthe
monent this nessage is received onwards, nessages can avoid From
mungi ng and, if allowed by the receiving domain, avoid rewiting
t he bounce address.

*rejection* The receiving donmain, presunmably after the user
di savows, denies the agreenment. Unauthenticated nmessages may then
be rejected or quarantined according to DMARC. The forwarding
itself should be questioned. A new agreenent SHOULD NOT be
requested again unless further interaction with the user occurs.

*renewal * The receiving domain needs confirmation that this
forwardi ng nechanismis still active. The forwarder nust verify
that the mechani sm corresponding to the agreenent is still active
bef ore responding. A bounce or no response may result in the
agreenent bei ng renoved

*cancel l ati on* The agreenent is canceled. For nmailing lists, the
user shoul d be unsubscribed if not already done. The alias should
be renpved

These nessages are plain text nessages with no attachnents and no
MME nultipart entities. The agreenent-id and the nessage type are
repeated in the Subject: and at the begi nning of the body. The rest
of the body MAY contain any text.

ABNF:
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nmeg- subj ect nmeg-tag WP agreenent-id ":" [WSP] nmsg-type

nmeg-t ag = "[ Fi xForwar di ng] "

nmsg- body = agreenent-id-line nsg-type-line nmsg-rest
agreenent-id-line = [CRLF] "agreenment-id" ":" [WSP] agreenent-id CRLF
neg-type-line = [CRLF] "deal" ":" [WBP] nsg-type CRLF

nsg-r est = *OCTET

nmeg-type = %" base-check" / %"acceptance" / %"rejection" /

%"renewal " / 9%"cancel |l ati on"
"<" id-left "@ id-right ">"
"Subject" ":" nsg-subject CRLF
fields CRLF nsg- body

agreement-id
subj ect
nessage

Where WEP, CRLF and OCTET are inported from][RFC5234]; subject, id-
left, id-right and fields from|[RFC5322].

Replies MJST al so be text/plain, retaining the Subject: and body of
the original nessage, possibly prefixed as is customary for Internet
mai |, for exanple by prefixing the subject with "Re:" and body text
lines with "> ". Replies MJST have the In-Reply-To: and References:
fields set correctly. The receiving domain can use these to match
replies to the original nessage. For negative replies the first word
in the body, and possibly the Subject: MJST be "NO'

ABNF:
negative-reply = fields CRLF %" NO' CRLF msg- body

Bot h nessages and replies MJUST be properly authenticated via DKIM and
DVARC

Negati ve responses are sent when the forwarder is not commtted by
the agreement. This neans the agreenment has been previously
cancel ed, has never been archived properly, and is in any case not
active. After a negative response, the receiving donmain can renove
the agreenment without further notice.

Responses that are not negative responses are positive

acknow edgenents of the deal. Responses to cancellation and
rejection have the same effect, regardl ess of whether they are
positive or negative, i.e. either party may renobve any reference to
the agreenment as a result. Negative responses to acceptance should
not occur unless the web request was a forgery. Renewal nessages, on
the ot her hand, expect a negative response to eventually end the

agr eement .
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8.

10.

One ARC Set

In sone cases, nessages entering an ADm ni strative Managenent Domai n
(ADMD), al so known as Organi zational Domain, pass through nultiple
hosts before they are possibly forwarded. Since the nessage fl ow
within the domain is controlled by the sanme team it is useless to
add ARC sets during internal transfers.

As described by [ RFC7001], the Authentication-Results: header fields
are typically set by bastion hosts when they receive externa
messages. These fields are intended for internal use and are neither
signed nor encypted. In order for themto be used and trusted
internally, any malicious fields with the same nane are scrubbed on

i ngress by the bastion hosts thensel ves.

When forwardi ng a nessage to external hosts, the ARC seal er collects
all trusted Authentication-Results: fields in the nessage in question
and places theminto an ARC Aut hentication-Results: fields,
optionally renoving conments.

| ANA Consi der ations

Per [ RFC8552], please add the following entry to the "Underscored and
G obal |y Scoped DNS Node Nanes" registry:

B S o e e e e m e i oo o e e e e oo o +

| RR Type | _NODE NAME | Reference

R S —— o e e oo oo oo S +

| TXT | _fixforwarding | [This.1-D |

S o e e oo s S +
Figure 1

Privacy Consi derations

Forwar di ng agreenents expose users’ mailing |list nmenberships as well
as the final identities of forwarded nessages to the admnistrators
of their mail box provider. This is unavoidable. However, it should
be noted that such know edge can hardly be kept secret fromthe
peopl e who have access to all of their mail. Users nust trust their
mai | box provider, and this protocol is not the only reason they
shoul d do so. However, in situations where the user wi shes to hide
their forwarding fromthe receiving domain, they SHOULD NOT request a
forwardi ng agreenent. Instead, rewiting the bounce address and
From header fields, in addition to inproving deliverability, can

al so help hide the true origin of nmessages.
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11.

12.

13.

13.

Security Considerations

Forwar ders SHOULD check DVMARC and enforce author’s domain’s policies
whenever possible. |In particular, mailing lists, unless they

t hensel ves col l ect posts fromother external nmailing lists, should
reject nessages fromdonmains that publish p=reject if authentication
fails. Receiving domai ns cannot reject nessages bel onging to an
accepted agreenent, even for DMARC policy reasons reported by Arc-
Aut henti cation-Results:, because mailing lists will unsubscribe the
user after a few bounces. DMARC Filtering MJST be applied by the
forwarder. Failure to apply SHOULD be reported to the forwarder’s
abuse address.
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Appendi x A.  No- Mungi ng Met hod

Thi s protocol assunmes that From mungi ng can be enabl ed or disabl ed
on a per-user basis. Mny MM instead provide an option to enable
or disable it on a per-list basis. Here is a way to overcone this
limtation.

Let’s say you have an unbrella list with two sibling sub-lists, one
configured with From nunging, the other one without. Both sub-lists
refuse all posts, and advertise the unbrella list as the post

addr ess.

The unbrella list accepts posts according to site and list policy.
It has the sibling sub-lists as its only subscribers, and won’t
accept nore.

The sibling sub-list that does From nmungi ng accepts subscribers

under the site and list policy. Wen forwardi ng agreenents are
accepted, the relevant subscribers are noved to the other sub-list.
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Appendi x B. Tiny Provider Exanple

A personal or famly domain that has its own nmail server can
participate in fixforwarding agreenments by setting up a web formthat
mai | s subnissions to the adm n email address, which is also the base
address. Then it publishes a fixforwarding DNS record that sets the
forms URL as post-=.

When soneone submits a web request, the admin can easily check if it

i s good, since he or she knows each user personally. Evil subni ssion
don’t really need an explicit rejection. For good ones, sending a
acceptance response to the base address of the request can be done
via any mail client. The sanme applies to renewal or cancellation,
upon user request.

Bef ore sendi ng positive responses, the adm n MJST add the forwarder’s
data, domain and list-id, to the DMARC filter whitelist. Having a
filter that accepts such a configuration is the only special software
requisite. Since there are no malicious users in a hone environnent,
this domain can decide to trust a <forwarder, list-id> pair for al
users after one of themhas confirmed. It is also possible to trust
a forwarder domain regardless of the list-id. This type of decision
sinmplifies the DMVARC filter settings, but not agreenment nanagenent.

Appendi x C. Tiny Forwarder Exanple

A user of the above famly mail server may want sone or all of her
messages to be forwarded to an external address. Wen setting up a
dot-forward file for the user, the admi n can check whether the target
domain has a _fixforwarding record. |If so, the related web form can
be filled out manually, specifying the admin’s own address as the
base and abuse fields. As long as renewal requests arrive every few
mont hs, they are a useful rem nder; otherw se an autoresponder wl|
be in order.

The adm n address can al so be substituted for the bounce address of
forwarded nmessages. This way, the user can be notified in case the
renote mail box gets full. ARC signatures are added to all forwarded
messages anyway, after adding the designated List-1D: that was
specified in the web form There is not nmuch that can be done for
bounces due to DVMARC policy. However, once the renote domain has
accepted the forwardi ng request, they should not happen again.

Vesel y Expires 7 May 2026 [ Page 18]



I nternet-Draft Fi x Forwardi ng Noverber 2025

Appendi x D. Large Provider Exanple

Request processing involves interaction between the receiving domain
and its user who initiated the forwarding request with the forwarder.
The key is to present a clear pronpt to the user so that a consistent
confirmation or denial is obtained. Asking the user for confirmation
can al so be an opportunity to nanage mail box details such as which
folder or label the user wants to associate with the new mail fl ow
Mai | box providers can also inplement a web application that lists the
status of all forwarding agreenents in place; this would be sonewhat
nmore reliable than nonthly subscription rem nders, which sone call a
time-distributed database.

The web form should be set to reject subm ssions fromblacklisted IP
addresses or referring to known bad domains. However, it cannot use
captchas. A dommin that suffers an overwhel m ng nunber of bogus
requests may resort to authorizations. The request for authorization
may be subject to captchas or even disclosure of the requester’s
identity. Once granted, authorization should remain valid for al
requests with the sane abuse address.

Accept ed requests can be saved on MX servers, as <list-id> files
(containing the signing domain) in each user’s hone folder, or as
<user, list-id> pairs in a database, or in any other way conveni ent
for the DMARC filter.

Sendi ng renewal nessages to the base can be done every few nonths in
order to clean up the storage of unused entries. Cancellation may
never be used, since it is nore practical to use the List-
Unsubscri be: header field of a sanple nessage to deactivate the flow
However, if the provider inplements a web application that lists the
status of all agreenents in place, it becomes nore convenient to send
a cancel l ation message to the base to del ete one of these entries.

Appendi x E.  Miling List Exanple

During the sunrise period, a MM can nonitor its subscribers’ donmains
to see if any of them have adopted this protocol

A miling list may want to check whether a fixforwarding DNS record
exists for a subscriber’s domain before sending a CO. |If the donain
is known to handle fixforwardi ng requests correctly, an acceptance to
the base is semantically equivalent. Oherw se, the web request can
be issued after the CO has been confirnmed, and the CO itself can
mention that further confirmation fromthe provider may foll ow

After an acceptance nmail has been received at the base, From nmunging
for that subscriber can be suspended.
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I mpl enenting an aut o-responder for the base shouldn't be difficult.
The base address can be an alias for each subscriber, so that they
automati cally bounce after cancell ation.

Aut hor’ s Addr ess

Al essandro Vesely
via L. Anelli 13
20122 Mlano M

Italy

Enmail: vesely@ana.it
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