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Abst ract

Thi s docunent defines the OW donmain profile for deposit-taking
SACCOs (Savings and Credit Cooperative Organisations) operating under
SASRA supervision in Kenya. It specifies the Intent O ass
configuration, routing threshold ranges, Watchtower definitions, and
Audit Trace extensions required to satisfy board-1evel principal
accountability requirenents under the SACCO Societies Act and the
Cooperatives Bill 2024.

The Pricewat er houseCoopers forensic audit of KUSCCO [ KUSCCO PWC- 2025]
(Kenya Uni on of Savings and Credit Co-operatives), presented to the
Cabi net Secretary for Cooperatives and MSMEs in 2025, identified KES
13.3 billion in msappropriated funds. Every specific failure
identified -- forged auditor signatures, unauthorised executive

| oans, fraudul ent conm ssion rate changes, unlicensed operations --
was undet ect abl e because no evidence trail connected board

aut horisation to operational outconme. This profile specifies the OW
architecture that closes each of those specific failure nodes.

The Cooperatives Bill 2024 [ COOPERATI VES-BI LL-2024] (Bill No. 7 of
2024), currently before the Kenyan Senate, introduces crininal
penalties for SACCO board directors who cannot produce governance
evidence. This profile REQU RES inplenentation of the core OW
protocol as defined in [I-D.veridomonp]. The full specification is
al so avail abl e at [ ZENODO OVP] .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Adebayo & Makanj uol a Expi res 22 Septenber 2026 [ Page 1]



Internet-Draft OWP SACCO Profile March 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

SASRA [ SASRA- DT- RULES- 2020] supervi ses 355 deposit-taking SACCGCs in
Kenya. The Cooperatives Bill 2024, currently before the Senate with
passage expected 2 2026, introduces a Conmi ssioner for Cooperative
Devel opment with enforcenment powers, mandatory quarterly board
reports, and crimnal penalties for board directors who fail to
produce governance evi dence of oversight.

Adebayo & Makanj uol a Expi res 22 Septenber 2026 [ Page 2]



Internet-Draft OWP SACCO Profile March 2026

The KUSCCO forensic audit denonstrated that the principa
accountability gap -- the absence of an evidence trail connecting
board deci sions to operational outcones -- is not an Al governance
problem It is a structural accountability problemthat predates Al
and i s conpounded by Al-assisted | ending decisions. The sanme three-
state routing invariant that produces per-decision credit
explainability for CBK DCPs produces board-|evel principa
accountability evidence for SASRA-supervi sed SACCOs.

SASRA committed to "advancing digitization" at its strategic Board
and Managenent retreat held March 12-13, 2026. Cabinet Secretary
Oparanya confirned in 2025 that investigations are ongoing into
SACCOs beyond KUSCCO. This profile addresses the governance evi dence
requirenents that these enforcenent actions and the forthcom ng
Cooperatives Bill wll inpose.

Thi s docunent focuses on the principal-agent evidence gap at two

| evel s: board-to-executive (the KUSCCO failure | evel) and executive-
to-loan-officer (the daily operational level). OW addresses both

| evel s through a single consistent evidence architecture.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] when, and only when, they appear in all capitals, as
shown here.

3. KUSCCO Fail ure Mbde Anal ysis

The PwC forensic audit identified the foll owi ng specific governance
evidence failures. This section maps each failure to the specific
OVP Watchtower that closes it.

Forged auditor signature (Alfred Basweti, deceased): No governance
record of who engaged the auditor, who reviewed the audit output,
or who authorised the audit sign-off. Cosed by W-SACCO 02
(Audit Engagement Verifier): requires named auditor identity
verification and Naned Accountable Oficer acceptance before any
audit engagenent record is created.

Unaut hori sed KES 50 million loan to Managing Director: Processed
wi t hout board authorisation records. C osed by W-SACCO 01
(Executive Threshold Guardian): any loan or financial action above
the configurable KSh threshold MJUST be approved by a Naned
Accountable Officer with | ogged rational e before execution can
proceed.
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Conmi ssion rate fraudulently raised from1%to 3% No audit trail of
rate change authorisation. C osed by W-SACCO 03 (Comm ssion Rate
Guardi an): any change to conmm ssion rates, fee structures, or
menber benefit rates MJUST have Naned Accountable O ficer approva
and generates a seal ed change record that cannot be del et ed.

KES 318 nillion transferred to KUSCCO Housi ng w thout oversight
docunentation: C osed by WI- SACCO 01 at the | NTERCO TRANSFER i nt ent

class: all inter-entity transfers above threshold require Naned
Accountable O ficer approval with |ogged rationale and docunentary
ref erence

Unl i censed deposit-taking and insurance operations: No evidence
trail of regulatory authorisations or board decisions to operate
unlicensed. C osed by REGULATORY_SUBM SSION intent class with
theta = 0.99 and mandatory Naned Officer attestation: all
regul atory subm ssions and operational authorisations generate
seal ed, imutabl e records

4. Regul atory Reference Framework

SACCO Soci eties Act Cap 490B: Board accountability for executive
operations. OV ASSI STED path with Naned Accountable Oficer
| oggi ng provides interaction-level evidence of supervision for
every executive action above defined threshol ds.

SASRA DT SACCO Rul es 2020: Annual audited financials, AM
conpliance, fit-and-proper governance requirenents. Watchtower 6
Pr oof - Poi nt generates the board-ready governance evi dence
artifact. Chain integrity verification denonstrates financi al
records have not been altered since creation

Cooperatives Bill 2024 (Bill No. 7 of 2024, before Senate): Crimnal
penalties for board directors who cannot produce governance
evi dence. The QWP Proof-Point is the governance evidence
artifact. Every board decision, every executive action above
threshol d, and every governance excepti on generates a seal ed,
i ndependently verifiable record.

Fi nanci al Reporting Centre (FRC) requirenents: AM. conpliance and
suspi ci ous transaction reporting. OV Watchtower-class detection
of unusual transaction patterns with ESCALATED routing to Naned
Accountable Oficer for AML revi ew.

Kenya Data Protection Act 2019: Menber data processing audit trail

Wr-01 (PIl Exposure Shield) and H s anchoring of nmenber consent
records at time of processing.
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5. Intent dass Configuration
[} e ——————————————————— Ll ppp—p—_" Ll p—p—p—p—p—_———————————————————(————r L
| Intent d ass | Theta | Rationale |
I | Mn | I
| LOAN_COFFI CER_DECI SI ON | 0.88 | Loan officer credit |
| | | decision wthin del egated |
| | | authority. Fully | ogged. |
| | | Board can audit any |
| | | deci sion. |
o e e e e e i eee oo n Fomm o - o e e e e e e e i e +
EXECUTI VE_THRESHOLD_ACTION | 0.95 Executive action above

I I
| board-del egated |
| threshold. MJST route |
| ASSI STED. Naned board- |
| del egated officer MJST |
| approve before execution. |

BOARD RESCLUTI ON_RECORD | Board resolution or |
| board-del egat ed deci si on. |
| Al ways ASSI STED or |
| ESCALATED. Named board |
| officer signature |
I I

mandat ory.

| Menber conpl aint or |
| dispute. Regulatory |
| Silence Detector active. |
| 5-day SASRA response |
| deadline enforced. |

AUDI T_ENGAGEMENT | External auditor |
| engagenent or audit |
| report acceptance. Nanmed |
| board officer mandatory. |
| Prevents forged auditor |
| signatures. |
| NTERCO_TRANSFER | Transfer to subsidiary or |
| affiliated entity. Hard |
| bl ock above KSh 10M |
| without board-del egated |
| officer approval and |
| documented rationale. |

| REGULATORY_SUBM SSI ON | 0.99 | Subnission to SASRA, FRC, |
| | | or ODPC. Naned officer |
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| | | MUST attest before

| | | dispatch. Creates

| | | immutable record that

| | | subm ssion was reviewed.

| Change to conmi ssion

| rates, fee structures, or
| nmenber benefit rates.

| Named officer MJST

| approve. |mmutable

| change record generat ed.

6. Watchtower Configuration
6.1. WI-SACCO 01: Executive Threshold Guardi an
Severity: HARD BLOCK

Trigger: Any EXECUTI VE_THRESHOLD ACTI ON or | NTERCO TRANSFER above
the configurabl e KSh threshold (RECOWENDED defaul t: KSh
10, 000, 000) .

Action: Blocks execution. Routes to ASSISTED. Named Accountabl e
O ficer MIST approve with | ogged rational e before any execution
proceeds. The rationale field is mandatory and MJUST reference a
board resolution or del egated authority docunent.

KUSCCO fai l ure node cl osed: Unauthorised KES 50 million loan to
Managing Director. KES 318 million transfer to Housing
subsi di ary.

6.2. WI-SACCO 02: Audit Engagenent Verifier

Severity: HARD BLOCK

Trigger: Any AUDI T_ENGAGEMENT intent class interaction

Action: Requires before execution: (i) naned auditor identity
| ogged, (ii) auditor licence verification query with H s anchor,
(iii) Named Accountable O ficer acceptance with tinmestanp. No
audit engagenent record can be created without all three elements
sealed in the Audit Trace.

KUSCCO failure node closed: Forged signature of deceased auditor
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Al fred Basweti. Wth this Watchtower active, any audit engagenent
requires a live, timestanped, sealed record of auditor identity
verification. A deceased auditor’s |licence cannot pass the
verification query.

WI'- SACCO- 03: Conmi ssion Rate Guardi an
Severity: FORCE_ASSI STED

Trigger: Any RATE CHANGE intent class interaction, or any
configuration change to conmm ssion rates, fee structures, or
menber benefit rates.

Action: Forces ASSI STED path. Naned Accountable Oficer MJST
approve. GCenerates a sealed change record in the Audit Trace that
cannot be deleted and is included in every subsequent Proof-Point
for the deploynent |ifetine.

KUSCCO failure node closed: Conmission rate fraudulently raised from
1% to 3% w thout board approval. Wth this Watchtower acti ve,
every rate change generates an imutable, board-officer-approved,
cryptographically seal ed record.

Board Del egated Authority Franmework

The SACCO profile introduces a board_del egated_authority level field
in the Audit Trace to record the authority |level of the Naned
Accountabl e O ficer for each ASSI STED path decision. This field
enabl es boards to review the authority structure under whi ch each
deci si on was made.

board_del egated_aut hority_I evel : enum {

FULL_BQARD, /1l resolution of the full board
DELEGATED COW TTEE, // board-del egated committee deci sion
CEQ, /1 CEO within board-del egated authority
LOANS MANAGER, /1 Loans Manager within delegated linits
LOAN_OFFI CER /1 Loan Officer within delegated linits

}

Any EXECUTI VE_THRESHOLD ACTI ON MJST carry authority | evel FULL_BOARD
or DELEGATED COVMM TTEE. Any |ower authority level on this intent
class MUST be flagged as an authority nmismatch and routed to
ESCALATED.

Audit Trace Extensions

bayo & Makanj uol a Expi res 22 Septenber 2026 [ Page 7]



Internet-Draft OWP SACCO Profile March 2026

{
"sasra_sacco_regi stration_number": "string",
"board_del egated_authority | evel": "enum (see Section 6)",
"del egation_resolution_reference": "string | null",
"interco _counterparty id": "string | null",
"auditor _I|icence_hash": "sha256 | null",
"rate_change_previ ous_val ue": "string | null",
"rate_change_new val ue": "string | null",
"rate_change_board_reference": "string | null™",
"sacco_schenma_version": " SACCO- PROFI LE-v1. 0"
}

sasra_sacco_regi stration_nunber MJST be present in every trace.

del egation_resol ution_reference MIST be present and non-null for al
EXECUTI VE_THRESHOLD ACTION interactions. auditor_I|icence_hash MJST
be present and non-null for all AUDI T_ENGAGEMENT i nteracti ons.

rat e_change_board_reference MIUST be present for all RATE CHANGE

i nteractions.

9. Proof-Point Qutput Format

The SACCO Proof-Point, generated quarterly by default and on-denmand
for SASRA inspections or forensic audit requests, MJST incl ude:

* Board Governance Summary: actions taken in period by authority
| evel . Percentage requiring board-del egated approval. Threshold
exceptions with Named O ficer identities.

* Executive Action Register: all EXECUTI VE_THRESHOLD ACTI ON
deci sions with Naned Officer approvals, rationales, and
ti mestanps. Every executive action above threshold revi ewabl e
fromthe Proof-Point alone.

* Audit Engagenment Record: all AUDI T_ENGAGEMENT events with auditor
identity, licence verification status, and Nanmed Oficer
accept ance ti nestanps.

*  Commi ssion and Fee Change Log: all W-SACCO 03 activations with
Nanmed O ficer approvals and before/after values. |Imutable record
of every rate change authorisation

*  Menber Conplaint Status: all MEMBER COVPLAINT interactions with
SASRA SLA conpliance rate. Any SLA breach item sed separately.

* Chain Integrity Verification: SHA-256 Merkle chain and RFC 3161

timestanp integrity confirmation across the full period with
i ndependent verification instructions.
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10. Security Considerations
Al'l security considerations in draft-veridomonp apply.

Authority Level Spoofing: the board del egated _authority |evel field
is set at deploynment configuration tinme, not at runtinme. Changing it
requires a Threshol d Change Record seal ed with SHA-256 per the core
prot ocol Change Control process. Any nodification creates an

i mmut abl e record of the authority |evel change.

Threshol d Mani pul ation: the KSh threshold for WI-SACCO-01 is a

depl oynent configuration paranmeter subject to Change Control. The
configuration hash (config_hash field in Vertical Config) detects any
unaut hori sed threshol d change at verification tinme.

Retroactive Docunment Insertion: an institution could attenpt to
fabricate a board resolution reference after the fact to satisfy

del egation_resolution_reference requirenents. The H s anchor on the
ref erenced docunent and the RFC 3161 tinmestanp on the Audit Trace
toget her establish whether the referenced document predated the
executive action. Any reference docunent tinestanped after the
executive action tinestanp MUST be flagged as a sequencing violation

11. | ANA Consi derations

Thi s docunent nakes no requests of | ANA
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