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Abst ract

Thi s docunent defines the OW domain profile for digital credit

provi ders (DCPs) operating under the Central Bank of Kenya Digital
Credit Providers Regul ations 2022 (CBK NDTCP). It specifies the
Intent dass configuration, routing threshold ranges, Watchtower
definitions, and Audit Trace extensions required to satisfy per-

deci si on explainability and human oversi ght evidence requirenents for
Al -assisted credit decisions under the CBK franmework.

The Central Bank of Kenya Al Banking Sector Survey (July 2025) found
that fewinstitutions using Al for credit decisions have nechanisns
for per-decision explainability. The CBK Al Guidance Note, in
preparation as of March 2026, will define what adequate Al governance
evi dence nmeans for all 195 licensed DCPs. This profile specifies the
technical architecture that satisfies those requiremnments.

This profile REQU RES i npl enentation of the core OW protocol as
defined in draft-veridomonp. Al terns and base protocol
specifications in that docunent apply to this profile. This docunent
specifies only the domai n paraneters.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Tabl e of Contents

I ntroduction
Regul at ory Ref erence Fr arrewor k
Intent dass Configuration
Wat cht ower Configuration . . .
.1. W-NDTCP-01: CRB Consent Ver|f| catl on .
.2.  WI-NDTCP-02: Adverse Action Trigger .
.3.  WI-NDTCP-03: High-Val ue Loan Guardrail
Audit Trace Extensions e
Pr oof - Poi nt CQut put For mat
Security Considerations .
I ANA Consi derations .
Ref er ences
9 1. Normative Ref erences
9.2. Informative References
Aut hors’ Addresses

bR
NN

©CoOoNO O
ONNNNNOOTICIOUDWN

1. Introduction

The Central Bank of Kenya licensed 195 digital credit providers under
the NDTCP franmewor k [ CBK-NDTCP-2022] as of January 2026. The CBK

Al Banki ng Sector Survey conducted in March 2025 and published July 3,
2025 found that 50% of regulated institutions have adopted Al tools,
of which 65% use Al for credit risk scoring. The survey further found
that few institutions using Al have nechani sns for bias detection,

al gorithm explainability, or customer redress. N nety-three percent

of survey respondents stated that CBK shoul d devel op and issue

Al CGui dance.

Mat u Mugo, Director of Bank Supervision at CBK, confirmed publicly at
the CBK Al Hackat hon (November 20, 2025) that the Bank is fornulating
a Guidance Note on Artificial Intelligence covering governance, risk
managenent frameworks, data integrity, and the necessity of hunman
oversight in autonated deci sion-nmaking.
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For the purposes of this profile, per-decision explainability neans a
cryptographically sealed record of: (i) the input data at the nmonent
of the credit decision, (ii) the classification and confidence scores
applied, (iii) the policy conpliance evaluation, (iv) the routing

out cone ( AUTONOMOUS, ASSI STED, or ESCALATED), and (v) the identity of
any Naned Accountable Oficer who reviewed the decision. The OW
Audit Trace defined in draft-veridomonp satisfies all five

requi renents when configured per this profile.

The Kenya Office of the Data Protection Comm ssioner (ODPC) issued
its largest conmbined fines in history in Decenber 2025 -- KES
9,375,000 in a single decision -- against digital credit providers
specifically for the absence of traceable consent and data processing
audit trails. This profile addresses those specific evidentiary
requirenents.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] when, and only when, they appear in all capitals, as
shown here.

3. Regul atory Reference Framework

The followi ng regulatory instruments govern DCP operations in Kenya.
This section maps each instrunent’s evidentiary requirenents to
specific OVWP NDTCP profile technical responses.

CBK NDTCP Regul ation 18: Requires reasonabl e assessment of borrower
repaynment ability. The OWP AUTONOMOUS path with full Audit Trace
provi des a sealed record of the input data and classification
rationale at the nonment of the credit decision, satisfying the
evi denci ng requirenent for each | oan

CBK Al Cuidance Note (in preparation, expected @ 2026): Expected to
require per-decision explainability of Al credit decisions. The
complete OW Audit Trace -- including Intent C ass, Confidence
Score conponents, Watchtower evaluations, and routing rationale --
constitutes the per-decision explainability record. The Proof-
Point artifact generates the regul ator-ready export on denmand.

Kenya Data Protection Act 2019 [ KENYA- DPA-2019] / ODPC
enforcement: Requires traceabl e consent and data processing
audit trail. Wtchtower WI-01 (PIl Exposure Shield) prevents
PIl ingestion to the inference layer. H s anchors the data state
at query tine. The Proof-Point generates the consent and
processing audit trail on exam nation demand.

CBK NDTCP Regul ation 27: Consuner conpl aint handling and response
tinmelines. Watchtower WI-04 (Regul atory Silence Detector)
enforces SLA conpliance. The Audit Trace records every conpl aint
interaction with tinmestanps. Proof-Point provides SLA conpliance
evi dence on denand
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4. Intent O ass Configuration

The following Intent C asses MIST be defined for NDTCP depl oynents.
Routing threshol ds are specified as m ni num val ues; inplenentations
MAY set higher thresholds based on institutional risk assessnent.

inquiry. No |ending |
deci sion. High volune. |

| I'ntent O ass | Theta | Rationale |
| | Mn | |
[ s s s s e el e e s s
| CREDI T_SCORE QUERY | 0.88 | Routine credit score |
I I
I I

| Al-assisted | oan |
| origination. High |
| consequence. Naned |
| officer review required |
| above threshol d. |

| REPAYMENT_CAPACI TY_ASSESS | 0.90 | Regul ation 18 |
| | | conpliance. MJST | og |
| | | data sources used in |
| | | assessnent. |
o m e e e e e e oo S o e e e e a e oo oo +
| COVPLAI NT_RESOLUTI ON | 0.85 | Custoner conplaint |
| | | routing. Silence |
| | | Detector active. |
| | | 24-hour SLA. |
o e e e e e i eee oo n Fomm o - o m e e e e i oo +
ADVERSE_ACTI ON_NOTI CE 0.95 Credit denial or

I I
| adverse terns. Nanmed |
| officer MUST review |
| before dispatch. |

| DATA RECTI FI CATI ON_ REQUEST | 0.88 | ODPC-governed data |
[ | | correction. Full audit |
| | | trail mandatory. |
| CRB_CONSENT_VERIFICATION | 0.99 | Credit Reference Bureau |

| | | access. Consent MJUST |
| | | be logged before query. |

Table 1
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5. Watchtower Configuration
The foll owi ng Watchtowers MJST be active in NDTCP depl oynents. W-01
and WI-04 fromthe core registry apply without nodification. The
foll owi ng NDTCP-specific Watchtowers are defined for this profile.
5.1. WI-NDTCP-01: CRB Consent Verification
Severity: HARD BLOCK

Trigger: CRB query attenpted without a | ogged, tinmestanped borrower
consent record predating the query tinmestanp.

Action: Blocks CRB query. Routes interaction to ESCALATED. Logs
trigger evidence including attenpted query tinmestanp and absence
of consent record.

Regul atory basis: Kenya Data Protection Act 2019; CBK consuner
protection guidelines requiring explicit consent for CRB access.

ODPC enforcenent precedent: Milla Pride Ltd / KeCredit / Faircash
(Decenber 2025): KES 2,975,000 fine specifically for absence of
traceabl e consent records. This Watchtower closes that specific
evi dence failure node

5.2. W-NDTCP-02: Adverse Action Trigger

Severity: FORCE_ASSI STED

Trigger: LOAN _DECISION intent where Confidence Score indicates
probabl e deni al outcome (inplenentation-defined threshold,
RECOMVENDED: C bel ow 0.40 for the approval outcone class).

Action: Forces ASSI STED path. Naned Accountable O ficer MJST review
and apply a Resol ution Action before denial notice is dispatched.

Regul atory basis: CBK consuner protection; forthcom ng Al Cui dance
Not e requirement for human oversi ght of adverse Al credit
deci si ons.

5.3. WI-NDTCP-03: Hi gh-Value Loan Guardrai

Severity: FORCE_ASSI STED

Trigger: Loan application above KSh 1,000,000 (configurable; this is
t he RECOMMENDED def aul t).

Action: Forces ASSI STED path. Naned of ficer MJST approve before
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AUTONOMOUS di spatch of any | oan deci si on.
6. Audit Trace Extensions

The following fields extend the base Audit Trace schena for NDTCP
depl oynents. Al fields are mandatory unl ess marked OPTI ONAL.

{

"cbk_dcp_l i cence_nunber™: "string”,

"crb_consent hash": "sha256 | null",
"crb_consent _tinmestanp": "1SO 8601 UTC | null",
"l oan_application_id": "string | null",
"regul ation_18 data sources": ["string"],
"adverse_action_flag": "bool ean",

"ndt cp_schema_version": " NDTCP- PROFI LE-v1. 0"

}

cbk _dcp_licence_nunber MJST be present in every trace for regul ator
identification. crb_consent_hash MJST be present and non-null for
any interaction where a CRB query was nmade.

regul ati on_18 data_sources MJST be popul ated for

REPAYMENT _CAPACI TY_ASSESS i ntent cl ass.

7. Proof-Point Qutput Format

When generated for a CBK exami nation, the Watchtower 6 Proof- Point
MUST include the follow ng sections in addition to the base format
defined in draft-veri dom onp:

* Credit Decision Evidence: total |oan decisions in period with
AUTONOMOUS/ ASSI STED/ ESCALATED split, adverse action count, Named
Oficer reviewrate for adverse deci sions.

* CRB Consent Conpliance: percentage of CRB queries with | ogged
consent. Zero-tolerance netric -- any CRB query wi t hout consent
logs is a WI-NDTCP-01 violation and MUST be separately itenised.

* ODPC Compliance Indicators: PlIl exposure events prevented (W-01
activations). Data rectification requests and resol ution status.

* Nanmed Oficer Accountability: Iist of Naned Accountable Oficers
active in the period with resolution action distribution (RA-1
through RA-4 counts).

* Chain Integrity Verification: confirmation that SHA-256 Merkle

chain and RFC 3161 tinmestanps are intact across all traces in the
period. Independent verification instructions included.
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8. Security Considerations

Al'l security considerations in draft-veridomonp apply. The
foll owi ng considerations are specific to the NDTCP profile.

CRB Consent Sequencing: An institution could attenpt to log a
fabricated consent record after the CRB query. WI-NDTCP-01 MJUST
verify that the crb_consent _hash references a consent record whose
ti mestanp predates the CRB query timestanp. Any consent record

ti mestanped after the CRB query tinestanp MUST be flagged as a
sequencing violation and the interaction MJST be routed to ESCALATED

Adverse Action Suppression: An institution could attenpt to route
adverse credit decisions through the AUTONOMOUS pat h by mani pul ati ng
confidence score inputs. W-NDTCP-02 triggers on outcomne
probability, not on the routing confidence score, to prevent this
mani pul ati on.

9. | ANA Consi derations
Thi s docunent nakes no requests of | ANA
Ref er ences

9.1. Normative References

draft-veridom onp
Adebayo, T., "Operating Mddel Protocol (OW): A
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2026, <https://datatracker.ietf.org/doc/htm/draft-
veri dom onp- 00>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
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