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Abst ract

Thi s docunent defines a domain profile of the Operating Mdel
Protocol (OWP) for Al systems deployed in UK retail financi al
services contexts subject to the Financial Conduct Authority (FCA)
Consunmer Duty (PS22/9, effective July 31, 2023), the Senior Managers
and Certification Regine (SM&CR), and the FCA s energi ng Al
accountability franework as informed by the MIls Review (2026) and
the FCA's research on al gorithm c deci si on-maki ng.

The profile -- designated DutyMark -- specifies how OW' s
determnistic routing invariant, Wtchtower enforcenent franework,
and three-layer cryptographic integrity architecture satisfy the

evi dence requirenments for Consunmer Duty outcone testing, SM&CR naned
accountability, and FCA supervisory exami nation of Al-assisted retail
financial services decisions. The profile covers the four Consumer
Duty outcone areas and FCA agent distribution oversight.

The OWP core specification is defined in the Operating Mdel Protocol
Internet-Draft (draft-veridom onp).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Cctober 2026.
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1. Introduction

The FCA's Consumer Duty (PS22/9) established a new standard of
conduct for retail financial services firnms, requiring that firns act
to deliver good outcones for retail custoners across four outcone
areas: products and services, price and val ue, consuner

under st andi ng, and consumner support. The Duty requires firns to take
positive action to deliver good outcomes -- a substantive shift from
the previous Treating Custoners Fairly (TCF) standard.

As Al systens take increasing roles in retail financial services

deci sions, the Consunmer Duty creates a specific evidence probl em

The FCA requires firnms to nonitor and evi dence consumer outcones.
Where Al systens contribute to those outcones, firns nust denonstrate
that the Al systemis contribution was consistent with the Duty: that
it supported good outcones, treated vul nerabl e custoners
appropriately, and did not introduce systematic unfairness.

Si mul t aneously, the SM&CR requires that firms identify naned Senior
Managers responsible for each material area of firmactivity. Were
Al systens nake or materially contribute to decisions, firns nust
denonstrate that a named, accountable Senior Manager bears

responsi bility and exerci ses genuine oversi ght of individua

deci sions at scale.

The MIIs Review (2026) identified the inability to denponstrate Al
deci sion accountability at the interaction level as a material gap in
current firmconpliance architectures. The FCA has signalled that
its supervisory expectations for Al governance evidence will increase
as Al deploynment in retail financial services accel erates.

Thi s docunent defines the DutyMark profile: the domain-specific
instantiation of OWP [I-D.veridomonp] for FCA-regul ated Al

depl oynents in UK retail financial services. DutyMark denotes that
each Al decision is cryptographically narked against the firnms
Consuner Duty obligations, producing a tanper-evident record
demonstrating positive action to deliver good outcones at the

i ndi vidual interaction |evel

Rel ated OWP donmin profiles include the Al Liability Insurance
profile [I-D.veridomonp-aiins] and the EU Al Act Article 12 profile
[1-D.veridomonp-euaia]. The OW specification is also archived at

[ ZENODO OVP] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119] [ RFC8174].
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2. Term nol ogy

Thi s docunent uses the term nology defined in [I-D.veridomonp]. In
addi tion:

Consumer Duty The FCA' s Consuner Principle (PRIN 12) and associ ated
cross-cutting rules and outcone rul es established by Policy
St at ement PS22/9, effective July 31, 2023.

Good Qutcone A consumer outcone that neets the standard required
under Consuner Duty: the firmhas acted to deliver what a
reasonabl e firmwoul d consi der a good outcone for the retai
customer in the rel evant circunstances.

Vul nerabl e Custoner A custonmer who, due to their persona
circunstances, is especially susceptible to harm particularly
when a firmis not acting with appropriate |levels of care, as
defined in FCA Guidance FQ1/1 [ FCA-FQ1-1].

Account abl e Executive The Senior Manager with SMRCR responsibility
for the Al systenis governance or for the business area in which
the Al systemoperates. The Naned Accountable O ficer for
ASSI STED and ESCALATED i nteracti ons above the configured
significance threshold under this profile.

Consumer Duty Qutcome Area One of the four outcone areas specified
in PS22/9: products and services, price and val ue, consumer
under st andi ng, consuner support.

DutyMark I nvariant The two-property invariant defined in Section 7
every Al-assisted retail financial services interaction generates
a seal ed DutyMark Audit Trace denonstrating Consumer Duty
consi stency, independently verifiable w thout access to the firms
infrastructure

Principal Firm An FCA-authorised firmthat appoints agents and bears
regul atory responsibility for the conduct of those agents under
FSMA Section 39

3. FCA Regul atory Franmework Anal ysis
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3.1. Consuner Duty (PS22/9)

The Consuner Duty [FCA-PS22-9] has three el enments: Consuner Principle
(PRIN 12) requiring firns to act to deliver good outcones; cross-
cutting rules requiring firns to act in good faith, avoid foreseeable
harm and enabl e custoners to pursue their financial objectives; and
outcome rul es across the four outconme areas. Firms nust nonitor,
regularly review, and be able to denonstrate to the FCA how their
activities deliver good outconmes. Were Al systems contribute to
outcones, firms nust denpbnstrate consistency with the Duty at the
interaction |evel

3.2. SMECR: Named Accountability for Al Decisions

The SMECR requi res named Seni or Managers responsible for each
material area of firmactivity. For Al systens, firns nust
denonstrate that a named Seni or Manager has been all ocated Al

gover nance responsibility, exercises genui ne oversight of Al

deci sions (not merely formal responsibility), and that this oversight
is evidenced at the interaction level. The OW Named Accountabl e

O ficer mechanism maps directly onto this structure: for every

ASS| STED or ESCALATED i nteraction, the Accountabl e Executive is
identified and their review decision sealed in the DutyMark Audit

Tr ace.

3.3. FCA MIls Review and Al Accountability

The MIIls Review (2026) identified four material gaps: firns can
descri be Al governance processes but cannot denonstrate at the
interaction |evel that those processes were followed; Al
recommendati ons are not consistently recorded al ongsi de human
deci sions; vul nerabl e custoner identification and treatnment by Al
systens is not evidenced at the interaction |level; and the
accountability chain fromindividual Al decisions to nanmed SM&CR
Seni or Managers is absent in nost firns. These are precisely the
gaps the DutyMark profile closes.

3.4. FCA Agent Distribution Oversight

Under FSMA Section 39, principal firns bear regulatory responsibility
for appointed representatives’ conduct. For Consuner Duty purposes,
principal firnms are responsible for ensuring Al-assisted decisions
made by appointed representatives deliver good outconmes -- even where
the Al systemis deployed by the representative, not the principal
Section 6 specifies how OVWP's chain integrity architecture addresses
this chall enge
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4.

4. 1.

OW DutyMark Profile

Routing States Under This Profile

AUTONOMOUS Permitted only where: the interaction type and custoner

segnent have been assessed as appropriate for autononous
determination; Al confidence neets the AUTONOMOUS t hreshol d; no
Wat cht ower has triggered; and the customer has not been flagged as
potentially vul nerabl e by WI- FCA-03. The DutyMark Audit Trace
MUST document the basis for autononous determ nation.

ASSI STED Standard routing for interactions above the significance

threshol d, involving potentially vul nerable custoners, or where
Consuner Duty considerations require Accountabl e Executive review
The Account abl e Executive’s identity, review tinmestanmp, and

out cone assessnent are sealed in the DutyMark Audit Trace.

ESCALATED Triggered by Watchtower detection of potential foreseeable

4. 2.

harm (WI- FCA-01), price or val ue unfairness (W-FCA-02),

vul nerabl e custoner indicator (W-FCA-03), consuner understandi ng
failure (WI-FCA-04), or suitability concern (WI-FCA-05). The
interaction MJUST NOT be finalised until Accountabl e Executive
revi ew

Naned Accountable O ficer: The FCA- Account abl e | ndi vi dual

The Naned Accountable O ficer under this profile is the Accountable
Executive: the Senior Manager with SM&CR responsibility for the Al
systenmi s governance. Required fields in the Accountabl e Executive
record:

*

account abl e_executive_id: FCA Individual Reference Nunber (IRN) or
stable internal identifier;

account abl e_executive_sncr_function: SM&CR Seni or Manager Function
designation (e.g., SMF3, SMF4, SMF16);

review timestanp: 1SO 8601 UTC of the review action;

out cone_assessnent: one of GOOD OUTCOVE, REMEDI ATl ON_REQUI RED,
ESCALATI ON_TO_COWPLAI NTS;

vul nerability_response: REQUI RED where W-FCA-03 was triggered.
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4.3. Confidence Score Configuration

Cp (policy conpliance) reflects the Al system s eval uati on agai nst
the firms Consuner Duty policies. A value of 0.0 MJST force
ESCALATED routing. C.d (data conpl eteness) reflects the conpl eteness
of custoner data; where data is inconplete in ways that nmay affect
outconme quality, C.d MJST be reduced to trigger ASSISTED routing.
Cmreflects the Al systenis own confidence in its recomrendation

4.4, Watchtower Definitions
4.4.1. W-FCA-01: Foreseeabl e Harm Preventi on Gate

*Trigger:* Al recomendati on woul d foreseeably cause harm based on
the firm s Consuner Duty harm assessnent frameworKk.

*Action:* HARD BLOCK for imediate harm FORCE ESCALATED f or
foreseeabl e harmrequiring Accountabl e Executive assessnent.

*Rational e:* The Consumer Duty cross-cutting rule requires firms to
avoi d causing foreseeable harm This Watchtower enforces the

avoi dance obligation structurally: Al recomendations that
foreseeably harmretail custoners cannot proceed w thout Accountabl e
Executive review, and cannot proceed at all where i mediate harmis
det ect ed.

4.4.2. W-FCA-02: Price and Value Fairness Gate

*Trigger:* Al pricing or value determnation falls outside the firms
Consumer Duty price and val ue franework

*Action:* FORCE ESCALATED. Accountabl e Executive reviews and either
approves with docunmented justification or nodifies the outcone.

*Rational e:* PS22/9 [FCA-PS22-9] requires firns to ensure price
represents fair value. Al-assisted pricing nmust be evidenced at the
interaction level as consistent with this requirenent. Watchtower
configurati on MUST be reviewabl e by the FCA upon supervisory request.

4.4.3. W-FCA-03: Vul nerable Custoner Gate

*Trigger:* Any indicator of characteristics of vulnerability as
defined in FCA Guidance FQ1/1 [ FCA-FQ1-1]: disclosed financial
difficulty, health condition, recent life event, |ow financia
capability score, or pattern consistent with vulnerability

i ndi cators.
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*Action:* FORCE_ASSI STED for a single vulnerability indicator;
FORCE_ESCALATED for multiple indicators or confirnmed vulnerability
di scl osure.

*Rationale:* FQ1/1 requires firns to identify and respond
appropriately to vul nerable customers. Al systens applying standard
processing to custoners displaying vulnerability indicators fail this
obligation. This Watchtower ensures vulnerability indicators
generate a mandatory review record and Accountabl e Executive
response.

4.4.4. W-FCA-04: Consuner Understanding Gate

*Trigger:* Al-generated custoner comruni cati on does not meet the
firm s Consumer Duty consumer understandi ng standards.

*Action:* FORCE _ESCALATED. Accountabl e Executive reviews and
approves or requires revision before delivery.

*Rational e: * PS22/9 [FCA-PS22-9] requires firns to ensure retai
custoners receive comruni cati ons they can understand. Al-generated
communi cations failing the firnm s understandi ng standards cannot be
sent w thout Accountabl e Executive approval

4.4.5. W-FCA-05: Suitability and Appropriateness Gate

*Trigger:* For Al-assisted investment, pension, or protection
recomrendat i ons: recommendati on does not neet suitability or
appropri at eness standards under COBS or | COBS.

*Action:* HARD BLOCK for unsuitable recommendati ons; FORCE_ESCALATED
for appropriateness questions.

*Rationale:* Suitability and appropri ateness requirenents under COBS
and |1 COBS are not discharged by Al recommendati ons without hunman
oversight. Al-assisted suitability determinations failing the
appl i cabl e standard are bl ocked before reaching the custoner.

4.4.6. W-FCA-06: Agent Distribution Chain Gate
*Trigger:* For principal firms: any distribution chain Al interaction
where the appointed representative’'s system has not generated a
conformant DutyMark Audit Trace.

*Action:* FORCE_ESCALATED. Principal firms Accountabl e Executive is
notified of the distribution chain evidence gap
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*Rationale:* Principal firns bear Consuner Duty responsibility for
their distribution chain under FSMA Section 39. This Watcht ower
enables principal firms to identify distribution chain evidence gaps
before they becone FCA supervisory issues.

4.5, Audit Trace Schena Extensions

The followi ng fields are REQUI RED under the DutyMark profile, in
addition to core fields in [I-D.veridomonp] Section 7:

* consuner_duty outcone_area: string, REQJU RED. One of:
"products_and_services", "price_and_val ue",
"consuner _under st andi ng", "consunmer_support".

* consumer_out cone_assessnent: string, REQU RED. One of:
"good_outcone", "outcone_uncertain", "renediation_required"

* wvulnerability_indicators: array of strings, REQU RED if WI-FCA-03
triggered; enpty array otherwi se. Values fromFCA F&Q1/1
t axonony.

* accountabl e_executive id: string, REQU RED for ASSI STED and
ESCALATED; NULL for AUTONOMOUS bel ow significance threshol d.
SHOULD be the FCA | RN

* account abl e_executive_sntr_function: string, REQU RED where
account abl e_executive_id is non-null.

* outconme_assessnent: string, REQU RED for ASSI STED and ESCALATED.
One of : GOOD_OUTCOVE, REMEDI ATI ON_REQUI RED,
ESCALATI ON_TO _COWVPLAI NTS

* distribution_chain_flag: boolean, REQU RED. True if interaction
was generated by or on behalf of an appointed representative.

* principal firmid: string, REQURED if distribution chain flag is
true. FCA Firm Reference Number (FRN) of the principal firm

* consuner_duty_board_report_period: string, OPTIONAL. Identifier
for the Consuner Duty annual board reporting period.

* profile_version: string, REQU RED. MJST be "VERH DOM DUTYMARK-
v1.0".
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5. Consumer Duty Qutconme Mapping

For products and services: W-FCA-05 MIST be active for all Al-

assi sted product recomendati ons where suitability or appropriateness
requi renents apply under COBS or | COBS. consuner_duty outcone_area
MJUST be set to "products_and_services".

For price and val ue: W-FCA-02 MJST be active for all Al-assisted
pricing interactions, with docunented fairness paraneters derived
fromthe firms Consuner Duty price and val ue assessnent franmework
and revi ewabl e by the FCA upon supervisory request.

For consumner understandi ng: W- FCA-04 MJST be active for all Al-
generated communi cations to retail custoners, wth docunented
readabil ity and conprehensi on standards appropriate to the customner
segnents served.

For consuner support: W-FCA-01 and WI- FCA- 03 MJST be active for all
Al - assi sted customer support interactions. Al-assisted systens MJST
i medi ately route to ESCALATED any customer who indicates they w sh
to speak to a human representative.

6. Agent Distribution Oversight

The DutyMark profile addresses principal firmdistribution oversight
through a two-1evel architecture. At the appointed representative

| evel, the representative’'s Al systeminpl enents DutyMark and
generates Audit Traces for each interaction, provided to the
principal firmas part of the distribution oversight franework. At
the principal firmlevel, W-FCA-06 verifies that distribution chain
interactions are generating conformant DutyMark Audit Traces. Where
a chain interaction | acks a conformant Trace, W-FCA-06 triggers
ESCALATED at the principal firmlevel.

The OWP chain integrity architecture ensures that DutyMark Audit
Traces from appointed representative systens are sealed in a way the
principal firmand FCA can verify independently, w thout relying on
the appointed representative’'s self-reporting. Principal firns MJST
docunent their distribution chain oversight arrangenents in their
Consumer Duty nonitoring franmeworKk.

7. The DutyMark I|nvari ant

I mpl enentations of this profile MJST satisfy the follow ng two-
property invariant:

Property 1 (CQutcone evidence conpl eteness) Every Al-assisted retail
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financial services interaction contributing to a consumer outcone
MJST generate a seal ed DutyMark Audit Trace docunenting the
Consuner Duty outcone area, consunmer outcone assessnent, any

vul nerability indicators, and (for ASSI STED and ESCALATED

i nteractions) the Accountable Executive's identity and outcone
det erm nati on.

Property 2 (Inmutable trail) The DutyMark Audit Trace MJST be seal ed
with the three-layer integrity architecture defined in
[1-D. veridomonp] Section 7, using JSON canonicalization per
[ RFC8785]. Any nodification to any historical record MIST be
detectable by any third party -- including the FCA -- without
access to the firnis or OW inplenenter’s infrastructure.

A firmsatisfying the DutyMark I nvariant can denonstrate to the FCA
for any interaction: the Consunmer Duty outcone area; whether the Al
system assessed a good, uncertain, or renediation-required outcong;
whet her vul nerability indicators were detected and how t hey were
responded to; whether the Accountable Executive reviewed the
interaction and their outcome determ nation; and that the record has
not been altered since sealing.

8. SMRCR Accountability Record

The account abl e_executive_id and account abl e_executive_sncr_function
fields create a seal ed SMRCR Accountability Record for every ASSI STED
and ESCALATED interaction: a tamper-evident record nam ng the Seni or
Manager who exerci sed oversight of the specific Al recomrendati on

Fi rms under goi ng FCA supervi sory exam nation of their SM&CR nappi ng
for Al systens can present the DutyMark Audit Trace stream as

cont enpor aneous evi dence that SMRCR accountability is exercised in
practice, not only in governance documnentation

For Consuner Duty annual board reporting, firnms MAY use the DutyMark
Audit Trace stream aggregated by consuner_duty board report period as
the primary evidence source for the board' s Consumer Duty outcone
nmoni t ori ng.

9. FCA Supervisory Exam nation Package

Upon FCA supervisory request, a firminpl enenting DutyMark MJST
produce a Supervisory Exam nation Package for any specified period
containing: all sealed DutyMark Audit Traces organi sed by

consumner _duty_outcone_area and routing_outcome; chain integrity proof
(SHA- 256 Merkle root and chain paths); Tinestanp Authority (per

[ RFC3161]) verification fromthe OVW Reference Validator

[ OVP- OPEN- CORE] ; outcone distribution summary by outcone area and
interaction type; vulnerability response record sumari si ng WI- FCA- 03
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activations; SM&CR accountability record listing Accountabl e
Executives and their SM&CR functions; and for principal firms, a
distribution chain sumary of W-FCA-06 activations.

The package MUST be producible within 30 seconds for any specified
period. It is self-contained: the FCA a skilled person reviewer, or
an i ndependent auditor can verify its integrity using only the OW
Ref erence Validator and the Timestanp Authority’s public key
material, wthout access to the firms systens.

10. Security Considerations
The security considerations of [I-D. veridomonp] apply in full.

Account abl e Executive identity: accountable_executive_id SHOULD be
the FCAIRN. Were it is not, operators MJST nmmi ntain an audit-grade
mappi ng between the internal identifier and the individual’s IRN
avai |l abl e for FCA supervisory inspection.

Vul nerability data sensitivity: The vulnerability_indicators field
may contain sensitive personal data. Operators MJIST inpl ement
appropriate access controls consistent with UK GDPR and FCA consuner
data protection expectations.

Di stribution chain integrity: For principal firms, chain integrity of
DutyMark Audit Traces from appoi nted representative systens MJST be
verifiable by the principal firm Appointed representative systens
MUST i npl enent the full three-layer integrity architecture, not
nmerely | ocal |ogging.
Retrospecti ve docunentation: DutyMark Audit Traces MJST be generated
at the monent of the Al decision, not retrospectively. Any mechani sm
all owi ng retrospective creation or nodification of Audit Traces is
inconsistent with this profile.

11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.

12. References

12.1. Normmtive References
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