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Abstract

Thi s docunent defines a donmain profile of the Operating Mdel
Protocol (OWP) for high-risk Al system operators subject to Article
12 of Regul ation (EU) 2024/1689 (the EU Al Act). Article 12
requires that high-risk Al systens automatically generate tanper-
resistant |ogs capable of ensuring traceability throughout the
systems lifetime. This profile specifies how OW' s determnistic
routing invariant, Watchtower enforcenent framework, and three-|ayer
cryptographic integrity architecture (SHA-256, RFC 3161, institution
signature) satisfy the Article 12 requirenents, and defines the
domai n-speci fi c Watchtower configurations and Audit Trace schema

ext ensi ons applicable to EU high-risk Al depl oynments under Annex |11
of the Regul ati on.

The core OWP specification is defined in a separate Internet-Draft
(\"Operating Mddel Protocol (OW): A Determnistic Decision-Enforcenent
Protocol with Externalized Proof-of-Integrity\").

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Cctober 2, 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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I nt roducti on

Regul ation (EU) 2024/ 1689 (the EU Al Act) [EUAIA] establishes
obligations for providers and depl oyers of high-risk Al systens,
including requirenents for |logging and traceability under Article 12.
The Article 12 obligations apply to the Annex |1l categories of

hi gh-ri sk Al systens, including those used in:

o credit scoring and creditworthiness assessnment (Annex ||
poi nt 5(b));

o enploynent and wor ker nmanagenment Al (Annex |1l point 4);

0 Al systens used in education and vocational training (Annex II
poi nt 3);

0 Al systens used by conpetent authorities (Annex Ill point 6);

0 Al systems used in the administration of justice (Annex ||
poi nt 8).

The Article 12 obligations take full effect on August 2, 2026

The Operating Mbdel Protocol (OWP) [I-D.veridomonp] is a
determ ni stic decision-enforcenent protocol that classifies every
interaction in a regul ated operation into exactly one of three

out come states (AUTONOMOUS, ASSI STED, or ESCALATED) and generates a
tanmper-evident Audit Trace sealed with a three-layer cryptographic
integrity architecture at the point of every decision. This
architecture is designed to satisfy the Article 12 requirenents
structurally — through the design of the decision pipeline — rather
than through retrospective reporting.

Thi s docunent defines the domain-specific paraneters and Wat cht ower
configurations that instantiate OW for EU Al Act Article 12
conmpliance, and specifies how the OW Audit Trace schema extensions
for this profile map to the specific |ogging requirenments of Article
12(2).

Qperators who inplenment OWP under this profile produce per-decision
evi dence records that:

0 are generated automatically as an integral output of the decision
pi peline (Article 12(1));



0 are tanper-resistant through cryptographic sealing with a
Qualified Electronic Tinmestanp under el DAS Article 41 (Article
12(1));

0 capture the operational period of each use with externally
verifiable tenporal anchoring (Article 12(2)(a));

0 capture the state of all external reference databases queried
at the nmonent of the decision (Article 12(2)(b));

0 record input data in canonical form enabling decision re-
verification (Article 12(2)(c));

0 support decision-level traceability for post-nmarket nonitoring
and supervisory exam nation (Article 12(3)).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [RFC8174].

Ter mi nol ogy

Thi s docunent uses the term nology defined in [I-D.veridomonp]. In
addi tion:

Article 12 Loggi ng Ooligation
The requirenents inmposed on high-risk Al system operators by
Article 12 of Regulation (EU) 2024/1689 (EU Al Act).

H gh-Ri sk Al System
An Al systemlisted in Annex Il of Regulation (EU) 2024/1689, or
designated as high-risk by the European Commi ssion under Article
7.

Qualified El ectronic Tinestanp (QIS)
A qualified electronic tinmestanp as defined in Article 3(34) of
Regul ation (EU) 910/2014 (el DAS), produced by a Qualified Trust
Service Provider (QTSP) listed in a Menber State’s trusted |i st
under Article 22 of el DAS.

QrsP
Qualified Trust Service Provider. Under this profile, QISP is
used as the issuing authority for the RFC 3161 Ti neStanpToken
required by the OW three-layer integrity architecture.

EU Al Act Profile (EUAIA Profile)
The domai n-specific configuration of OW defined in this
docunent .

Post - Mar ket Monitoring System (PMVB)
The systemrequired under Article 72 of the EU Al Act for
provi ders of high-risk Al systens to collect and review data on
the performance of depl oyed systens throughout their lifetine.

Supervisory Authority
A national conpetent authority designated under Article 70 of the
EU Al Act, responsible for nmarket surveillance and enforcenent.

EU Al Act Article 12 Requirenents Anal ysis
Article 12 inposes six distinct technical requirenents on high-risk

Al system operators. This section maps each requirenment to the OW
mechani smthat satisfies it.



3.1. Requirenent 1: Automatic generation

Article 12(1) requires that high-risk Al systens be designed and
devel oped with capabilities enabling the automati c generation of
| ogs.

OV MECHANI SM The OWP Audit Trace is generated as an integra
output of Stage S5 of the five-stage OW pipeline. Stage S5 is
mandatory — no interaction can conplete the OW pipeline wthout
produci ng a sealed Audit Trace. The Audit Trace is not produced by
a secondary | oggi ng process that reads fromthe prinmary system it
is the output of Stage S5, which executes as part of the decision
pipeline itself. This satisfies the automatic generation

requi renent structurally, not through configuration

Under this profile, inplenmentations MJUST NOT inpl enment Stage S5 as
an optional or configurable conponent. Audit Trace generati on MJST
be mandatory for all interactions regardl ess of routing outcone.

3.2. Requirenent 2: Tanper resistance

Article 12(1) requires that |ogs have tanper-resistant capabilities
to ensure traceability throughout the Al systemis lifetine.

OW MECHANI SM OWP seal s every Audit Trace with a three-|ayer
integrity architecture:

0 Layer 1 (SHA-256 content hash): proves that the content of the
Audit Trace record has not been altered since sealing. The
records are chained in a Merkle structure; nodification of any
hi storical record invalidates all subsequent chain hashes,
maki ng del eti on detectable without access to the del eted record.

o Layer 2 (RFC 3161 Ti meStanpToken [ RFC3161] from a QTSP)
proves the Audit
Trace existed at a specific monent in tine, attested by a party
external to the operator. The QISP s signature cannot be
retroactively obtained for a fabricated or post-hoc record.
Under this profile, the RFC 3161 tinmestanp MJST be obtained from
a QISP listed in an EU Menber State trusted list under el DAS
Article 22. This produces a Qualified Electronic Tinestanp
under el DAS Article 3(34), which carries | egal presunption of
accuracy of the date and tine it indicates under el DAS
Article 41.

o Layer 3 (institution signature): the depl oyi ng operator signs
the Audit Trace and the Ti meStanpToken. The OWP protoco
i mpl ementer (Veridomor any other party inplementing this
profile) does not sign. This preserves evidentiary
i ndependence: the integrity claimdoes not depend on the
continued operation, trustworthiness, or cooperation of the
i mpl ement er.

The conbi nation of these three |layers satisfies the Article 12(1)
tanper-resi stance requirenent. The Qualified Electronic Tinestanp
satisfies the requirenent through an EU recogni sed | egal standard
rather than a proprietary nmechani sm

3.3. Requirenment 3: Operational period |ogging

Article 12(2)(a) requires that |logs capture, at mninmm the
operational period of each use of the Al system

Ow MECHANI SM Every OWP Audit Trace record includes a
received_at field (1SO 8601 UTC, mllisecond precision) capturing



the timestanp at which Stage S1 received the interaction, and a
tst _token field containing the RFC 3161 Ti neStanpToken fromthe
QISP, which provides an externally verifiable tinestanp i ndependent
of the operator’s own cl ocks.

Under this profile, operators MJST record both tinestanps. The
received_at field establishes the operational period fromthe
operator’s system perspective. The tst _token provides independent
tenmporal anchoring that does not depend on the integrity of the
operator’s system cl ock

3.4. Requirenment 4: Reference database state capture

Article 12(2)(b) requires that |ogs capture the reference database
agai nst which the systenis input has been checked.

Ow MECHANI SM OWP computes a Source State Hash (H.s) for every
external data source queried during a decision. Hs is conputed
as SHA- 256( canoni cal _forn(api _response) || query_tinestanp_ns).
This captures the exact state of the external source at the
mllisecond of the query. Any change to the source after the
deci si on does not affect H_s.

Under this profile, H.s conputation is MANDATORY for every externa
data query, including:

0 Credit reference bureau queries;
o ldentity verification database queries;
o Enployer or educational institution verification queries;

o Any nodel inference APl that contributes to the confidence
score conputation.

The H s values are recorded in the Audit Trace source_state hashes
field (defined in Section 4.4 of this docunent) al ongside the
query timestanp and the identifier of the queried source.

3.5. Requirenent 5: Input data recording

Article 12(2)(c) requires that |ogs capture the input data for
which the systemlog refers, subject to applicable data protection
| egi sl ation.

OwW MECHANI SM OWP normalises all interaction payloads to RFC 8785
JSON Canoni cal i zati on Schene (JCS) [RFC8785] at Stage S1 and records
the interacti on_hash (SHA-256 of the canonical payload) in the Audit
Trace. The canonical formis preserved in the payl oad_canonica
field of the Interaction Schena.

Under this profile, inplenmentations MJST record input data in
canoni cal formto enable decision re-verification. Were the input
data constitutes personal data under GDPR, operators MJST apply
appropri ate pseudonym sati on before the payl oad_canonical field is
committed to the Audit Trace. The interaction_hash field MJST
reflect the hash of the data as actually presented to the Al

system (post - pseudonymi sation, if applicable), so that the canonica
formcan be re-verified agai nst the pseudonym sed record.

Note: The requirenment to record input data is subject to Article 10
GDPR | awf ul ness and data m nim sation requirenents. QOperators MJST
ensure that Audit Trace records do not constitute unlawful data
retention. The interaction_hash nmechanism (recording a hash of the
canoni cal payl oad rather than the payload itself) is designed to
satisfy Article 12(2)(c) while mnimsing personal data retention



3.6. Requirenment 6: Decision traceability

Article 12(3) requires that, to the extent possible and technically
feasible, the | ogging capabilities enable nonitoring of the
operation of the Al systemw th respect to the occurrence of
situations that may result in risks, and to facilitate the post-
mar ket nonitoring.

OW MECHANI SM The OWP Audit Trace records, for every decision
o The intent class and classification confidence;

o The three Confidence Score conponents (Cm Cp, Cd);

0 The evaluation result of every active Watchtower gate;

o The routing outcome (AUTONOMOUS, ASSI STED, or ESCALATED) with
routing rationale and explicit rule reference;

0 The Naned Accountable Oficer identity and resol ution action
for ASS|I STED and ESCALATED out cones.

Under this profile, the Proof-Point artefact generation mechani sm
(defined in [1-D.veridomonp] Section 7.5) MJST be capabl e of
produci ng a supervisory review package for any defined ti me wi ndow
within 30 seconds of request, containing all sealed Audit Traces
for that wi ndow sorted by tenporal sequence, for direct subnission
to a Supervisory Authority upon request.

4. OW EU Al Act Profile
4.1. Routing states under this profile
The three OW routing states apply unchanged under this profile:

AUTONOMOUS: The Al system operates w thout human review for this
interaction. The operator bears full accountability for the
outconme. Audit Trace is generated and seal ed autonatically.

ASSI STED: A Named Accountable Oficer reviews the Al systenis
recomendati on before final action. The Nanmed Account abl e
Oficer’'s identity and decision are recorded in the Audit Trace.
This state is the mininumrequired for interactions above the
configured significance threshold.

ESCALATED: A Wat cht ower HARD BLOCK has been triggered or the
m ni mum confi dence fl oor has not been net. Mandatory hunman
intervention is required before the interaction can proceed.
Audit Trace records the escal ati on reason and the Naned
Accountable O ficer assignment.

4.2. Confidence Score configuration

Under this profile, the Confidence Score conmponents MJST be
configured as foll ows:

o C.p (policy conpliance score): A value of 0.0 MJST force
ESCALATED routing regardl ess of C mor C.d values. This
ensures that any detected policy non-conpliance triggers
mandat ory human oversi ght, consistent with the Article 14(4)
requi renent for human oversight of high-risk Al systens.

o C.d (data conpl eteness score): The ninimum C d threshol d MJST
be set such that decisions based on inconplete or unavail abl e



4. 3.

external data are routed to ASSI STED or ESCALATED rat her than
AUTONOVOUS,

Wat cht ower definitions

The foll owi ng Wat cht owers are REQUI RED under the EUAI A Profile.
Operators MAY add additional Watchtowers appropriate to their
speci fic depl oynent context.

WI -

5

5

5

EUAI A-01: Fundanental Rights Inpact Gate

Trigger condition: Any interaction that, if resolved
AUTONOMOUS, woul d result in a significant effect on a natura
person within the scope of Article 22 GDPR (automated indivi dua
deci si on-naki ng), or where a human oversi ght obligation applies
under Article 14 of the EU Al Act.

Action: FORCE ASSI STED. A Naned Accountable O ficer MJST
review the Al systemis recommendati on before final action

Rationale: Article 14(4) of the EU Al Act requires that natura
persons with hunman oversight responsibility be able to intervene
in or interrupt the functioning of the Al system This
Wat cht ower ensures that a human oversi ght opportunity exists for
every interaction with potential fundanental rights inplications.

EUAI A-02: Significant Decision Threshold Gate

Trigger condition: Any interaction where the projected outcone
exceeds an operator-configured significance threshold (exanples:

| oan deci si ons above a configured val ue; enpl oyment deci sions

af fecting continued engagenent; educational assessnments affecting
qualification status).

Action: FORCE_ASSI STED.

Rati onal e: Ensures that high-inpact individual decisions receive
human oversi ght regardl ess of the Al systenis confidence score.

EUAI A-03: Anonaly Detection Gate

Trigger condition: Any interaction where the Al systenis out put
devi ates from expected operating paraneters, as defined in the
operator’s technical docunentation under Article 11 of the EU
Al Act.

Action: FORCE_ESCALATED.

Rationale: Article 12(3) requires that |ogging enable nonitoring
of situations that may result in risks. This Watchtower ensures
that detected anonmlies generate an escalation record with ful
Audit Trace, enabling post-market nonitoring under Article 72.

EUAI A-04: Data Quality Verification Gate

Trigger condition: Any interaction where the data conpl et eness
score Cd falls below a configured m ninum indicating that
the Al systemis operating with inconplete or degraded input data.

Action: FORCE_ASSI STED or FORCE _ESCALATED, dependi ng on the
severity of the data quality issue

Rationale: Article 12(2)(b) requires that |ogs capture the

ref erence database agai nst whi ch i nputs have been checked. Were
the reference database query fails or returns inconplete data,
the interaction cannot be resol ved AUTONOMOUS wi t hout human



review of the data quality issue
4.4. Audit Trace schema extensions

Under the EUAIA Profile, the following fields are REQU RED in the
Audit Trace schema (in addition to the core fields defined in
[1-D. veridomonp] Section 7):

euai a_annex_iii_category (string, REQU RED)
The Annex |I1 category applicable to this interaction
Exanpl e: "5b-credit-scoring" or "4-enploynment".

euai a_article_14 oversight (boolean, REQU RED)
I ndi cates whether the Article 14 hunman oversi ght requirenent
applies to this interaction. |If true, W-EUA A-01 MJUST have
been eval uat ed.

source_state_hashes (array of objects, REQU RED)

An array of H s records, one per external data source queried

during this interaction. Each record MJST cont ai n:

- source_id (string): identifier of the queried source;

- query timestanmp_ns (integer): Unix tinmestanp in mlliseconds
at which the query was nade;

- response_hash (string): SHA-256 of the canonical form of
the APl response;

- h_s (string): SHA-256(canonical _form(response) |
query_tinmestanp _ns).

pseudonymi sati on_applied (boolean, REQU RED)
I ndi cat es whet her pseudonyni sation was applied to persona
dat a before payl oad_canonical was committed to the Audit Trace.
If true, the interaction_hash reflects the hash of the
pseudonyni sed payl oad.

proof point_version (string, REQU RED)
Semantic version of the EUAIA Profile specification under
which this Audit Trace was generated. MJST be set to
"VERI DOM EUAI A-v1. 0" for this profile version

supervisory authority jurisdiction (string, REQU RED)
The |1 SO 3166-1 al pha-2 country code of the EU Menber State
whose desi gnated Supervisory Authority has jurisdiction over
this deploynent. Exanple: "DE", "FR', "NL".

5. el DAS Legal Framework Alignment

The OWP three-layer integrity architecture produces a Qualified
El ectroni c Ti nestanp under el DAS when the RFC 3161 Ti meSt anpToken
is issued by a QISP |listed in an EU Menber State trusted |ist.

The legal significance of this alignment is precise:

o0 elDAS Article 41(1) establishes |egal presunption of the
accuracy of the date and tine a Qualified Electronic Tinestanp
indicates and the integrity of the data to which the date and
time are bound.

o This legal presunption applies in legal proceedings in all EU
Menber States under Article 41(2).

0 A Supervisory Authority exam ning an OVP Audit Trace sealed with
a Qualified Electronic Tinestanp receives an evi dence record
with statutory presunption of integrity and tenporal accuracy.

Regul ation (EU) No 910/2014 on el ectronic identification and



trust services (el DAS) [El DAS]

Under this profile, inplenmentations MJUST use a QISP that is |listed
in an EU Menber State trusted list naintained under Article 22 of
el DAS. Acceptable QISPs include Digi Cert EU (DE), d obal Sign
(BE), and Actalis (IT), anong others listed at

esi gnature. ec. europa. eu/ tl - browser.

| mpl enent ati ons MAY use a non-EU TSA for devel opnent or testing
pur poses, but production deploynments under this profile MJST use a

QTSP.

Annex 111 Category Mapping

The following table maps the primary Annex |1l categories of the EU
Al Act to the applicabl e Watchtower configurations and the OW
domai n profiles that should be used in conjunction with this profile.

Category 5(b) -- Credit scoring and creditworthi ness:
Requi red Watchtowers: WI-EUAI A-01, WI- EUAI A- 02, WI- EUAI A- 04.
Conpl errentary profile: [I-D. veridomonp-ndtcp] for Kenya
depl oynent s.

Category 4 -- Enploynent and wor ker managemnent:
Requi red Watcht owers: W-EUAI A-01, WI-EUAI A- 02, W- EUAI A-03.
Rati onal e: Enpl oynent deci si ons have hi gh fundanental rights
i npact; anonaly detection is particularly inportant for
automated hiring or perfornmance nmanagenent systens.

Category 3 -- Education and vocational training:
Requi red Wat chtowers: WI-EUAI A-01, WI- EUAI A- 02.

Category 8 -- Adnministration of justice:
Requi red Watchtowers: W-EUAI A-01, W-EUAI A-02, W- EUAI A-03.
Conpl emrentary profile: a forthcom ng OW | egal domain profile
for ABA Rule 5.3 / CA SB 574 depl oynents.

For categories not |isted above, operators MJST apply at m ni num
WI- EUAI A- 01 and WI- EUAI A- 04, and SHOULD apply WI- EUAI A-02 for
any interaction with individual-1evel consequences.

Conformty Assessnent

Qperators depl oying OMP under this profile who are subject to the
Article 43 conformty assessment requirenent nay present the
followi ng evidence to a Notified Body or in a self-assessment under
Article 43(4):

o The OW Technical Specification [ZENODO OW] as the reference
techni cal docunmentation for the logging and traceability
mechani sm

o The IETF Internet-Draft [I-D.veridomonp] as evidence of the
open, publicly reviewed specification of the cryptographic
sealing architecture;

0 A sanple Audit Trace record seal ed under this profile, together
with the output of the OW Reference Validator
[ OWP- OPEN- CORE], dempnstrating chain integrity and Qualified
El ectronic Tinestanp authenticity;

0 The operator’s domain-specific Watchtower configuration,
demonstrating that W-EUAI A-01 through WI- EUAI A- 04 are
i mpl emented as required.



10.

10.

The OW Reference Validator is published as open-source software
under the Apache 2.0 licence at [OMP-OPEN-CORE]. Any Notified
Body, Supervisory Authority, or third-party auditor nmay run the
Ref erence Val i dator against any OW Audit Trace chain without
access to the operator’s infrastructure or Veridom s systens.

Security Considerations

The security considerations of [I-D. veridomonp] apply in full
to this profile. The follow ng additional considerations apply
to EU Al Act depl oynents.

Key managenent: Operators MJST i npl enent appropriate key nanagenent
practices for the institution signature private key, consistent

with el DAS Annex Il requirenents for advanced el ectroni c signatures.
Conpromi se of the institution signature private key does not
invalidate historical Audit Traces, whose integrity is anchored by
the QISP Ti neSt anpToken, but would allow fabrication of future
records attributed to the institution.

GDPR interaction: Audit Trace records that contain or are
associated with personal data are subject to GDPR data retention
and erasure requirenents. Operators MJST inplenment a nmechani sm
for satisfying Article 17 GDPR erasure requests in a manner
consistent with the chain integrity properties of the Merkle
structure. Recommended approach: sel ective pseudonyni sation of
personal data fields in historical records, with a public record
of the pseudonym sation event in the chain, rather than del etion
of the Audit Trace record itself.

Supervi sory access: Operators MJST be capabl e of producing the
full Audit Trace chain for any depl oynent period to the designated
Supervisory Authority within the tinmeframes specified by national
i mpl ementing | egislation. The Proof-Point artefact generation
mechani sm (Section 3.6) is designed to support this capability.

I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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