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Abst ract

Thi s docunent defines a domain profile of the Operating Mdel

Protocol (OWP) for automated decision systens (ADS) deployed in

enpl oynent contexts subject to the California Cvil R ghts Council
(CRC) Enpl oynent Regul ations on Aut omated Decision Systens (effective
Cctober 1, 2025), New York City Local Law 144 (bias audit requirenent
for automated enpl oynment decision tools), the Illinois Artificial
Intelligence Video Interview Act (AlIVIA), and related US state and
muni ci pal ADS accountability obligations in enpl oynent.

The profile -- designated WorkMark -- specifies how OW' s
deterministic routing invariant, Wtchtower enforcenent franmework,
and three-layer cryptographic integrity architecture satisfy the
record-retention, naned accountability, bias audit evidence, and per-
decision auditability requirenents applicable to enpl oynent ADS

depl oynents. The profile directly addresses the California CRC
requirenent to retain ADS inputs, outputs, decision criteria, and
audit results for four years with named accountability for Al-
assisted hiring and enpl oynment deci si ons.

The OWP core specification is defined in the Operating Mdel Protocol
Internet-Draft (draft-veridom onp).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

It is inappropriate to use Internet-Drafts as reference
mat eri al

or to cite themother than as "work in progress.”

This Internet-Draft will expire on 7 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/
in effect on the date of publication of this docunent.
as they describe your rights

| i cense-info)
Pl ease revi ew these docunents carefully,

and restrictions with respect to this docunent.
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1. Introduction

Aut omat ed deci sion systens are now enbedded across the enpl oynent
lifecycle: in resume screening, candidate ranking, video interview
anal ysis, skills assessment scoring, pronotion nodelling, workforce
pl anni ng, and term nation risk prediction. These systens affect the
econom ¢ circunstances of individuals at scale, and the regulatory
framewor ks governing their use are now noving from gui dance to

enf orceabl e obligation

Three instrunments have crystallised the per-decision accountability
requirenents for enploynment ADS with sufficient precision to support
techni cal specification:

* The California CRC Enpl oynment Regul ati ons on Autonat ed Deci sion
Systens (effective COctober 1, 2025) require enployers to retain,
for a mnimum of four years from each enpl oynment decision, the
i nputs, outputs, decision criteria, audit results, and named human
deci si on-naker for each ADS-assisted Covered Enpl oynent Deci sion

* New York City Local Law 144 (in force) requires enployers and
enpl oynent agenci es usi ng aut omat ed enpl oynment deci sion tools
(AEDTs) in hiring or pronotion decisions to conduct annua
i ndependent bias audits, publish results, and notify candi dates
when an AEDT was used.

* The Illinois Artificial Intelligence Video Interview Act (Al VIA)
requires enployers using Al to analyse video interviews to inform
candi dates, obtain consent, lint data sharing, and retain the

video and its Al anal ysis.

These instrunments converge on a structural evidence requirenent that
maps directly onto OW [I|-D.veri domonp]: every ADS-assisted

enpl oynent deci si on nmust generate a per-decision record docunmenting
what the ADS recomrended, what data it used, how the recomendati on
was wei ghted, and who was accountable for the final decision --
retained for a mninmum of four years and independently verifiable by
regul ators, candi dates, and auditors.
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Thi s docunent defines the WorkMark profile: the domai n-specific
instantiation of OWP for enploynent ADS accountability. WbrkMark
denotes that every Al-assisted enpl oynent decision is

crypt ographically marked agai nst the enployer’s ADS accountability
obligations, producing a tanper-evident record that satisfies
California CRC four-year retention requirenments, NYC Local Law 144
bi as audit evidence standards, and Al VI A docunentation obligations
through a single evidence architecture.

Rel ated OWP donmin profiles include the Cinical Al profile
[1-D.veridomonp-clinical] and the EU Al Act Article 12 profile
[1-D. veridomonp-euaia]. Audit Trace payl oads are canonicalized per
[ RFC8785]. The OWP specification is also archived at [ ZENODO OVP] .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119] [ RFC8174].

2. Term nol ogy

Thi s docunent uses the term nology defined in [I-D.veridomonp]. In
addi tion:

*  Aut omat ed Deci sion System (ADS): A conputational systemthat uses
machi ne | earning, statistical nodelling, data analytics, or
artificial intelligence to generate a score, classification,
recommendati on, or other output that influences or replaces hunman
deci si on-naki ng in an enpl oynent context.

* Covered Enpl oynent Decision: An enpl oynment decision in which an
ADS or AEDT was used to screen, rank, score, or otherw se
i nfluence the outcome. Subject to the WorkMark I nvariant.

* Enpl oynent Decision Authority (EDA): The human deci si on- maker
responsi ble for the final enploynent decision where an ADS was
used. In OW terns, the Named Accountable O ficer for ASSI STED
and ESCALATED interactions under this profile.

* Bias Audit: An inpartial evaluation, conducted by an independent
auditor, of an AEDT to assess whether its outputs exhibit
di sparate i npact across race, sex, or intersectional categories,
as required by NYC Local Law 144.

* Four-Year Retention Period: The mi ni mum period for which Covered

Enmpl oynment Deci si on records nust be retained under California CRC
Regul ati ons, neasured fromthe date of the enpl oynent decision
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* Disparate Inmpact Flag: Afield in the WirkMark Audit Trace
indicating that the ADS output for this interaction falls within a
denogr aphi ¢ category or score band that the enployer’s nost recent
bias audit identified as exhibiting selection rate disparity above
the adverse inpact threshol d.

*  WorkMark Invariant: The two-property invariant defined in
Section 7: every Covered Enpl oynent Deci sion generates a seal ed
VWor kMark Audit Trace retained for the Four-Year Retention Period,
i ndependently verifiable by regulators, candidates, and auditors.

3. Enpl oynent ADS Regul atory Framework Anal ysis
3.1. California CRC Automated Deci sion Systens Regul ati ons

The California CRC Enpl oynent Regul ati ons [ CA- CRC-ADS] (effective
Cctober 1, 2025) require enployers to retain for four years: ADS

i nputs (candi date data, job requirenents, scoring criteria); ADS

out put (score, ranking, classification, recommendation); decision
criteria applied; weight given to ADS output in the final decision;
applicable bias audit results; and the identity of the human

deci si on-naker who nade or approved the final decision. Records nust
be producible to the California Civil Rights Departnent (CRD) upon
request .

3.2. New York City Local Law 144

NYC Local Law 144 [ NYC-LL144] requires annual independent bias audits
of AEDTs used in hiring or pronotion decisions affecting NYC
candi dat es, assessing selection rate disparities across race/
ethnicity, sex, and intersectional categories. Results nust be
publicly disclosed. Candidates nmust receive at |east ten business
days’ advance notice that an AEDT will be used. The NYC Local Law
144 bias audit requirenent creates the integration point with

Section 7 (Bias Audit Evidence Package) of this profile.

3.3. Illinois Artificial Intelligence Video |Interview Act
The Illinois AIMIA[IL-AIVIA] requires enployers using Al to anal yse
video interviews to informcandidates in witing, explain howthe Al
wor ks, obtain candi date consent, limt sharing of video and Al

anal ysis data to persons necessary for the hiring decision, and
retain the video and Al analysis for a mninumperiod. W-EMPLOY-06
(AI'VI A Consent Gate) gives the consent requirenent structura

enf or cenent .
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3. 4. Federal Context: EEOC Al Guidance and Title VI

The EEQOC [ EEOC- Al - 2023] "Use of Artificial Intelligence in Enpl oynent
Deci si ons" gui dance (2023) states that enployers cannot avoid Title
VII liability by attributing discrimnatory outconmes to an Al vendor
This reinforces the naned accountability requirenent in the WrkMark
profile: the Enploynment Decision Authority, not the Al vendor, is the
Nanmed Accountable O ficer. The WrkMark Audit Trace docunents the
enpl oyer’ s accountability for ADS outcomes, consistent with the

EEQCC s position

3.5. Colorado Al Act Enpl oyment Provisions

Colorado’s Artificial Intelligence Act (effective June 1, 2026)
requires deployers of high-risk Al in enmploynment decisions to

mai ntain ri sk managenent progranmes, provide applicant disclosures,
and i npl enent discrimnation mitigation neasures. The WorkMark
profile’ s Disparate Inpact Flag and Bias Audit Evidence Package
address the Colorado Act’s discrimnation mtigation evidence
requirenents

3.6. Convergent Requirenents

California CRC, NYC Local Law 144, Illinois Al VIA EECC gui dance, and
Col orado Al Act [CO Al - ACT] define an evidence structure that nmaps
directly onto OM’' s three routing states: ADS-assisted decisions
where the EDA revi ewed, applied independent judgnent, and documented
the basis correspond to ASSI STED; decisions where a Disparate |npact
Flag was triggered or the candi date i nvoked human review ri ghts
correspond to ESCALATED; fully autonormous ADS enpl oynment deci sions
are NOT PERM TTED for Covered Enpl oynment Decisions under this
profile.

4. OW WorkMark Profile
4.1. Routing States Under This Profile

*  AUTONOMOUS: NOT PERM TTED for Covered Enpl oynent Decisions. W-
EMPLOY- 01 MUST be configured as a universal FORCE _ASSI STED tri gger
for all Covered Enpl oynment Decisions. AUTONOMOUS routing is
permitted only for administrative or pre-screening functions that
do not substantially influence an enpl oynent outcone (e.g.,
docunment format validation, scheduling coordination, initial
compl et eness screening w thout candi date ranking). Operators MJST
maintain a witten classification of which interaction types are
non- Cover ed ( AUTONOMOUS el i gi bl e) versus Covered Enpl oynent
Deci sions, reviewed annually and producible to the CRD upon
request .
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4. 2.

4. 3.

4. 3.

Ade

* ASSI STED: The standard routing state for Covered Enpl oynent

Deci sions. The ADS generates a recomendati on, score, ranking, or
classification; the Enpl oynment Decision Authority reviews, applies
i ndependent hurman judgnent, and docunents the basis for the final
enpl oynent decision. The EDA's identity, review tinestanp,

i ndependent judgment basis, and final decision are sealed in the
Wor kMar k Audit Trace.

* ESCALATED: Triggered by: Disparate Inpact Flag on ADS out put (W-
EMPLOY- 03) ; candi date invocation of human review right (W-EWMPLOY-
04); ADS confidence failure (W-EMPLOY-02); or bias audit
threshold alert (W-EMPLOY-05). Under ESCALATED routing, the
final enploynment decision MJUST be made by the EDA wi thout reliance
on the ADS recomrendati on.

Named Accountable O ficer: The Enpl oyment Decision Authority

The Naned Accountable O ficer under this profile is the Enpl oynent
Deci sion Authority: the individual who makes or approves the final
enpl oynent decision. For California CRC conpliance, the EDAis the
i ndi vi dual whose identity is required in the four-year retention
record. For EECC Title VIl purposes, the EDA is the enpl oyer
representative whose decisions are attributable to the enpl oyer.

Required fields in the EDA record:

* eda_enpl oyee_id: stable identifier, consistent throughout the
Four - Year Retention Peri od;

* eda_role: role in the decision process (e.g., "hiring_manager",
"HR _busi ness_partner");

* eda_review tinmestanp: |1SO 8601 UTC of the EDA' s review and
deci si on;

* eda_decision: one of PROCEED W TH_ADS RECOMVENDATI ON,
PROCEED_MODI FI ED, OVERRI DE, REJECT_CANDI DATE, ADVANCE CANDI DATE;

* eda_i ndependent _basis: REQUI RED for PROCEED MODI FI ED and OVERRI DE;
docunent s i ndependent judgnent and wei ght given to ADS
reconmendat i on.

Wat cht ower Definitions
1. W-EMPLOY-01: Enployment Decision Authority Gate

*Trigger:* Any interaction classified as a Covered Enpl oynent
Deci si on.
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*Action:* FORCE_ASSI STED. Cannot be disabled for Covered Enpl oynent
Deci si ons.

*Rationale:* California CRC Regul ations require naned accountability
for ADS-assisted enploynment decisions. EEQOC guidance requires

enpl oyers to nmaintain responsibility for enpl oynment decision

outconmes. This Watchtower nakes it architecturally inpossible for a
Covered Enpl oyment Decision to be finalised without generating an EDA
revi ew record.

4.3.2. W-EMPLOY-02: ADS Confidence Floor Gate

*Trigger:* Conposite Confidence Score falls bel ow the enployer’s
configured enpl oynent decision floor.

*Action:* FORCE _ESCALATED. EDA nakes the final decision wthout
reliance on the ADS recommendati on. ADS output MAY be provided as
context, clearly labelled as bel ow t he enpl oynent decision confidence
floor.

*Rational e:* An ADS recomendati on bel ow t he enpl oynent deci si on
floor represents insufficient confidence to influence the enpl oynent
out cone. ESCALATED routing ensures the EDA exercises independent

j udgrent .

4.3.3. W-EWMPLOY-03: Disparate |Inpact Flag Gate

*Trigger:* ADS recommendation, score, or ranking for this candidate
falls within a denographic category or score band that the enployer’s
nmost recent bias audit identified as exhibiting adverse inpact
(selection rate bel ow 80% of the highest-rate group, the four-fifths
rul e).

*Action:* FORCE ESCALATED. EDA reviews with specific awareness of
the di sparate inpact concern. disparate_inpact flag set to true. EDA
deci si on and i ndependent basis are REQUI RED.

*Rational e:* NYC Local Law 144 and California CRC Regulations require
enpl oyers to assess and document di sparate inpact in ADS enpl oynent
deci sions. ESCALATED routing ensures decisions in known adverse

i npact zones are nmade by a human with full awareness of the bias
concern, docunented in the Audit Trace for bias audit purposes.

4.3.4. W-EMPLOY-04: Candi date Human Revi ew Request Gate

*Trigger:* A candidate has invoked their right to human revi ew of an
ADS- assi st ed deci si on under applicable | aw or enpl oyer policy.
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*Action:* FORCE_ESCALATED. Candidate’s request docunented in
Wor kMark Audit Trace. EDA conducts and docunents a human revi ew.

*Rational e:* Colorado’s Al Act and energing state franmeworks provide
candi dates the right to request human revi ew of consequential Al

deci sions. This Watchtower ensures candi date-i nvoked hunan revi ew
generates a sealed record of the review and its outcone.

4.3.5. W-EMPLOY-05: Bias Audit Threshold Alert Gate

*Trigger:* Aggregate selection rate for a protected class in the
ongoi ng WrkMark Audit Trace stream reaches the enployer’s configured
pre-adverse-inmpact alert threshold -- firing before the four-fifths
rule threshold is breached.

*Action:* FORCE _ASSI STED for all new interactions in the affected
denogr aphi ¢ category, pending review by the enployer’s bias audit
authority. A bias audit alert record is generated.

*Rational e: * NYC Local Law 144 requires annual bias audits. W-
EMPLOY- 05 provi des continuous nonitoring enabling enployers to
address energing disparate inpact before it becones a docunented
vi ol ati on.

4.3.6. WI-EWMPLOY-06: AlVIA Consent Gate
*Trigger:* For video interview Al deploynents subject to Illinois
Al VI A candi date has not provided docunented consent to Al video
anal ysis, or consent record is missing or invalid.

*Action:* HARD BLOCK. Al video analysis MJST NOT proceed wi thout
val i d candi date consent.

*Rationale:* Illinois AIVIA requires enployers to obtain candi date
consent before using Al to analyse video interviews. HARD BLOCK
ensures consent cannot be bypassed through system error or process
failure.

4.4. Audit Trace Schema Extensions

The followi ng fields are REQUI RED under the WorkMark profile, in
addition to core fields in [I-D.veridomonp] Section 7

* eda_enpl oyee_id: string, REQU RED for Covered Enpl oynent
Deci sions. Stable identifier consistent throughout the Four- Year
Ret enti on Peri od.

* eda_role: string, REQU RED
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* eda_review tinestanp: string, |SO 8601 UTC, REQUI RED for ASSI STED
and ESCALATED.

* eda_decision: string, REQUI RED for ASSI STED and ESCALATED. One
of : PROCEED W TH_ADS_RECOMVENDATI ON, PROCEED MODI FI ED, OVERRI DE,
REJECT_CANDI DATE, ADVANCE_CANDI DATE

* eda_i ndependent basis: string, OPTIONAL for
PRCCEED_W TH_ADS_RECOMVENDATI ON; REQUI RED f or PROCEED _MODI FI ED and
OVERRI DE. Docunents independent judgnent and wei ght given to the
ADS recomendation, satisfying the California CRC decision
criteria docunentation requirenent.

* ads_out put_record: object, REQJU RED. MJST contain: output_type
("score", "ranking", "classification", or "recommendation");
out put _val ue; output _timestanp (ISO 8601 UTC); ads_system. d;
ads_versi on.

* candi dat e_denographi c_category: string, REQURED if lawfully
coll ected; otherwise "not _collected". Used for bias audit
assessnent only.

* disparate_inpact _flag: boolean, REQU RED. True if W-EMPLOY-03
triggered.

* bias_audit_reference: string, REQU RED. Identifier of the nost
recent bias audit applicable at the tine of the decision. For NYC
Local Law 144, nust reference an audit by an independent auditor
within the preceding 12 nonths.

* candi dat e_human_revi ew_request ed: bool ean, REQUI RED. True if W-
EMPLOY- 04 triggered.

* enpl oynent _deci sion_category: string, REQURED. One of:
"initial _screening", "interview scoring", "pronotion",
"adverse_action", "conpensation", "term nation".

* aivia_consent obtained: boolean, REQUI RED for video interview Al
depl oynents subject to Illinois Al VIA

* four_year retention_expiry: string, |SO 8601 date, REQUI RED.
Cal cul ated as four years fromeda_ review tinestanp date.
I mpl ement ati ons MUST enforce retention until this date.

* profile_version: string, REQU RED. MJST be "VER DOM WORKMARK-
vl.0".
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5. Four-Year Retention Architecture

The California CRC Regul ations require enployers to retain Covered
Enpl oynent Deci sion records for a mnimumof four years. The
WorkMark profile inplements this through: per-decision retention with
a four_year retention_expiry date enforced at generation; chain
integrity across the retention period enabling regul ators and
auditors to verify that the conplete set of WirkMark Audit Traces has
been retained without deletion or nodification (a chain gap is
detectable as a chain integrity violation); regulator accessibility
within the four-year period within 30 seconds via the Proof-Point
generati on nechanism and retention across systemmgrations, with a
seal ed migration event record docunenting the transition and
preserving chain integrity.

6. Bias Audit Evidence Package

The WorkMark profile generates two types of bias audit evidence: per-
deci si on evi dence (each Audit Trace contains the

candi dat e_denogr aphi c_cat egory, disparate_inpact_flag, and

bi as_audit _reference fields) and aggregate evidence (the Audit Trace
stream can be aggregated to conpute the selection rates and adverse

i mpact ratios required by NYC Local Law 144 annual bias audit

met hodol ogy from an i ndependently verifiable basis).

The Bias Audit Evidence Package, produced using the OWP Proof - Poi nt
artefact nechanismfor a defined enpl oynent period, MJST contain: all
seal ed WorkMark Audit Traces for the period organi sed by

enpl oynent _deci si on_cat egory and ADS system aggregate selection rate
data by candi dat e_denpgr aphi c_category; disparate inpact ratio

cal cul ations for each denographic category and score band; count and
di sposition of WI-EMPLOY-03 Di sparate Inpact Flag triggers; count and
di sposition of W-EMPLOY-04 Candi date Human Revi ew Request triggers;
chain integrity proof (SHA-256 Merkle root); and RFC 3161 [ RFC3161]

Ti meSt anpToken verification fromthe OVW Reference Validator

[ OVP- OPEN- CORE] .

An i ndependent bias auditor conducting an NYC Local Law 144 annua
audit can use the Bias Audit Evidence Package as the primary
evidentiary basis, verifying conpleteness and integrity w thout
relying on the enployer’s self-reported statistics.

7. The WorkMark Invariant

I mpl enentations of this profile MJIST satisfy the follow ng two-
property invariant:
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* Property 1 (Enploynent decision accountability conpleteness):
Every Covered Enpl oynment Deci sion MJST generate a seal ed Wor kMar k
Audit Trace containing: the ADS output record; the EDA's identity
and review tinmestanp; the EDA s decision and i ndependent basis
where required; the Disparate Inpact Flag evaluation; and the
applicable bias audit reference. The Audit Trace MJST be retained
for the Four-Year Retention Period.

* Property 2 (Immutable trail): The WorkMark Audit Trace MJST be
sealed with the three-layer integrity architecture defined in
[1-D.veridomonp] Section 7. Any nodification to any historica
Audit Trace record MJST be detectable by any third party --
including the California CRD, the NYC Commi ssion on Human Ri ghts,
a bias auditor, or a court -- without access to the enployer’s or
OWP inmplenenter’s infrastructure.

An enpl oyer satisfying the WorkMark I nvariant can denonstrate, for
any Covered Enpl oynent Decision within the Four-Year Retention
Period: the ADS output generated for the candidate; the EDA s
identity and review tinestanp; the EDA's final decision and

i ndependent basis for any departure fromthe ADS recomendati on; the
Di sparate Inpact Flag status with reference to the applicable bias
audi t; whether the candi date i nvoked human review, the applicable
bias audit; and that the record has not been altered since sealing.
This satisfies every elenment of a California CRC conpliance

exam nation, NYC Local Law 144 bias audit, EEOCC Title VI

i nvestigation, and Col orado Al Act disparate inpact assessment.

8. Security Considerations
The security considerations of [I-D. veridomonp] apply in full.

Candi date data sensitivity: WrkMark Audit Traces contain candi date
Pl and, where collected, denographic data. Operators MJST restrict
access to individuals with a legitinate need in the enpl oynent

deci sion process, HR governance, or bias audit function. Denographic
data fields MJST have additional access controls consistent with
appl i cabl e enpl oynent di scrim nation | aw.

EDA identity integrity: eda _enployee id MIST reflect the actua

i ndi vi dual who nade or approved the final enploynent decision
Qperators MJST inpl enent technical controls to prevent EDA identity
assi gnnent without the relevant individual’s authenticated action.
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10.

10.

10.

Bias audit data integrity: the WrkMark Audit Trace streamis the
evidentiary basis for the annual bias audit. The chain integrity
architecture nmakes sel ective deletion detectable: a chain gap will be
identified as a chain integrity violation in the Bias Audit Evidence
Package.

Denogr aphi ¢ data segregation: where candi date denographic data is
collected for bias audit purposes, it MJIST be segregated fromthe ADS
i nput data used in enploynent decisions, consistent with applicable
enpl oynent discrinmnation law restricting the use of protected
characteristics in enploynment deci sions.
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