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Abst ract

Thi s docunent defines a domain profile of the Operating Mdel
Protocol (OW) for Al systens deployed in clinical and heal thcare
deci sion contexts subject to qualified human reviewer requirenents
under the US Joint Conmission and Coalition for Health Al (CHAI)
Responsi bl e Use Gui de (Septenber 2025), California Senate Bill 1120
(SB 1120, effective January 1, 2025), New York Assenbly Bill A9149
(pending), and related US state and federal healthcare Al
accountability obligations.

The profile -- designated CareGuard -- specifies how OW' s
deterministic routing invariant, Wtchtower enforcenent franmework,
and three-layer cryptographic integrity architecture satisfy the
qual i fied human revi ewer docunmentation requirements, clinica
decision traceability obligations, and Al governance evi dence
standards applicable to healthcare Al depl oynents. The profile
addresses four clinical deploynent categories: nedical necessity
determ nations, clinical decision support, diagnostic Al assistance,
and prior authorisation Al systens.

The OWP core specification is defined in the Operating Mdel Protocol
Internet-Draft (draft-veridom onp).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time.
material or to cite themother than as "work in progress."

It is inappropriate to use Internet-Drafts as reference

This Internet-Draft will expire on 7 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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as they describe your rights
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and restrictions with respect to this docunent.

Tabl e of Contents

1.
2.
3

el

HOoo~No O

EE

I ntroduction 3
Ter m nol ogy . . 4
Clinical Al Regul at ory Fr arrevvork AnaI yS| s . . 5
1. Joint Commission / CHAI ResponS| ble Use Cui de . 5
2. California SB 1120 e 5
3. New York AB A9149 . . 6
4. Federal Context: ONC and CIVB . . 6
5. EU Al Act Annex Il Healthcare Cat egory . 6
6. Convergent Requirenents . 6
OW CareCuard Profile . . . . 6
1. Routing States Under ThIS Proflle L 6
2 Nanmed Accountable O ficer: The QJaI ifi ed Hurran
Revi ewer . . . . . 7
3. Wt cht ower Def| n| t| ons . . 8
4,.3.1. W-CLINICAL-01: Qualifi ed Hurran ReV| evver Gat e . 8
4.3.2. W-CLINI CAL-02: Patient Safety Override Gate 8
4.3.3. W-CLIN CAL-03: dinical Confidence Floor Gate 9
4.3.4. W-CLIN CAL-04: Training Distribution Limtation
Gate . . C e e 9
3.5. W-CLIN CAL 05: Anonmal ous Qutput Pattern Gate . . 9
3.6. WI-CLIN CAL-06: SB 1120 Adverse Deternination Gate 10
Audit Trace Schena Extensions . 10
CI i ni cal Depl oyment Category Mappi ng 11
The CareCGuard | nvari ant . 12
Patient Safety Override Archltecture . 12
Clinical Proof-Point as Regulatory Evi dence . 13
Security Considerations . 13
I ANA Consi derations . 14
et al. Expires 7 Cctober 2026 [ Page 2]

Adebayo,



I nternet-Draft OW dinical Al Profile April 2026

11. References . . . . . . . . oo 14
11.1. Normative References . . . . . . . . . . . . . . . . .. 14
11. 2. Informative References . . . . . . . . . . . . . . . . . 15
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 16

1. Introduction

Al systens are now enbedded across the clinical pathway: in medica
necessity determ nation, prior authorisation, clinical decision
support, diagnostic imaging analysis, sepsis prediction, and

medi cati on managenent. The pace of depl oynment has substantially
outrun the devel opment of regulatory franeworks that specify, with
techni cal precision, what accountability evidence these systens nust
pr oduce.

Three instruments have begun to define that framework with sufficient
precision to support technical specification

* The Joint Comm ssion and CHAlI Responsible Use Guide for Healthcare
Al (Septenmber 2025) establishes that healthcare organisations mnust
docunent human oversi ght of consequential Al clinical decisions,
mai ntain evidence that qualified human revi ewers eval uated Al
recomrendat i ons before acting on them and denonstrate that Al
systens used in clinical settings have governance structures with
named accountability.

* California Senate Bill 1120 (effective January 1, 2025) requires
health i nsurers and managed care plans to ensure that adverse
determ nati ons based on Al-generated nedical necessity decisions
are reviewed by a licensed physician or other qualified clinician
before the determination is communi cated to the patient or
provider. The reviewing clinician nust document their review, and
the insurer nust retain that docunentation

* New York Assenbly Bill A9149 (pending) proposes anal ogous
requi renents for health plans operating in New York, including
mandat ory di sclosure to patients when Al was used in a coverage
determ nati on and mandat ory human revi ewer documnentati on

These instrunments converge on a structural requirenment that naps
directly onto OW [I-D.veridomonp]: every Al-assisted clinica

deci sion that produces a consequential outcome for a patient nust be
either reviewed by a named, qualified human revi ewer before it is
acted upon, or blocked from aut ononmous execution and escalated to
qualified human revi ew.
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Thi s docunent defines the CareGuard profile: the donain-specific
instantiation of OWP for clinical Al accountability. CareGuard
denotes that each Al-assisted clinical decision is cryptographically
mar ked agai nst the operator’s care accountability obligations,
produci ng a tanper-evident record before the decision affects a
patient.

Rel ated OWP domain profiles include the Al Liability Insurance
profile [I-D.veridomonp-aiins]. Audit Trace payl oads are
canoni cal i zed per [RFC8785]. The OWP specification is also archived
at [ ZENODO OWP] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [RFC8174].

2. Term nol ogy

Thi s docunent uses the terminology defined in [I-D.veridomonp]. In
addi ti on:

* Qualified Human Reviewer (QHR): The licensed clinician or
credenti al ed heal t hcare professional designated to review Al
recomrendati ons before they are acted upon. |In OW terns, the
Nanmed Accountable O ficer for ASSI STED and ESCALATED i nteractions
under this profile.

* Consequential Cinical Decision: An Al-assisted decision that, if
acted upon without hurman review, would directly affect a patient’s
care pathway, coverage status, nedication, diagnosis, or treatnent
recomrendation. Al Consequential dinical Decisions are subject
to the CareCGuard I nvariant.

* Adverse Determination: A determnation resulting in denial,
limtation, or term nation of coverage or benefits for a patient,
as defined in California SB 1120 and anal ogous state statutes. A
subset of Consequential dinical Decisions subject to the nost
stringent QHR docunentation requirenents

* Patient Safety Override: An inmredi ate, non-negotiable interruption
of an Al-assisted clinical process triggered when the Al systenis
output creates an inminent patient safety risk, generating an
ESCALATED routing outcome, a HARD BLOCK, and an inmediate alert to
the Cdinical Escalation Authority.
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3.

3.

3.

* CareCuard Invariant: The two-property invariant defined in
Section 6: every Consequential Cinical Decision either generates
a sealed CareCuard Audit Trace docunenting QHR revi ew before the
decision is acted upon, or is blocked until QHR review is
conpl eted and docunented

* Cdinical Escalation Authority: The designated individual or team
responsible for Patient Safety Override response. Their response
is docunented in the CareCGuard Audit Trace.

Clinical Al Regulatory Framework Analysis
1. Joint Commission / CHAI Responsible Use CGuide

The Joi nt Comm ssion and CHAI Responsi bl e Use Guide (Septenber 2025)
[ CHAI - 2025] requires: contenporaneous docunentation that qualified
clinical staff reviewed Al recommendati ons before acting on them
naned accountability for Al clinical system governance; auditability
of specific clinical decisions (what the Al recomrended, whether a
qualified reviewer assessed the recommendati on, what the fina

out come was); and docunentation of failure nbode handling when Al
confidence is low or the training distribution does not cover the
patient presentation.

The contenporaneity requirenent is the specific property OW' s seal ed
Audit Trace architecture satisfies. A (HR attestation created after
the fact is not contenporaneous evidence; an OW CareGuard Audit
Trace sealed with an RFC 3161 [ RFC3161] Qualified Tinestanp at the
monent of QHR review i s

2. California SB 1120

California SB 1120 [ CA-SB1120] (effective January 1, 2025) requires:
a physician or other licensed healthcare professional with rel evant
clinical expertise nust review Al-generated adverse nedi cal necessity
determi nati ons before they are communicated to the patient or

provi der; the review ng clinician must docunent independent clinica
review, health plans must retain the Al reconmendation, the

revi ewer’ s docunentation, and the final determ nation; and health

pl ans rust disclose to enrollees when Al was used in a coverage
determnation resulting in a denial
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3.3. New York AB A9149

3.

3.

3.

4.

4.

New York AB A9149 [ NY-A9149] (pending) proposes requirenents
substantively identical to California SB 1120 for health plans
operating in New York, with additional provisions: patient
notification in witing when Al was used in a coverage determ nation;
patient right to request human revi ew of any Al-assisted adverse
determ nation; and New York DFS audit rights over health plan Al
systens used in coverage deterninations. The CareCuard profile is
designed to satisfy both instrunents through a single evidence

f ramewor k.

4. Federal Context: ONC and CMS

The CMS Interoperability and Prior Authorization Rule (CVM5-0057-F

[ CMB- 0057-F], effective January 2026) requires health plans subject
to CMS oversight to autonate prior authorisation processes and

mai ntai n docunentation of prior authorisation decisions including Al-
assi sted decisions. Section 5.4 addresses CM5-0057-F docunentation
requirenents

5. EU Al Act Annex Il Healthcare Category

The EU Al Act Annex IIll includes Al systens used in nmedical or health
services as high-risk Al systens subject to Article 12 | oggi ng

requi renents addressed in [I-D.veri domonp-euaia]. The CareGuard

profile is designed for use in conjunction with the EUAIA profile for
heal thcare Al depl oynents subject to both EU Al Act and US clinica
accountability requirenents. Section 4.5 defines a conpatibility
field for joint deploynents.

6. Convergent Requirenents

The Joint Comm ssion/ CHAI guide, California SB 1120, and the pendi ng
New York legislation define a structure that maps precisely onto
OW' s three routing states: Al clinical recomendations revi ewed and
approved by a QHR before being acted upon correspond to ASSI STED
recomrendations triggering a Patient Safety Override or confidence
failure correspond to ESCALATED; fully autononmous Al clinica

deci sions affecting patients are NOT PERM TTED under this profile for
Consequential dinical Decisions.

OW CareGuard Profile

1. Routing States Under This Profile
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*  AUTONOMOUS: NOT PERM TTED for Consequential Cinical Decisions.
WI- CLI Nl CAL-01 MJUST be configured as a universal FORCE_ASSI STED
trigger for all interactions classified as Consequential dinical
Deci sions. AUTONOMOUS routing is permtted only for
adm ni strative, scheduling, or non-clinical Al functions that do
not directly affect a patient’'s care pathway, coverage, diagnosis,
or treatment. QOperators MJST naintain a witten classification of
whi ch interaction types are non-clinical (AUTONOMOUS eli gi ble)
versus Consequential dinical Decisions (QHR nandatory), reviewed
and approved annually by the operator’s Al governance authority.

* ASSI STED: The standard routing state for all Consequenti al
Clinical Decisions. The Al generates a recomrendation; the QHR
revi ews, exercises independent clinical judgnent, and documents
their review before the recormendation is acted upon. The QHR s
NPl , credential type, reviewtinestanp, and clinical determ nation
are sealed in the CareGuard Audit Trace.

* ESCALATED: Triggered by: Patient Safety Override (WI-CLIN CAL-02),
confidence failure below the clinical safety floor (W-CLIN CAL-
03), known training distribution [imtation for the patient
presentation (WI-CLI Nl CAL-04), or anonmal ous Al output pattern (W-
CLI NI CAL-05). The Al recommrendati on MJST NOT be commruni cated to
the patient or used in a clinical decision until the Cinical
Escal ation Authority has revi ewed and docunented a cli nical
di sposi tion.

4.2. Named Accountable O ficer: The Qualified Human Revi ewer

The Naned Accountable O ficer under this profile is the Qualified
Human Reviewer: the licensed clinician who reviews the Al
recomrendati on before it is acted upon. The QHR MJST hold the
licensure required by applicable |aw for the type of clinical

deci sion under review. For California SB 1120, the QHR MJST be a
physi cian or other |icensed healthcare professional with rel evant
clinical expertise.

Required fields in the QHR record:

* ghr_npi: National Provider Identifier (US) or equival ent national
prof essional registration identifier. MJST NOT be null for
Consequential dinical Decisions;

* ghr_credential _type: licensure category (e.g., "M, "DO', "NP",
"PA", "RN');
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* ghr_review tinmestanp: |1SO 8601 UTC tinmestanp of the QHR s revi ew
action -- the contenporaneity anchor for SB 1120 and Joi nt
Conmi ssi on/ CHAI compl i ance;

* ghr_clinical _determ nation: one of APPROVED, MODI FI ED, OVERRI DDEN,
ESCALATED_TO _SPECI ALI ST;

* ghr_i ndependent _basi s: REQUI RED for MODI FI ED and OVERRI DDEN,
docunents that the QHR exercised independent professional
judgrment, not nerely ratified the Al recommendati on.

4.3. Watchtower Definitions
4.3.1. W-CLINICAL-01: Qualified Human Revi ewer Gate

*Trigger:* Any interaction classified as a Consequential Cinical
Deci si on.

*Action:* FORCE_ASSI STED. Cannot be di sabl ed for Consequenti al
Clini cal Deci sions.

*Rationale:* California SB 1120 and the Joint Conm ssi on/ CHAl guide
requi re docunent ed human oversi ght of consequential Al clinical

deci sions. This Watchtower gives these requirenents structural
enforcement: it is architecturally inpossible for a Consequenti al
Clinical Decision to proceed to patient inpact wthout generating a
@HR review record.

4.3.2. W-CLIN CAL-02: Patient Safety Override Gate

*Trigger:* Al output contains or inplies a condition the operator’s
clinical safety detection framework identifies as creating an

i mm nent patient safety risk (e.g., recommendation conflicting with a
known all ergy or contraindication; nedical necessity denial for a
condition flagged as urgent; diagnostic output inconsistent with
vital signs indicating acute deterioration).

*Action:* HARD BLOCK i mredi ately. Al output MJST NOT be comuni cated
to the patient, provider, or any downstream clinical process.
Clinical Escalation Authority alerted i medi ately.

*Rational e:* Patient safety is non-negotiable. HARD BLOCK ensures
Patient Safety Override conditions interrupt the Al pipeline rather
than nmerely flagging it, preventing the failure node where an Al
safety concern i s communi cated as a reconmmendation rather than an

i medi ate interrupt.

Adebayo, et al. Expires 7 Cctober 2026 [ Page 8]



I nternet-Draft OW dinical Al Profile April 2026

4,.3.3. W-CLINCAL-03: dinical Confidence Floor Gate

*Trigger:* Conposite Confidence Score falls bel ow the operator’s
configured clinical safety floor.

*Action:* FORCE_ESCALATED. The Al reconmendati on MAY be provided to
the Cinical Escalation Authority as context, clearly labelled as
bel ow the clinical confidence floor, but MJUST NOT be acted upon as an
Al recomendati on

*Rational e:* A recomendati on generated bel ow the clinical confidence
floor signals the Al systemis operating outside its validated
performance envel ope. The appropriate clinical response is

i ndependent human judgnent, not review of an unreliable
reconmendat i on.

4.3.4. WI-CLIN CAL-04: Training Distribution Limtation Gate

*Trigger:* Patient presentation matches a known training distribution
limtation docunented in the Al systemis clinical validation records

(e.g., denographic characteristics underrepresented in training data;
clinical features identified as associated with reduced perfornmance).

*Action:* FORCE_ESCALATED. CareCGuard Audit Trace records the
specific training linmtation triggered.

*Rational e:* Known training distribution limtations create a
specific duty to escalate when those limtations are relevant to a
patient presentation, consistent with the Joint Conm ssion/ CHA
requi renent to docunent Al failure node handling.

4.3.5. W-CLI NI CAL-05: Anonal ous Qutput Pattern Gate

*Trigger:* Al output deviates from expected operating paraneters in
ways suggesting nodel degradation, data drift, or adversarial input
rather than a legitimate clinical edge case

*Action: * FORCE_ESCALATED plus system anonmaly alert for review by the
operator’s Al governance authority.

*Rationale:* Al clinical systens can degrade as patient popul ation
characteristics evolve away fromthe training distribution

Anonal ous out put detection provides early warning to prevent
systematic patient harmfroma degraded Al system operating at scale.
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4.3.6. W-CLIN CAL-06: SB 1120 Adverse Determ nati on Gate

*Trigger:* For health insurer and nmanaged care plan depl oynents
subject to California SB 1120: Al output constitutes or inplies an
adverse determ nation.

*Action:* FORCE_ESCALATED. MJST be reviewed by a physician or other
Iicensed healthcare professional with relevant clinical expertise
before the adverse determination is communi cated to the patient or
provi der.

*Rationale:* California SB 1120 creates a specific, legally
enforceabl e requirement for CQHR revi ew of Al-generated adverse
determ nati ons. WI-CLI N CAL-06 gives this requirenment structural
enforcement for the SB 1120 context, in addition to the general QHR
Gate (WI-CLI NI CAL-01).

4.4, Audit Trace Schena Extensions

The followi ng fields are REQUI RED under the CareCuard profile, in
addition to core fields in [I-D.veridomonp] Section 7:

* ghr_npi: string, REQUI RED for Consequential dinical Decisions.
Nati onal Provider ldentifier (US) or equival ent national
prof essional registration identifier.

* qghr_credential _type: string, REQU RED. nRECOMVENDED val ues: "MD",
"DO', "NP', "PA", "RN', "PharnD', "clinical _specialist".

* qghr_review tinmestanp: string, |1SO 8601 UTC, REQUI RED for ASSI STED
and ESCALATED. The contenporaneity anchor for SB 1120 and Joi nt
Conmi ssi on/ CHAI conpl i ance.

* ghr_clinical _determnation: string, REQU RED for ASSI STED and
ESCALATED. One of: APPROVED, MODI FI ED, OVERRI DDEN,
ESCALATED_TO _SPECI ALI ST.

* ghr_i ndependent _basis: string, OPTIONAL for APPROVED; REQUI RED for
MODI FI ED and OVERRI DDEN. Docunents i ndependent clinical judgnent,
not nerely ratification of the Al recomrendati on.

* patient_safety override: boolean, REQU RED. True if W-
CLI NI CAL-02 triggered a Patient Safety Overri de.

* clinical _confidence floor_breached: boolean, REQUI RED. True if
WI- CLI Nl CAL-03 triggered for this interaction.
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* training_limtation_triggered: string, OPTIONAL. Identifier of
the specific training distribution limtation that triggered W-
CLI NI CAL-04, if applicable.

* depl oynent _category: string, REQU RED. One of:
"medi cal _necessity", "clinical _decision_support”,
"di agnosti c_assi stance", "prior_authorisation", "adninistrative"

* sb1120 adverse_determ nation: bool ean, REQUI RED for health insurer
and nanaged care plan deploynments in California. True if W-
CLI NI CAL- 06 triggered.

* euai a_j oi nt _depl oynent: bool ean, OPTIONAL. True if this
depl oynent is also subject to EU Al Act Article 12 requirenents
addressed in [I-D.veridom onp-euaia].

* profile_version: string, REQU RED. MJST be "VER DOM CAREGUARD-
v1l.0".

5. dinical Deploynment Category Mapping

For medi cal necessity determ nations: W-CLI NI CAL-01 and WI-

CLI NI CAL- 06 MUST be active. depl oynent category MJIST be

"medi cal _necessity". For California deploynents,
sb1120_adverse_determ nati on MJST be evaluated for every interaction
The QHR MUST hold the SB 1120-required credential. Audit Traces MJST
be retained for a mninmumof three years fromthe determ nati on date
for California SB 1120 conpli ance.

For clinical decision support: W-CLIN CAL-01 through Wr-CLI NI CAL-05
MJUST be active. depl oynent _cat egory MJIST be

"clinical _decision_support”. The QHR is the treating clinician who
acts on the Al reconmendation at the point of care; their NPl MJST be
recorded. WI-CLI N CAL-04 MJST be configured with the training
distribution limtations docunented in the Al systenis clinica

val idation records and FDA 510(k) clearance docunentati on where
appl i cabl e.

For diagnostic Al assistance: W-CLIN CAL-01 through WI- CLI NI CAL- 05
MUST be active. W-CLINICAL-02 is particularly critical: a

di agnostic Al recommendation conflicting with clinical findings

i ndi cating acute deterioration MJST trigger HARD BLOCK

depl oynent _category MJST be "di agnostic_assistance". The QHR is the
licensed clinician who interprets the Al output and issues the

di agnostic report.
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For prior authorisation Al systems: W-CLIN CAL-01 and WI- CLI NI CAL- 06
MJUST be active. depl oynment _category MJST be "prior_authorisation"

For CM5-regul ated health plans, CareCGuard Audit Traces for prior

aut hori sati on deci sions MJIST be retai ned and producible for CV5 audit
within the tinefranmes specified by CM5-0057-F. Audit Traces MJST
record whether the prior authorisation request was subject to a
required response tineline and whether QHR revi ew was conpl et ed
within that tineline.

6. The CareCuard I nvari ant

I mpl enentations of this profile MJST satisfy the follow ng two-
property invariant:

* Property 1 (QHR review conmpl eteness): Every Consequential dinica
Deci sion MJUST generate a seal ed CareGuard Audit Trace docunenting
@R review before the Al recommendation is acted upon,
conmmuni cated to a patient or provider, or used in a coverage
determination. No Consequential Cinical Decision nay affect a
patient w thout a contenporaneous, sealed QHR review record.

* Property 2 (Imutable trail): The CareGuard Audit Trace MJST be
sealed with the three-layer integrity architecture defined in
[1-D.veridomonp] Section 7. Any nodification to any historica
Audit Trace record MIST be detectable by any third party --
including a state regulator, CMS5, the Joint Conm ssion, or a court
-- without access to the operator’s or OV inplenenter’s
infrastructure

An operator satisfying the CareGuard Invariant can denonstrate, for
any Consequential Cinical Decision: the Al recomendation as
generated; the QHR s identity (NPl), credential type, and review

ti mestanp establishing contenporaneity for SB 1120 and Joi nt
Conmi ssi on/ CHAl purposes; the QHR s clinical determination and

i ndependent basis where required; Watchtower eval uation results;
whet her a Patient Safety Override was triggered; and that the record
has not been altered since sealing.

7. Patient Safety Override Architecture

When WI- CLI NI CAL-02 triggers a Patient Safety Override: (a) the Al
systemis output is imediately blocked -- no further processing of
the Al reconmendation occurs; (b) a Patient Safety Override Audit
Trace is generated imrediately with patient_safety override set to
true, the specific safety condition identified, and a UTC ti nestanp
sealed with an RFC 3161 Ti neStanpToken; (c) the Cinical Escal ation
Authority is alerted imediately; (d) the dinical Escal ation
Authority’s response -- including the responding clinician’s
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identity, response tinmestanp, and clinical disposition -- MJST be
recorded in the CareGuard Audit Trace within the operator’s
configured maxi mum response tine; (e) no further Al-assisted
processing of this interaction MAY occur until the dinica

Escal ation Authority has docunmented a clinical disposition

The Patient Safety Override architecture prevents the failure node
docunented in published adverse event reports involving Al clinica
systens: a patient safety concern detected by an Al systemthat was
communi cated as a recomendation rather than as an i nmedi ate
interrupt, resulting in delayed clinical response. OW s HARD BLOCK
mechani sm ensures Patient Safety Override conditions interrupt the Al
pi peline, not nerely flag it.

8. dCdinical Proof-Point as Regul atory Evidence

The OWP Proof-Point artefact for a clinical deploynment MJST include,
for each Consequential Cinical Decision: the full CareGuard Audit
Trace including the Al reconmrendation as generated; the QHR revi ew
record; the Watchtower evaluation |log; chain integrity proof (SHA-256
Merkl e root and chain path); and the RFC 3161 Ti meSt anpToken
verification output fromthe OW Reference Validator [ OvP- OPEN- CORE],
confirmng the tenporal anchor that establishes contenporaneity.

This artefact is self-contained: a state insurance regulator, CMS
auditor, Joint Conmission reviewer, plaintiff’s attorney, or expert
witness can verify its integrity using only the OW Reference
Validator and the Tinmestanp Authority’'s public key material, wthout
access to the operator’s infrastructure. For SB 1120 adverse
determ nati on appeals, the CareGuard Audit Trace provides:
docunent ati on of independent QHR review (SB 1120 requirenent); RFC
3161 timestanp proving contemnporaneity; ghr_i ndependent _basis
docunenting i ndependent clinical judgnment; and the three-I|ayer
integrity architecture proving the record has not been altered.

9. Security Considerations
The security considerations of [I-D.veridomonp] apply in full
Patient data sensitivity: CareGuard Audit Traces will routinely
contain or be associated with Protected Health Information (PHI)

under HI PAA. Operators MJST inpl ement H PAA-conpliant safeguards for
Audit Trace storage, access, and discl osure.
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@GR identity integrity: The ghr_npi field MJST reflect the NPl of the
actual clinician who reviewed the Al recomrendati on. Qperators MJST
i mpl ement technical controls to prevent NPl assignment wthout the
clinician’s authenticated action. The review tinestanp MIST be set
by the OW pipeline at the tinme of the @HR s authenticated review
action.

Patient Safety Override integrity: The patient_safety override field
MJUST be set by the OW Watchtower framework, not by the operator’s
application layer. Operators MJST NOT inplenent nechani sns all owi ng
the patient _safety override flag to be unset after being set by W-
CLI NI CAL- 02.

Confidence floor integrity: Changes to the clinical confidence floor
MJST be treated as configurati on changes requiring the sane
governance approval as clinical protocol changes, and MJST generate a
WI- CLI NI CAL-05 anonmaly record.

10. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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