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Abst ract

Thi s docunent defines a domain profile of the Operating Mdel
Protocol (OWP) for Al systens deployed in contexts covered by Al
liability insurance policies, including Al perfornance warranties, Al
errors and oni ssions coverage, and coordinated Al liability
structures. The profile -- designated |InsureMark -- specifies how
OW' s deterministic routing invariant, Wtchtower enforcenent
framework, and three-layer cryptographic integrity architecture
gener ate per-decision Proof-Points that function as objective
paranetric trigger data for Al liability insurance clains, and
provi de i ndependently verifiable underwiting evidence that reduces
clains anmbiguity and supports premiumdifferentiation.

The I nsureMark profil e addresses the primary gap in current Al
liability insurance underwiting: policies are currently issued based
on nodel -1 evel performance assessnents, but clains arise at the |evel
of individual Al decisions. No current Al liability insurance
product requires or receives per-decision cryptographic evidence.
This profile specifies the technical architecture by which OW Proof -
Points close this gap.

The OWP core specification is defined in the Operating Mdel Protocol
Internet-Draft (draft-veridom onp).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,

and restrictions with respect to this docunent.
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1. Introduction
Al liability insurance has energed as a significant market in

response to the grow ng depl oynent of Al systens in consequentia
comrerci al and regul ated contexts. Al performance warranties, Al
errors and onissions policies, and coordinated Al liability
structures now of fer coverage for financial |osses arising from Al
errors, nodel failures, and Al -generated harns.

Current Al liability insurance products share a structural
limtation: they are underwitten at the nodel |evel and adjudicated
at the claimlevel, with no per-decision evidence infrastructure
connecting the two. Wien a claimarises, the insured and insurer
must reconstruct what the Al systemdid in the specific interaction
that generated the alleged harm-- often weeks after the fact, from
| ogs not designed for forensic use.

Thi s gap produces two material consequences: clains uncertainty (the
inability to reconstruct the precise decision state is the primary
source of disputed clainms and extended settlenent tinmelines) and
underwriting inprecision (policies cover the Al systemas a whole

wi thout differentiating between the materially different liability
profiles of fully autononous decisions versus supervised deci sions).

The Operating Mbdel Protocol (OW) [I-D.veridomonp] generates a
cryptographically seal ed Proof-Point for every Al decision,
containing the routing outcome, policy conpliance flag, confidence
scores, Named Accountable O ficer identity (where human oversi ght was
applied), RFC 3161 [ RFC3161] Ti nmeStanpToken, and SHA-256 hash chain
per [ RFC8785]. These Proof-Points are independently verifiable by
any party w thout access to the operator’s or OW inplenenter’s
infrastructure

Thi s docunent defines the InsureMark profile: the domain-specific
instantiation of OWP for insured Al deploynents. The profile

speci fies how OWP Proof-Points function as paranetric trigger data
for Al liability insurance clainms, and how the Audit Trace schema
extensions for this profile enable premumdifferentiati on based on
per - deci si on evidence quality.

Rel ated OWP domain profiles include the EU Al Act Article 12 profile
[1-D. veri dom onp-euaia] and the Legal Al Supervision profile
[1-D.veridomonp-legal]. The OW specification is also archived at

[ ZENODO OVP] .
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [RFC8174].

2. Term nol ogy

Thi s docunent uses the terminology defined in [I-D.veridomonp]. In
addi ti on:

Paranetric Trigger A pre-defined, objectively neasurable event whose
occurrence automatically initiates the clains assessnent process.
Under this profile, the policy_conpliance_flag = INVALID is the
primary paranetric trigger.

Coverage Tier A differentiated insurance coverage | evel based on the
OWP routing state: AUTONOMOUS, ASSI STED, or ESCALATED i nteractions
carry materially different liability exposure profiles.

I nsureMark Proof-Point An OW Audit Trace record generated and
seal ed under the InsureMark profile, containing all fields defined
in Section 4.5.

Policy Conpliance Flag The VALID, |INVALID, or PARTIAL determ nation
produced by WI-AII NS-02. An INVALID value is the primary
paranetric trigger under this profile.

Cl ai ns Evi dence Package The self-contained artefact defined in
Section 8, producible within 30 seconds for any interaction in the
coverage period, containing all information required for insurer
clains assessnment w thout access to the operator’s infrastructure.

3. Al Liability Insurance Underwiting: The Evidence Gap
3.1. Current Underwiting Standards

Leading Al liability insurance products assess the Al systenis
training data quality, testing methodol ogy, governance documnentation
usage scenarios, and conpliance with Al managenent standards such as
I SO'I EC 42001 [I SO 42001]. These assessnments answer: is this Al
system desi gned and governed to operate correctly? They do not
answer: did this Al systemoperate correctly in the specific

i nteraction under clain?
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3.

3.

3.

4.

4.

2. The Decision-Level Evidence Gap

VWhen a claimarises, insurer and insured nust reconstruct what the Al
systemdid at decision tine: what input data was presented, what
policy evaluation applied, what the Al recomended, whether a hunan
reviewed it, and whether the record has remmined intact. Were this
reconstruction is inpossible, settlenent depends on negotiation

rat her than evidence -- produci ng extended tinelines, disputed
clainms, and coverage limts that price in this uncertainty.

3. Cyber Insurance as Precedent

By 2022, cyber insurers noved fromrecomending audit logs to
requiring themas conditions of coverage, with prem um
differentiation for verified control effectiveness [ DELI NEA-2026].
The actuarial basis is direct: organisations with verified audit
trails have | ower clains uncertainty and reduced disputed claim
rates. Al liability insurance is at an earlier stage of the sane
trajectory.

4, | SO | EC 42001 as Partial Precedent

| SO'| EC 42001 certification has been adopted by at |east one |eading
Al liability MGA as a basis for premiumdifferentiation. 1SO1EC
42001 certifies the Al governance process. It does not certify that
any specific decision was made correctly. InsureMark Proof-Points
are the execution-tinme evidence | ayer that conpletes what SO |EC
42001 process certification started. See Section 7

OW | nsureMark Profile
1. Routing States and Coverage Tier Differentiation
The three OVWP routing states create distinct Coverage Tiers:

AUTONOMOUS The Al system determ ned the outconme wi thout human
review. Highest-risk Coverage Tier: the insurer’s exposure is to
errors in the Al systenis autononous judgnment with no human
mtigation in the decision chain.

ASS|I STED A Named Accountable O ficer reviewed the Al reconmendation
before the final outcone. Lower-risk Coverage Tier: a named,
account abl e hunman was present in the decision chain. The Proof-
Point records officer identity and revi ew deci sion, enabling
liability differentiation and potential subrogation against the
officer’'s professional indemity policy.

ESCALATED Mandatory hunman intervention occurred. Lowest-risk
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Coverage Tier: the Al systemidentified a condition requiring
human judgnent. The Proof-Point records escal ati on reason and
Named Accountable O ficer intervention.

Underwriters SHOULD offer differentiated prem uns by Coverage Tier,
with AUTONOMOUS carrying the highest rate per interaction and
ESCALATED t he | owest.

4.2. Named Accountable Oficer as Liability Differentiator

For ASSI STED i nteractions, the Proof-Point records whether the Named
Accountabl e O ficer reviewed and approved an Al recomendati on before
finalisation. This is material to clainms assessnent (professional
judgrment versus Al system failure question) and subrogation (the
insurer may have rights against the Naned Accountable Oficer’s

prof essional indemity policy).

Under this profile, operators MJST record Naned Accountable Oficer
identity for all ASSISTED and ESCALATED interactions. The identity
MJUST be stable throughout the coverage period: the same identifier
MUST refer to the sane individual.

4.3. Confidence Score Configuration

This profile does not nandate specific thresholds; these are

negoti ated at policy inception. However: (a) the AUTONOMOUS routing
threshold MJUST be documented in the Underwiting Evidence Record; (b)
any change to this threshold MJST generate a WI- Al I NS-03 event and be
notified to the insurer; (c) Cp = 0.0 MJIST force ESCALATED routi ng,

ensuring policy conpliance failures generate a mandatory human

i ntervention record.

4.4, Watchtower Definitions
4.4.1. W-AIINS-01: Performance Threshold Gate

*Trigger:* Conposite Confidence Score falls bel ow the configured
AUTONOMOUS t hr eshol d.

*Action: * FORCE_ASSI STED.
*Cl aims rel evance: * Docunments Al systemself-identified uncertainty
and Naned Accountable O ficer review decision, enabling distinction

bet ween Al -uncert ai n- and- hurman- appr oved ver sus Al - aut ononous- and-
erroneous in clainms assessnent.
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4.4.2. W-AINS-02: Policy Conpliance Evidence Gate
*Trigger:* BEvaluated at every interaction.

*Action:* Conputes policy conmpliance flag (VALID/ I NVALI DY PARTI AL) .
INVALID sets Cp to 0.0, forcing ESCALATED routi ng.

*Clainms relevance: * policy_conpliance flag is the primary paranetric
trigger field. An INVALID flag records that the Al systenis

behavi our deviated fromthe operator’s decl ared governance policy --
the i nsurance-equival ent of a covered |oss event.

4.4.3. W-AIINS-03: Configuration Change Gate
*Trigger:* Any change to OWP routing configuration (thresholds,

Wat cht ower definitions, profile version) during an active coverage
peri od.

*Action:* FORCE_ESCALATED for the triggering interaction, generating
a seal ed configuration change record.

*Clains rel evance: * Enables insurer to verify that the configuration
at the tine of an alleged error matches the configuration disclosed
at underwiting. Configuration version nmismatch nay affect coverage.

4.4.4. W-AIINS-04: Coverage Scope Verification Gate

*Trigger:* Interaction type, donmain, or risk category not included in
the operator’s decl ared coverage scope.

*Action: * FORCE_ESCALATED. The out-of-scope interaction MJUST NOT
proceed AUTONOMOUS.

*Cl ains rel evance: * Prevents undi scl osed scope expansion from
generating covered clains without the insurer’s know edge.

4.4.5. W-AII NS-05: Anomal ous Qut put Rate Gate
*Trigger:* Rate of INVALID policy_conpliance flag determ nations for
a given interaction type exceeds the configured anonaly threshold
within a rolling w ndow.

*Action: * FORCE_ESCALATED for subsequent interactions of the sane
type, pendi ng human revi ew.

*Clains rel evance: * Creates a seal ed record of nodel degradation,

data drift, or adversarial input detection events, supporting post-
mar ket nonitoring rights under the policy.
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4.5. Audit Trace Schenma Extensions

The followi ng fields are REQUI RED under the InsureMark profile, in
addition to core fields in [I-D. veridomonp] Section 7:

* insurance_policy_id: string, REQURED. Identifier assigned by the
insurer or MGA at policy inception.

* coverage_ tier: string, REQU RED. One of: "AUTONOMVOUS",
"ASSI STED', "ESCALATED'. MJST match routing outcone.

* policy_conpliance_flag: string, REQU RED. One of: "VALID',
"INVALI D', "PARTIAL". |INVALID is the prinmary paranetric trigger.

* parametric_trigger_activated: boolean, REQU RED. True if
policy conpliance flag is INVALID or conposite Confidence Score
falls bel ow i nsured_perfornmance_t hreshol d.

* insured_performance_t hreshol d: number, REQUI RED. Decinal 0.0-1.0.
M ni mum conposi te Confidence Score specified in policy termns.

* coverage period id: string, REQURED. Ildentifier for the active
coverage peri od.

* interaction_type_declared: string, REQU RED. Interaction type as
declared in the Underwiting Evidence Record.

* nanmed_accountabl e officer _id: string, REQU RED for ASSI STED and
ESCALATED; NULL for AUTONOMOUS. Stable identifier consistent with
the Naned Accountable Oficer registry disclosed at underwiting.

* configuration_version: string, REQU RED. Semantic version of OW
configuration at tine of interaction.

* profile_version: string, REQU RED. MJST be "VER DOV | NSUREMARK-
v1l.0".

5. Parametric Trigger Architecture
5.1. Trigger Field Mapping

Primary trigger: policy_conpliance_flag = "INVALID' - Policy
Conpl i ance Fail ure Event.

Secondary trigger: composite Confidence Score bel ow
i nsured_performance_t hreshold - Performance Threshol d Breach Event.
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Coverage tier classifier: coverage_ tier differentiates AUTONOVOUS
fromASSISTED liability for clains assessment and premn um
cal cul ati on.

Configuration integrity: configuration_version msnmatch between
interaction and underwiting disclosure may affect coverage.

5.2. dains Event Generation

When parametric_trigger_activated is true, the InsureMark adapter
MUST: (a) extract the sealed Proof-Point; (b) verify chain integrity
by reconputing SHA-256( payl oad_canoni cal ) agai nst interaction_hash;
(c) verify the RFC 3161 [ RFC3161] Ti neStanpToken; (d) generate a
Clains Event Record containing the interaction_id, paranmetric trigger
details, coverage_tier, routing_outcone,
naned_accountabl e _officer_id, insurance_policy id, and full seal ed
Proof -Point; and (e) submt to the insurer’s clains intake system
within the policy notification w ndow.

The C ains Event Record is self-contained: an insurer with access
only to the record and the Tinmestanp Authority’s public key can
verify integrity without access to the operator’s infrastructure.

5.3. Chain Integrity Verification for C ains

The OWP Merkle chain structure enabl es conpl eteness verification: a
gap between Proof-Points N and N+2 indicates at | east one interaction
was not |ogged. Insurers discovering a chain gap nay treat it as a
policy condition breach or require explanation before clains
assessnent proceeds. Operators MJST mai ntain an unbroken Proof - Point
chai n throughout the coverage period. Operational interruptions MJST
be docunented in a seal ed Chain Gap Record.

6. PremumDifferentiation Franework

The I nsureMark profile enables two premiumdifferentiation
mechani sns:

*Tier-based differentiation:* Policies differentiate prem uns by
Coverage Tier based on the actual distribution of AUTONOVOUS

ASSI STED, and ESCALATED interactions. The distribution is conputed
fromthe seal ed Proof-Point stream provided as the Underwiting

Evi dence Record at renewal. Because the streamis independently
verifiable, insurers can audit it without relying on operator self-
reporting.
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*Evidence quality differentiation:* Deploynents inplenenting the full
I nsureMark profile with an unbroken Proof-Point chain denmponstrate

hi gher Al governance evidence quality. Insurers SHOULD of fer reduced
prem uns for verified, conplete InsureMark chains, consistent with
the cyber insurance precedent of premiumdifferentiation for verified
control effectiveness.

The actuarial basis for both mechanisns is the same: deploynments with
compl ete, independently verifiable Proof-Point records have | ower
clains uncertainty. The probability of a disputed clai mapproaches
zero when a seal ed, independently verifiable Proof-Point exists for
every interaction in the coverage peri od.

7. Interaction with |SO 1| EC 42001

I SO'I| EC 42001 certifies the Al governance process. |InsureMark Proof -
Poi nts prove each specific decision. The two nmechanisns are | ayered
and conpl enent ary:

* |1SO|I EC 42001: organi sational -1evel, annual audit, certifies
desi gn-ti ne governance.

* | nsureMark: per-decision |level, every interaction, proves
execution-time conpliance.

Insurers that offer premumdifferentiation for 1SQO | EC 42001
certification can extend their framework to include InsureMark as a
second, execution-time evidence tier. |1SOIEC 42001 answers: is the
Al governance system designed correctly? InsureMark answers: did the
Al system operate correctly in this specific interaction?

8. Cainms Evidence Package

Upon a covered claimevent, the operator MJST produce a Cains
Evi dence Package cont ai ni ng:

* The seal ed | nsureMark Proof-Point for the interaction under claim

* Chain integrity proof: SHA-256 Merkle root for the coverage period
wi ndow and chain path fromthe Proof-Point to the wi ndow root.

* Timestanp Authority verification: RFC 3161 Ti meStanpToken
verification output fromthe OW Reference Validator
[ OVP- OPEN- CORE] .

*  Naned Accountable O ficer record: for ASSI STED and ESCALATED

interactions, officer identity, reviewtinestanp, and review
deci si on.
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10.

11.

11.

* Configuration record: configuration_version at time of interaction
and seal ed configuration history frompolicy inception

* Coverage scope confirmation: verification that
interaction_type declared matches the Underwiting Evidence
Record.

The C ai ms Evi dence Package MJST be producible within the timeframe
specified in the policy terns. Inplenentations SHOULD be capabl e of
generating it within 30 seconds for any single interaction. The
package is self-contained: an insurer, MGA, |oss adjuster, reinsurer,
or court with no access to the operator’s infrastructure or the OW

i mpl ementer’s systens can verify its integrity using only the OW
Ref erence Validator [ OW-OPEN-CORE] and the Timestanp Authority’s
public key material

Security Considerations
The security considerations of [I-D. veridomonp] apply in full.

*]l nsurance fraud:* Operators MJST NOT circunmvent W-AIINS-03.
Qperating the Al systemoutside the disclosed configuration while
generating technically valid Proof-Points is a nmaterial breach of
policy conditions.

*Privacy:* The Proof-Point stream may contai n personal data subject
to GDPR or equivalent legislation. Operators MJST ensure disclosure
to insurers is consistent with applicable data protection

obl i gati ons.

*Ti mestanp Authority conpronise:* Operators SHOULD use QTSPs |isted
in an EU Menber State trusted |list under el DAS or equival ent nationa
trust framework, as these operate under regul atory supervision with
key managenent requirenents that reduce retroactive fabrication risk
*Chai n gap mani pulation:* Deliberate creation of chain gaps to
obscure non-conpliant interactions is a material breach of policy
condi tions.

I ANA Consi derations
Thi s document has no | ANA acti ons.

Ref er ences

1. Normative References

Adebayo, et al. Expires 7 Cctober 2026 [ Page 11]



I nternet-Draft OW Al Insurance Profile April 2026

[1-D.veridom onp]
Adebayo, T., Apalowo, O, and F. Makanjuola, "QOperating
Model Protocol (OWP): A Determ nistic Decision-Enforcenent
Protocol with Externalized Proof-of-Integrity”, Wrk in
Progress, Internet-Draft, draft-veri dom onp-00, March
2026, <https://datatracker.ietf.org/doc/htm/draft-
veri dom onp- 00>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC3161] Adanms, C., Cain, P., Pinkas, D., and R Zuccherat o,
"Internet X. 509 Public Key Infrastructure Time-Stanp
Protocol (TSP)", RFC 3161, DO 10.17487/RFC3161, August
2001, <https://ww.rfc-editor.org/info/rfc3161>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8785] Rundgren, A., Jordan, B., and S. Erdtnman, "JSON
Canoni cal i zati on Schene (JCS)", RFC 8785,
DO 10.17487/ RFC8785, June 2020,
<https://www.rfc-editor.org/info/rfc8785>.

11.2. Informmtive References

[ DELI NEA- 2026]
Del i nea, "Cyber Insurance Coverage Requirenents for
2026", https://delinea.conl bl og/cyber-insurance-coverage-
requi renents-for-2026, 2026.

[1-D. veridom onp-euai a]
Adebayo, T., Apalowo, O, and F. Makanjuola, "OWP Donain
Profile: EU Al Act Article 12 Logging and Traceability
Requirements for Hi gh-Ri sk Al System Operators”, Wrk in
Progress, Internet-Draft, draft-veridom onp-euaia-00,
April 2026, <https://datatracker.ietf.org/doc/htm/draft-
veri dom onp- euai a- 00>.

Adebayo, et al. Expires 7 Cctober 2026 [ Page 12]



I nternet-Draft OW Al Insurance Profile April 2026

[1-D. veridom onp-1egal]
Adebayo, T., Apalowo, O, and F. Mkanjuola, "OVP Donmain
Profile: Legal Al Supervision Under ABA Mddel Rule 5.3 and
California Senate Bill 574", Wrk in Progress, |nternet-
Draft, draft-veridomonp-Iegal-00, April 2026,
<https://datatracker.ietf.org/doc/htnm/draft-veri dom onp-

| egal - 00>.

[1SO 42001]
I nternational Organization for Standardization, "ISO1EC
42001: 2023 -- Information technology -- Artificial

intelligence -- Managenent systen, 2023.

[ OVP- OPEN- CORE]
Veridom Ltd, "OW Open Core: Reference Validator and
Schema Library", Apache 2.0,
https://github. com veri dom t d/ onp- open-core, 2026.

[ ZENODO- OVP]
Adebayo, T., Apalowo, O, and F. Makanjuola, "OW --
Operating Mbdel Protocol: A Determ nistic Routing
I nvariant for Tanper-Evident Al Decision Accountability in
Regul ated I ndustries", Zenodo DO 10.5281/zenodo. 19140948,
March 2026.

Aut hors’ Addr esses

Tol ul ope Adebayo

Veridom Ltd

London

Uni ted Kingdom

Emai | : tol ul ope@eridomio

QA uropo Apal owo
Veridom Ltd

Anka

Ni geri a

Emai |l : ropo@eridomio

Fest us Makanj uol a
Veridom Ltd

Toronto

Canada

Email: festus@eridomio

Adebayo, et al. Expires 7 Cctober 2026 [ Page 13]



