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Abst ract

Regul ated institutions deploying Al face a structural evidence
problem the gap between what their systens claimto do and what they
can prove happened at the level of an individual decision. Existing
conpliance infrastructure addresses this probl emobservationally --
moni t ori ng, dashboards, retrospective reporting -- but does not close
it structurally.

Thi s specification defines the Operating Mdel Protocol (OW), a
determnistic routing invariant that classifies every interaction in
a regul ated operation to exactly one of three outcone states --
AUTONOMOUS, ASSI STED, or ESCALATED -- and generates a tanper-evident
audit trace at the point of every decision. The routing decision is
a determnistic function of a conposite Confidence Score, Watchtower
enf orcement eval uati ons, and domai n-specific thresholds. G ven

i dentical inputs, the protocol produces identical outputs. This
invariance is the architectural basis of the regulatory claim

Each audit trace is sealed using a three-layer cryptographic
integrity architecture: SHA-256 content hash, RFC 3161 trusted
timestanp froman accredited third-party Timestanp Authority, and
institution signature. The chain forns a Merkle structure in which
nmodi fi cation of any historical trace invalidates all subsequent chain
hashes. Per-decision accountability is therefore verifiable by any
third party without access to the institution’s or Veridonis
infrastructure

The protocol has been independently instantiated across four

regul ated domains -- digital credit under the Kenya CBK NDTCP
framewor k, FCA Consuner Duty, FCA agent distribution oversight, and
US | egal Al supervision under ABA Rule 5.3 -- with the same two
invariants holding in each: determnistic classification and
imutable audit trail. Domain-specific profiles for digital credit
and cooperative |lending are published separately as draft-veridom
onp-ndtcp and draft-veri dom onp-sacco.
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1. Introduction

Regul ated institutions globally share a structural failure: the gap
bet ween what they claimtheir operations do and what they can prove
happened. This gap manifests in three distinct |ayers:

* *Policy-to-Practice Gap:* The institution has the required

policies. |Its agents, systens, and processes do not consistently
followthem The gap is invisible until an exam ner asks to see
evi dence.

* *Practice-to-Evidence Gap:* Practices are conpliant, but the
cont enpor aneous evi dence trail is absent or inconplete. Decisions
are made but not recorded at the required granularity.

* *Evidence-to-Exam nation Gap:* Evidence exists but is not
producible in the forma regulator requires -- scattered across
systens, formatted for operations rather than audit, and not
i ndependently verifiable.

Every existing conpliance tool accepts at |east one of these |ayers
as permanent. Monitoring tools accept that violations will occur and
report themafter the fact. GRC platfornms accept that evidence will
be inconplete and provi de storage for what exists. Conpliance
dashboards accept the exani nation gap and help institutions produce
narratives instead of proofs.

OWP refuses these concessions. The protocol closes all three |ayers

structurally: it nakes Layer 1 deviations inpossible wthout
generating a record, closes Layer 2 by producing evidence at the
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1.

3.

moment of the decision, and cl oses Layer 3 by producing a
cryptographically sealed artifact that requires no nanual assenbly
and carries no institutional fingerprints on the integrity claim

Thi s docunent specifies the OW core protocol. A parallel
publication of this specification is available at [ ZENODO OVP] .

Domai n-specific profiles that define vertical configuration
paraneters are specified in conpani on docunents. Notably, the
protocol was independently instantiated in a |egal services context
(citation verification under ABA Rule 5.3) without reference to the
financial services instantiation, and the same two invariants --
deterministic classification and i nmutable audit trail -- held. This
convergence is cited as evidence that the architecture describes a

di scovered structural pattern, not a designed framework.

1. Relationship to Related Wrk

Several specifications address overl appi ng probl em spaces. This
docunment notes the following related work and its relationship to
ovP

* [1-D.cowes-volt], [I-D.cow es-aocl], and [|-D.cow es-aee] define
VOLT (hash-chai ned operations | edger), AOCL (11-1ayer governance
pi peline), and AEE (agent envel ope exchange) respectively. These
drafts address generic agentic Al workflows. OW addresses the
specific domain requirements of regul ated financial services: per-
decision credit decision explainability, principal-agent
accountability under naned regul atory frameworks, and regul ator -
ready evidence artifact generation. The architectural approaches
are conpl enmentary; OWP adds [RFC3161] trusted tinestanping to
cl ose the host-conprom se threat that VOLT explicitly acknow edges
inits owm threat nodel (T7).

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The ternms AUTONOMOUS, ASSI STED, and ESCALATED, when witten in ALL
CAPS, refer specifically to the three routing outcone states defined
in Section 5 of this docunent.

Ter mi nol ogy

OW: (perating Mddel Protocol. The deternministic routing invariant
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defined in this docunent.

Interaction: Any input event -- a message, query, transaction
request, or signal -- that enters the OW pipeline for routing.

Intent Cdass: A dommin-specific category of interaction defined
during vertical configuration. Each Intent Cass has its own
routing threshold theta.

Confidence Score (C): A nornalised float in [0.0, 1.0] representing
the system s conputed certainty that a given routing decision is
correct. Conposite of C m (nodel confidence), Cp (policy
compliance score), and C d (data conpl eteness score).

Routing Threshold (theta): The m ni num Confi dence Score required for
a given Intent Class to qualify for the AUTONOMOUS pat h.

Wat cht ower: A dommi n-specific enforcenment rule that eval uates an
interaction against a defined trigger condition and returns a
severity-tagged routing override signal

Audit Trace: The conplete, structured netadata record of a single
OWP routing event, including routing decision, confidence scores,
Wat cht ower eval uations, and cryptographi c seal s.

Proof - Point Artifact: An aggregated, cryptographically seal ed PDF
generated froma defined tine wi ndow of Audit Traces. Regul ator-
ready in under 30 seconds from any point in deploynent history.

Nanmed Accountable O ficer: A human actor whose identity is
explicitly logged in the Audit Trace as the approving authority
for an ASSI STED or ESCALATED resol uti on.

H s (Source State Hash): SHA-256 hash of an external data source
response at the exact millisecond of query. Proves what the
source said at decision tinme independently of current state.

H content (Trace Content Hash): SHA-256 hash of the conplete Audit
Trace record, excluding the sealing fields thensel ves.

H c (Trace Chain Hash): SHA-256 Merkle chain entry. Each trace's
H c incorporates the preceding trace’s Hc. Modification of any
trace breaks all subsequent chain hashes.

TST (Ti meStanpToken): A cryptographically signed timestanmp token
i ssued by an accredited Tinmestanp Authority per [RFC3161].
Provides externally verifiable proof of existence at a specific
point in tinme.
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TSA (Timestanp Authority): An accredited third-party Ti nestanp
Aut hority operating per [RFC3161]. |ndependent of the institution
and of Veridom

Vertical Config: The domain-specific configuration |layer that sits on
top of the OWP invariant core. Defines Intent C asses, routing
threshol ds, Watchtower definitions, and SLA parameters for a
specific regul ated domai n.

Threshol d Change Record (TCR): A sealed, imutable record of any
nodi fication to a production Vertical Config. Required before any
configuration change takes effect.

4. Protocol Architecture
The OWP pi peline processes every incomng interaction through five
sequential stages. These stages are invariant across all vertica

depl oynents. Only the configuration parameters -- Intent O asses,
Routing Threshol ds, and Watchtower definitions -- change per domain.
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I ngesti on and
Nor mal i sati on

Recei ve payl oad. Assign UUID v4 |
Interaction ID. Normalise to |
canoni cal JSON per [RFC8785]. |
Conput e interaction_hash = SHA- |
256( nornmal i sed_payl oad) . |

| S2 | Intent | Cassify interaction to a |

| | Cassification | registered Intent Cass. Record

| | | intent_class, intent_confidence,

| | | and top-3 candidates with |

| | | confidence scores. |

R, o e T +
S3 Wat cht ower Eval uate all active Watchtowers

triggered status, severity, and

I I I
| Eval uation | in priority order. Record |
I I I
| | evidence for each. |

| $4 | Routing | Apply routing function R(C, W |
| | Deci sion | theta, phi) to assign exactly |
| | | one path. Record |
| | | routing rationale with explicit |
| | | rule reference. |
N oo o - o e e e e e e e e e e e e e m e e o +
| S5 | Trace Sealing | Conpute H content, request |
| | | [RFC3161] TST, conpute H c, |
| | | append to | edger. |
Fomm o - o a o o e e e e e e e e e e eee— oo n +

Table 1

Stages S1 through S5 and the routing logic in Section 5 are
invariant. They MJST NOT change between verticals, deploynents, or
sof tware versions wi thout a formal specification anendnent foll ow ng
the Change Control process in Section 9. This invariance is the
basis of the regulatory claim the same inputs always produce the
same routing deci sion.

5. Routing Decision Logic

The routing decision is a deterministic function R(C, W theta, phi)
where Cis the Confidence Score, Wis the set of Watchtower

eval uation results, theta is the Intent Cass routing threshold, and
phi is the set of override conditions. The function MJST return
exactly one val ue from { AUTONOMOUS, ASSI STED, ESCALATED}.
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5.1. Routing Decision Tree

Routing is evaluated strictly top-to-bottom The first matching
condi tion determ nes the outcone.

FUNCTI ON Rout e(interaction) -> Pat h:
/1 STEP 1: Watchtower Hard Bl ocks (highest priority)
FOR each Watchtower Wi in ActiveWatchtowers(interaction.vertical):
IF Wi.evaluate(interaction) == TRUE
IF Wi.severity == HARD BLOCK
RETURN ESCALATED // inmediate, no further evaluation
IF Wi.severity == FORCE_ASSI STED
SET assisted_flag = TRUE

/1 STEP 2: Cassification confidence gate
IF interaction.intent_confidence < 0.60:
RETURN ESCALATED // system cannot reliably classify

/|l STEP 3: Assisted override from Wat cht owner
I F assisted flag == TRUE:
RETURN ASSI| STED

/1 STEP 4: Confidence Score vs. Routing Threshold
theta = Get Threshol d(

interaction.intent_class, interaction.vertical)
IF interaction. confidence score >= theta:

RETURN AUTONOMOUS

/!l STEP 5: Confidence bel ow threshol d but above m ni mum f| oor
I F interaction.confidence score >= 0.50:
RETURN ASSI STED

/| STEP 6: Default
RETURN ESCALATED

5.2. Confidence Score Conputation
The Confidence Score Cis a conposite nmetric conmputed as a wei ghted

combi nation of three independent signals. The composite design
prevents singl e-signal gam ng.

Adebayo, et al. Expi res 22 Septenber 2026 [ Page 8]



Internet-Draft OWP Core Protocol March 2026

C=(0.50* Cm + (0.30 * Cp) + (0.20 * Cd)

/1 Cm raw softnmax probability of top-ranked response candi date
/1 C p: policy conpliance score (0.0-1.0)

/1 C_d: data conpl et eness score

/1 (fraction of required fields)

/1 Hard constraint:

IF Cp == 0.0:

C=10.0 /I forces ESCALATED regardl ess of other signals
Signal weights are configurable per vertical deploynent within the
ranges: Cmin [0.30, 0.70], Cp in [0.10, 0.40], Cdin [0.10,
0.30]. Weights MIUST sumto 1.0. Any nodification REQUI RES a
Threshol d Change Record per Section 9.

5.3. Path Specifications
5.3.1. AUTONOMOUS Pat h

An interaction routes to AUTONOMOUS if and only if all of the
followi ng are true:

* No active Watchtower has returned W= TRUE with severity
HARD BLOCK or FORCE_ASSI STED.

* interaction.intent_confidence is greater than or equal to 0.60.
* Cis greater than or equal to theta for the assigned Intent d ass.
* Cpis greater than 0.0 (no active policy violation).
The system di spatches response w t hout human review. A full Audit
Trace MUST be generated and seal ed per Section 8. Error nonitoring
continues for the duration of the Error Attribution Wndow (default:
30 mi nutes post-dispatch).

5.3.2. ASSI STED Pat h
An interaction routes to ASSISTED if any of the followi ng are true:

* A Watchtower has returned W= TRUE with severity FORCE_ASSI STED.

* intent_confidence is greater than or equal to 0.60 AND 0.50 is
| ess than or equal to C which is | ess than theta.
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The system generates a proposed response and places it in the Named
Accountable O ficer’s review queue. A review SLA timer MJST be
started (default: 120 seconds standard priority, 300 seconds high
priority). The Named Accountable O ficer MJST apply one of four
Resol ution Acti ons:

RA-1 APPROVE: Proposed response dispatched as generated. O ficer ID
and approval timestanp | ogged.

RA-2 EDIT + APPROVE: O ficer nodifies response. C p re-evaluated on
nmodi fied text. Modified response hash recorded.

RA-3 REJECT -> ESCALATE: Interaction re-routed to ESCALATED.
Rej ecti on reason | ogged.

RA-4 ATTEST + OVERRIDE: O ficer overrides system assessment with
i ndependent verification. Mndatory attestation text |ogged.

If the review SLA expires without a resolution action, the
interacti on MUST be automatically re-routed to ESCALATED. The SLA
breach event, breach tinestanp, and original assigned officer |ID MJST
be recorded in the Audit Trace.

5.3.3. ESCALATED Pat h
An interaction routes to ESCALATED if any of the follow ng are true:
* A Watchtower has returned W= TRUE with severity HARD BLOCK.
* interaction.intent_confidence is |less than 0.60.
* C.p equals 0.0 (active policy violation).
* Cis less than 0.50.
* SLA breach on an ASSI STED ticket (automatic re-route).
Every ESCALATED interaction MJST carry exactly one primary reason
code fromthe followi ng set: ESC- 01 (LOW CONFI DENCE), ESC-02
(M SSI NG_DATA), ESC- 03 (POLI CY_VI OLATI ON), ESC 04 (WATCHTOVWER_BLOCK) ,

ESC-05 (1 NTENT_AMBI GUOUS), ESC-06 ( SENTI MENT_SI GNAL), ESC- 07
(SLA BREACH), ESC- 08 (OUT_OF_SCOPE).
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6.

6.

6.

1.

2.

Wat cht ower Fr anmewor k

Watchtowers are evaluated in Stage S3, before routing in Stage $4.
They operate as pre-routing enforcenent gates. A Watchtower MJST NOT
force an AUTONOMOUS out conme. Watchtowers MUST only override routing
in the direction of greater hunan invol venent.

Wat chtowers are additive. Miltiple Watchtowers MAY activate on a
single interaction. The highest-severity result governs routing:
HARD BLOCK t akes precedence over FORCE _ASSI STED, which takes
precedence over AUDIT ONLY. All activated Watchtowers MJST be
recorded in the Audit Trace regardl ess of which governs the routing
deci si on.

Wat cht ower Definition Schema
Wat cht ower = {
id: string, /1 e.g., "W-03-APP- FRAUD"
nane: string, /1 human-r eadabl e
vertical: string[], /1 applicable verticals, or [*] for all
priority: i nt eger, /1 evaluation order (lower = earlier)
severity: HARD BLOCK | FORCE_ASSI STED | AUDI T_ONLY,
trigger: function(interaction) -> bool ean,
evi dence: function(interaction) -> object,
buyer signal: string /1 regul atory/comrercial pain addressed
}
Core Watchtower Registry v1.0
+::::::: S S S - - - T, . -, T, . . . T T o ::::::::::::::::::::::+

Pl'1 Exposure
Shiel d

PIl pattern detected |
in payl oad before |
ingestion to |
i nference | ayer. |

| WIr-02 | PGS Single- | HARD BLOCK | Agent IDlinked to |
| | Principal | | multiple principal |
| | Detector | | records OR geo- |
| | | | location m snatch. |
dememaas e . e +
| WI-03 | APP Fraud Early | FORCE_ASSI STED | High-velocity |
| | Warning | | reversal pattern OR |
| | | | coercion | anguage |
| | | | detected. |
S D . R +
| WI-04 | Regul atory | HARD BLOCK | No response | ogged |
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| | within SLA wi ndow OR |
| | multiple followups |
| | without resolution. |

Si | ence Det ect or

| WI-05 | Hi gh-Val ue | FORCE _ASSI STED | Transacti on val ue |
| | Transaction | | exceeds vertical - |
| | Guardrail | | configured threshold |
| | | | OR |l egal |anguage |
| | | | detected. |
AR, o e e e e oo oo S o e e e e e oo oo +
| WI-06 | Operational | AUDI T_ONLY | Schedul ed quarterly |
| | Discipline | | trigger OR on-denand |
| | Proof - Poi nt | | invocation. |
| | | | Generates Proof- |
| | | | Point PDF. |
AR, o e e e e oo oo S o e e e e e oo oo +
Table 2
7. Audit Trace Schema
The Audit Trace is the primary output of every OW routing event. It
is not alog. It is a structured evidence record designed to satisfy

regul atory examnation requirenents. Every field is mandatory unl ess
explicitly marked OPTIONAL. Fields marked PRI VILEGED are protected
fromthird-party di sclosure under applicable work product doctrine.

Al'l Audit Trace records produced under this specification MIST carry
schena_version field val ue "VER DOV SCHEMA- 001-v1. 0".

I mpl ement ations that extend the schenma MJUST use a distinct
schema_version string.

{
/1 1 DENTITY
"trace_id": "UUl D v4",
"trace_version": "1.0",
"created_at": "1 SO 8601 UTC (millisecond precision)"”,
"vertical": "string",
"depl oyment _i d": "string",
"schema_version": " VERI DOM SCHEMA- 001-v1. 0",
/[ 1 NTERACTI ON
"interaction_id": "Uul D v4",
"interaction_received": "ISO 8601 UTC',
"interaction_hash": "sha256( normal i sed_payl oad) ",
"channel ": "string",

"requester _id": "string (anonym sed)",
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/1 I NTENT CLASSI FI CATI ON

"intent _class":

"intent _confidence"

"intent _top3":

"string",
: "float [0.0, 1.0]",
"[{class, confidence}]",

"classifier_version": "string",

/' CONFI DENCE SCCORI NG

"confidence_score":

"float [0.0, 1.0]",

"confidence_conponents”: {
"Cm: "float", "Cp": "float", "C.d": "float",
"weights": { "Cm: "float", "Cp": "float", "Cd": "float" }

}

: outing_threshol d": "float",

/'l WATCHTOMER EVALUATI ONS
"wat cht owers_eval uated": |

{ "watchtower _id": "string", "triggered": "bool ean",
"severity": "string", "evidence": "object",
"evaluated_at": "1SO 8601 UTC" }

] i)
"wat cht ower _override": "bool ean”,

"override_wat chtower id":

"string | null",

/' ROUTI NG DECI SI ON

"routing_path":

"AUTONOMOUS | ASSI STED | ESCALATED',

"routing_rationale": "string",
"routing_decided_at": "1 S0 8601 UTC',
/| PATH SPECI FI C FI ELDS

"aut ononmous_di spat ch": "object | null",
"assisted_resol ution": "object | null",

"escal ati on_record"

: "object | null",

/1 RFC 3161 Tl MESTAWMP

"tst_time": "1 SO 8601 UTC (m | lisecond precision)",
"tst _tsa identity": "string", [// TSA DN. Mandatory.
"tst_raw': "Base64 (raw Ti meStanpToken)",
"tst_serial": "string",

"tst_hash_al g": " SHA- 256",

"tst_nessage_inprint": "sha256 (nust equal trace_content hash)",

"tst_certificate":

"Base64 | URI",

/'l CRYPTOCGRAPHI C SEALI NG

"source_state hash"

: "sha256 | null",

"trace_content_hash": "sha256",

"trace_chai n_hash":
"seal ed_at":
"seal version":

Adebayo, et al.
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8.

8.

8.

8.

1.

2

3.

Crypt ographi c Sealing

The sealing process transforns the Audit Trace into a legally

def ensi bl e evidence record. The chain is: SHA-256 hash of the

deci sion record, followed by [ RFC3161] tinmestanp from an accredited
TSA, followed by institution-signed container. Veridom does NOT
sign. The institution signs. This preserves evidentiary

i ndependence.

Source State Hash (H.s)

When the OWP pipeline queries an external data source, it MJST
capture a cryptographi c snapshot of the response at the exact

m | lisecond of query. This anchors the verification decision to a
specific, immutable data state. Canonical JSON serialisation uses
[ RFC8785] .

FUNCTI ON Comput eSour ceSt at eHash( api _response) -> H s:
canoni cal _j son = Canoni cal JSON(api _response) // see [ RFC8785]

i nput = canonical _json + '|’ + QueryTi mestanp_ns
H s = SHA256(i nput)
RETURN H_s

Trace Content Hash

FUNCTI ON Conput eTr aceCont ent Hash(trace) -> H content:
fields_to_hash = trace. excl udi ng([

"trace_content _hash’, 'trace_chain_hash’,
"seal ed_at’, 'seal version’

"tst_tine’, 'tst_tsa_identity', 'tst_raw,
"tst _serial’, "tst_certificate’

1)
canoni cal _json = Canonical JSON(fields_to _hash) // see [ RFC8785]

H content = SHA256( canoni cal _j son)
RETURN H_cont ent

RFC 3161 Trusted Ti mestanp

Fol | owi ng conputation of H content, the OW pipeline MIST request a
Ti meSt anpToken (TST) froman accredited Tinmestanp Authority
conformng to [ RFC3161]. The TST provides externally verifiable,
third-party-attested proof that the Audit Trace existed in its exact
sealed format a specific nmoment in time, independently of the
institutions own infrastructure.
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FUNCTI ON Request Ti nest anp(H _content) -> TST:
request = Ti nest anpRequest (
hashAl gorithm  SHA- 256,
messagel nprint: H content,

nonce: Secur eRandon( 64-bi t),
certReq: TRUE
)
TST = TSA. si gn(request)
VERI FY TST. nessagel nprint == H content
RETURN TST

/1 The TSA signs only the hash, never the trace content.
/1 No sensitive payload is transnitted to the TSA

I mpl enent ati ons MJUST use a TSA satisfying at | east one of: el DAS
Qualified TSA (EU Regul ati on 910/ 2014 Annex 111), WebTrust for
Certification Authorities Tinestanping, or ETSI EN 319 421 / 319 422.
| mpl enent ati ons MUST NOT use non-accredited or self-operated TSAs in
regul at ed depl oynents.

The three-layer integrity architecture established by this sealing
process is:

Layer 1 - Content: H content = SHA-256(canonical trace record)
Layer 2 - Tine: TST = TSA. sign(H content)

[external, independent]
Layer 3 - ldentity: Proof-Point = Institution.sign(trace + TST)

8.4. Trace Chain Hash (Merkle Chain)

FUNCTI ON Conput eChai nHash(trace, previous_Hc) -> Hc:

input = trace.trace_content_hash + |’ + previous_H ¢
H ¢ = SHA256(i nput)
RETURN H _c

/'l Genesis bl ock
/1 previous_H c = SHA256(' VERI DOM GENESI S-° + depl oynent _i d)

FUNCTI ON VerifyChain(traces[]) -> bool ean:
expected_H c = Genesi sHash(traces[0]. depl oynent _i d)
FOR each trace in traces (ordered by sealed at):
conmput ed = SHA256( Canoni cal JSON(trace. excl udi ng(sealing fields)))

I F conputed != trace.trace_content _hash: RETURN FALSE
expected_H ¢ = SHA256(conputed + '|’' + expected_H c)
I F expected H c != trace.trace_chai n_hash: RETURN FALSE

RETURN TRUE
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8.

10.

11.

Ad

5. Proof-Point Artifact Sealing

The Proof-Point artifact MJST be generated by aggregating Audit
Traces over a defined tinme window. The artifact MJST be sealed with
a docunent -1 evel SHA-256 hash and signed by the institution. Veridom
MUST NOT sign. The institution signs. This preserves evidentiary

i ndependence. The artifact MJST be produci ble in under 30 seconds
for any deploynment with up to 10,000 traces in the tine w ndow

Change Contro

Any nodification to a production Vertical Config, routing threshold,
Wat cht ower definition, or confidence weight REQUI RES a Threshold
Change Record (TCR) docunenting: the change, the rationale, the
val i dation data supporting the change, and the Named Accountabl e

O ficer authorising depl oynent.

A 30-day witten notice period to the client’s designated conpliance
of ficer is REQU RED before any change takes effect in production

The TCR MUST itself be sealed with SHA-256 and appended to the

depl oynent evidence | edger. No retroactive nodification of
configuration is permtted.

Metrics and Cbservability
OWP produces three operationally independent metric streams. These
streanms MJUST NOT be aggregated into a single resolution rate for
internal system health analysis. Aggregation conceals the difference
bet ween system performance and human conpensati on

The di agnostic order when investigating a systemhealth issue is

MANDATORY: (1) Autononous Dashboard -- is the systemstill deciding
correctly? (2) Assisted Dashboard -- is the human gate catching
probl ems? (3) Escal ated Dashboard -- are failures being categorised

correctly for inprovenment? Inverting this order produces m sl eadi ng
di agnoses.

I mpl enent ati on Requi rement s
SHA- 256 i npl ementati on MUST conformto [FI PS180-4].
Canoni cal JSON serialisation MJST conformto [RFC8785]. Al
fl oati ng-point val ues MJST be serialised with mininum 15 significant
digits.

Al tinmestanps MJUST be UTC, |1SO 8601 fornat, with mllisecond
preci sion. Maxi mum acceptable clock drift: 50ns.
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The append-only evidence | edger MJUST be inplenented as a wite-once
data store. Deletion MJIST be architecturally inpossible, not merely
policy-restricted.

Confidence Score conputation MJST be statel ess. No hidden state or
session nmenory MAY influence C

12. Security Considerations
12.1. Threat Model

The followi ng attack scenarios are addressed by the sealing
architecture:

Single trace content altered: trace_content_hash m smatch detected
on verification. Chain broken fromthat trace forward

Trace deleted fromledger: Chain gap: Hc of followi ng trace does
not match expected value. Exact deletion position identifiable.

Trace inserted retroactively: Al subsequent H c val ues woul d
require reconputation. Cannot be done without full |edger wite
access and TSA col | usi on.

External source APl response changes post-decision: H s proves what
the source said at decision time independently of current state.
No inpact on trace integrity.

Infrastructure breach: Chain can be independently verified from
exported trace data. |Institution-held export provides independent
verification path.

12.2. Fully Conprom sed Host

A fully conpronised host can produce a self-consistent SHA-256 chain
of fabricated records. This threat is explicitly acknow edged in
related work [I-D.cow es-volt] as threat T7: "If the execution host
is fully conprom sed, an attacker controlling the recorder can emt a
consi stent but fabricated trace."

[ RFC3161] trusted tinmestanping closes this gap. A conprom sed host
cannot retroactively obtain a valid TST froman accredited TSA for
fabricated records. The TSA' s signhature would be absent, or its

ti mestanp woul d postdate the claimed event. |nplenentations MJST use
[ RFC3161] tinmestanping to provide externally verifiable tenmpora
anchori ng.
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12. 3. Confidence Score Gami ng

The conposite Confidence Score uses three independent signals to
prevent ganmng. |Inplenentations MIUST treat Cp = 0.0 as an automatic
ESCALATED out cone regardless of C mor C.d values. The policy

conmpl i ance signal cannot be conpensated by hi gh nodel confidence.

12.4. Watchtower Override Restriction

No Watchtower MAY force an AUTONOMOUS out cone. Watchtowers MUST only
override routing in the direction of greater human invol venent. This
restriction is architectural and MJUST be enforced at the

i npl ementation | evel.

13. | ANA Consi der ations

Thi s docunent nakes no requests of IANA If a future version of this
protocol defines a registry of Watchtower identifiers or schema
version strings, an appropriate | ANA registry request will be made at
that tinme.
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