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Abstract

   The aim of this document is to describe a proof of concept system for
   NTS pools that are able to be used by clients without any knowledge
   beyond plain NTS.  The work here focuses purely on creating an
   intermediate NTS Key Exchange server that can be configured with the
   addresses of multiple servers and distribute load between them.  The
   parts of pool operation dealing with managing the list of servers are
   left out of scope for this work.

About This Document

   This note is to be removed before publishing as an RFC.

   The latest revision of this draft can be found at https://pendulum-
   project.github.io/nts-pool-draft/draft-venhoek-nts-pool.html.  Status
   information for this document may be found at
   https://datatracker.ietf.org/doc/draft-venhoek-nts-pool/.

   Source for this draft and an issue tracker can be found at
   https://github.com/pendulum-project/nts-pool-draft.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."
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   This Internet-Draft will expire on 8 May 2026.

Copyright Notice

   Copyright (c) 2025 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   NTS [RFC8915] provides authenticity and limited confidentiality for
   NTP [RFC5905].  However, the key exchange preceding the actual time
   exchange makes it hard to implement a pool for NTS supporting servers
   in a manner similar to the DNS resolution approach taken to provide
   the NTP Pool [Pool].

   This document aims to provide extensions to the NTS Key Exchange
   sessions that allow for an implementation of a pool for NTS that:

   *  is usable without changes to the client,

   *  avoids constraining the time source’s cookie format,

   *  avoids time sources having potential access to all traffic.

2.  Conventions and Definitions

   Throughout the text, the terms client and server will refer to those
   roles in an NTS Key Exchange session as specified in [RFC8915].
   Please note that this means that the pool itself operates in both
   roles: As a server towards users of the pool, and as a client towards
   the time sources.

   Where further specificity of the role of a participant is needed, we
   will use the term user to indicate a user of a pool, the term pool to
   indicate the pool itself, and time source for the time servers that
   the pool delegates the actual providing of time to.

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

3.  General pool architecture

   We propose a pool model where the pool provides an NTS Key Exchange
   service to the outside world.  A major advantage of this model is
   that it avoids having to distribute certificates to all time sources.
   Contrary to [RFC8915], there is no direct TLS connection between the
   client and the selected time source.

   In [RFC8915], cookies are generated based on key material that is
   extracted from this TLS connection.  Our proposed model instead
   establishes two TLS connections: between the client and the pool, and
   between the pool and the time source.  Because cookies need to be
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   generated using key material from the client, the pool extracts this
   key material and sends it to the time source.  The time source uses
   this key material (rather than key material extracted from its
   connection with the pool) to generate cookies.  This way, the pool
   can remain oblivious to the cookie format of the time source.

4.  Communication between the pool and time sources

   To facilitate communication between the pool and the time sources, 4
   new NTS records are defined in Section 6.  Together these records
   provide a way for the pool to provide key exchange services to
   clients on behalf of the time sources.

   The Supported Next Protocol List (Section 6.2), Supported Algorithm
   List (Section 6.3) and List Server Names (Section 6.4)) records allow
   the pool to ask a time source which protocols and algorithms it
   supports, and which server names are used in the NTP server records
   it generates.  This information can be requested by the pool at any
   time, and can be cached for short periods of time to improve
   efficiency.

   Using knowledge of a time source’s supported protocols and
   algorithms, the pool can then handle client connections for that time
   source, using the clients indicated desires to choose a concrete next
   protocol and AEAD algorithm.  The pool can then extract the keys from
   the TLS connection and use the Fixed Key record (Section 6.5) to
   request cookies for these keys from the time source.  The response to
   a request containing a Fixed Key record will be the same as that for
   any regular NTS Key Exchange response, with the exception that the
   keys will be taken from the Fixed Key record instead of being derived
   from the TLS connection.

   The list of server names provided by the time source can be used by
   the pool to honor requests by the client to not repeat a certain
   server.  This allows more efficient retrieval of multiple sources
   from a pool.

   As it is wasteful to setup a new TLS session between the pool and the
   time source for each of these interactions.  To facilitate reuse of
   the TLS sessions, we further introduce the Keep Alive record
   (Section 6.1).  This record allows the pool to indicate to the time
   source a desire to keep the session alive for more than a single
   request-response interaction.
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4.1.  Authenticating the pool to time sources

   Allowing arbitrary clients to keep connections alive for more that a
   single request-response interaction could open up the server to
   denial of service due to resource exhaustion.  To prevent this, a
   pool wishing to use the keep alive functionality MUST authenticate
   itself to the time source using an Authentication Token record
   (Section 6.7).  Time sources MUST check that the content of the
   Authentication Token record matches the authentication string of a
   client that is on the list of requestors allowed to use the keep
   alive mechanism.  By default, the list of requestors allowed to use
   the keep alive mechanism MUST be empty

   Furthermore, time sources MAY choose to also restrict the Fixed Key,
   Supported Next Protocol List and Supported Algorithm List to
   authenticated clients.  If this choice is made, it is suggested that
   the server treat these records as unrecognized critical records on
   unauthenticated client’s connections.

5.  Communication between clients and the pool

   A client requesting time from the pool can make a normal NTS Key
   Exchange request to the pool.  In the response to the client the pool
   needs to tell which NTP server is to be used to get the time.  This
   can be done through the already existing NTP Server Record.  However,
   the pool needs to ensure it is present, and therefore MUST add such a
   record to the response unless one is already provided by the time
   source.

   Clients that are aware they are talking to a pool may want to get
   multiple independent time sources from that pool.  For this, they
   need to be able to tell the pool which time sources they already
   have, otherwise they might get a time source that they are already
   talking to.  To achieve this, a client can use the NTP Server Deny
   record (Section 6.6) to indicate it would rather not receive a
   particular server.  Clients MUST use the precise name given by the
   pool in a previous NTP Server record, otherwise the pool may not
   recognize which time source the client is referring to.

6.  New NTS record types

6.1.  Keep Alive

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4000) Critical bit: 0
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   Indicates a desire to keep the TLS connection active for more than
   one message exchange.  This can be used by a pool to reuse
   connections to a time source’s NTS Key Exchange servers multiple
   times, reducing load on both the pool and time sources.

   When a client sends this record the body MUST have size 0.  A client
   MUST NOT use Keep Alive unless the request contains a record type
   allowing the use of Keep Alive.  Within this specification, that is
   limited to the Supported Protocol List and Fixed Key Request records.
   A server SHOULD ignore any body for the Keep Alive record.

   When supported by a server and allowed for the request in question,
   the server MAY include a Keep Alive record with a body of size 0 in
   the response and keep the TLS connection active after the response to
   handle further requests from the client.  A client SHOULD ignore any
   body for the Keep Alive record.  As keeping a connection active
   requires additional resources on the server, a server SHOULD NOT
   respond with a Keep Alive record to unauthenticated clients.

   When included in the request or response, the client respectively
   server MAY, contrary to the requirements in [RFC8915], send another
   request or response.  Any TLS "close_notify" SHALL be sent only after
   the last request or response respectively to use the connection.

   Once a Keep Alive record has been sent by a client, or honored by a
   server, the TLS connection over which it was sent MUST NOT be used
   for key extraction.  Doing so anyway can result in the reuse of keys
   and may result in loss of confidentiality or authenticity of the
   resulting NTP exchanges.

6.2.  Supported Next Protocol List

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4004) Critical bit: 1

   This record can be used by a pool to query time sources about which
   next protocols they support.

   When a client sends this record the body MUST have size 0.  Clients
   MAY use Keep Alive in combination with this record.  Contrary to
   [RFC8915], a request with this record SHOULD NOT include a "Next
   Protocol Negotiation", "AEAD Algorithm Negotiation" or "Fixed Key
   Request" record.
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   When receiving this record, servers MUST ignore any client body sent
   and MUST send in the response a Supported Next Protocol List record
   with as data a list of 16-bit integers, giving the protocol IDs the
   server supports.  A server MAY treat this record as unknown for
   clients that are not authenticated as described in Section 4.1.

   When included, the server MUST NOT negotiate a next protocol, AEAD
   algorithm, or keys for this request.

6.3.  Supported Algorithm List

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4001) Critical bit: 1

   This record can be used by a pool to query time sources about which
   AEAD algorithms they support.

   When a client sends this record the body MUST have size 0.  Clients
   MAY use Keep Alive in combination with this record.  Contrary to
   [RFC8915], a request with this record SHOULD NOT include a "Next
   Protocol Negotiation", "AEAD Algorithm Negotiation" or "Fixed Key
   Request" record.

   When receiving this record, servers MUST ignore any client body sent
   and MUST send in the response a Supported Algorithm List record with
   as data a list of tuples of two 16-bit integers, the first giving an
   algorithm ID for the AEAD and the second giving the length of the key
   for that algorithm ID.  A server MAY treat this record as unknown for
   clients that are not authenticated as described in Section 4.1.

   When included, the server MUST NOT negotiate a next protocol, AEAD
   algorithm, or keys for this request.

   We include the algorithm key size in the response so that a pool does
   not itself need knowledge of which AEAD algorithms exist, and what
   their key sizes are.  Instead, it can use the provided key length
   when extracting keys from the TLS connection between end user and
   pool.  This allows adoption of new AEAD algorithms without any
   changes to the pool software.

6.4.  List Server Names

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4005) Critical bit: 1

   This record can be used by a pool to query time sources about which
   server names they use in NTP server records in their responses.
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   When a client sends this record the body MUST have size 0.  Clients
   MAY use Keep Alive in combination with this record.  Contrary to
   [RFC8915], a request with this record SHOULD NOT include a "Next
   Protocol Negotiation", "AEAD Algorithm Negotiation" or "Fixed Key
   Request" record.

   Servers MUST NOT include this record in a response.  When receiving
   this record, servers MUST ignore any body of this record sent by the
   client, and MUST send in the response one NTP server record for each
   server name the server may use responses to fixed key requests.  If a
   server never sends a NTP server record in response to a fixed key
   request, it MAY opt to not provide one in response to this record.

   When receiving this record, a server MUST NOT negotiate a next
   protocol, AEAD algorithm, or keys for this request.  A server MAY
   treat this record as unknown for clients that are not authenticated
   as described in Section 4.1.

6.5.  Fixed Key Request

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4002) Critical Bit: 1

   When a client is properly authenticated, the server SHOULD NOT
   perform Key Extraction but rather use the keys provided by the client
   in the extension field.  In all other aspects, the response SHALL be
   the same as that from a regular key exchange session as specified in
   [RFC8915].  This allows a pool to do key negotiation on behalf of its
   users with the time source’s NTS Key Exchange servers, even though it
   terminates the TLS connection.

   When used, the client MUST provide an AEAD Algorithm Negotiation
   record with precisely one algorithm, and a Next Protocol Negotiation
   record with precisely one next protocol.  The data in the Fixed Key
   Request record must have length twice the key length N of the AEAD
   algorithm in the AEAD Algorithm Negotiation record.  The first N
   bytes MUST be the C2S Key and the second set of N bytes MUST be the
   S2C key.  Clients MAY use Keep Alive in combination with this record.

   This record MUST NOT be sent by a server.  A server MAY treat this
   record as unknown for clients that are not authenticated as described
   in Section 4.1.

6.6.  NTP Server Deny

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4003) Critical Bit: 0
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   When provided by a client, indicates a desire to connect to a server
   other than the server specified in the record.  This can be used to
   ensure a client receives independent NTP servers from one NTS Key
   Exchange server without having to potentially try multiple times to
   get a new server.

   A client MAY send multiple of these records if desired.  The data in
   the record SHOULD match that given through an NTPv4 Server
   Negotiation received in an earlier response from the same NTS Key
   Exchange server.

   MUST NOT be sent by a server.  Server MAY at its discretion ignore
   the request from the client and still provide the given server in an
   NTPv4 Server Negotiation record.

6.7.  Authentication Token

   Record Type Number: To be assigned by IANA (draft implementations:
   0x4005) Critical Bit: 0

   When provided by a client, gives a proof of their identity through a
   pre-shared secret token.  This can be used to allow only certain
   clients, for example pools, to use certain functionality of an NTS
   key exchange server.  In particular, it can be used to prevent misuse
   of the keep alive mechanism by clients other than the pool,
   preventing resource exhaustion denial of service attack.

   This record MUST be sent before records that may be refused if not
   properly authenticated.  A client MUST NOT send more than 1 of this
   record.  The data in the record should be an ASCII string, previously
   agreed through an out of scope mechanism.

   The Authentication Token record MUST NOT be sent by a server.  A
   server MAY use the record to gate acceptance of other records such as
   the Keep Alive, Fixed Key Request, List Server Names, Supported
   Algorithm List and Supported Next Protocol List records.  A server
   supporting this record MUST support keys of length at least 64
   characters.  Keys SHOULD be chosen such that they have at least 128
   bits of entropy.

7.  Security Considerations
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7.1.  Pool’s position

   In the pool design presented above, the pool effectively acts as a
   man in the middle between the user and the ultimate time source
   during the NTS Key Exchange portion of the session.  This means that
   the pool has access to the key material of these sessions.  Although
   this is a small additional risk, we consider this acceptable because
   the pool could already always assign sessions for a user to time
   servers it controls anyway.

   The fact that the pool also gets access to key material makes it less
   advisable to have a pool as a time source for another pool, as this
   increases the number of actors with access to the key material even
   further.

   The design above does avoid sharing key material between all time
   sources.  As a consequence, a time source in the pool will not be
   able to break confidentiality or authenticity of traffic with other
   time sources of the pool.  Furthermore, any traffic directly with the
   time source has no key material involved that is known to the pool.

   It must be noted that clients need to trust the pool to check the TLS
   certificates of the time sources.  It is imperative that the pool
   does this correctly, and that it has a trusted source of time to be
   able to do revocation checks.

7.2.  Keep alive and denial of service attack risk

   The Keep Alive NTS record allows a client to keep an NTS key exchange
   connection open for significantly longer than usual.  If arbitrary
   clients were allowed to do this, they could use it trivially run a
   server out of resources such as file descriptors.  It is therefore
   important that public servers restrict keeping connections alive to a
   limited set of trusted clients.  The suggested mechanism for doing
   this is to use TLS client authentication for these clients.

7.3.  Error handling

   To avoid giving multiple time sources access to the key material of
   the end user, it is important that the keys extracted from the TLS
   session between the user and the pool are sent to at most one time
   source.  If an error occurs after sending the Fixed Key Request
   record, either with the TLS connection between the pool and the time
   source, or by being explicitly reported by the time source to the
   pool, the pool SHOULD return an error to the user.  Retrying with a
   different time source during the same TLS session may unintentionally
   leave the user vulnerable to the operator of the originally selected
   time source.
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8.  IANA Considerations

   IANA is requested to allocate the following entries in the Network
   Time Security Key Establishment Record Types registry [RFC8915]:

    +====================+================+===========================+
    | Record Type Number | Description    | Reference                 |
    +====================+================+===========================+
    | [[TBD]]            | Keep Alive     | [[this memo]] Section 6.1 |
    +--------------------+----------------+---------------------------+
    | [[TBD]]            | Supported Next | [[this memo]] Section 6.2 |
    |                    | Protocol List  |                           |
    +--------------------+----------------+---------------------------+
    | [[TBD]]            | Supported      | [[this memo]] Section 6.3 |
    |                    | Algorithm List |                           |
    +--------------------+----------------+---------------------------+
    | [[TBD]]            | List Server    | [[this memo]] Section 6.4 |
    |                    | Names          |                           |
    +--------------------+----------------+---------------------------+
    | [[TBD]]            | Fixed Key      | [[this memo]] Section 6.5 |
    |                    | Request        |                           |
    +--------------------+----------------+---------------------------+
    | [[TBD]]            | NTP Server     | [[this memo]] Section 6.6 |
    |                    | Deny           |                           |
    +--------------------+----------------+---------------------------+
    | [[TBD]]            | Authentication | [[this memo]] Section 6.7 |
    |                    | Token          |                           |
    +--------------------+----------------+---------------------------+

                                  Table 1
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