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Abst r act

The x402 protocol ([X402-V2]) defines three wire nmessages for HITP-
native paynent flows but provides no conposability nodel for paynent
receipts. A recipient holding a Settl enentRecei pt and a

Del egati onGrant cannot natively express that the settlement satisfies
a del egated spending condition, or that a Refundd ai m negates an
earlier SettlenentReceipt, wi thout bespoke facilitator-side |ogic.

As autonat ed paynent pipelines grow, the absence of a normative
conmposability layer |eads to fragnmented, non-interoperable
verification surfaces.

Thi s docunent specifies the Vauban Proof Stack Framework (VPSF) Caim
Al gebra for x402 paynent receipts: a grammar of five conposition
operators (Conjunction, Inplication, Aggregation, Selective

Di scl osure, Revocation; abbreviated A, —, , , 71) applied over the
four canonical Payment C aimtypes (Paymentlntent, SettlenmentReceipt,
Ref undCl aim Del egati onG ant) defined in [LI FECYCLE-FSM. The

al gebra is chain-agnostic by invariant; the Starknet-based proof
system descri bed in [ STARK-RECEI PTS] is the first reference

i mpl ementation. Conposability is grounded in the JCS canoni cal

prei mage discipline ([RFC8785]), ensuring operator results are
determnistic and cross-inpl ementati on consistent. An open-source
Rust inmplenentation is provided in [ VAUBAN- CRATE] .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 26 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The x402 protocol ([X402-V2]) is an HTTP-native paynent standard that
enabl es machi ne-to-machi ne and human-to-server paynent flows using
three protocol nessages: PAYMENT- REQUI RED (402 response), PAYMENT-

SI GNATURE (client request), and PAYMENT- RESPONSE (facilitator
confirmation). The conpani on specification [LIFECYCLE-FSM

i ntroduces four canonical Paynent Claimtypes that map to the paynent
lifecycle states, and [ STARK- RECElI PTS] defines a cryptographic
recei pt extension with offline-verifiable STARK proofs. Together
these three docunents describe what a paynent is and what happens to
it over time; they do not describe how paynment receipts may be
composed into hi gher-order conditions.
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Aut omat ed paynent pipelines present composition requirenents that the
base protocol does not address. An agentic del egatee may be

aut horised to spend up to a bounded anount only after a supervisory
Sett| emrent Recei pt has been confirned; a conpliance engine may require
that a SettlenentReceipt is valid and its originating Del egati onG ant
is still in scope; a refund issuer may need to attest that the
negat ed Settl ement Recei pt and the replacenent RefundC ai msatisfy the
same subject constraint. Expressing any of these conditions today
requires out-of-band logic that is neither portable nor auditable
across i npl enentations.

Thi s docunent defines the VPSF C aim Al gebra: five conposition
operators over x402 Paynment Cl ains. The algebra is chain-agnostic by
i nvariant; the design does not depend on any specific proof system
settlenent |ayer, or on-chain infrastructure. Starknet is the first
reference inplenentation (see [ STARK- RECEI PTS]), but the operator
semanti cs and preinmage discipline are equally applicable to any
receipt format that satisfies the JCS canonical preimge rules
defined in [LI FECYCLE-FSM . The algebra is formalised as part of the
Vauban Proof Stack Framework (VPSF), an open-specification claim
grammar that targets institutional-grade conposability across
paynent, conpliance, and identity contexts.

Thi s docunent is an Independent Submission. It is not the product of
an | ETF Working Group. It is published for conmunity review and to
establish a stable reference for inplementors working with x402
recei pt conposability.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.1. Termi nol ogy

Claim A cryptographically bound, structured statenment about a
paynent event or authority. |In this docunent, a Claimis always
an instance of one of the four Paynment C aimtypes defined in
[ LI FECYCLE- FSM : Paynentintent, Settl ementReceipt, RefundC aim or
Del egationGrant. The termis used interchangeably with "Paynent
d aint.

Subject: The identity field that anchors a Claimto a specific
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3.

principal. For Paynentlntent and Settl enment Recei pt, the subject
is the payer address or pseudonym For Del egati onGrant, the
subject is the delegator. For RefundC aim the subject is the
merchant. Two C ai ns have the sane subject when their subject
fields are byte-identical after NFC nornalization.

Cl ai m Conposition: The application of one of the five VPSF al gebra
operators to two or nmore Cl ainms, producing a conposite Claimor a
composite verification outcome. Conposition does not alter the
conponent Clains; it creates a new | ogical statenent over them

JCS Preimage Hash: As defined in [LIFECYCLE-FSM : the SHA-256 di gest
of the UTF-8 encodi ng of the JCS canonical form ([ RFC8785]) of a
Claimi s canoni cal preimge object, encoded as "sha256: <l owercase-
hex- 64-chars>" in JSON contexts.

Conposite Preimage: The JCS canoni cal prei nage object of a conposed
Claim For binary operators (Conjunction, Inplication,
Aggregation, Revocation), the conposite prei mage contains the JCS
Prei mage Hashes of the conmponent C ains and the operator
identifier. For selective disclosure (), the conposite preimge
contains the disclosed fields and the prei mage hash of the
undi scl osed source Caim

Qperator: One of the five conposition operators defined in this
docunent: Conjunction (A), Inmplication (—), Aggregation (),
Sel ective Disclosure (), Revocation (7).

Chai n- Agnostic Invariant: The property that the VPSF C ai m Al gebra
operators and the JCS preimage discipline do not depend on any
speci fic bl ockchain, proof system or settlement |ayer. Any
receipt format that inplenents the canonical preinage discipline
defined in [LI FECYCLE-FSM can serve as the substrate for VPSF
conposi tion.

Ref erence | npl enentation: An open-source inplenentati on whose
behaviour is normative for resolving specification anbiguities.
The Rust crate [ VAUBAN-CRATE] is the reference inplenentation for
this document. |Its Starknet adapter uses the Stwo Circle STARK
prover ([STWJ ) as the proof backend; this is the first reference
i npl ementation of the chain-agnostic al gebra on a specific
settlenent layer, and is not part of the al gebra specification
itself.

VPSF Overvi ew
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3.1. G ammar Layer

The Vauban Proof Stack Framework (VPSF) is a claimal gebraic grammar
| ayer designed to sit above receipt-format and settl enent-|ayer
specifics. It provides a conposabl e vocabulary for expressing

hi gher-order conditions over Paynment Cl ains wthout encoding those
conditions in facilitator-specific logic or on-chain contract state.

The grammar operates on a six-tuple structure for each O aim
(subj ect, predicate, object, proof, context, nmetadata). |In the x402
setting, these fields nmap as foll ows:

* subject: the principal whose paynent or authority the O aim
descri bes.

* predicate: the lifecycle state (Paynentlntent, SettlenentReceipt,
Ref undCl aim Del egationGrant) or a derived predicate produced by
comnposi tion.

* object: the payment target (payee, amount, currency) or authority
scope.

* proof: the cryptographic evidence that the Caimholds (a STARK
proof, a signhature, or a conposite preinmage hash over conponent
proof s) .

* context: the tenporal and scope constraints under which the Caim
is valid (expiry window, nullifier, chain identifier of the
ref erence inpl enentation).

* netadata: operational fields (schenma version, issuer, audit
ref erence).

The six-tuple is the abstract schemm; concrete instances are the four
Payment Claimtypes defined in [LI FECYCLE-FSM. The operators
defined in this docunent are applied at the grammar |ayer; they are
neutral with respect to the proof field, provided the proof field
satisfies the JCS canoni cal preimge discipline defined in

[ LI FECYCLE- FSM .

3.2. Four Paynent d aim Types

The four Paynment Claimtypes that serve as the atomic units of VPSF
composition in the x402 context are:

PaymentIntent: The initiating state. Records the payer’s conmtnent

to transfer a specified amount in a specified currency to a
speci fied payee. Subject: payer

Resear ch Expi res 26 Novenber 2026 [ Page 6]



I nternet-Draft x402- vpsf - al gebra May 2026

Settl ement Recei pt: The terminal successful state. Records that all
payment conditions were verified and the transfer was settl ed.
Subj ect: payer. Carries a cryptographic |inkage to the
originating Paynmentintent via its JCS Prei mage Hash.

RefundC aim The reversal state. Records a nerchant-initiated
cancellation of a prior SettlenentReceipt. Subject: nerchant
(issuer of the refund). Carries a cryptographic |inkage to the
Sett| ement Recei pt being reversed.

Del egati onGrant: The bounded-authority side channel. Records that a
principal (del egator) has authorised an agent (del egatee) to spawn
PaynmentIntents within a scoped constraint set. Subject:
del egat or.

The normative definitions of these types, including required fields,
JCS preimage rules, and lifecycle transitions, are in

[ LI FECYCLE-FSM . This docunent uses them as atons for conposition;
it does not nodify their definitions.

3.3. Chain-Agnostic Rule

The VPSF C ai m Al gebra MJUST NOT be bound to any specific chain, proof
system or settlenent |ayer. Inplenentations that restrict operator
semantics to a single proof system MJUST docunment that restriction as
an inplementation constraint, not as a normative constraint of the

al gebr a.

The chai n-agnostic invariant has two corollaries:

1. An operator applied to two C ainms whose proofs use different
proof systens (for exanple, a STARK-proven Settl enent Recei pt
composed under Conjunction with an ES256K-si gned Del egati onG ant)
produces a well-formed conposite Claim The conposite proof
field contains the JCS Prei nage Hashes of the conponent C ai 1rs;
it does not require proof-system unification.

2. A composite O aimproduced under the VPSF al gebra is portable
across settlenment layers. A verifier on one chain MAY verify the
conposite preinmage discipline without access to the proof
artifacts of the conponent C ains on another chain, provided the
conmponent C ains’ JCS Prei mage Hashes are included in the
composi te prei nmage.

4. Five Conposition Operators

4.1. Conjunction (A)
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4.1.1. Senmmntic

The Conjunction operator (A) produces a conposite Claimthat is valid
if and only if both conponent Clains are individually valid. This
corresponds to the |ogical AND of two paynment conditions.

Typi cal use: a conpliance engine requires BOTH that a

Settl ement Receipt is verified AND that the originating

Del egationGrant is still in scope and non-expired. Neither condition
alone is sufficient; both nust hold sinultaneously.

4.1.2. A gebraic Properties

* Commutativity: (A A B) and (B A A) produce conposites with the
same validity outcone, but DI FFERENT JCS Prei nage Hashes (key
ordering is |lexicographic and the field nanmes encode | eft-right
position). Inplenentations MJUST NOT treat these as the sane
conposite.

* Associativity: ((A A B) A C produces a valid conmposite if and
only if each of A, B, Cis individually valid. The associativity
holds at the validity level; the prei mage hashes differ across
groupi ngs.

* ldentity element: there is no identity claimfor Conjunction; the
operator requires exactly two non-null operands.

4.1.3. JCS Preimge Rul e

The conposite preinmage object for A A Bis:

{
"operator”: "conjunction",
"left": "<JCS Preinmage Hash of A>",
"right": "<JCS Prei mage Hash of B>",
"issued at": <integer Unix tinestanp>
}

Keys are sorted | exicographically per [RFC8785]. The conposite JCS
Prei mage Hash is SHA-256( UTF-8(JCS(conposite _preimage))). The
issued _at field MJUST reflect the tine at which the conposition was
performed; it binds the conposite to a specific evaluation instant,
preventing replay of stale conpositions after conmponent C aimexpiry.

A verifier validating a Conjunction composite MJST:

1. Resolve the JCS Preimage Hash for each conponent C ai m agai nst
retai ned manifests.
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2. Verify that each resolved daimis individually valid (signature
or proof check, expiry check, FSM state check per
[ LI FECYCLE-FSM ).

3. Verify that the conposite preinmage object is well-fornmed and that
its hashes match the resol ved conponent C ai ns.

If any check fails, the conposite MJST be rejected.
4.2. Inmplication (—)
4.2.1. Semantic

The I nplication operator (—) produces a conposite C aimasserting
that the valid presence of an antecedent Claimis a precondition for
the consequent Claimto be considered authoritative. This
corresponds to conditional authority: ClaimB is asserted only
because C ai m A hol ds.

Typi cal use: a DelegationGant (A) inplies that a Paynentlntent (B)
was spawned under valid authority. The Inplication conposite
expresses the dependency without nmerging the two Clains into a single
obj ect; each retains its individual verifiability.

4.2.2. A gebraic Properties

*  Non-commutative: (A — B) is not equivalent to (B — A). The
ant ecedent and consequent positions are semantically distinct.

* Vacuous truth is FORBIDDEN. an Inplication conposite where the
antecedent Claimis invalid or absent MJUST be rejected.
I mpl enentati ons MUST NOT interpret "if Ais absent then B holds
uncondi ti onal | y".

* Transitivity: (A — B) and (B — C) can be chained to express (A > B
— C), but MJIST be expressed as two distinct Inplication
composites, not collapsed into a single three-operand conposite.
4.2.3. JCS Preimge Rule

The conposite preinmage object for A — Bis:

{
"operator": "inplication",
"antecedent”: "<JCS Prei mage Hash of A>",
"consequent": "<JCS Prei mage Hash of B>",
"issued at": <integer Unix tinestanp>

}
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A verifier validating an Inplication conposite MJIST:

1. Resolve and verify the antecedent laim(A). If Ais invalid,
reject the conposite wthout evaluating B

2. Resolve and verify the consequent C ai m (B)
3. Verify the conposite preimge well-formedness.

The I nplication conposite does not replace the antecedent’s own
validity period; if the Del egationG ant (A) has expired, the
Implication is invalid even if the Paynentlntent (B) was spawned
before expiry.

4.3. Aggregation ()
4.3.1. Semantic

The Aggregation operator () conbines multiple dains of the sane
type into a summary C ai m whose total satisfies a threshold
condition. This corresponds to the sumover-intents pattern needed
for multi-paynent settlenent verification

Typi cal use: an agentic pipeline spawms three Paynentlntents under a
Del egati onGrant scoped to a nmaxi mumtotal of 500 USDC. The
Aggregati on conposite over the three Paynmentintents allows a
supervisor to verify that the total does not exceed the grant’s
budget, w thout exam ning each Paynentl|ntent independently agai nst
the grant’s scope field.

4.3.2. A gebraic Properties

* Comutative: (A B) and (B A) have the sane validity outcome
(sane total). The conposite preimage hashes DI FFER (field
ordering); inplenmentations MJUST NOT treat them as equival ent.

* Associative at the value level: ((A B) C and (A (B Q)
produce the same total anount, but different composite preinage
hashes. Verifiers MJST validate the prei mage structure as
presented; they MJST NOT regroup operands.

*  Honogeneity requirenent: all operand C ains MJST be of the sane
Paynment Claimtype and MJST use the sanme currency field.
Aggregating Clains with different currencies MJIST be rejected with
a type-m smatch error.
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* Subject alignnent: all operand d ains SHOULD share the sane
subject. An inplenmentation MAY enforce strict subject equality or
MAY permt multi-subject aggregation with explicit disclosure of
the distinct subjects in the conposite preimage. See Section 5
for the default discipline.

4.3.3. JCS Preimge Rule

The conposite preimage object for A B ... Nis:

{

"operator": "aggregation
"operands": [
"<JCS Prei mage Hash of A>",
"<JCS Prei mage Hash of B>",
"<JCS Preimage Hash of N>"
1,
"currency": "<shared currency token>",
"total _amount": <sum of operand amounts as integer>,
"operand_count": <integer>,
"issued_at": <integer Unix tinestanp>

}

The operands array MJUST be sorted | exicographically by the JCS

Prei mage Hash val ues before serialisation. This ensures a canonica
ordering regardl ess of the order in which conponent C ains were
produced. The total _ampunt MJST equal the arithmetic sum of the
amount fields of all operand Clains; a verifier MJUST reconpute this
sum and rej ect the conposite if it disagrees.

4.4. Selective Disclosure ()
4.4.1. Semantic

The Sel ective Disclosure operator () produces a derived Claimin

whi ch a subset of the source Cainis fields are disclosed while the
remai nder are withheld. The conposite carries a cryptographic
commitnent to the undisclosed fields, allowing a verifier to confirm
that the disclosed fields are authentic fragnments of the source Cl aim
wi t hout | earning the wi thheld val ues.

Typi cal use: a payer discloses the amobunt and currency fields of a
PaynmentIntent to a conpliance auditor w thout disclosing the payer
pseudonym or the nonce. The auditor can verify that the disclosed
fields are genuine w thout |earning the payer’s identity.
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2. Al gebraic Properties

* Non-invertible: a selective disclosure conposite cannot be used to
reconstruct the undisclosed fields. The commtnent in the
conposite preinmage is a one-way function of the withheld fields.

* Conposabl e: a selective disclosure conposite can itself be the
operand of a Conjunction or Inplication. A verifier receiving a
Conjunction of two sel ective disclosure conmposites validates each
i ndependent | y.

* Mnimality: inplenmentations SHOULD di scl ose the m ni mum set of
fields required for the verifier’'s purpose. Disclosing nore
fields than necessary weakens the privacy guarantee wthout
i mprovi ng conposability.

.3. JCS Preinage Rule
The conposite preinmage object for (A {fl, f2, ...}) is:
{ S
"operator": "selective_disclosure",
"source_hash": "<JCS Prei mage Hash of source C ai mA>",
"disclosed_fields": {
"<field_nane_1>": <val ue_1>,
"<field name_2>": <val ue 2>
}1
"wi thhel d_conmmitrment": "<sha256-hex-of-w thheld-jcs>",
"issued at": <integer Unix tinestanp>
}

The di scl osed_fields object MIST contain only fields that appear in
the source C ainms canonical preimge. The w thheld_comrtment MJST
be derived by applying JCS canonicalization to a JSON obj ect
containing only the withheld fields (those present in the source

Cl ai m canoni cal preimge but absent from disclosed_fields), then
taki ng the SHA-256 of the UTF-8 encoding of the result.

A verifier validating a selective disclosure conposite MJIST:
1. Resolve the source Caimby its source_hash

2. Recompute the withheld_commitnment fromthe source ainms
canoni cal preinmage mnus the disclosed fields.

3. Verify that the reconputed commtnent equals the
wi thhel d_conmitnent in the conposite.

earch Expi res 26 Novenber 2026 [ Page 12]



I nt

4.5.

4. 5.

4.5.

4.5

Res

ernet-Draft x402- vpsf - al gebra May 2026

4. Apply any validity checks (expiry, proof) to the disclosed
fields.

If any check fails, the conposite MUST be rejected. A verifier that
cannot resolve the source Claimby its source_hash MIST treat the
conposite as unverifiable and MUST NOT accept it.

Revocation (1)
1. Semantic

The Revocation operator (1) produces a conposite C aimasserting that
a source Claimis no longer valid. This operator is the algebraic
counterpart of the RefundClaimlifecycle transition: whereas the FSM
records that a Settl ement Recei pt has been reversed, the Revocation
operator expresses the negation at the gramar |ayer, nmaking it
conposabl e with ot her operators.

Typi cal use: a conpliance engi ne produces a Revocation conposite over
a Del egati onG ant that has been administratively w thdrawn, and then
presents a Conjunction of the Revocation conposite and a new

Del egationGrant to attest that the old authority has been repl aced by
t he new one.

2. Al gebraic Properties

* Non-idenpotent: applying Revocation twice (7 (—A)) does NOT restore
Ato validity. A doubly-revoked Claimis invalid.
I mpl enent ati ons MUST NOT interpret a Revocation of a Revocation as
a restoration.

* Non-composable with itself: a Revocation conposite MJST NOT be
used as the operand of another Revocation. |nplenentations MJST
reject such nesting.

* Interaction with Inplication: if the antecedent of an Inplication
is revoked, the Inplication conposite becones invalid. Verifiers
MUST check for Revocation of each conponent C ai m before accepting
a conposite that depends on it.

.3. JCS Preinage Rule

The conposite preinmage object for A is:
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{
"operator": "revocation",
"target _hash": "<JCS Prei mage Hash of source C ai mA>",
"reason": "<human-readabl e or nachi ne-readabl e reason string>",
"revoked_at": <integer Unix tinestanp>,
"issued at": <integer Unix tinestanp>

}

The revoked_at MJST be |l ess than or equal to issued_at. A Revocation
conposite whose revoked at is in the future MJST be rejected.

A verifier checking whether a Claimis revoked MIST query a
revocation registry or the retained nanifest store for any Revocation
composite whose target_hash matches the Caims JCS Prei nage Hash.

If such a conposite exists and is itself valid (well-formed preinmage,
i ssued by an authorised revoker), the source CaimMJIST be treated as
invalid regardless of its own expiry or proof validity.

The identity of the authorised revoker is out of scope for this
docunent; receipt formats and depl oyments MJIST specify the revoker
identity and authority chain in their operational docunentation

Sane- Subj ect Prei mage Di scipline
1. Ceneric Invariant

The VPSF C ai m Al gebra i nposes a subject alignnent requirenment on

bi nary operators (Conjunction, Inplication, Revocation) by default:
the two operand C ai ne MJST share the sane subject value (as defined
in Section 2.1) unless the operator invocation explicitly declares a
subj ect overri de.

The rationale for this default is that conposing C ains from
different principals without explicit subject disclosure creates
conposites whose validity surface is larger than intended. A
Conjunction of a SettlenentReceipt fromprincipal Awth a

Del egationGrant fromprincipal B is semantically anbi guous unless the
composite explicitly binds the two subjects.

2. Strict vs Rel axed Enforcenent
I mpl enent ati ons MAY enforce subject alignnent in one of two nodes:
Strict node: The inplenentation MIST reject any operator invocation
where the operand O ains do not share the sanme subject value. No

subj ect override is permtted. This is the RECOWENDED node for
conpliance-critical deploynents.
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Rel axed node: The inplenentati on MAY accept operator invocations
over Clains with different subject values, provided the conposite
prei mage i ncludes a subject_disclosure field that explicitly lists
all distinct subjects present in the conposition

"operator": "conjunction",
"left": "<JCS Preimage Hash of A>",
"right": "<JCS Prei mage Hash of B>",
"subj ect _disclosure": {
"l eft _subject": "<subject of A",
"right_subject": "<subject of B>"
}
"issued_at": <integer Unix tinestanp>

}

A verifier receiving a conposite with subject _disclosure MJST verify
that the declared subjects nmatch the resol ved operand Clains. A
conmposite that omits subject _disclosure when the operand subjects
differ MUST be rejected in both strict and rel axed node.

5.3. Aggregation Subject Handling

For Aggregation (), a honmbgeneous nulti-principal aggregate (where
all operands share the same subject) omits subject_disclosure. A
het er ogeneous aggregate (operands fromdifferent principals) MJST
include a subjects array in the conposite preimge:

{
"operator": "aggregation",
"operands": ["<hashl>", "<hash2>"],
"currency": "USDC',
"total anount”: 500,
"operand_count": 2,
"subj ects": ["<subject of hashl>", "<subject of hash2>"],
"issued at": <integer Unix tinestanp>
}

The subjects array MJUST be ordered to match the operands array.
I npl enentors are RECOVMENDED to avoi d het erogeneous aggregati on when
a strict conpliance context requires single-principal attestation.

6. Conpatibility with Receipt Formats and FSM
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6.1. Relationship to Lifecycle FSM

The VPSF Cl ai m Al gebra operates at a | ayer above the Lifecycle FSM
defined in [LI FECYCLE-FSM. The FSM defines how Paynent C ains
transition between states; the al gebra defines how ains in any
state may be conposed into hi gher-order conditions. The two
specifications are conpl enentary and MJST NOT be confl at ed.

Speci fically:

* The Revocation operator (1) at the algebra layer and the
RefundClaimlifecycle state at the FSM | ayer address different
concerns. RefundCaimis a first-class lifecycle transition that
produces a new Paynent Claimrecorded by the facilitator.
Revocation is a grammar-|layer assertion that an existing Caimis
no longer authoritative, w thout necessarily producing a new FSM
state. Inplenentations that map Refundd ains to Revocation
conposites MJST docunent the mapping explicitly.

* The Inplication operator (—) and the FSM bounded-authority
transition from Del egati onG ant to PaymentIntent are rel ated but
distinct. The FSMtransition records that a Paynentlntent was
spawned under a Del egati onGrant; the Inplication conposite
expresses this relationship as a verifiable gramar statenent.
Both SHOULD be present in a conformant inplenentation for full
auditability.

Any receipt format that inplenents the JCS canonical preinmge
discipline defined in [LIFECYCLE-FSM is eligible to serve as the
substrate for VPSF conposition. The al gebra does not inpose

addi tional requirenents on the proof field of conponent C ains beyond
those of the FSM

6.2. Relationship to STARK Recei pt For mat

The x402 STARK Recei pt Format Extension [ STARK-RRECEIPTS] is the first
ref erence inpl enentati on of VPSF conposition on a specific settlenent
| ayer (Starknet, using the Stwo Circle STARK prover [STW] ). The
chai n-agnostic invariant (see Section 3.3) ensures that the operator
semantics in this docunent are not specific to that inplenentation.
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I mpl ement ati ons based on [ STARK- RECEI PTS] MAY use STARK proofs as the
proof field in conposite Clains. |In this case, the conposite

prei mage hash and the STARK proof over it constitute a doubly-
grounded conposite: the preinmage discipline provides chai n-agnostic
portability; the STARK proof provides post-quantum soundness.

Neither property is required by this docunent for conformance; both
are OPTI ONAL enhancenents. Confornmance vectors for the reference

St arknet adapter are published in [ VAUBAN- STARK- 3 ST] .

6.3. Qperator Precedence

When multiple operators are applied in a single expression,
i mpl ement ati ons MJST respect the followi ng precedence order (highest
to | owest):

1. Selective Disclosure (): applied innernost; nodifies a single
Claimbefore it is used as an operand.

2. Revocation (—): applied next; marks a Caimas revoked before
composi tion.

3. Conjunction (A): evaluated before Inplication
4. Aggregation (): evaluated before Inplication

5. Inmplication (—): evaluated last; the antecedent is always a fully
composed expression.

| npl enent ati ons MAY override this order by using explicit

parent hesisation in their serialised conposite prei mage structure. A
conmposite preinage that encodes an Inplication as an operand of a
Conj unction is unanbi guous regardl ess of default precedence.

7. Security Considerations
7.1. Preimage Collision and Second-Prei mage Resistance

The JCS Prei mage Hash is conputed as SHA-256 over the UTF-8 encoding
of the JCS canonical formof the conposite preinmage object. The
security of the conposition chain depends on the second- prei mage
resi stance of SHA-256. An adversary who can construct a different
conposite preinmage object with the same hash could substitute a
fraudul ent conposite for a genui ne one.

Mtigation: SHA-256 provides 128-bit second-prei mage resistance,

whi ch is considered adequate for payment recei pt conposability as of
2026. I nplenentations operating in environments where higher
resistance is required (for exanple, post-quantumthreat nopdels)
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SHOULD use SHA- 3-256 or SHAKE-256 as an alternative hash function,
and MJST docurent the substitution in the conposite preinmage with an
explicit hash_alg field.

7.2. Subject Confusion Attacks

A subj ect confusion attack occurs when an adversary presents a
composite O ai m whose operands belong to different principals,

wi t hout declaring the subject split via subject_disclosure. The
verifier, not detecting the msmatch, treats the conposite as a
singl e-principal attestation.

Mtigation: the subject alignment requirement in Section 5 is the
primary defence. Verifiers MJST inplenent subject field resolution
and conparison for all binary operators. Deploynents in strict
conpliance contexts SHOULD use strict node to prevent rel axed-node
abuse.

7.3. Replay of Conposite Preinmages

A composite preinmage hash is determnistic: the sane set of conponent
Clains, the sane operator, and the sane issued_at tinmestanp al ways
produce the sane conposite hash. An adversary who obtains a valid
conposite preimage hash for an expired aimcan replay it if the
verifier does not check expiry on the conmponent C ains.

Mtigation: verifiers MIST resol ve and validate each conponent Cl aim
i ndividually, including expiry checks, before accepting a conposite.
The issued at field in the conposite preinmage binds the conposition
to a specific instant; verifiers MAY inpose a nmaxi num age on
conposite prei nages (RECOWENDED: 30 seconds for real-tine paynent
flows, 30 days for audit-trail conposites).

7.4. Revocation Race Conditions

Bet ween the instant a Revocation conposite is issued and the instant
it propagates to all verifiers, the revoked C aimnmay be accepted by
a verifier that has not yet received the Revocation. This w ndow
creates a race condition exploitable by an adversary who obtains a
revoked Del egati onGant and uses it to spawn Paynentlntents before
the Revocation propagates.
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M tigation: inplementations SHOULD use a revocation registry with a
propagati on SLA shorter than the m ni mum paynent processing tine in
the depl oynment. For hi gh-frequency paynent pipelines, the
RECOMVENDED approach is to enbed a revocation epoch counter in each
Del egati onGrant and require that Paynentlntents spawned under the
grant carry a reference to the epoch at which the grant was | ast
confirmed valid. Facilitators MJST reject Paynmentlntents referencing
an epoch ol der than the current revocati on epoch.

7.5. Selective Disclosure Linkability

When sel ective disclosure conposites are produced fromthe sane
source Claimbut with different field subsets, the source_hash field
in each conposite is identical. An observer holding two sel ective
di scl osure conposites for the same source C aimcan determ ne that
they derive fromthe same Caim even w thout knowi ng the withheld
fields.

Mtigation: inplementations for which source Claimlinkability is a
privacy concern SHOULD use a claimlevel nullifier or blinding factor
derived fromthe source Cdains canonical preinmge. The blinding
schene is out of scope for this docunment; receipt formats

i mpl ementi ng unlinkabl e sel ective di sclosure MJST docunent their
mechani sm

8. | ANA Consi der ati ons

Thi s docunent has no | ANA actions. The conposition operators defined
in this docunent are identified by string tokens within the VPSF
conposite preimage schema and do not require | ANA registration

Ext ensi ons that introduce additional operators SHOULD publish an
Internet-Draft registering the new operator tokens in a to-be-defined
VPSF Operator Registry; this document does not create that registry.
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Known Adopters and Reference |npl enmentations

Thi s appendi x docunments reference inplenmentations and adopters of
this specification confirnmed at the tinme of publication. The list is
informati onal and will be updated in subsequent revisions as

addi tional inplenmentations are reported.

Primary Maintai ner

Vauban Pay (https://pay.vauban.tech) maintains the reference VPSF

Cl ai m Al gebra specification, the published confornance vectors
(https://github. com vauban- or g/ x402- st ar k- r ecei pt s- conf or mance), and
the reference inplenentations |isted below The five algebraic
operators (conjunction, inplication, aggregation, selective

di scl osure, revocation) are exercised across the published

conf ormance vector suite.

Ref erence | nplenentation Matrix

The conformance vector suite maintains an 8-inplenmentation reference
matrix : Python (rfc8785@.1.4 by Trail of Bits), JavaScri pt
(canonicalize@.0.0 by Erdtrman and Rundgren), Go (gowebpki/jcs
v1l.0.1), Java (cyberphone/json-canonicalization RFC 8785 reference),
Rust (serde_jcs 0.2.0 via vauban-x402-jcs-conformance), PHP/ Ruby/ C#
(pure-stdlib reference runners). The first five are validated byte-
for-byte ; the last three are published as reference runners pendi ng
Cl execution. Detailed validation status is docunented in
_attestations/2026-05-25-vauban-8-i npl -extended. nd in the conformance
vectors repository.

The published Vauban Pay packages across 3 ecosystens : vauban-x402-
j cs-conformance@. 1. 0, vauban-x402-canoni cal @. 1. 0, vauban-
x402-wire@. 1.0 on crates.io ; vauban-x402-stark-receipt@. 1.0 on
PyPl ; @auban-pay/substrate@. 1.0 on npm

Adoption Process

I mpl enenters SHOULD notify the | ETF contact at research@auban.tech
when adopting this specification in production. Adoption
notifications include the production endpoint or product identifier,
the VPSF operators inplenented, the sanme-subject invariant
enforcenment strategy, and the contact for follow on coordination
Reported adopters will be listed in the next revision of this
appendi x followi ng a verification step agai nst the conformance vector
mat ri X.
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