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Abst r act

The x402 receipt-format extension defined in [ STARK- RECEI PTS] and the
lifecycle finite state nmachi ne defined in [LI FECYCLE-FSM specify
crypt ographi ¢ evidence for x402 V2 paynent events as off-chain
verifiable artefacts. Neither docunent specifies how a settl enent
receipt is pronmoted to on-chain finality, nor how an i ndependent
auditor verifies that pronotion without contacting the originating
facilitator.

Thi s docunent defines the Starknet on-chain anchor format for x402 V2
paynment settlements. The anchor consists of a Starknet event emtted
by a conformng Cairo contract, identified by a canonical tuple of
chain identifier, transaction hash, event index, and optional bl ock
nunber. A reference inplenmentation, PaynmentDenoEnitter, is deployed
on Starknet Sepolia at

0x044dd87a94a801cf 775d4c5e4b6703102d4e97e1cd1d0a8879341219ae4f 19f f
and is inspectable via the Voyager bl ock explorer. The docunment also
speci fies an RPC endpoi nt convention, grounded in the Starknet JSON
RPC specification, that any conpliant node inplenentation satisfies;

t he Vauban Pay reference endpoints are cited as one such

i mpl erentation. This anchor specification is one instantiation of a
chai n-agnosti c anchoring pattern; the protocol contract is designed
to accommodate future per-chain adapter specifications that satisfy
the sane structural requirenents

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The x402 protocol ([X402-V2]) defines HITP-native paynent flows using
three messages: PAYMENT- REQUI RED (402 response), PAYMENT-SI GNATURE
(client request), and PAYMENT- RESPONSE (facilitator confirmation).
The PAYMENT- RESPONSE currently carries a facilitator-issued receipt
of settlenent, including in the stark-vauban-pay-vl variant a Stwo
Circle STARK proof of paynent conditions as defined in

[ STARK- RECEI PTS]. These artefacts are verifiable off-chain against
the facilitator’s public paraneters. However, they do not provide
on-chain finality: an auditor checking a retained receipt at a future
date cannot verify, without the facilitator’s cooperation, that the
settlenent was submitted to a public | edger and achi eved canoni ca
confirmation at a specific block height. Of-VM evidence al one does
not close this gap for regulatory frameworks such as MCA Art. 76
(settlenent record-keeping), which contenplate settlenent records
that can be validated agai nst an external source of truth.

The Starknet bl ockchain provides such a source of truth. Starknet’s
STARK- based proof system ([ STARKNET- DOCS]) produces validity proofs
over all state transitions, including event em ssion. An event
emtted by a Cairo contract at block Nis covered by the STARK proof
for that block’s state update. An auditor with access to a Starknet
full node can verify the event’s inclusion in the canonical chain
state without contacting the facilitator. This property, unavail able
to off-chain receipts alone, constitutes the finality guarantee that
cl oses the of f-VM gap

Thi s docunent specifies the on-chain anchor format for x402 V2
settlenents on Starknet. |t defines the canonical anchor tuple, the
Cairo event |ayout a conformng emtter MJST produce, an RPC endpoi nt
convention grounded in the Starknet JSON-RPC specification, the block
expl orer canonical reference (Voyager), and the conpatibility rules
wi th [ STARK- RECEI PTS] and [LI FECYCLE-FSM . The specification is
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witten as one instantiation of a chain-agnostic anchoring pattern
The structural requirenents (anchor tuple, event |ayout, per-chain
adapter registration) are expressed in terns general enough to
acconmodat e future anchor specifications for other |edger systens.
Thi s docunent MUST NOT be read as asserting that Starknet is the only
valid anchor chain; it is the first reference inplenmentation

Thi s docunent is an |Independent Submission. It is not the product of
an | ETF Working Group. It is published for conmunity review and to
establish a stable reference for inplenentors.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Term nol ogy

Anchor: An on-chain record that conmits a paynent settlenent to a
public | edger. An anchor is identified by a canonical anchor
tuple (Section 4) and is verifiable by any party with read access
to the chain.

Cairo contract: A smart contract witten in the Cairo | anguage and
depl oyed on Starknet ([ STARKNET-DOCS]). For the purposes of this
docunent, a Cairo contract is a conformng emtter if it satisfies
the settlenment event |ayout defined in Section 4. 2.

Chain identifier: A string token unanbi guously identifying the
target bl ockchain and network. For Starknet nmainnet the value is
"SN MAIN'; for Starknet Sepolia testnet the value is "SN SEPCLI A"
Addi tional val ues MAY be registered by future per-chain adapter
speci fications.

felt252: A field elenent in the Stark field, a prime field of order
approxi mately 27251.6. Starknet addresses, transaction hashes,
and event keys are represented as felt252 values. Felt252 val ues
are encoded as Ox-prefixed | owercase hexadeci mal strings of at
nmost 64 hex characters when serialised to JSON

Transaction hash: A felt252 identifier assigned by the Starknet
sequencer to a submitted transaction. Used as the primary | ookup
key for event retrieval via the Starknet JSON- RPC specification

Event index: A zero-based integer identifying a specific event
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within a transaction’s event list. Wen a single transaction
emts nultiple events, the event index disanbiguates the
settlenent event from other events in the same transaction

The hei ght of the block in which the transaction was

Bl ock nunber:
i ncluded. A block nunber of zero is not valid as a finality
reference; only bl ocks beyond the sequencer’s reorg-safety w ndow

carry canonical finality.

RPC endpoint: A network endpoint inplenenting the Starknet JSON-RPC

specification ([ STARKNET-DOCS]). Any conformant full node
i mpl ement ati on, such as Pathfinder ([PATHFINDER]), satisfies the

endpoi nt requirenments of Section 5.

Conforming emtter: A Cairo contract that satisfies the settlenent
event |ayout defined in Section 4.2 and emts that event for each

settled paynent.
4. Starknet Anchor For mat

4.1. Canonical Anchor Tuple

A Starknet on-chain anchor is represented by the foll ow ng JSON

obj ect:
{
"chai n_i d": "<string>",
"t x_hash": "<felt252-hex-string>",
"event i ndex": <uint>,
"bl ock_nunber": <uint>,
"Kind": "<string>"
}

The fields are defined as foll ows:

Resear ch Expi res 26 Novenber 2026 [ Page 5]



I nternet-Draft x402- st ar knet - anchor May 2026

+
I
+
chain_id string | REQU RED | Chain and network |
| | identifier. MJST be one of
| | "SN_MAIN' or "SN SEPCLI A" |
| | for Starknet, or a |
| | registered value froma |
| | future per-chain adapter |
| | specification. Case- |
| | sensitive. |

| Felt252 transaction hash, |
| encoded as a Ox-prefixed |
| | owercase hexadeci mal |
| string. MJST be 66 |
| characters in length (2 hex |
| chars per byte, 32 bytes, |
| plus "Ox" prefix). |

| Zero-based index of the |
| settlenent event within the |
| transaction’s event list. |
| If the transaction enits |
| only one event, event_index

| MUST be 0. |

| Block height at which the |
| transaction was included. |
| When present, the verifier |
| SHOULD use this value to |
| confirmthat the transaction

| was included in the expected

| block before extracting the |
| event. A value of 0 MUST be |
| treated as absent. |

| kind | string | REQURED | Semantic type of the |
| | | | anchored paynent claim |
| | | | MJST be one of "settlenent", |
| | | | "refund", or "del egation", |
| | | | corresponding to the FSM |
I I I | states defined in |
| | | | [LI FECYCLE- FSM . |
o e e - Fomm oo TS o e e e e e e e e e o +
Table 1
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An anchor object MJST be transmitted as a JSON val ue ([ RFC8785]
compliant) when enbedded in an x402 extension field or in an audit
mani fest. CBOR encodi ng of the anchor tuple is out of scope for this
docunent .

The anchor object SHOULD be included in the PAYMENT- RESPONSE as an
extension field when the facilitator has confirned on-chain
subm ssi on:

{
"extensions": {
"starknet-anchor": {
"info": {
"chain_id": "SN_SEPQOLI A"
"tx_hash": "0x044dd87a94a8. .. 19ff ",
"event _i ndex": O,
"bl ock_nunber": 712483,
"Kki nd": "settl ement"”
}
}
}
}

When the bl ock _nunber is not yet known at the tinme the PAYMENT-
RESPONSE is enmitted (for exanple, because the transaction was
submitted but not yet included in a block), the facilitator SHOULD
omt block_nunber rather than emt O or a speculative value. A
verifier receiving an anchor wi thout bl ock nunber MJUST perform an

i ndependent bl ock | ookup via the RPC endpoi nt convention (Section 5)
before asserting bl ock-confirmed finality.

4.2. Settlenment Event Layout
A conformng emtter MJUST emt a Starknet event for each settled
paynent. The event MJST conformto the follow ng | ayout, expressed
in terms of the Starknet event data nodel ([ STARKNET-DOCS]):

*Keys array* (indexed fields, usable in event filters):
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+ + +

I I I

d+============ d+========= +

keys[0] | Event type | felt252 | A selector uniquely |
| selector | | identifying the event type |
| | | within the contract’s ABI. |
| | | MUST be the Starknet |
| | | selector for the event name |
| | | "Payment Settled" or an |
| | | equival ent nanme docunent ed |
I I I I

in the emtter’ s ABI

The felt252-nmasked SHA- 256
di gest of the JCS canonica
prei mage of the paynent
action reference, as defined

action_ref | |
I I
| |
| in [ STARK- RECEI PTS] |
I I
I I
I I
| |

di gest

Section on felt252 encodi ng.
The maski ng operation is:
hash_felt 252 = sha256_bi gi nt
& ((1 << 251) - 1).

Tabl e 2

*Data array* (non-indexed payl oad):
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Anchor ki nd
di scri m nant

A felt252 encoding of the |
kind string. The canoni cal

encoding is: Ox1 for |
"settlement”, Ox2 for |
"refund", 0x3 for |
"del egation”. |

| data[l] | paynent _hash | felt252 | Low 251 bits of the SHA-256
| | lTowbits | | payment hash, nasked
| | | | identically to keys[1]. |

| MUST be OxO in this version.

| Future versions of this |
| specification MAY assign a

| neaning to this field. |
| Verifiers MJUST NOT reject an |
| anchor whose data[2] is non-

| zero; they MJST treat it as
| an opaque reserved field. |

Table 3

The felt252 masking operation applied to both keys[1l] and data[l] is
the sane determnistic truncation specified in [ STARK- RECEI PTS]: the
SHA- 256 out put (interpreted as a 256-bit unsigned integer, big-
endian) is AND-ed with (1 << 251) - 1. The result is the canonica
on-chain representation. Verifiers MJST apply this mask consistently
when conputing the expected on-chain value froma locally-held

SHA- 256 di gest.

4.3. Reference |Inplenentation: Paynent DenpEmitter

The Payment DenoEmitter contract, deployed on Starknet Sepolia, is the
reference conformng emitter for this specification. |Its deploynent
address is:

0x044dd87a94a801cf 775d4c5e4b6703102d4e97e1cd1d0a8879341219ae4f 19f f

The contract emts one Paynment Settled event per conpleted settlenent
call. The event | ayout matches Section 4.2 exactly: keys[O] holds
the selector for PaynmentSettled, keys[1l] holds the felt252-masked
action_ref digest, data[0] holds the kind discrimnant 0x1
(settlenent), and data[1l] hol ds the nasked paynent hash
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The contract source and ABI are mmintained in the Vauban Pay public
conformance repository ([ VAUBAN-DEMJ ). Any inplenentation clainng
conformance to this specification SHOULD test agai nst the

Payment DenoEmi tter ABI as the canonical reference. The contract MJST
NOT be used as a production paynent processor; it is a conformance
reference and denonstration surface.

Transaction history for PaynentDenoEmitter is inspectable via the
Voyager bl ock explorer at:

https://sepolia.voyager.online/contract/0x044dd87a94a801cf 775d4c5e4b6703102d4e97elcd1d0a8
879341219ae4f 19f f

The Voyager bl ock explorer is the canonical visual audit surface for
St arknet events on both Sepolia and mainnet. See Section 6 for the
nornmati ve bl ock-explorer reference.

5. RPC Endpoi nt Convention
5.1. Protocol Requirenent

Any Starknet RPC endpoint used for anchor verification MJUST i npl enent
the Starknet JSONRPC specification as published at [ STARKNET- DOCS] .
The specific methods required by this specification are:

* starknet_get Transacti onByHash: retrieves the transaction
associated with a given transaction hash, including the
transaction’s bl ock reference.

* starknet _get Transacti onReceipt: retrieves the receipt for a given
transaction, including the ordered list of emitted events and the
bl ock nunmber in which the transaction was incl uded.

* starknet _get Bl ockWt hTxHashes: retrieves a bl ock header by bl ock
nunber, enabling independent verification that the transaction’s
bl ock number mat ches the anchor tuple.

Endpoi nts MAY support additional Starknet JSON-RPC met hods; this
specification requires only the three |isted above for anchor
verification purposes.

A verifier MJUST subnit the starknet getTransacti onRecei pt request to
the configured RPC endpoint, extract the event at position

event _index fromthe response’s events array, and conpare keys[1]
against the locally conputed felt252-masked action_ref value. A

mat ch confirns that the payment action reference is anchored on-chain
in the specified transaction
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5.2. Endpoi nt Authentication

The Starknet JSON-RPC specification does not mandate a specific

aut henti cati on mechanism Endpoint inplenentations MAY apply

aut hentication controls (for exanple, APl keys, QAuth 2.1, or nutual
TLS). The authentication nechanismis an inplenentation detail of
the endpoint operator and is not visible to this protoco

speci fication.

Verifiers SHOULD use endpoints operated by parties they trust or
operate thenselves. Verifiers MJST NOT transmt proof material or
paynent credentials as part of RPC requests; the RPCinterface is
read-only for the purposes of anchor verification.

5.3. Vauban Pay Reference Endpoints
The Vauban Pay reference inplenentation operates two Starknet ful
node RPC endpoi nts (Pathfinder, [PATHFINDER]) that inplenent the
St arknet JSON- RPC specification
*Starknet Sepolia (testnet):*
https://sepolia.rpc.vauban.tech/rpc/v0_10

Thi s endpoint inplements Starknet JSON-RPC spec version 0.10.2 and is
used by the Paynent DemoEnitter conformance surface (Section 4.3).

*St arknet mai nnet : *
https://rpc. vauban. tech/rpc/v0_10

Thi s endpoi nt inplenents Starknet JSON-RPC spec version 0.10.2 and is
the production mai nnet reference.

The /rpc/v0_10 path suffix selects the spec v0.10.2 response schena.
Bot h endpoints al so expose /rpc/v0_8 and /rpc/v0_9 paths for ol der
client conpatibility. New inplenentations SHOULD use /rpc/v0_10.

These endpoints are cited as one conformant inplementation of the

St arknet JSON-RPC specification. |nplenmentors who operate their own
Starknet full nodes, or who use endpoints operated by other trusted
parties, satisfy the RPC endpoint convention of Section 5.1 without
requiring access to the Vauban Pay endpoints. This specification
does not nandate use of any specific endpoi nt operator.
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6

6

https://sepolia.voyager.online/contract/0x044dd87a94a801cf 775d4c5e4b6703102d4e97elcd1d0a8

1.

Bl ock Expl orer Canonical Reference

Voyager as Audit Surface
The Voyager bl ock explorer ([VOYAGER]) is the canonical hunman-
readabl e audit surface for Starknet mainnet and Starknet Sepolia
events. Inplenentations SHOULD i ncl ude a Voyager transaction URL in
their audit subm ssions to provide auditors with a point-and-click
verification path that does not require operating a full node.
The canonical URL patterns are:
*Starknet mai nnet : *
https://voyager. online/tx/<tx_hash>
*St ar knet Sepolia:*

https://sepolia.voyager.online/tx/<tx_hash>

VWhere <tx_hash> is the Ox-prefixed | owercase hexadeci mal felt252
transaction hash fromthe anchor tuple (Section 4.1).

For contract-level browsing (all historical events for a conform ng
emtter):

*Starknet Sepolia reference inplenmentation:*

879341219ae4f 19f f

6

2

Inclusion in Audit Subm ssions

Facilitators submtting paynent settlenent evidence under regul atory
audit obligations (for exanple, MCA Art. 76 or EU Al Act Art. 12)
SHOULD i ncl ude a Voyager URL for each on-chain anchor in their audit
package. The Voyager URL is a suppl enmentary human-readabl e
reference; the authoritative anchor evidence is the anchor tuple
(Section 4.1) and the RPC-verifiable event (Section 5).

An audit package that includes a Voyager URL but whose anchor tuple
produces a verification failure via the Starknet JSON- RPC MJST be
treated as invalid regardl ess of the Voyager URL's visual output.
The Voyager URL is a convenience; the RPC verification is the
normati ve check
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I mpl enent ati ons MJUST NOT cite any bl ock explorer other than Voyager
as the canonical visual audit surface for Starknet. Oher explorers
MAY be used for operational debugging but MJST NOT appear as the
canoni cal reference in audit subm ssions or specification texts.

7. Conpatibility with FSM and Recei pt For nat
7.1. Relationship to STARK- RECEI PTS

The anchor format defined in this document is conplenentary to, and
not a replacenment for, the stark-vauban-pay-vl receipt fornmat defined
in [ STARK- RECEI PTS]. The receipt format specifies the off-VM

crypt ographi c evidence (Stwo Circle STARK proof, felt252 encodi ng of
action_ref). The anchor format specified in this document specifies
the on-chain event record that confirns the settlenent was submtted
to and accepted by the Starknet state mmachine.

The two artefacts share the action_ref binding. The receipt’s
keys[1] on-chain value is the same felt252-nmasked SHA-256 di gest of
the JCS canonical preimage as the receipt’s action_ref field (after
appl ying the mask defined in [ STARK- RECEI PTS]). A verifier holding
bot h a stark-vauban-pay-vl recei pt and a Starknet anchor MAY confirm
that they refer to the sane paynent by conputi ng:

expect ed_keys_1 = SHA-256(action_ref_preinmage) & ((1 << 251) - 1)

and verifying that expected_keys_1 equals the keys[1l] field of the
on-chain event at the position identified by the anchor tuple.

The recei pt al one provides post-quantum sound, offline-verifiable
proof of paynent conditions. The anchor al one provi des on-chain
finality confirmation. Together, they constitute a conplete

regul ator-grade settlenent record: the STARK recei pt proves that the
paynent conditions were satisfied; the anchor proves that the
settlenent was conmitted to a public | edger at a specific block

7.2. Relationship to LI FECYCLE- FSM

The kind field of the anchor tuple (Section 4.1) maps directly to the
lifecycle states defined in [ LI FECYCLE- FSM :
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The anchor records the on- |
chain confirmation of a |
Payment I ntent transitioning |
to Settl enent Recei pt. |

| The anchor records the on- |
| chain confirmation of a |
| Settl enent Recei pt |
| transitioning to RefundC aim |

| "del egation" | Del egati onG ant | The anchor records the on- |
| | | chain conmtnent of a |
| | | Del egati onG ant scope. |

Table 4

A verifier perform ng FSM chain reconstruction ([LI FECYCLE- FSM
Section on Chain Reconstruction Al gorithm MAY use on-chain anchors
as an additional source of truth for original _paynment ref |inkage.
When an anchor is present, the verifier SHOULD confirmthat the on-
chain event’s data[l] (paynent_hash masked) is consistent with the
paynment _hash in the retained of f-VM Settl ement Recei pt before
accepting the FSM chain as valid.

7.3. Per-Chain Adapter Pattern

Thi s docunent specifies the Starknet instantiation of a chain-
agnostic anchoring pattern. The structural requirenents conmon to
all per-chain instantiations are:

1. A canonical anchor tuple that uniquely identifies an on-chain
record. The tuple MJUST include at minimum a chain identifier, a
transaction reference, and a position or index within that
transacti on.

2. A settlenent event |ayout that encodes action_ref (or an
equi val ent work-recei pt binding digest) and a kind discrin nant
in the on-chain record.

3.  An RPC endpoi nt convention grounded in the target chain’s
publ i shed JSON-RPC or equival ent read interface.

4. A canonical block explorer reference for hunman-readabl e audit
submi ssi ons.
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Future per-chain adapter specifications (for exanple, for EVM
compati bl e chains or other UTXO or account-based | edgers) MJST
address all four structural requirenents and SHOULD cross-reference
this docunment as the pattern origin. They MJST NOT reuse the

"SN MAIN' or "SN SEPOLI A" chain identifier values; per-chain adapters
MUST register distinct chain identifier val ues.

8. Security Considerations
8.1. RPC Endpoint Authenticity

An anchor verification that relies on a network RPC endpoint is
subject to man-in-the-mddle attack if the transport is not

aut henticated. An adversary that controls the network path between
the verifier and the RPC endpoint may return fabricated event data,
causing the verifier to falsely confirman anchor that was never
conmmtted to the canonical chain.

Mtigation: verifiers MJST use TLS-authenticated RPC endpoi nts.
Verifiers SHOULD prefer endpoints they operate thensel ves or whose
TLS certificate chain they have independently pinned. Verifiers MJST
NOT accept RPC responses over unencrypted HITP for anchor
verification purposes.

8.2. Block Explorer Spoofing

A Voyager URL included in an audit submi ssion is a supplenentary
human-r eadabl e conveni ence. An adversary controlling a domain
simlar to voyager.online or sepolia.voyager.online nmay display
fabricated transaction data. Auditors relying solely on a browser
visit to a Voyager URL, wi thout independently verifying the anchor
tuple via the Starknet JSON-RPC, cannot distinguish canonical chain
data from spoof ed presentation

Mtigation: the normative audit check is the anchor tuple
verification via the Starknet JSON-RPC, not the Voyager URL. Audit
framewor ks MJUST perform RPC verification as the authoritative step
Voyager URLs are RECOMMENDED as a suppl enentary aid for human
reviewers; they MJUST NOT be the sole verification artefact.

8.3. Event Collision and Sel ector Anbiguity

If two Cairo contracts deployed at different addresses enit events
with the sane keys[0] selector and the same keys[1l] digest, a
verifier that does not check the emtting contract address may accept
the wong anchor. This is especially relevant when a chain hosts
multiple conforming emtters.
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Mtigation: verifiers MJST validate that the event was enitted by the
expected contract address. The anchor tuple (Section 4.1) identifies
the transaction but not the emtting contract; verifiers MJST cross-
reference the events[i].fromaddress field in the
starknet _get Transacti onRecei pt response agai nst the known emtter
address before accepting the event as a valid anchor. Conform ng
emtters MIUST be registered in an inplenmentation-controlled list;
events fromunregistered emtters MIST be rejected.

8.4. Chain Reorganisation and Finality W ndow

Starknet bl ocks achieve L2 finality when their state update is proven
and posted to the Ethereum L1 settlement layer. Prior to L1
finalisation, a block may in principle be reorgani sed (though
Starknet’s sequencer design nakes deep reorgs highly inprobable). A
verifier that confirnms a Starknet anchor at a block that has not yet
reached L1 finality accepts a non-final commtnent.

Mtigation: for settlenment records that require finality guarantees
under regul atory franmeworks, verifiers SHOULD wait for the Starknet
bl ock’s state update to be confirned on Ethereum L1 before treating
the anchor as final. The Starknet JSON- RPC exposes bl ock status
fields that allow verifiers to distinguish pending, accepted-on-L2,
and accepted-on-L1 states ([ STARKNET-DOCS]). Verifiers MJUST NOT
treat a pending or L2-only block as providing the sane finality
guarantee as an L1-confirnmed bl ock. For non-regul atory use cases
(for example, |lowvalue instant paynments), L2 acceptance MAY be
sufficient; inplenentations MJST docunent their chosen finality

t hr eshol d.

8.5. Chain ldentifier Confusion

An anchor tuple carrying chain_id: "SN SEPOLI A" references a testnet
where tokens have no economic value. A verifier that does not
validate the chain_id field against its expected depl oynent

envi ronment nmay accept a testnet anchor as proof of mainnet

settl enent.

Mtigation: verifiers MIST reject anchors whose chain_id does not
mat ch the depl oynent environnent they are configured to verify.
Producti on paynent processors MJST be configured to accept only
chain_id: "SN_MAIN'. Test environnents that accept chain_id:
"SN_SEPOLI A" MJST be segregated from production verification

pi pelines. The facilitator MJST include the chain_id in the anchor
tuple; a mssing chain_id MIST be treated as a mal forned anchor and
MUST be rej ect ed.
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9. | ANA Consi derations

Thi s docunent defines no new | ANA registries. The chain identifier
val ues "SN MAIN' and "SN SEPCLI A" defined in Section 4.1 are not

| ANA-regi stered tokens; they are Starknet-native identifiers as
docunent ed i n [ STARKNET- DOCS] .

The kind discrimnant values ("settlenent”, "refund", "delegation")
defined in Section 4.1 derive fromthe |lifecycle state names of
[ LI FECYCLE-FSM ; they do not require separate | ANA registration.

Future per-chain adapter specifications that introduce new chain_id
val ues SHOULD define a registration mechanismw thin the x402
Foundation’s registry structure (as established by [ STARK- RECEI PTS])
rat her than reserving those val ues through | ANA
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Appendi x A, Anchor Verification A gorithm
The followi ng al gorithm sumarises the normative steps a verifier
MJST execute to confirmthat a Starknet on-chain anchor is valid and
consistent with a retained x402 settl enent receipt.

A 1. Inputs

* anchor: the anchor tuple object (Section 4.1) received fromthe
facilitator.
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action_ref _preimge: the JCS canonical preinage object (as defined
i n [ STARK- RECEI PTS]) whose SHA- 256 digest was bound to the
paynment .

expect ed_paynent hash: the SHA-256 paynment hash recorded in the
settl enent receipt.

em tter_address: the known-good address of the conform ng emtter
contract.

St eps

*Val i date chain_id*: confirm anchor.chain_id matches the
verifier’s configured depl oyment environment ("SN_MAIN' or
"SN SEPOLIA"). Reject if msmatch

*Retrieve transaction receipt*: submt
starknet get Transacti onRecei pt with anchor.tx_hash to the
configured RPC endpoint. |If the transaction is not found or
returns an error, reject the anchor.

*Validate emtter address*: confirmthat
recei pt. events[anchor. event i ndex].from address equal s
emitter_address. Reject if mismatch (Section 8.3).

*Val i date bl ock number* (if anchor. bl ock_nunber is present):
confirmreceipt. bl ock_nunmber equal s anchor. bl ock_nunber. Reject
i f msmatch.

*Conput e expected keys[1]*: apply the felt252 mask to the SHA-256
di gest of the action_ref preinmage:

sha256_out = SHA-256( UTF-8(JCS(action_ref _preimge)))
expected keys 1 = sha256 out_as bigint & ((1 << 251) - 1)

*Conpare keys[1]*: confirmthat

recei pt. events[anchor. event _i ndex] . keys[1] (interpreted as a Ox-
prefixed hex felt252) equals expected keys 1. Reject if

m smat ch.

*Conpare data[1l]* (optional cross-check): apply the same felt252
mask to expected paynent _hash and confirmit equals
recei pt. event s[anchor. event _i ndex] . data[ 1] .

*Val i dat e ki nd*: confirm anchor. ki nd matches the dat a[ 0]
discrimnant in the event (0Ox1 for "settlenent", 0x2 for
"refund", 0x3 for "del egation").
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9. *Check finality status*: retrieve the block status for
anchor. bl ock_number. Apply the finality threshold configured for
the verifier’'s use case (Section 8.4).

If all steps pass, the anchor is valid. The verifier MAY |l og the
Voyager URL as a supplenmentary audit trail (Section 6.2).

Appendi x B. Confornmance Checkli st
A facilitator claimng conformance to this specification MJST:

* Produce a well-formed anchor tuple (Section 4.1) for each
submitted settl enent.

* Include chain_id, tx_hash, event_index, and kind in every anchor
tupl e.

* Submt settlenment events froma conformng enmitter whose event
| ayout satisfies Section 4.2.

* Apply the felt252 mask consistently at both event em ssion tinme
and when conputing the expected keys[1] val ue.

* Include a Voyager URL in audit submi ssions when operating on
Starknet (Section 6).

* Not produce anchors with chain_id: "SN SEPOLIA" in production
paynent fl ows.

A verifier clainng conformance to this specification MJST

* Reject anchors whose chain_id does not match the configured
depl oynent environment .

* Validate the enitter contract address agai nst the known-good
em tter address before accepting an event as a valid anchor

* Apply the anchor verification algorithm (Appendix A) before
treating an anchor as confirmed.

* Distinguish pending, L2-accepted, and L1-accepted bl ock states and
apply the appropriate finality threshold for the use case.

* Reject anchors whose tx_hash is not found or whose event at
event _i ndex does not exist.

* Not treat a Voyager URL al one as sufficient proof of anchor
validity.
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Known Adopters and Reference |npl enmentations

Thi s appendi x docunments reference inplenmentations and adopters of
this specification confirnmed at the tinme of publication. The list is
informati onal and will be updated in subsequent revisions as

addi tional inplenmentations are reported.

Primary Maintai ner

Vauban Pay (https://pay.vauban.tech) naintains the reference Starknet

anchor specification and operates the |ive Paynent DenoEmitter

contract on Starknet Sepolia at

0x044dd87a94a801cf 775d4c5e4b6703102d4e97e1cd1d0a8879341219ae4f 19f f
(Voyager-verified at https://sepolia.voyager.online/
contract/0x044dd87a94a801cf 775d4c5e4b6703102d4e97e1cd1d0a8879341219ae4f 19ff).
The Starknet RPC reference endpoint is a self-hosted Pathfinder

validator at https://sepolia.rpc.vauban.tech/rpc/v0_10. The Vauban

Pay |ive denmponstration is at https://deno. pay. vauban.tech.

Ref erence | npl enentation Matrix

The conformance vector suite (https://github. com vauban-or g/ x402-
stark-recei pts-conformance) maintains an 8-inplenentation reference
mat ri x across Python, JavaScript, CGo, Java, Rust, PHP, Ruby, and C#
The first five are validated byte-for-byte agai nst upstream JCS RFC
8785 libraries ; the last three are published as pure-stdlib
reference runners pending Cl execution. Detailed validation status
is docunented in _attestations/2026-05-25-vauban-8-i npl - ext ended. nd
in the conformance vectors repository.

The published Vauban Pay packages across 3 ecosystens : vauban-x402-
j cs-conformance@. 1. 0, vauban-x402-canoni cal @. 1. 0, vauban-
x402-wire@. 1.0 on crates.io ; vauban-x402-stark-receipt@. 1.0 on
PyPl ; @auban-pay/substrate@. 1.0 on npm

Adoption Process

I mpl enenters SHOULD notify the | ETF contact at research@auban.tech
when adopting this specification in production. Adoption
notifications include the depl oyed enmitter contract address (with
chain identifier), the block explorer reference, the RPC endpoi nt
provenance (self-hosted versus third-party SaaS), and the contact for
foll ow-on coordi nation. Reported adopters will be listed in the next
revision of this appendix following a verification step against the
conf ormance vector matri x.

Aut hor’ s Addr ess
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Vauban Research

Vauban Resear ch

Emai | : research@auban. t ech
URI : htt ps:// pay. vauban. t ech
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