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Abst r act

Thi s docunent specifies a post-quantum cryptographic discipline for
x402 STARK receipts. The discipline applies on two layers : (a)
proof integrity via hash-based proving systens (the Stwo Circle STARK
MB1 reference inplementation), which are post-quantum sound under
standard cryptanal ytic assunptions, and (b) signature integrity via
the hybrid ES256K + M.- DSA- 65 dual -si gned recei pt variant
([FIPS204]). It maps the hybrid-pgc receipt variant of the x402
STARK Recei pt Format Extension ([ STARK-RECEIPTS]) to the NI ST PQC

m gration roadmap and to the EU el DAS 2.0, ANSSI, and BSI mgration
timelines for the 2025-2030 wi ndow. Reference runners are published
as the vauban-x402-j cs-conformance and vauban-x402-canoni cal Rust
crates. Conpani on docunments are [ STARK-RECEI PTS] (receipt format)
and [ VPSF- ALGEBRA] (conposability grammar).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 26 Novenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Cl assi cal paynment receipts signed under elliptic-curve schenes such
as ES256K becone forgeabl e under a sufficiently capabl e quantum
adversary. The base x402 PAYMENT- RESPONSE ([ X402-V2]) uses ES256K as
its default signature scheme. Under the present specification, a
PAYMENT- RESPONSE retained for audit purposes in year Nis verifiable
today, but its long-termintegrity depends on the absence of a
quant um conput er capabl e of executing Shor’s al gorithm agai nst
secp256kl. NI ST tinelines ([N ST-PQC-M GRATI ON] ), ANSSI gui dance

([ ANSSI - PQC] ), and BSI guidance ([BSI-PQC]) converge on a 2030-2035
horizon for the mgration of high-value or long-retention
cryptographic material away from cl assical -only signatures.

Thi s docunent defines a two-axis post-quantum cryptographic

di scipline for x402 receipts that addresses the long-termintegrity
gap. The first axis applies at the proof-systemlayer : the stark-
vauban- pay-v1 vari ant of [STARK-RECElIPTS] uses Stwo Circle STARK M31
([STWJ) ), a hash-based proving system whose soundness rests on the
col lision and second-prei mage resi stance of cryptographi c hash
functions rather than on al gebraic hardness assunpti ons broken by
Shor’'s algorithm The second axis applies at the signature |ayer
the hybrid-pgc variant of [STARK-RECElI PTS] conposes ES256K and M.-
DSA- 65 ([ FI PS204]) signatures over the identical JCS canonica

prei mage, producing a receipt that remains verifiable if either
single algorithmis broken
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Thi s docunent positions the discipline as the recormended profile for
x402 depl oynents that operate under statutory retention obligations
(for example, MCA Art. 80 or EU Al Act Art. 12 transparency-and-
docunentation duties). The discipline does not nodify the wire
format defined in [ STARK- RECEI PTS] or the conposability grammar
defined in [ VPSF- ALGEBRA] ; it constrains the choice of cryptographic
primtives and the negotiation discipline that producers and
verifiers SHOULD apply to satisfy post-quantum soundness for the
2025- 2030 nigrati on wi ndow and beyond.

Thi s docunent is an |Independent Submission. It is not the product of
an | ETF Working Group. It is published for conmunity review and to
establish a stable reference for inplenentors.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2.1. Term nol ogy

Post - Quant um Sound: A cryptographi c constructi on whose security
hol ds agai nst an adversary in possession of a |arge-scal e quantum
comput er (specifically, an adversary capable of executing Shor’s
al gorithm agai nst discrete |ogarithmand integer factorisation
probl ems, and Grover’s al gorithm agai nst unstructured search). A
construction is post-quantum sound if no known quantum al gorithm
reduces its security below an operationally acceptable |evel
SHA- 256, as used in hash-based proving systens, is post-quantum
sound at 128-bit security under G over (which provides at nost a
quadrati c speedup agai nst generic prei nage search)

Hash- Based Proof System A succinct proof system whose soundness
reduces to the collision and second- prei mage resi stance of an
under | yi ng cryptographi c hash function rather than to al gebraic
assunptions (pairings, discrete |ogarithns, factorisation). STARK
proof systens are hash-based. SNARK proof systens based on
pai ri ngs (BN254, BLS12-381) are not hash-based.

M.- DSA: Mbdul e-Lattice-Based Digital Signature Al gorithm
standardi sed in [FI PS204]. This docunment references the M.-DSA-65
paraneter set, which provides 192-bit classical security and an
estimated 128-bit security agai nst quantum adversaries per NI ST s
category-3 classification.
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Hybrid Signhature: A conposite signature scheme that produces two or
nmor e i ndependent signatures over the same canoni cal nmessage under
di sjoint cryptographic assunptions. A hybrid signature is valid
if and only if every conponent signature verifies independently.
The hybrid construction is secure against an adversary that breaks
any proper subset of the conponent schenes.

M grati on Wndow. The tenporal interval between the publication of
post - quant um st andards (N ST FI PS 204, August 2024) and the
deprecation of classical-only signatures under applicable
regul atory frameworks. For this docunent, the migration w ndow
spans 2025 to 2030, with deprecation horizons varying by
jurisdiction.

Backwards Conpatibility: The property that a receipt produced under
this discipline is verifiable by an inplenentation that supports
only classical primtives, provided the classical conponent of the
receipt is well-forned and independently verifiable. The hybrid
recei pt variant satisfies backwards conpatibility ; the STARK
proof system at the proof |ayer is independent of signature
backwards conpatibility.

3. Threat Mdel : Quantum Adversary
3.1. Assuned Capability

The threat nodel assumes an adversary in possession of a |arge-scale,
fault-tol erant quantum conputer capable of executing Shor's algorithm
agai nst classical public-key primtives and Grover’s al gorithm

agai nst unstructured search problens. The tineline for the
availability of such a machine is uncertain ; N ST gui dance

([ NI ST- PQC- M GRATI ON]) and ANSSI gui dance ([ ANSSI - PQC]) reconmend

m gration planning for high-value or long-retention cryptographic

mat erial on a 2030-2035 horizon, with concrete mgration steps
starting in 2025.

The adversary is assumed to have

* Access to public-key material (signature verification keys) for
all receipts ever published.

* The ability to record receipts in transit and at rest indefinitely
(the "harvest-now decrypt-later"” assunption).

* No access to private signing material held by facilitators ; key
conprom se is treated separately in Section 8.
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3.2. Receipt Forgery Vectors

Three forgery vectors are rel evant for x402 recei pts under the
quant um t hreat nodel

3.2.1. ES256K Signature Break

ES256K signhatures are based on the discrete |ogarithm problem over
the secp256kl elliptic curve. Shor’s algorithmreduces the discrete
| ogarithm problemto polynomal time on a quantum conputer. An
adversary with a sufficiently | arge quantum conputer can recover the
private signing key fromthe public verification key, and thereafter
forge arbitrary recei pts under the conpromni sed key. This vector

af fects every receipt signed under ES256K, retroactively, once the
adversary’s quantum capability becones avail abl e.

3.2.2. Hash Collision Under G over

The JCS canonical preinage discipline ([RFC8785]) and the receipt
content addressing in [ STARK-RECEI PTS] both rely on SHA-256

Gover’s algorithmprovides at nobst a quadratic speedup agai nst
unstructured search, reducing the effective security of a 256-bit
hash output from 128 bits classical to 128 bits quantum agai nst
second- prei mage attack. SHA-256 therefore renai ns post-quantum sound
at the 128-bit security level for the use cases of this docunent

(prei mage chai ning and content addressing). No mitigation is
required at the hash layer for the receipt formats specified in

[ STARK- RECEI PTS] .

3.2.3. Al gebraic Proof System Soundness Break

SNARK proof systens whose soundness rests on bilinear pairings
(BN254, BLS12-381, or equivalent) are vulnerable to Shor’s al gorithm
in the sane manner as ES256K : the underlying discrete-logarithm
hardness assunption is broken. A SNARK-based recei pt becones
forgeabl e once the adversary can recover trapdoor nmaterial fromthe
proving key. This vector does not affect STARK proof systens, which
rely only on hash-function security.

3.3. CQut-of-Scope Threats
The following threats are out of scope for this docunent
* Key encapsul ati on nechani sm anal ysis ; M-KEM ([ FI PS203]) is

treated in the N ST gui dance but does not apply to receipt
signature integrity.
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4.

4.

4.

4.

* Quantum secure channel establishnment (TLS, x402 transport |ayer) ;
this document concerns receipt integrity at rest, not transport.

* Side-channel attacks against signing inplenentations ; see
Section 8 for hardening gui dance specific to constant-tine M-
DSA- 65 i npl erent ati ons.

Two- Axi s PQC Di sci pline

The post-quantum cryptographi c discipline for x402 STARK receipts
operates on two orthogonal |ayers. A deploynent selects one or both
axes based on its threat nodel and regulatory environment.

1. Proof System Layer
1.1. Hash-Based Proving Requirenent

The proof system underlying a receipt variant MJST be hash-based for
the variant to be considered post-quantum sound at the proof |ayer
The st ar k-vauban-pay-v1l variant of [STARK-RECEIPTS] satisfies this
requi renent by using the Stwo G rcle STARK MB1 prover ([STWJ). Stwo
Circle STARKs construct succinct proofs from Merkle commtnents and a
hash- based pol ynom al -1 OP transfornmati on ; the soundness reduction
relies on the collision and second- prei mage resi stance of the
underlying hash function (Blake2s in the Stwo reference

i mpl ementation), neither of which is broken by Shor’s al gorithm

1.2. Forbidden Proof System Fanmilies

I mpl enent ati ons cl ai mi ng post-quantum soundness at the proof |ayer
MUST NOT use any of the follow ng proof systemfamnilies

* Gothl6, PLONK, or any SNARK construction based on bilinear
pai ri ngs over BN254, BLS12-381, or equival ent curves.

* Bul l etproofs or any range proof construction whose soundness
reduces to the discrete | ogarithm problem

* Any proof system whose security analysis explicitly invokes the
al gebrai ¢ group nodel or generic group nodel without additiona
hash- based saf eguards

A facilitator that advertises a stark-vauban-pay-vl-tier receipt MJST
in fact use a hash-based proof system A facilitator that internally
uses a pairing-based SNARK and | abels the result as a STARK recei pt
is in violation of this discipline and MJST NOT cl ai m conf or mance.
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4.2. Signature Layer
4.2.1. Hybrid Conposition Requirenent

A recei pt variant that clains post-quantum soundness at the signature
| ayer MJUST carry two independent signatures over the identical JCS
canoni cal preinage ([ RFC8785]) : one classical signature (ES256K) and
one post-quantum signature (M- DSA-65 per [FIPS204]). The hybrid-pqgc
variant of [ STARK-RECEI PTS] satisfies this requirenent.

A verifier processing a hybrid-pqc receipt MJST :

1. Confirmthat both signature (ES256K) and pqc_si gnature (M- DSA-
65) cover the byte-identical JCS canonical preinmge.

2. Verify each signature independently against the corresponding
public key referenced by kid es256k and ki d_m dsa65.

3. Reject the receipt if either signature fails to verify. A
receipt with a valid ES256K signature and an invalid M- DSA-65
signature MJST be rejected under the hybrid discipline ; partial
verification is not equivalent to verification

4.2.2. dassical Fallback Discipline

The cl assi cal -es256k variant of [ STARK-RECEIPTS] carries only an
ES256K signature and is NOT post-quantum sound at the signature

| ayer. Deploynments operating under statutory retention obligations
SHOULD treat the cl assical -es256k variant as a | egacy interop fornmat
only, and SHOULD nigrate to hybrid-pgc or stark-vauban-pay-vl before
the rel evant deprecation horizon. The classical fallback remains
valid for non-retention deploynments where the threat nodel pernmits.

4.2.3. Mgration Wndow Profile
During the 2025-2030 nigrati on wi ndow, the reconmended profile is

* For deploynents under statutory retention obligations : hybrid-pqgc
REQUI RED ; cl assical -es256k rejected for new receipts ; existing
cl assi cal - es256k receipts re-stanped as hybrid-pgc on first re-
presentation to a supervisor (re-stanping nmechanismis
i npl ement ation-specific and out of scope here).

* For deploynents without statutory retention obligations : hybrid-

pgc RECOMMENDED ; cl assical -es256k ACCEPTED for interop with non-
PQ ready counterparties
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5.

1.

Post - 2030, cl assical-only signature variants SHOULD be deprecated for
new recei pt i ssuance. The exact deprecation date is jurisdiction-
dependent and SHOULD foll ow the applicable NI ST, ANSSI, BSI, or el DAS
gui dance.

Recei pt Format Mappi ng

The two-axis discipline defined in this document maps to the receipt
variants of [ STARK-RECEIPTS] as foll ows.

Proof System Layer Mappi ng
| Variant | Proof system | Post-quantum sound |
| | | at proof |ayer? |
[ g ——————————— Ll —_——————————————— Ll p—p—————
| stark-vauban-pay-vl | Stwo Circle STARK | Yes |
| | MB1 (hash-based) | |
e meeeeemeaaeeaeas T I I +
| hybrid-pqc | None (signature- | Not applicable |
| | only variant) | |
o e e e e m oo oo o e e e e oo o e e e e oo +
| cl assical - es256k | None (signature- | Not applicable |
| | only variant) | |
e meeeeemeaaeeaeas I I +
Table 1
Si gnature Layer Mapping
| Vari ant | Si gnature schene | Post - quant um sound at |
| | | signature | ayer? |
[} gt ———————— e ————————————————— e p—p—_" o

| st ar k- vauban- pay-vl| Facilitator-specific|lnplenentation-dependent|
| | outer signature | |

o e e e oo Fom e e e e e oo o o +
| hybri d- pgc | ES256K + M.- DSA-65 | Yes |
| | Chybri d) | |
o e e e e oo o e e e e oo o e e e e e e oo oo oo +
| cl assi cal - es256k | ES256K only | No |
o e e oo s o e e oo e e e e e oo +

Table 2
The two | ayers are orthogonal. A stark-vauban-pay-vl receipt
provi des proof-Ilayer post-quantum soundness ; if the deploynent also

requires signature-layer post-quantum soundness for the outer
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signature, it SHOULD combi ne the STARK proof with a hybrid signature
in the sane recei pt envel ope. This conbination is permtted by

[ STARK- RECEI PTS] provided both the proof and the hybrid signature
cover the identical canonical preinage.

5.3. PQ Readi ness Negotiation

6.

6.

The receipt-format negotiation defined in [ STARK- RECEI PTS] is the
carrier for PQreadiness signalling. A facilitator advertising post-
quant um soundness MJST |ist hybrid-pgc or stark-vauban-pay-vl (or
both) in the X-Paynment-Options header. A client requiring post-
quant um soundness MJST include receipt format with required: true in
t he PAYMENT- SI GNATURE ext ensi on, naming the required variant.

A facilitator that lists hybrid-pgc in X-Paynment-Options but cannot
in fact produce a valid M-DSA-65 signature is in protocol violation.
Conf ormance testing for PQreadi ness SHOULD i ncl ude em ssion of a
hybri d- pqc recei pt and i ndependent verification of both conponent
signatures by a third-party verifier.

NI ST PQC M gration Alignnent
1. N ST Mgration Roadnap

The post-quantum cryptography mgrati on roadmap published by N ST
([ NI ST-PQC-M GRATION]) defines a nulti-stage transition from
classical public-key primtives to standardi sed post-quantum
primtives. Key mlestones relevant to x402 receipt integrity :

* August 2024 : publication of [FIPS204] (M.-DSA), [FIPS203] (M-
KEM, and FIPS 205 (SLH DSA). Inplenentations nay begin
producti on depl oynent.

* 2025 : recomended start of hybrid depl oynent for high-val ue or
| ong-retention systens.

* 2030-2035 : reconmended conpletion of migration ; classical-only
systens SHOULD be deprecated for new depl oynents.

The hybrid-pgc variant of [STARK-RECEIPTS] aligns with the NI ST
hybrid depl oynent recommendati on. The stark-vauban-pay-vl vari ant
addresses the proof-system|layer in parallel and is independent of
the signature nigration tineline.
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EU and Menber State Alignnent

The EU el DAS 2.0 regul ation ([EI DAS-2]) introduces requirenents for
qualified electronic signature schenes that anticipate the post-
quantumtransition. National guidance docunents from ANSS

([ ANSSI - PQC]) and BSI ([BSI-PQC]) publish concrete mgration
timelines for cryptographic primtives used in regul ated sectors.

A facilitator operating in an EU jurisdiction SHOULD

* Publish a migration plan for ES256K to M.- DSA-65 (or a successor
schenme endorsed by the applicable national authority) aligned with
the relevant jurisdictional tinmeline.

* |ssue hybrid-pgc receipts as the default variant for any paynent
context subject to long-termretention (MCA Art. 80, AMLR Art.
56, DORA Art. 14, or sector-specific obligations).

* Document the post-quantumreadi ness of its receipt infrastructure
inits qualified-trust-service-provider attestations where
appl i cabl e.

NI ST SP 800-208 Hybrid Conposition Guidance

NI ST [ SP800-208] provides hybrid conposition guidance for hash-based
signature schenes. Wile SP 800-208 focuses on stateful hash-based
signatures (LMS, XMSS), the conposition principles for hybrid
construction are relevant to the hybrid-pgc variant of

[ STARK- RECEI PTS]. | npl enent ati ons SHOULD :

* Conpose the two conponent signatures over the identical canonica
message, not over a transforned version of the message.

* Treat the hybrid signature as a single object for serialisation
pur poses, with both conponent signatures present in every well-
forned receipt.

* Reject any recei pt where one of the two conponent signatures is
absent, malforned, or fails verification.

The conposition pattern in the hybrid-pgc variant foll ows these
principl es.

I mpl enent ati on Evi dence
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7.1. Hash-Based Proof System Reference

The Stwo Circle STARK MB1 prover ([STWJ) is the reference

i npl ementati on of a hash-based proof systemsuitable for the stark-
vauban- pay-v1l vari ant of [STARK-RECElIPTS]. The prover has been
operationally deployed on Starknet nainnet since 2025 and is the
proving substrate for the reference depl oynent docunented in

[ STARK- RECEI PTS] (Sepolia demp at deno. pay.vauban.tech).

The Vauban Pay reference adapter for Stwo Circle STARK MB1 is

publ i shed as an Apache 2.0 Rust crate within the Vauban zkpay

wor kspace. The adapter exposes a chai n-agnostic proof backend
interface ; the hash-based property of the underlying proof systemis
preserved across adapter inplenentations.

7.2. JCS Preimge Discipline Reference

The JCS canonical preinage discipline used by all three receipt
variants is inplenented in the vauban-x402-jcs-confornmance Rust crate
([ VAUBAN- JCS- CRATE] ). The crate provides conformance vectors and a
runner that has been cross-validated byte-identical against four

ot her independent JCS inpl enentations (Python, TypeScript, Go, Java)
as docunmented in [ STARK- RECEI PTS].

The canoni cal C ai m Al gebra encoder used to construct the preimge
obj ects covered by the hybrid signature is inplenented in the vauban-
x402- canoni cal crate ([ VAUBAN- CANONI CAL- CRATE]). Both crates are
publ i shed under Apache 2.0 on crates.io.

7.3. M.-DSA-65 | nplenentation Status

Production-quality M-DSA-65 inpl enentations exist in the open-source
cryptographic library ecosystem (notably pqg-crystals/dilithiumand
ogs-rust). At the time of publication of this docunment, a dedicated
Vauban Pay crate w appi ng M.- DSA-65 for the hybrid-pqc receipt
variant is planned for delivery in Phase 2 of the Vauban Pay roadnmap.
Until then, inplenmentations of the hybrid-pqc variant relying on
third-party M.-DSA-65 crates remain confornmant provided the crate

i mpl ements [ FI PS204] faithfully.

The third-party FeedOracl e hybrid-PQC reference inplenentation |isted
in [ STARK- RECEI PTS] (Axis 2 fixture set [X402-2411]) is the
operational reference for the hybrid-pgc variant.

8. Security Considerations
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8.1. Inplenmentati on Downgrade Attack

An adversary in a network position between the client and the
facilitator MAY attenpt to strip hybrid-pgc fromthe X-Paynent-
Options header, forcing the client to fall back to cl assical - es256k
The resulting receipt is not post-quantum sound, |eaving the |ong-
termintegrity exposed.

Mtigation : a client requiring post-quantum soundness MJST send
receipt format with required: true in PAYMENT-SI GNATURE ext ensi ons,
nanming the required variant. A facilitator that cannot honour the
request MJST return HTTP 402 with UnsupportedRecei pt Format rat her
than silently downgrading. Verifiers SHOULD cross-check the X-
Recei pt - Format header on the PAYMENT- RESPONSE agai nst the client’s
required variant and reject ni smatches.

8.2. Insecure Hybrid Comnposition

A naive hybrid signature inplementation that signs different

canoni cal messages with the two conmponent schenes does not provide
the intended security property : an adversary who breaks ES256K can
produce a forged classical signature, and the verifier nmay accept the
receipt if the verification logic treats the two signatures as
covering disjoint content.

Mtigation : inplenentations MIST foll ow the conposition principles
described in Section 6.3 : both signatures MJST cover the byte-

i dentical JCS canonical preinage. The reference encoder in

[ VAUBAN- CANONI CAL- CRATE] produces a single canonical byte string
consunmed by both signing operations.

8.3. M.-DSA-65 Side-Channel Exposure

M.- DSA- 65 si gni ng operations involve rejection sanpling, secret-
dependent control flow, and floating-point or arithmetic operations
whose timng may | eak secret-key material to a co-located adversary.
Si de-channel analysis of lattice-based signatures is an active
research area

Mtigation : M.-DSA-65 signing inplenentations used in production
facilitator infrastructure MJUST be constant-time and MJUST be hardened
agai nst the classes of side-channel attack docunented in the

i npl ementation’s threat nmodel. |nplenmentors SHOULD sel ect M.- DSA- 65
libraries that have undergone public side-channel analysis (for
exanple, libraries audited by the post-quantum cryptography community

since the publication of [FIPS204]).
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8.4. STARK Proof System Auditability

The post - quant um soundness cl aim for STARK proof systens relies on
the collision and second-prei mage resi stance of the underlying hash
function. A flawin the prover-verifier inplenentation, or in the
pol ynom al -1 OP transformati on, may produce fal se-positive
verifications independent of the hash function's strength.

Mtigation : inplenentations SHOULD use a reference STARK prover that
has undergone public audit ; the Stwo prover ([STWJ) is the
reference for this docunent. Inplenentations that fork or nodify the
reference prover SHOULD re-audit the nodifications against the
ori gi nal soundness anal ysis before production depl oynent.

8.5. Mgration Timng R sk

Premat ure deprecation of classical signature support may excl ude
legitimate counterparties that have not yet migrated to post-quantum
infrastructure. Conversely, late migration |eaves |ong-retention
recei pts exposed to retroactive forgery once a quantum adversary
becones avail abl e.

Mtigation : deploynments SHOULD align their deprecation schedule with
the applicable jurisdictional guidance ([N ST-PQC- M GRATI QV],

[ ANSSI - PQC], [BSI-PQC], [EIDAS-2]). The 2025-2030 hybrid depl oyment
wi ndow described in Section 4.2.3 provides a five-year overlap during
whi ch both classical and post-quantum verification paths SHOULD be
supported. Facilitators operating in regulated sectors SHOULD
publish their migration plan in advance of any deprecation step

af fecting external counterparties.

9. | ANA Consi der ati ons

Thi s docunent has no | ANA actions. It defers to the x402 Recei pt
Format registry established in [ STARK- RECEI PTS] for the registration
of the hybrid-pgc and stark-vauban-pay-vl tokens that the discipline
specified in this docunent nmaps onto. Future extensions introducing
addi ti onal post-quantumreceipt variants SHOULD regi ster the
correspondi ng tokens in that registry and reference this docunent for
m gration profile alignnent.
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Known Adopters and Reference |npl enmentations

Pri

Thi s appendi x docunments reference inplenmentations and adopters of
this specification confirned at the tinme of publication. The list is
informati onal and will be updated in subsequent revisions as

addi tional inplenmentations are reported.

mary Mai nt ai ner

Vauban Pay (https://pay.vauban.tech) naintains the reference post-
quant um recei pt specification, the published confornance vectors
(https://github. com vauban- or g/ x402- st ar k- r ecei pt s- conf or mance), and
the reference inplenentations listed below. The PQC discipline

i ntegrates M.-DSA-65 (NI ST FIPS 204) for hybrid signatures and the
Stwo Circle STARK M31 prover ([STWJ) for hash-based receipt
integrity.

Ref erence | nplenentation Matrix

The conformance vector suite maintains an 8-inplenmentation reference
mat ri x across Python, JavaScript, CGo, Java, Rust, PHP, Ruby, and C#.
The first five are validated byte-for-byte agai nst upstream JCS RFC
8785 libraries ; the last three are published as pure-stdlib
reference runners pending Cl execution. Detailed validation status
is docunented in _attestations/2026-05-25-vauban- 8-i npl - ext ended. nd
in the conformance vectors repository.

The published Vauban Pay packages across 3 ecosystens : vauban-x402-
j cs-conformance@. 1. 0, vauban-x402-canoni cal @. 1. 0, vauban-
x402-wire@. 1.0 on crates.io (including the vauban-x402-pqc-si gner
crate skeleton for M.-DSA-65 signature integration) ; vauban-x402-
stark-recei pt@. 1.0 on PyPl ; @auban-pay/substrate@. 1.0 on npm
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Adoption Process

I mpl enenters SHOULD notify the | ETF contact at research@auban.tech
when adopting this specification in production. Adoption
notifications include the post-quantum signature schene inpl enented
(FI'PS 204 M.-DSA paraneter set, hybrid node if applicable), the STARK
prover and hash function configuration, the canonical preimage
discipline emtted, and the contact for follow on coordi nation
Reported adopters will be listed in the next revision of this
appendi x following a verification step against the conformance vector
matri Xx.
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