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Abst r act

Thi s docunent defines a normative finite state machine (FSM for x402
V2 Paynment lifecycle transitions, covering the four canonical Paynent
Claimstates: Paynentlntent (initialisation), SettlenentReceipt

(conmpl etion), RefundC aim (reversal), and Del egati onG ant (bounded
authority). Each transition is bound to the prior state by
cryptographic |inkage via the JCS canonical preinage discipline

([ RFC8785] ), enabling supervisor reconstruction of full paynent
histories fromretai ned off-VM nmanifests. The FSMis conpatible with
the x402 STARK Recei pt Format Extension [ STARK-RECEI PTS] but
applicable to any x402 receipt format that inplenents the canoni cal
prei mage discipline. Inplenentation evidence: 18 Del egati onG ant
vectors cross-validated byte-identical across five |anguage runtines
([ X402-2432]), live on-chain anchor on Starknet Sepolia

(Paynent DenpEnitter at

0x044dd87a94a801cf 775d4c5e4b6703102d4e97e1cd1d0a8879341219ae4f 19ff) .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 25 Novenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

The x402 protocol ([X402-V2]) defines HITP-native paynent flows using
three nmessages: PAYMENT- REQUI RED (402 response), PAYMENT- SI GNATURE
(client request), and PAYMENT- RESPONSE (facilitator confirmation).
The base specification defines these three wire nmessages but does not
define a normative lifecycle for the paynent states that precede and
follow a single exchange. 1In production systems, a paynent passes
through at least two states (intent to settle), and often nore
(reversal, agentic delegation). Receipt formats have individually
attenpted to capture lifecycle semantics, producing fragnented and
mutual Iy inconpatible state representations.

This fragnentation creates a verifiability gap. A supervisor or
auditor reconstructing a paynment history fromretained receipts
cannot assert whether a refund was legitimately preceded by a settled
intent, or whether a delegation authority was scoped correctly to the
intents it subsequently spawned, unless each receipt fornat
separately encodes and exposes the linkage. |In practice, nost do
not .

Thi s docunent addresses the gap by specifying the lifecycle FSMat a
| ayer above receipt-format specifics. The FSM defines four canonica
states and the legal transitions between them Each transition
carries a cryptographic |inkage conmputed via the JSON
Canoni cal i zati on Scheme ([ RFC8785]) applied to the prior state’s
canoni cal preinmage. Any receipt format that emts these |inkage
digests can inplenent the FSM no format is privileged by the FSM
definition.

The x402 STARK Recei pt Format Extension [ STARK-RECEIPTS] is the first
reference inplenentation of this FSM Alternative receipt formats
may bind the sane FSM by satisfying the cryptographic discipline
defined in Section 4.

Thi s docunent is an |Independent Submission. It is not the product of
an | ETF Working Group. It is published for conmunity review and to
establish a stable reference for inplenentors.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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1.2. Termi nol ogy

Payment Claim A cryptographically bound statenent about a paynent
event in a specific lifecycle state. Each of the four states
(PaynentIntent, SettlenentRecei pt, RefundC aim Del egati onGrant)
is a Payment Claimvariant. The termis generic; it does not
refer to any specific receipt fornmat or proof system

Lifecycle State: One of the four canonical states defined in
Section 2. A paynent exists in exactly one Lifecycle State at any
given instant. State transitions are irreversible.

State Transition: A directed edge in the FSM graph connecting two
Lifecycle States. A transition is valid only when its
preconditions (Section 3) are satisfied. Invalid transitions MJST
be rejected by verifiers.

Verifier: An entity that checks whether a Payment Claimand its
lifecycle linkage are well-formed and consistent. The Verifier
may be the facilitator, the resource server, a conpliance auditor,
or an automated pipeline. Verifiers do not issue Paynent d ains;
they consune them

JCS Preimage Hash: The SHA-256 di gest of the UTF-8 encodi ng of the
JCS canoni cal form ([ RFC8785]) of a Paynent O aims canonical
prei mage object. Used as the |linkage token between consecutive
lifecycle states. Encoded as "sha256: <l ower case- hex- 64-chars>" in
JSON contexts and as raw 32 bytes in CBOR contexts ([RFC8949]).

original _payment_ref: A JCS Preimage Hash carried by
Settl ement Recei pt and Refundd ai mthat binds each downstream state
to its upstream progenitor. For Settl enent Receipt,
original _paynment_ref is the JCS Prei mage Hash of the originating
PaymentIntent. For RefundCaim it is the JCS Prei nage Hash of
the Settl ement Recei pt being reversed.

2. Lifecycle States

The x402 V2 payment |ifecycle conprises four canonical states. The
three main-path states (Paynentlntent, SettlenentRecei pt,

RefundClain) forma linear sequence. The Del egationG ant state is a
si de channel that scopes the authority under which Paynmentlntents nay
be spawned aut ononously.
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Del egati onG ant
I

| scopes (side channel)
%
PaymentIntent --[settled]--> SettlenentReceipt --[reversed]--> Refundd aim

Figure 1: x402 V2 Paynent Lifecycle FSM (canonical paths)
2.1. Paymentl| ntent
A Paynentintent is the initiating state. It records the payer’s
commitnent to transfer a specified amount of a specified currency to
a specified payee, subject to the paynent conditions expressed in the
acconpanyi ng PAYMENT- SI GNATURE ([ X402-V2]).

Required fi el ds:

| Field | Type | Description |
| id | string | Unique identifier for this intent. |
| | (WIDv4) | |
Fom ek Fom ek o m e e e e e e e e eeee e +
| payer | string | Payer address or pseudonym |
T T o m m e e e e e e e e ee oo +
| payee | string | Payee (merchant) address or |
| | pseudonym |
R R o e m e e e e e e e e e e +
| anmount | integer | Amount in the smallest indivisible |
| | | unit of currency. No floating- |
| | | point values are pernmitted. |
Fomm e oo - Fomm e oo - o e e e e e e e e e e e e e e e e e o +
| currency | string | Token identifier (e.g., "USDC', |
| | "STRK"). |
Fom ek Fom ek o m e e e e e e e e eeee e +
| issued at | integer | Unix tinmestanp (seconds) of intent |
| I | issuance. |
Fomm e oo - Fomm e oo - o e e e e e e e e e e e e e e e e e o +
| expires_at | integer | Unix timestanp after which the |
| | (optional) | intent is expired. Default |
| | | wi ndow. 30 seconds fromissued at. |
Fom e e o - Fom e e o - o m e e e e e e e e ee e +
| nonce | bytes (32) | Unique anti-replay token. MJST be |
| | | generated froma cryptographically |
| | | secure random nunber generator. |
R R o e m e e e e e e e e e e +

Table 1
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JCS preinmage rule: the canonical preinage object for a Paynentlntent
is the JCS serialisation ([RFC8785]) of the JSON object with keys
sorted | exicographically. Al string fields MJST be Unicode

Nor mal i zati on Form C (NFC) before serialisation. The JCS Preinmage
Hash is SHA- 256( UTF- 8( JCS( prei mage))) .

2.2. Settlenent Recei pt
A SettlenentReceipt is emitted by the Verifier (facilitator) once a
Payment | ntent has been verified and the correspondi ng paynent
conditions satisfied. It represents the terminal successful state of
the main path.

Required fi el ds:

[S s el ey oo s U
| Field | Type | Description |
| payment _id | string | The id of the Paynentlntent |
| | (LD | that was settl ed. |
| | v4) | |
o e e e e e oo oo R o e e e e e e e e e +
| tx_hash | string | On-chain transaction |
| | | reference where settl enent |
| | | was recorded. Format is |
| | | receipt-format-specific. |
T S R o e e e e e e e e e o +
| bl ock_nunber | integer | Block height at which

| | | settlenent was confirned. |
g S o e e e e e e e i e +
| settled_at | integer | Unix timestanp (seconds) of |
| | | settlenment confirmation. |
T S R o e e e e e e e e e o +
| original_paynment_ref | string | JCS Preimage Hash of the |
| | | originating Paynentlntent. |
| | | Format: "sha256: <hex-64>". |
| | | REQUI RED for FSM conpliance. |
o e e e e e e oo B o e e e e e e e e m e e +

Tabl e 2

Cryptographic linkage to Paynentlntent: the original_ paynment ref
field MUST be set to the JCS Prei mage Hash of the Paynentlntent whose
id mat ches paynment _id. A SettlementReceipt without a valid

ori ginal _paynent _ref is not FSM conpliant; verifiers MAY accept it
for backward conpatibility but MJUST NOT treat it as FSM grounded for
audi t purposes.
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2.3. Refundd aim

A RefundC aimis emtted by the nerchant to initiate a reversal of a
settled paynent. It is the ternmnal state of the reversal path. A
Ref undCl ai m MUST reference a prior Settl enentRReceipt; a refund
without a prior settlement is a forbidden transition (Section 3.4).

Required fi el ds:

[S sy el s s U
| Field | Type | Description |
| original_paynment _id | string | The id of the Paymentlntent / |
| | (LD | SettlenentReceipt being |
| | v4) | refunded.

o e e e e m oo oo R o mm e e e e e e a— oo oo +
| anmount | integer | Refund amount in the snallest |
| | | denomi nation of the original |
| | | currency. MUIST satisfy |
| | | amount <= ori gi nal _anount. |
o e e e e e oo - S R o e e e e e e e e e e aa o - +
| reason | string | Human-readabl e reason for the |
| | | refund. Treated as disclosed |
| | | to auditors. |
oo S o m e +
| issued_at | integer | Unix timestanp (seconds) of |
| | | refund issuance.

o e e e e m oo oo R o mm e e e e e e a— oo oo +

Tabl e 3

Partial vs. full refund semantics: a Refundd ai m where amount equal s
the original settled amount is a full refund. A Refundd ai m where
anmount is strictly less is a partial refund. 1In both cases the

Settl ement Recei pt transitions to a Refunded sub-state. Only one

Ref undCl ai m per Settl enmentReceipt is pernmitted per default FSMrul es;
receipt formats that support multiple partial refunds MJUST docunent
their multi-refund policy.

Ref und wi ndow. the FSM i nposes a default validity wi ndow of 30 days
fromissued _at on RefundCd ains. Receipt formats MAY shorten but MJST
NOT extend this wi ndow without explicit merchant and facilitator

agr eenent .

Cryptographic linkage to Settl enent Recei pt: the Refundd ai m MJST
carry an original_paynment _ref field set to the JCS Prei mage Hash of
the Settl ement Recei pt being reversed. This creates a two-hop chain:
Ref undCl ai m ref erences Settl enment Recei pt; Settl enent Recei pt
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ref erences Paynmentlntent. A supervisor can reconstruct the full
three-state chain fromthe two |inkage digests and the retained
mani f est s.

2. 4. Del egati onGrant

A Del egationGrant is a side-channel state that authorises an agent
(the del egatee) to spawn Paynentlntents on behalf of a principal (the
del egator), subject to scoped constraints. The Del egati onG ant does
not itself initiate a paynent; it bounds the authority under which
subsequent Paynentlntents nmay be autononously issued.

Required fiel ds:

[§ oo ool e s oo s oo oo e e s o}
| Field | Type Descri ption |
[ e oo e e e e e e e s s s e e s s e s s e e e
| delegator | string Addr ess or pseudonym of the |
| | principal granting authority. |
Fomm e oo - o +

Addr ess or pseudonym of the agent |
receiving authority. |

Ordered list of scope identifiers |
constraining what the agent may |
do (e.g., ["paynent:usdc", |
"merchant: 0x04..."]). |

i nt eger
(optional)

Uni x tinmestanp after which the |
grant is expired. |If absent, the |
grant is perpetual until |
explicitly revoked. |

Tabl e 4

Bi nding to Paymentlntent: any Paymentlntent spawned under a

Del egati onGrant MJST carry a reference to the grant’s content digest
in areceipt-format-specific field. The FSM does not nandate the
exact field nane; receipt formats MJUST docunent their Del egati onG ant
bi ndi ng mechani sm

Scope enforcement: a Verifier receiving a Paynmentlntent that clains
to operate under a Del egati onG ant MJST verify that the intent’s
currency and payee are within the grant’s scope list. Intents that
exceed the grant’s scope MJST be rejected with an explicit scope-
violation error.

Resear ch Expi res 25 Novenber 2026 [ Page 8]



I nternet-Draft x402-1ifecycle-fsm May 2026

3. State Transitions

3.1. Canonical Path: Intent to Settl enent
Trigger: the payer submits a PAYMENT- SI GNATURE ([ X402-V2])
referencing a Paynentlntent, and the Verifier confirns that all
paynment conditions are satisfied.

Preconditions (all MJST hol d):

1. A Paynentintent with the referenced id exists and has not expired
(issued_at + expiry_w ndow > now).

2. The paynent conditions (anmount, currency, payee) in the PAYMENT-
SI GNATURE mat ch the Paynentintent fields.

3. The anti-replay nonce has not been previously consuned for this
paynent pair.

4. The payer attestation is valid per the receipt format’s
verification rules.

Post condi ti ons:

1. A SettlementReceipt is emitted with paynment_id set to the
Payment I ntent id.

2. original _paynent ref is set to the JCS Prei nage Hash of the
Payment | ntent.

3. settled_at is set to the current tine.

4. The anti-replay nonce is marked as consumed and MJUST NOT be
accept ed agai n.

5. The Paynmentlntent transitions to the Settled sub-state; no
further transitions fromthis Paynmentlntent are permtted.

3. 2. Reversal Path: Settlement to Refund

Trigger: the nmerchant or facilitator initiates a refund against a
prior Settlement Recei pt.

Preconditions (all MJST hol d):

1. A SettlenmentReceipt with the referenced paynent _id exists and is
in the Settled state (not already Refunded).
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2. The refund anount satisfies anpbunt <= original _settled_anount.

3. The current tine is within the refund wi ndow. now <=
settlenent.settled at + refund_w ndow seconds.

4. The requesting party (nerchant or facilitator) is authorised to
i ssue refunds for this payment pair.

Post condi ti ons:

1. A RefundClaimis enmitted with original _paynent _id set to the
Payment I ntent id.

2. The Refundd ai m MUST carry an original _paynent_ref set to the JCS
Prei mage Hash of the Settl ement Recei pt bei ng reversed.

3. issued at is set to the current tine.

4. The SettlenentReceipt transitions to the Refunded sub-state; no
further refunds against this receipt are permtted under default
FSM rul es.

Partial refund semantics: when ampunt < original _settled anmount, the

Ref undCl ai mrepresents a partial reversal. The remaining balance is

settled and not subject to further refund unless the receipt format

explicitly supports multi-refund sequences. |Inplenentations

supporting partial refunds MJST document their sequencing rules.

3.3. Bounded Authority Path: Del egation to Intent

Trigger: an agent (the del egatee) spawns a Paynentlntent under a
previously issued Del egati onG ant .

Preconditions (all MJST hol d):

1. A DelegationGant exists for the del egatee with a non-expired
expires_at (or no expiry).

2. The intended paynent’s currency is listed in the grant’s scope.

3. The intended paynent’s payee is listed in the grant’s scope (if
t he scope constrains payees).

4. The Del egationGrant’s chain depth (nunber of internediate
del egati on hops) does not exceed max_chain_l ength (default: 1
direct hop; see Section 3.4).

Post condi ti ons:
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1. The spawned Paymentlintent MJST carry a receipt-format-specific
reference to the Del egati onGrant content digest.

2. The Verifier MJST verify scope conpliance before accepting the
Payment I ntent for settlenent.

3. The Del egati onGrant renains active; a single grant may spawn
multiple Paynentlntents within its scope and expiry.

3.4. Forbidden Transitions
The followi ng state pairs MJST be rejected by Verifiers. Acceptance
of a forbidden transition is a security violation; inplenentations

MJUST emit an explicit rejection error rather than silently ignoring
the i nconsi stency.
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| Transition | Reason | Error signal |
[ oo by s oo e s s s s s s o}
| Refundd aim | Arefund requires | RefundWthoutSettlement |
| without a prior | a preceding | |
| Settl enent Recei pt | settlenent. | |
S o e e e oo o +
| Settl enent Recei pt | No settlenent | I'ntentNot Found or |
| referencing a non- | without a valid | I'ntentExpired |
| existent or | intent. | |
| expired | | |
| Paynment | ntent | | |
S o e e e oo o +
| Second | Intents settle | AlreadySettl ed |
| Settl enent Recei pt | exactly once. | |
| for an already- | | |
| settled | | |
| Paynent| ntent | | |
S o e e e oo o +
| Second Refundd aim | Receipts refund | AlreadyRefunded |
| for an already- | at nobst once | |
| refunded | unless the format | |
| Settl enent Recei pt | documents multi- | |
| (default FSM | refund support. | |
S o e e e oo o +
| Del egati onG ant | Unbounded | Del egati onDept hExceeded |
| chain depth | del egation chains | |
| exceeding | enable privilege | |
| max_chain_l ength | escal ation. | |
o e e e e oo s o e e oo s g +
| Paynent| ntent | Expired grants do | Grant Expired |
| issued after | not authorise new | |
| Del egati onG ant | intents. | |
| expiry I I I
Fom e e e e e oo s o e e o s g +

Table 5
The default max_chain_l ength for Del egati onGrant chains is 1 (one
direct delegation fromprincipal to agent, no sub-del egation).
Recei pt formats MAY define a | arger val ue but MJUST docunent the
maxi mum explicitly. The recommended upper bound is 8 hops; val ues
above 32 SHOULD be rejected as operationally unsafe.

4. Cryptographi c Linkage
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4.

4.

1.

2

JCS Canoni cal Preimage Discipline

The |inkage between consecutive lifecycle states is a JCS Prei mage
Hash: the SHA-256 digest of the UTF-8 encoding of the JCS ([ RFC8785])
canoni cal formof the prior state’s canonical preimage object.

The canoni cal preinmage object is a JSON object containing the fields
defined for each state in Section 2. Keys MJST be sorted

| exi cographically per [RFC8785] Section 3.2.3. String values MIST be
in Unicode Normalization Form C before serialisation. Float val ues
for integer-typed fields (such as anmount or issued_at) MJIST be
rejected before canonicalisation

The JCS Prei mage Hash is encoded as:

original _paynment_ref = "sha256:" || | owercase_hex(SHA- 256( UTF- 8( JCS( prei mage))))

This encoding is identical to the action_ref derivation defined in
[ STARK- RECEI PTS] and in the shared canoni calisation discipline
coordi nated at the x402 worki ng group ([ X402-2326]).

Chai n Reconstruction Al gorithm

A supervisor reconstructing a full payment history fromretai ned of f-
VM mani fests applies the follow ng al gorithm

1. Collect all Payment C ains associated with a paynent session
(identified by the Paynentlintent id or a session token
established by the receipt format).

2. For each SettlenmentReceipt, verify that SHA-256( UTF-
8(JCS(Paynentl ntent _preimge))) equals the clainms
original _payment_ref. |If the digests do not match, reject the
chain as tanpered

3. For each Refundd aim verify that SHA-256( UTF-
8(JCS(Settl enment Recei pt _preimage))) equals the clainis
original _paynment_ref. |If the digests do not match, reject the
chain as tanpered

4. Verify that all state transitions in the reconstructed chain are
| egal per Section 3. Any forbidden transition (Section 3.4)
encountered during reconstructi on MIST cause the supervisor to
mark the chain as invalid.
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The chain is valid if and only if all digest checks pass and no
forbi dden transition appears. A valid chain provides a tanper-
evident audit trail from Paymentintent to Settl enent Receipt and (if
applicable) to Refundd ai m

4.3. Resistance to Forking Attacks

A forking attack occurs when an adversary attenpts to produce two
valid Settlement Receipts for the same Paynentlntent (double
settlenent), or two valid Refundd ains for the sanme Settl enent Recei pt
(doubl e refund). The FSMresists forking by the follow ng

mechani sns:

1. The anti-replay nonce in Paymentlntent MJST be marked as consuned
on first settlement (Section 3.1 postcondition 4). A second
PAYMENT- SI GNATURE presenting the sanme nonce MUST be rejected.

2. The original _paynment_ref in SettlementReceipt is determnistic:
any two valid SettlenmentReceipts for the sane Paynmentlintent wll
carry the sanme original _paynent _ref. A Verifier maintaining a
ori gi nal _paynent _ref-indexed store can detect and reject a second
settlenent attenpt.

3. The sane property applies to Refundd aim any two Refundd ai ns
for the same Settl enent Recei pt share the same
ori gi nal _paynment _ref (the hash of the SettlementReceipt). A
Verifier that records issued RefundC ai ns by original _paynent _ref
can detect duplicate refund attenpts.

Receipt formats inplementing this FSM MJUST nmi ntai n an i ndexed store
of consumed nonces and issued |inkage digests. The store indexing
strategy is format-specific; the FSMonly requires that the store
enables (1) |ookup at state transition tinmne.

5. Conpatibility with Receipt Fornmats

Any receipt format that emts JCS canonical preinmage hashes for each
lifecycle state can inplenent this FSM The format is not required
to use the field nanes original _paynment_ref defined here; it MJST
docunent the mapping fromits ow field names to the FSM Iinkage
fields. Verifiers that support nultiple receipt formats MJST resol ve
t he mappi ng before applying the chain reconstruction al gorithm
(Section 4.2).

The x402 STARK Recei pt Format Extension [ STARK-RECEIPTS] is the first
reference inplenentation of this FSM The

Sett| ement Recei pt.original _paynent _ref field defined in that
extension is the canonical spelling; other formats SHOULD use the
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same field name for interoperability. Formats that use an
alternative field name MJST register the mapping in the x402 Recei pt
Format registry or docunent it in a published specification

O her formats may bind the FSM via signature-based |inkage nechani sns
(such as HVAC- SHA256 or a digital signature over the canonica

prei mage bytes), provided the binding is determ nistic and produces a
32-byte digest that satisfies the preimge rules of Section 4.1

Si gnat ur e- based bi ndi ng does not replace the JCS canonical preinmage
requirenent; it is an additional |ayer on top

6. Security Considerations
6.1. State Spoofing

An adversary may attenpt to subnmit a SettlenentReceipt for a
Payment | ntent that was never created, or a Refundd aimfor a

Settl| ement Recei pt that was never issued. Verifiers MJST validate the
original _paynment _ref |inkage agai nst retained nanifests before
accepting any downstream state transition. Accepting a receipt

wi thout verifying its original_paynent_ref against the prior state’s
known- good di gest enabl es st ate-spoofing attacks.

Mtigation: chain reconstruction (Section 4.2) is the normative
defence. Verifiers that cannot retain Paynent C ai mmanifests SHOULD
use an external audit log maintained by a trusted third party with
its own chain-verification capability.

6.2. Replay Across Linkage Horizons

The deterministic nature of JCS Prei mage Hashes neans that a

Settl ement Recei pt for a given Paynentlntent always carries the same
original _paynment_ref. This property is exploited by forking defences
(Section 4.3), but it also nmeans that an adversary in possession of a
valid Settlenent Recei pt can derive the original _paynment _ref for a
future Refundd ai m wi t hout ever seeing the Settl enent Recei pt

prei mage, provided the Paynmentlntent preinage i s known.

Mtigation: anti-replay stores MJST be indexed by both the |inkage
digest and the specific state type (Settlenment vs. Refund). An

ori gi nal _paynment _ref that has been used as the basis of a RefundC aim
MUST be narked as refunded in the store; a second RefundCd ai m
presenting the sane original _paynment_ref MJST be rejected.

Recei pt formats MJST enforce tenporal constraints on refund

acceptance; the default 30-day refund wi ndow (Section 2.3) lints the
replay hori zon.
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Cross-Format Interleaving Attacks

A cross-format interleaving attack occurs when a Settl enent Recei pt
emtted by format Ais presented as a valid predecessor to a
RefundClaimenitted by format B, where the two fornats use

i nconmpati bl e prei mage schenas. |f a Verifier accepts m xed-format
chains without verifying prei mge schema conpatibility, the JCS

di gest check may pass spuriously (if the two schemas happen to
produce the same bytes for different semantic content) or fail with
an opaque error (nmasking a tanpered chain).

Mtigation: Verifiers MJST reject nixed-format chains unless both
formats inplenent the canonical preinage discipline of Section 4.1
with identical field definitions and encoding rules for the
overlapping fields. Receipt formats MJIST decl are their preinmage
schenma version in each emitted claim enabling Verifiers to detect
schena m smat ches before applying the digest check

Del egati onGrant Scope I nflation

A del egatee that has received a Del egationG ant may attenpt to spawn
Payment | nt ents whose scope exceeds the grant’s constraints (currency,
payee, or anount cap). |If the Verifier does not check scope
conpliance before settling, the del egati on nechani sm provi des no
meani ngf ul access control

Mtigation: scope enforcenment is normative (Section 3.3 precondition
3). Verifiers MJST check scope conpliance at settlenent tine, not
only at grant issuance tine. The nmax_chain_|l ength paraneter
(Section 3.4) bounds privil ege escal ation via sub-del egati on chai ns;
the default value of 1 pernmits only direct principal-to-agent

del egation with no internmedi ate nodes.

| ANA Consi der ati ons

Thi s docunent defines no new | ANA registries. |nplenentations bind
to existing x402 receipt-format registries. The FSM state nanes
(Paynent I ntent, Settl enment Receipt, RefundC aim DelegationGant) and
transition error tokens defined in Section 3.4 are informationa
identifiers; they do not require | ANA registration

Recei pt formats inplenenting this FSM and registering in the x402
Recei pt Format registry (established by [ STARK- RECElI PTS]) SHOULD
include in their registration a reference to this docunent to

i ndi cate FSM conpl i ance.

earch Expi res 25 Novenber 2026 [ Page 16]



I nternet-Draft x402-1ifecycle-fsm May 2026

Acknowl edgrent s

The authors thank the x402 Foundation coalition contributors who
establ i shed the shared canoni calisation discipline through the three-
i npl ement ati on consensus thread [ X402-2357] and the nmulti-runtine
conformance work in [X402-2432]. The 18 Del egati onG ant vectors
cross-validated byte-identical across five |anguage runtines in

[ X402-2432] provided the enpirical basis for the bounded authority
path definition in Section 3.3. The shared canonicalisation

di sci pline [ X402-2326] grounded the JCS preinmage |inkage rules in
Section 4.1.

Ref er ences
Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8785] Rundgren, A., Jordan, B., and S. Erdtman, "JSON
Canoni cal i zati on Scheme (JCS)", RFC 8785,
DO 10.17487/ RFC8785, June 2020,
<https://www. rfc-editor.org/rfc/rfc8785>.

[ RFC8949] Bormann, C. and P. Hoffnan, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,
DA 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/rfc/rfc8949>.

I nformati ve References

[ STARK- RECEI PTS]
"x402 STARK Recei pt Format Extension", Wrk in Progress,
Internet-Draft, draft-vauban-x402-stark-receipts-00, n.d.,
<https://datatracker.ietf.org/doc/draft-vauban-x402- st ar k-
recei pts/>.

[ X402- 2326]
"Shared canonicalisation discipline (privacy_class and
recei pt-format extensions)", n.d.,
<https://github. coml x402-f oundat i on/ x402/ i ssues/ 2326>.

Resear ch Expi res 25 Novenber 2026 [ Page 17]



I nternet-Draft x402-1ifecycle-fsm May 2026

[ X402- 2357]
"x402 STARK Recei pts Extension Proposal”, n.d.,
<https://github. com x402-f oundat i on/ x402/ i ssues/ 2357>.

[ X402-2432]
"Bounded- spend aut horization sanple: 18-vector cross-
runtime conformance matri x", n.d.,
<https://github. com x402-f oundati on/ x402/ pul | / 2432>.

[ X402-V2] "x402 Linux Foundation V2 Wrking Goup", n.d.,
<https://github. comi x402-f oundat i on/ x402>.

Appendi x A.  FSM State Summary

The following table sunmari ses the four canonical states, their
roles, and their |inkage requirenents.

Initiating state;
payer conmit nent
| SettlenentReceipt | Term nal success original _payment _ref = |
| | state; facilitator | JCS Prei nage Hash of |

| | confirmation | Paynent| ntent |
o e e e o o e e e o e e e e e e oo +
| Refundd aim | Terminal reversal | original_payment_ref =

| | state; merchant- | JCS Prei mage Hash of |
| | initiated | Settl enent Recei pt |
I IR I Fomemeemeeeemeacciaeaaaas +
| Del egati onG ant | Side-channel | Receipt-format-specific |

| authority; scopes | binding to spawned
| | future intents | Paymentlntents |
S TRy e +
Table 6

Appendi x B. Legal Transition Table
The following table is a machi ne-readabl e summary of | egal and

forbidden transitions for use in conformance testing. Verifiers MAY
generate test cases fromthis table.
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| From state | To state | Legal ?| Condi tion |
[ oo by s sy ool s s s o}
| (none) | Paynent | nt ent | Yes | Origin; no precondition.|
o e e e oo o e e e oo Femmm o - Fom e e e e a e e oo +
| Payrent | nt ent | Settl enent Recei pt | Yes | ALl preconditions in |
| I | | Section 3.1. |
o e e e e oo - o e e e e oo - Fom e e - - o e e e e e a oo +
| Sett| ement Recei pt | Ref undd ai m | Yes | ALl preconditions in |
| | | | Section 3.2. |
o e e e oo o e e e oo Femmm o - Fom e e e e a e e oo +
| (none) | Del egati onGrant | Yes | Origin side-channel; no |
| | | | prior state required. |
o e e e e oo - o e e e e oo - Fom e e - - o e e e e e a oo +
| Del egati onGrant | Paynent | nt ent | Yes | ALl preconditions in |
| | | | Section 3.3. |
o e e e oo o e e e oo Femmm o - Fom e e e e a e e oo +
| Payrent | nt ent | Ref undd ai m | No | Ref undW t hout Sett | enent ; |
| | | | settl ement rust precede |
| | | | ref und. |
o e e e oo o e e e oo R o e e e e e e e e oo o - +
| Paynent | nt ent | Paynent | nt ent | No | Intents do not chain; |
| | | | each is an independent |
| | | | ori gin. |
o o S o +
| Settl ement Recei pt| Sett!| ement Recei pt | No | Al readySettl ed; one |
| | | | settl ement per intent. |
o e e e e oo o e e e e oo +o-m - - o e e e e e e oo oo oo +
| Ref undd ai m | Ref undd ai m | No | Al r eadyRef unded (defaul t|
| | | | FSM format nmy overri de|
| | | | for partial refunds). |
o e e e e oo - o e e e e oo - Fom e e - - o e e e e e a oo +
| Ref undd ai m | Sett| ement Recei pt | No | Refunds are term nal; no|
| | | |re-settlenment after |
| | | | reversal . |
o e e oo o e e oo Fomm o - e e e e e oo +
| Del egati onGrant | Sett!l ement Recei pt| No | Settl ement requires an |
| | | | i nt erveni ng |
| | | | Payment I nt ent. |
o e e e e oo o e e e e oo +o-m - - o e e e e e e oo oo oo +
| Del egati onGrant | Refundd ai m | No | Refund requires an |
| | | | i nterveni ng |
| | | | Payrment | nt ent and |
| | | | Sett!| ement Recei pt . |
o e e e oo o e e e oo R o e e e e e e e e oo o - +

Table 7
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Appendi x C. Confornance Checkli st

A receipt format claimng FSM conpliance MJST:

*

Enmit original _paynment _ref (or an equivalently nanmed field with
docunent ed mapping) in every Settlenent Receipt, set to the JCS
Prei mage Hash of the originating Paynentlntent.

Emt original_paynment_ref (or equivalent) in every Refundd aim
set to the JCS Prei mage Hash of the Settl enment Recei pt being
reversed.

Reject all forbidden transitions listed in Section 3.4.

Maintain an anti-replay store sufficient to detect duplicate
settlenents and duplicate refunds.

Enforce the default 30-day refund wi ndow or docunent an explicit
alternative.

Decl are a max_chain_length for Del egati onG ant chains; if not
decl ared, the default value of 1 applies.

Enf orce scope conpliance for Del egati onG ant - spawned
Paynment I ntents at settlenment tine.

Declare its preimage schema version in each emtted claimto
enabl e cross-format interleaving detection.

A Verifier clainng FSM conpliance MJST:

*

Apply the chain reconstruction algorithm (Section 4.2) before
accepting any Settlenment Recei pt or RefundC aimfor audit purposes.

Rej ect m xed-format chains unl ess schema conpatibility is
confirned.

Reject all transitions |listed as forbidden in Appendix B.

Emit the error tokens defined in Section 3.4 when rejecting
illegal transitions.
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